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Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcua 7.4

03.2024

CuHxpoHM3auma ¢ sepcueli N0 10.3.5

N3meHeHwuA B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHa ceTesolt mogenu OSI

- 1.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKM

- 2.3 YcTaHoBKa ycTpovicts MES3710P, MES3708P Ha DIN-peitky

[obaneHbl pasgensbl:
- 4.14.3.3 Hactpowka npotokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHXpoHM3aumsa c Bepcueli MO 10.3.4
[ob6asneHa nHdopmauma o6 yctporictee MES2420-48P

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4 KOHCTPYKTMBHOE UCNONAHEHNE

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAs goctyna)

Bepcna 7.2

06.2023

CuHXpoHM3auma c Bepcueli MO 10.3.3.1
[ob6asneHa nHpopmauma 06 yctponcteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

Bepcua 7.1

06.2023

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.3
[ob6aeneHa nHdopmauma o6 yctponcrteax MES2424FB, MES3710P.

MN3meHeHus B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasaensi:

- 4.28.3 Hactpolika npotokona OSPFv2
- 4.28.4 Hactpolika npotokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHu3aumn ¢ sepcueli MO 10.3.1

M3meHeHusA B pasgenax:
- 1.2.4 dyHKUMM TpeTbero yposHs ceteBoi mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

[ob6asneHbl pasaensi:
- 4.28 KoHOWrypaLma NpoTOKONI0B MapLIpyTU3aLLmm

Bepcusa 6.5

11.2022

CuHxpoHM3auma ¢ sepcueli MO 10.2.10
[ob6asneHa nHpopmauma o6 yctpoinctee MES2448P

MN3meHeHus B pasgenax:

- 1.2.6 ®yHKLMM 0becneyveHnn 6e3onacHoOCTH

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

-4.21.7 NpoBepKa NOAAMHHOCTU KNNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)
- 4.22 dyHKummn DHCP Relay nocpegHuKa

[obaBneHbl pasaensbl:
- 4.23 KoHowurypauns DHCP-cepBepa

Bepcusa 6.4

10.2022

CuHxpoHu3auma ¢ sepcueli MO 10.2.9.4

Bepcua 6.3

08.2022

CuHXpoHM3aumsa ¢ sepcumeit MO 10.2.9

MN3meHeHuA B pasgenax:

- 4.4 KomaHapl ynpaB/ieHUs cuctemom

- 4.14.6 HacTpolika npotokona G.8032v2 (ERPS)
-4.,17.5.1 Telnet, SSH

-4.21.3 DSLAM Controller Solution (DCS)

Bepcusa 6.2

06.2022

CuHxpoHM3auma c sepcueti M0 10.2.8.2
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[ob6asneHa nHdopmauma 06 yctporictee MES2424P.

M3meHeHusA B pasgenax:

- 1.2.8 lononHUTenbHble GYyHKLUK

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

-4.17.1 MexaHusm AAA

-4.21.6 HacTtpolika ¢oyHKkummn MAC Address Notification

[ob6asneHbl pasgensi:
- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.16.5 KoHdurypaumsa IGMP proxy

Bepcus 6.1

11.2021

CuHXpoHM3auma c sepcueii MO 10.2.7.2

N3meHeHwuA B pasgenax:

- 4.13 HacTpoiika IPv6-agpecaumm

- 4.18 KypHan aBapuii, npotokon SYSLOG
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHdopmauma o6 yctponctee MES2411X

Bepcua 5.9

10.2021

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpoKoMaHA,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.16.1dyHKLMA nocpesHUKa npoTtokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHowurypauma 3awmTbl oT DOS-atak

- 4.30 Pexxum oTnagKkun

[ob6asneHbl pasaensi:
-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcna 5.8

07.2021

CuHxpoHu3auma ¢ sepcueti MO 10.2.6.3

Bepcna 5.7

05.2021

CuHxpoHu3aums c sepcueli MO 10.2.6

M3meHeHusA B pasgenax:

- 4.11 Mpynnbl arperauun kaHanos — Link Aggregation Group (LAG)
- 4.12 Hactpoiika IPv4-agpecaumm

-4.21.8 HacTtpolika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnucku poctyna ACL gna ynpaBneHus yCTpOMCTBOM
-4.21.6 Hactpolika ¢oyHKumn MAC Address Notification

- 4.14.2 MexaHu3am obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypauma ACL (cnnmckmn KOHTponsa gocTtyna)

-4.27.1 Hactpoiika QoS

[obaBneHbl pasgensbl:
-4.21.9 HacTpolika ¢yHKumm IPv6 ND Inspection

Bepcusa 5.6

03.2021

CuHXpoHM3aumsa ¢ sepcumeit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHXpoHM3aumsa ¢ sepcueit MO 10.2.5
Job6asneHa nHdpopmauma 06 yctponcteax MES2448 DC, MES2448B.

N3meHeHuA B pasgenax:

- 1.1 HasHayeHwue

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

- 1.4.1 BHewWwHWI BUA, 1 onucaHne nepeaHein NnaHeamn ycTpomncTs
-1.4.2 3a4HAA 1 BepXHAA NaHeNn yCTpomncTs

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM

- 4.8.1 Napametpbl Ethernet-untepdeitcos, Port-Channel n Loopback-nHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTeppencos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 ®yHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
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-4.21.5 KoHTponb npotokona ARP (ARP Inspection)
-4.27.1 Hactpoiika QoS
- MpwunoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcna 5.4

10.2020

MN3meHeHuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

- 4.4 KomaHapl ynpaB/ieHus cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexXxmmoB KOMMYTaumMn nHTeppencos
-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 }KypHan aBapuit, npotokon SYSLOG

-4.21.6 Hactpoliika ¢yHkummn MAC Address Notification

-4.27.1 Hactpoliika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHdopmauma o6 ycrporictese MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 3.5.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHUa cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
delicos

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMMyTaumn nHTepodencos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onuma 82

-4.21.4 3awmTa IP-agpeca KanenTa (IP Source Guard)

[obasneHbl pasaensi:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

N3meHeHuA B pasgenax:

- 3.5.2.2 HacTpolika ctaTuyeckoro IP-agpeca, Macku NoAceTv 1 Wwak3a no ymon-
YaHuto

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTey
- 4.6.2 KomaHabl ana pabotol ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos

-4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 ypHan aBapuii, npotokon SYSLOG

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca KamnenTa (IP Source Guard)

-4.21.5 KoHTponb npotokona ARP (ARP Inspection)

-4.27.1 Hactpolika QoS

[ob6asneHbl pasgens:
- MpwunoxeHue . PaclwmdpoBKa CNMcKa NpoL,eccos

Bepcua 5.1

06.2020

Job6asneHa nHdpopmauma o6 yctpoicteax MES2424, MES2424B.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

- 1.4.1 BHeWHW BUA M ONMcaHne nepesHel naHenm ycTpoicTs
- 4.6.3 KomaHabl ANA pe3epBUpoOBaHUA KOHOUIypaumum

Bepcua 5.0

03.2020

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

-3.5.2.1 3agaHue napons gns nosb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenen

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa poctyna K ycTpoincrey

- 4.4 KomaHapl ynpaB/ieHUs cuctemom

- 4.6.2 KomaHabl ana pabotol ¢ pannamm

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

- 4.8.2 HacTpolika VLAN 1 pexxmmoB KOMMYyTaumMn nHTeppencos
-4.17.1 MexaHusm AAA
- 4.30.4 ypHannpoBaHue O0T1aA04HbIX COOBLLEHMI

[obasneHbl pasgensbl:
- 3.4 3arpy304Hoe MeHto
- MpwunoxeHwue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcusa 4.5 12.2019 M3meHeHusA B pasaenax:

- 3.5.2 ba3oBas HacTpoika KommyTaTopa

- 4.8.2 HacTpoiika VLAN 1 peXXxmmoB KOMMYyTaumMn nHTeppencos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTtponb npotokona DHCP v onuua 82

Bepcus 4.4 11.2019 M3meHeHusA B pasgenax:
-4.17.5.2 HacTtpoWka napameTpoB npoTokona SNMP gns goctyna K yCTpomncTay
- 4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

Bepcusa 4.3 10.2019 M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpaumsa coobLEeHNn KOMaHAHON CTPOKM

- 4.5 KomaHZabl Ana HAacTPOMKM NapameTpoB A/1A 3af4aHuA naponen
-4.6.3 KomaHapl Ans pesepBuMpoBaHusa KoHdUrypauum

- 4.30 Pexxnm oTnagku

Bepcus 4.2 08.2019 M3meHeHusA B pasgenax:

- 3.5.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTey
- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMMyTaLmMu MHTepdelicos

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onumna 82

[ob6asneHbl pasaensi:
- 4.26 KoHourypauma 3awmTbl ot DOS-aTtak

Bepcusa 4.1 06.2019 M3meHeHusA B pasaenax:
— Storm Control gns pasnnyHoro Tpaduka (broadcast, multicast, unknown
unicast)

Bepcua 4.0 06.2019 M3meHeHUA B pa3genax:

— HauanbHas HacTpolika KommyTaTopa
— HacTpoiika napametpos npotokona SNMP ana goctyna K ycTponcTsy
— dnekTponuTaHue no anHuam Ethernet (PoE)

Bepcusa 3.0 03.2019 Job6asneHa nHpopmauma o6 yctpoiicteax cepun MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTM4YeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— HacTpolika IPv6-agpecauun

— HacTpoiika npotokona OAM

—MpoTtokon TACACS+

— DneKTponuTaHue no AMHuam Ethernet (PoE)

— MpoTtokon UDLD

— 3awwuTa IP-aapeca knuneHTa (IP Source Guard)

Bepcusa 2.0 01.2019 Bropas nybavkaums.

Bepcua 1.0 12.2018 Mepsana nybavKkaums.

Bepcua nporpammHoro obecneveHus 10.3.5
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D ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBagpaTHbIX CKOOKax B KOMAHAHOM CTPOKE YKa3blBatOTCA HeobsA3aTesbHble
[1 napameTpbl, HO UX BBOA MpeaoCTaBAAET onpeAeseHHble AOMNOAHUTENbHbIE
onuuu.
0 B ¢purypHbix cKObKax B KOMaHAHOM CTPOKE YKa3blBAOTCA BO3MOXKHble 0b6A3a-
TeNbHble napameTpbl. Heobxoanmo BbIbpaTb 04MH U3 NAPAMETPOB.
«,» JaHHble 3HaKM B onncaHMmM KOMaHAbl UCNONb3YHOTCA ANA YKa3aHWA guanaso-
«-» HOB.
«|» [JaHHbIN 3HaK B ONUCaHUM KOMaHAbl 0603HAYaeT «Uan».
«/» JaHHbIN 3HaK B onucaHWe KOMaHAbl yKa3biBaeT Ha 3HAa4YeHMEe NO YMOJIYaHMI0.
Kypcus Callbri Kypcmnsom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble HE0b-
ypcu ibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLLUM CIOBOM WU CTPOKOM.
MonyXXupHbIA Kypcus MonyXunpHbIM WPUPTOM BblaeNEHbI MPUMEYAHMA N NpeaynperKaeHNA.
<lMonyxcupHoiii MonyXMpPHbIM KYpPCMBOM B YrN0BbIX CKOBKax YKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcus> Ha KnaBuaTtype.
Courier New MNonyxnpHbim Wpundptom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA.
: WpndTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3y/ibTaTbl BbINONHEHMUA
KOMaHA,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY AU YeNoBeKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETEeN ABNAETCA CO34aHMEe HaAEeXHbIX U BbICOKOMPOU3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

Ona fOCTUKEHMA BbICOKMX CKOPOCTEN LUIMPOKO NPUMEHSIIOTCA TEXHO0TMK Nepeaayun nHpopmaumnm
Gigabit Ethernet (GE). MNepegaya uHPoOpMaUMKM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopb! cepuin MES14xx, MES24xx, MES34xx n MES3708P moryT ncnonb3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATUIA Manoro u cpegHero 6usHeca (SMB), B onepaTopckux cetax. OHK
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpomblwneHHble KommyTaTtopbl MES3708P, MES3710P npeaHa3HayeHbl AnA OpraHM3auMm 3alum-
LLLEHHbIX OTKA30yCTOMYMBBIX CETeN nepenayn AaHHbIX Ha o6bekTax, rae HeobxoaAnMO BbinosiHeHWe Tpebo-
BaHMI Mo obecrneyeHMto YCTOMYMBOCTU K BO3LENCTBUAM Pas/IMYHOMO BUAA: TeMMNePaTyPHbIM, MEXaHu-
YECKUM U ApYTrUMm.

B HacToAWweM pyKOBOACTBE M3/0XKEHbI HAa3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKOMeH4auMUn
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuw, MOHUTOPUHra M 06HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHaueHue

YctpoiictBa cepuit MES14xx n MES24xx ABNAIOTCA ynpaBAAeMbIMM KOMMYTaTOpPamMu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepoB (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOomMmyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeTteBble KommyTaTopbl MES2424x, MES3400-24 nmetloT B CBOEM cocTaBe 24 sneKTpuUYecKnx nopta
Gigabit Ethernet 1 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBKu SFP+-TpaHcuBepos.

CeteBble KommyTaTopbl MES2424FB umetoT B cBOém cocTaBe 24 onTuyeckux nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-
TPaHCUBEPOB.

CeTeBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM COCTaBe
48 anekTpnyeckux nopTtos Gigabit Ethernet n 4 ontuueckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-
TpaHCUBEPOB.

CeteBble KOmMmyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckunx nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBKku SFP+-
TPaHCUBEPOB.

CeTteBble KommyTaTopbl MES3400-48 umetoT B CBOEM cocTaBe 48 aneKkTpuyeckux noptos Gigabit
Ethernet 1 4 onTuyeckmx nopta TenGigabit Ethernet ansa yctaHoBKM SFP+-TpaHcMBepoB.

CeTeBble KommyTaTopbl MES3708P umeloT B CBOEM cocTaBe 8 3aneKTpuyeckux noptosB Gigabit
Ethernet n 2 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBepos.

CeTeBble KommyTaTopbl MES3710P umeloT B CBOEM cocTaBe 8 aneKTpuyeckux noptoB Gigabit
Ethernet 1 4 onTnyecknx nopta Gigabit Ethernet gnsa yctaHosku SFP-TpaHcuBepos.

1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3osvie pyHKYuu

B Tabnvnue 1 npuBeaeH cnncok 6a3oBbix GYHKLNIA YCTPOICTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnuua 1 — ba3osble GYHKLUM YCTPOICTBA

3awyuma om BAOKMPOBKa BO3HMKAET B Cy4aAx NeperpysKkun BbIXOAHbIX MOPTOB yCTPOWCTBa Tpadu-
610KuUpoeKuU oyepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aZ€ePrKKam nepesayn faHHbIX
(HOL) M noTtepe NakeTos.
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IModdeprcka
ceepx0s1UHHbIX KAOpoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh Nepesady CBEPXA/AMHHBIX KagpoBs, YTO MNO3BOAAET ne-
pefaBaTb AAHHbIE MEHbBLUIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN MH-
dopmauum, Bpemsa 06paboTkM 1 nepepbIBbI.

YnpaeneHue nomokKom
(IEEE 802.3X)

YnpaBneHne NoTOKOM MO3BOAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s nNpeaoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHpopmmpyn
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl GyHKLMKN yCTPOIMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnmua 2 — PyHKunm paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTtaTop coctaBnfseT B namati Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cteue mexxgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyveHus

B oTcyTcTBME 06yyYeHUs, AaHHble, NOCTyNalowWwmne Ha Kakon-1mbo nopT, nepepatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTOpa. B pexkume obyyeHMA KOMMYTaTOp aHaNU3U-
pyeT Kaapsl 1, onpegenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy mapiu-
pyTv3auun. Bnocneacteum kaap Ethernet, npegHasHauyeHHbIV ana xocta, MAC-agpec
KOTOpPOro yXe ecTb B Tabnnue, nepesaerca TObKO Yepes yKasaHHbIN B Tabauue nopr.

lModdeprcka nepedayu
Ha Heckonbko MAC-
adpecos (MAC
Multicast Support)

[daHHaa ¢yHKUMA NO3BONSAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOTME KO MHormm». Takmm o6pa3om, Kaap, aApecoBaHHblii MHOroaapecHom
rpynne, nepeaaertca Ha Kaxkablii NOPT, BXOAALLMI B rpynny.

Asmomamuyeckoe
epems xpaHeHua MAC-
aodpecos

Ecnm ot ycTpoiictea c onpeaeneHHbim MAC-agpecom 3a onpegeneHHbIi nepuos spe-
MEHM He MOCTYNatoT NaKeTbl, TO 3aMNUCb A4/1A AaHHOrO aApeca ycTapeBaeT v yAansaeTca.

(Automatic Aging for 3TO NO3BOIAET NOAAEPHKMBATL TAbANLY KOMMYTaLMK B aKTya/IbHOM COCTOAHUM.

MAC Addresses)

Cmamuveckue 3anucu .

MAC CeteBomn KOMMYTATOP MO3BONAET NOJIb30BATENNO OnpeaesinTb CtTaTud4eCckmne 3anmcu
) . cooTBeTcTBMN MAC-agpecoB, KOTOPble COXPAHSAOTCA B Tab/MLe MapLupyTUsaumm.

(Static MAC Entries)

1.2.3 ®yHKYuu emopozo yposHa cemeeoii modenu OSI|

B Tabnmue 3 npuseaeHbl pyHKUUM M 0COBEHHOCTM BTOPOro ypoBHA (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHme GyHKUMIM BTOPOro ypoBHA (yposeHb 2 OSI)

Peannsauusa npotokona IGMP nossonsieT Ha ocHoBe WMHGOPMALMK, NMOAYYEHHOWN
npu aHanuse cogepxumoro IGMP-nakeToB, onpeaenntb, KakmMe yCTpoCTBa B CETU

®yHkyusa IGMP Snooping o

Y4aCTBYHOT B rpynnax MHOroaZpecHoOM paccblikK, U agpecoBaTtb TpadmK Ha COOTBET-

CTBYIOLLME NOPTHI.

. Peannzauua npotokona MLD no3sonset ycTpoACTBY MUHUMU3NPOBATbL MHOTOaA-

®yHkyua MLD Snooping . 4 P yerp ¥ P A

pecHbii IPv6-Tpadmk.

®PyHKLMA, NO3BONAKOLWAA NepeHanpaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B gpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B peweHusx lll-play.

3awyuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlTopm» — 3TO pasmHoxKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4oM y3/e, KOTOpoe NPUBOAUT K 1aBUHOOOPA3HOMY POCTYy MX YMCAA U Napanu-
3yeT paboTy ceTn. KomMyTaTopbl UMEOT GYHKLMIO, MO3BONAIOLLYIO OFPAHUYNTL CKO-
POCTb NepeAaym MHOrOaAPECHbIX U LUMPOKOBELLATENbHbIX KaAPOB, MPUHATbIX U Me-
peaaHHbIX KOMMYTaTOPOM.
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3epKkanuposaHue
nopmos
(Port Mirroring)

3epKasnpoBaHMe NOPTOB No3BosAeT aybanposaTb TpadmK HabatogaembIx NOPTOB,
nepecbiiana BXogawme n/Mam ncxogdawme nNakeTbl Ha KOHTPOAMPYIOWMI nopT. Y
Nno/ib30BaTeNA KOMMYTAaTOpPa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLLMIA U KOH-
TpoaMpyemble NopTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA U/MAN NCXoAALLNN), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3onayua nopmos
(Protected ports)

JaHHasa GyHKUMA no3BONAET HasHaunTb NopTy ero uplink-nopT, Ha KoTopbli 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcA Becb TpadumK, obecneunsan Tem caMbiM U30NA-
LU0 C APYTMMK MOpTamu (B Npesenax o4HOro KOMMYTaTopa), HAXOLALLMXCA B STOM
e WwupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoil NPOTOKON, OCHOBHOM 3aZa4ei KOTOPOro ABAA-
eTca npueeneHune cetn Ethernet ¢ M36bITOYHBIMW COEANHEHUAMM K APEBOBUAHOMN
TONOMOMNK, UCKAtoYatowen netan. KommyTaTopbl 06meHnBarOTCA KOHOUTYpPaLMOH-
HbIMM COOBLEHNAMM, UCMONb3YA Kagpbl cneunanbHoro popmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IOYAIOT Nepeaady Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTEPM3YeTCa MEeHbLIMM BpeMeHEM NPUBEAEHWNA CETU K APEBOBUAHOMN TONOAOTMN
M UMeeT 6o/iee BbICOKYH YCTOMYUBOCTD.

Moddepxcka npomokKona
ERPS (Ethernet Ring
Protection Switch)

MpoTokon npegHasHavyeH 414 NOBbILWEHUA YCTOI;'I‘-WIBOCTM U HaOeXHOCTU ceTu ne-
penayvyn AaHHbIX, VIMetOLLI,eVI KO/ibLUEBYHO TOMNO/IOTMIO, 3a CHET CHUXKEHUA BPEMEHN

BOCCTaHOBJ/IEHMA CETU B C/ly4ae aBapun. Bpema BoccTaHOBAEHUA He npeBblwaeT 1
CEeKyHAbl, 4YTO CyLWeCTBEHHO MeéHbLUE BpPEMEHU I'IepeCTpOVIKVI CceTn npn Ncnonb3o-
BaHUU NPOTOKO/10B cemeincrea spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLmx O4HY LMPOKOBELATENbHYIO
obnacTb (aomeH). KommyTaTop nNoaaepmnBaeT pas/inyHble CPeacTBa KaaccudumKa-
UMM NaKeToB A/1A ONpeae/IeHns UX NPUHaL/IesKHOCTU K onpeaeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHk-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasastowme coboit NpoToKoa MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefayun MHGopmaLlmm o co-
CTOSIHMM KaHaNa MexXay HenocpeacTBeHHO MNOAKAIOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoli-
CTBa A0/1KHbl NogAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAaAwmMm noptam. [laHHoe
peleHne NO3BOAET MCNOJIb30BaTb Ha KaX40M NOpPTy TONbKO ogHy rpynny VLAN.

Mododeprcka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIN ONUCbIBAET NpoLeAypy TermpoBaHua
Tpaduka gna nepepaum nHbopmaumm o npuHagnexkHoctmn K VLAN. Mossonset umc-
no/sb30BaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAn08 ¢
ucnonv3zosaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTMyeckoe o6beanHeHe OTAE/bHbIX CBA3EN
MeXay [ABYMA YCTPOMCTBAMM (KOMMYTaTOP—KOMMYTATOp WMAM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B npoToKone NOoCTOAHHO onpenenaeTca BO3MOXHOCTb 06beANHEHNA KAaHaANoB, U B
C/ly4ae O0TKa3a coeguHEHMUA, BXOAALLEro B 06beaMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpenensieTca no He OTKa3aBLIMM KOMMOHEHTaM obbeguHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpovicTBax nogaepxusaetca yHKLMA CO34aHMA rpynn KaHano.. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHos0rMa ob6beanHeHUs
HECKOIbKMX GU3NYECKMX KAHANOB B O4UH JIOTUYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMIO NPOMYCKHOM CMOCOBHOCTM MarMcTpasbHbIX KaHasoB KOMMyTaTop—
KOMMYTaToOp WM KOMMYTaTOp—CepBep, HO U MOBbILWEHUIO UX HAZEeXHOCTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKU — Ha ocHoBaHUK MAC-agpecoB, Ha ocCHOBaHWUK |IP-
aApecos M Ha OCHOoBaHUKM nopTa (socket) HazHaueHuA.

lpynna LAG cocToUT M3 NOPTOB C OANHAKOBOM CKOPOCTbIO, paboTatowwmx B AynaeKc-
HOM pexunme.
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Selective Q-in-Q

Mo3BonseT Ha3Ha4aTb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaHHbIX Npasua GUAbTPAUMM NO HOMepam BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHue Selective Q-in-Q no3sonseT pa3obpatb Tpadwmk
aboHeHTa Ha HeckonbKo VLAN, nameHutb meTtky SPVLAN y nakeTa B OTAe/IbHOM
yyacTke ceTu.

1.2.4 ®yHKyuu mpemoe20o yposHa cemesoli moodenu OSI/

B Tabanue 4 npmseaeHbl GyHKUMM TPETbero ypoBHs (ypoBeHb 3 OSI).

Tabnunuya 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOXKHOCTb ,CI,06aBIIFITb N yOanAtb Ctatuye-

mapwpymei CKMe 3anucu B TabanLy MapLipyTU3aumm.
KnueHmeoi BootP u v . 6 P

. CTpOMCTBA CNOCOBHbLI  AaBTOMATMYECKM MOJSyYaTb -afjpec no MpOTOKON
DHCP (Dynamic Host BoochP /DHCP 4 AP P Y
Configuration Protocol) '
lIpomokona ARP ARP — npoTokon conoctaBneHua IP-agpeca n pusmnyeckoro agpeca ycrpovicrea. Coot-

(Address Resolution
Protocol)

BeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApeC y31a 3a-
npalwnBaeTCA B LULMPOKOBELWATE/IbHOM NaKeTe.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKLMA YNPOLLEHHOM MapLpyTM3auMM MHOFOaApecHbIX AaHHbIX
MeXAy ceTamM. s ynpasaeHua mapLpyTmsauneit ncnonbayertcs npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pes3epsnpoBaHMA MapLLPYTU3aTOPOB, BbINOAHA-
OLLMX POAb LW/KO33 NO YMOMYAHUIO. ITO AOoCTUrAeTcA NyTém obbeamHeHun IP-uHTep-
beicoB rpynnbl MapLIpyTM3aTopoB B OANH BUPTYasibHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LU/KO3 MO YMOHAHMIO A/19 KOMMbIOTEPOB B CETH.

lpomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMU4YeCKoM MapLIpyTM3aLMn, OCHO-
BAHHbI HA TEXHOJIOTMM OTCNIEXKMBAHWA COCTOAHUA KaHana (link-state technology) u
MCMNONb3YIOLWMINCA ANA HAXOXKAEHUA KpaTyalLwero nyTM anroputm eikcTpsl. NpoTo-
Kon OSPF npeactasnseT coboii NpoOTOKON BHyTpeHHero wnt3sa (IGP). MpoTtokon
OSPFv2 pacnpocTpaHsieT MHGOpPMaLMIo 0 AOCTYNHbIX IPv4-MmaplupyTax mexay mapLu-
pyTM3aTopamm o4HOM aBTOHOMHOM CUCTEMDbI.

lpomokon OSPFv3

MpoToKon AnHamuyeckon mapwpyTtnsaunm OSPFv3 pacnpoctpaHaeT nHdopmaumio o
[OCTYNHbIX IPV6-MapLlupyTax Mexay MapLlipyTusaTopamu OAHOM aBTOHOMHOM Cu-
cTembl.

lpomokon RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MPOTOKONAM MapLpyTM3aLuM AUCTaHLMOHHO-BEKTOPHOMO
™na.

1.2.5 ®yHKyuu QoS

B Tabanue 5 npmBeaeHbl ocCHOBHble GYHKLMKM KayecTBa obcnykmnaHua (Quality of Service).

Tabanua 5 — OcHoBHble PpYHKLMM KayecTBa 06CayKMBaHUA

Mooddeprcka
npuopumemHoix
oyepedeii

YCTpOICTBO NoaaepKnBaeT NPUopUTE3aLMio UcxoaaLLero TpaduKka no oyepessam Ha
KaxXZoMm nopTy. PacnpegeneHuve nakeToB No o4epessm MOXKeT NPpOU3BOAUTLCA B pe-
3y/bTaTe KAaccdUKaLMM NAKETOB MO Pas/IMYHbIM NOASM B 3ar0/I0BKax NaKkeToB.

lModdepixka Knacca
ob6cnyxueanus 802.1p

CraHgapT 802.1p cneunduumMpyeT MeToz YKasaHuA NpuMopuTeTa Kagpa M anroputm
MCMONb30BaHMA NPUOPUTETA B LLEENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMEHHbIM 3aaep:KKam Tpaduka. CtaHgapT 802.1p onpeaenser BoceMb YPOBHeEN
npmnoputeToB. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHMe npmoputeTa 802.1p ana
pacnpeaeneHna Kagpos No NPUOPUTETHLIM ovepesam.
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1.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTH

DHCP snooping

PyHKUMA KOMMYTATOpPa, NpeHa3Ha4YeHHas A41A 3alWmTbl OT aTaK C UCNOJIb30BAHUEM
npoTtokona DHCP. O6ecneunBaet ¢ounbtpaumio DHCP-coobLieHnin, NoCTyNnMBLINX C
HeHaAeXHbIX MOPTOB MyTEM MOCTPOEHMA U NOALEP!KAHWUA Hasbl AAHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinoaHseT gencreua
6paHaMayapa MeKay HeHaaeKHbIMKU nopTamu 1 cepeepammn DHCP.

Onyusa 82 npomokKona
DHCP

Onuua, kotopasa nossosfeT npouHdopmuposatb DHCP-cepep o TOM, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLen 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yowmin dyHKumMio DHCP snooping, obHapy*Ku-
BaeT u oTbpacbiBaeT Ntob6oi DHCP-3anpoc coaepsKalimnin onuuto 82, KOTOPbIN OH Mo-
Nlyunn yepes HeHagExHbli (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa 414 3alWMTbl OT aTaK C UCMOb30BaHNEM
npoTokona ARP. CoobuieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOrO NOpTa, Noagsepra-
eTcA NpoBepKe — cooTBeTCcTBYET N IP-aapec B Tene npuHatoro ARP-naketa IP-agpecy
oTnpaBuTenA.

Ecnv appeca He cOBNAAaloT, TO KOMMYTaTOp OTOpacbiBaeT NaKerT.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHpopmauum, cogeprrallencs B 3arosoBKkax yposHen 2, 3 u 4, y afMUHU-
CTpaTopa ecTb BO3MOXKHOCTb HacTpouTb A0 100 npaBu, COrnacHo KOTOpbIM NaKeT by-
net obpaboTtaH, NMbo oTbpoLlEeH.

IP Source address
Guard

PyHKUMA KOMMYyTaTopa, KOTopas orpaHmMumneaeT IP-TpaduK, dunbTpys ero Ha OCHOBa-
HUK TabmLbl cOOTBETCTBUI 6asbl aHHbIX NpuBAa3kn DHCP — DHCP snooping u ctaTu-
Yyecku ckoHPUrypmpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl ¢ noa-
meHoit IP-agpecos.

1.2.7 ®yHKYyuu ynpasaeHuUa KOMMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiiie HaCTPOIMKKN, KOTOPbLIA COAEPKUT AaH-
Hble KOHPUTYpPaLMM KaK BCEN CUCTEMBI B LLe/IOM, TaK U onpesenieHHOro nopTa yCTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepauuii 3anmcu u yteHuma ¢ainos. NpoTokon oc-
HOBaH Ha TpaHcnNopTHOM npoTtokone UDP.

YcTpoincTBa Noaaep»K1BatoT 3arpy3Ky U nepegady no AaHHOMY NpoToKony dannos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

Mpotokon SNMP ucnonbsyetca g8 MOHUTOPUHIA U yNPaBAEHUS CETEBbIM YCTPOM-

lpomokon SNMP cTBoM. [11a ynpasaeHna AOCTYNOM K CUCTEMe OnpenensaeTca CNUCcoK 3anuceil coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPXUT NPUBUAETMM AOCTYNa.
YnpasneHne kKommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NoKanbHO yepes no-
Uumepdpeiic cneposaTtesibHbIA NopT RS-232, nnbo yaaneHHo yepes Telnet. UHTepdeiic KomaHAa-

KOMAHOHOU cmpoKu
(CLI)

HOl CTPOKM KoHconu (CLI) ABnseTca NpoMbIWNEHHbIM CTaHAapTom. MHTepnpeTaTop
CLI npesoCTaBAsAET CNMCOK KOMaHZ M KNHOUEBbIX C/I0B A/19 MOMOLLM NONb30BaTENIO U
COKpaleHnto obbema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLLMin Nnepesady coobLEeHNIM 0 NPOUCXOAALLUX B CU-

Syslog o
cTeme cobbITUAX, a TaKKe yBeAOMIeHU 06 oWwMBKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NnpOTOKON CUHXPOHU3ALMKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUANIUCEKYHADI.
Protocol)
Traceroute — cnyxebHaa GyHKLMA, NpegHA3HAaYeHHan AAA onpeaeneHna MapLpyTos
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AOMUHUCTPATOP MOXKET onpeaennTb YypOBHU NPUBMUAETMA JOCTYNa ANA NONb30OBaTe-
KOHMponaupyemsim " . .
Nen yCTPOMCTBA U XapaKTePUCTUKWN AR KaXKLOro YPOBHA NpuUBUAErnin (TONbKO anA
docmynom — ypoeHu .
. yTeHuns — 1 ypoBeHb, MNOAHbIN AocTyn — 15 ypoBeHb).
npusunseauu
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K KaXaomy uHTepdelicy
BroKupoeka ynpasnenus (SNMP, CLI). 3anpeT MoKeT 6bITb YCTAaHOB/MEH OTAENbHO A/1A KaXKA0ro
- TvMNa gocTyna:
unmepepelica e Telnet (CLI over Telnet Session);
ynpaeneHus e SNMP:
e SSH.
JlokaneHas [na nokanbHol ayTeHTUdMKaLMM NOAAEPKUBAETCA XPaHEHWe Naposieit B 6a3e JaH-
aymeHmuguKayus HbIX KOMMYyTaTOpa.
bunempayus IP- Loctyn no SNMP paspelwaetca ana onpegeneHHbix IP-agpecos, agnarowmxca yne-
adpecos 913 SNMP Hamn SNMP-coobuiecTea.
DHCP-cepBep ocyliecTBaAeT LeHTpaIn30BaHHOe ynpasaeHne ceTeBbiMW agpecamm
M COOTBETCTBYHOLWMMMN KOHOUTYPALMOHHBIMM NapaMeTpammn, aBTOMaTUYECKU Npeso-
CTaBNAA UX KINEHTaM.
®yHkyuu DHCP-
cepsepa ’ |  PyHKuMA nopaepKuBaeTca TONbKO Ha moaenax MES2424, MES2424B,
H MES2424FB, MES2424P, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3710P.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdUKaUmMm, aBTopusaumnm u yyeta. Cep-
Knuenm RADIUS Bep RADIUS ncnonbsyeT 6a3y AaHHbIX NO/b30BaTeei, KOTOpaA COAEPHKUT AaHHbIe
NPoBepKM NOAANHHOCTM ANA KaXKA0ro nonb3osaTend. Kommytatopbl cogepaT Kam-
E€HTCKYIo YacTb npoTokona RADIUS.
TACACS+ YcTponcTBO NpenocTaBnsfeT NoAAEPKKY NPOBEPKM NOANMHHOCTU KMEHTOB nocpes-
. cTBom npoTokosa TACACS+. MpoTokon TACACS+ obecneumnBaeT LLeHTPaIM30BaHHYHO
(Terminal Access N
cuctemy 6e30MacHOCTM A/1A MPOBEPKU MO/b30BaTesIel, MOAyYaloWwmx A0cCTyn K
Controller Access o
YCTPOMCTBY, @ TaKMKe LLeHTPA/SIM30BaHHYIO CUCTEMY YMpPaBAeHUA npu cobatoseHun
Control System) coemectumoctu ¢ RADIUS n apyrumn npoueccamun npoBepku NOASMHHOCTY.

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnmue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKM YCTPOMCTBRA.

Tabanua 8 — lononHUTeNbHblE GYHKLMN YCTPOCTBA

BupmyanbHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHbIE M annapaTHble cpes-
mecmupoearue Kabens | CTsa, N03BOAAKOLME BbINONHATL GYHKLMM BUPTYaNbHOro Tectepa Kabena — VCT. Te-
(VCT) CTep No3BOJIAET ONpenennTb COCTOAHNE MeSHOro Kabensa cBAsu.
AuazHocmuka YCcTpoicTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcKBep. Mpu TecTMpoBaHUK OT-
onmuYecKoz20 CNeXKMBAIOTCA TaKMe NapaMeTpbl, Kak TOK M HanpaxeHwe NuUTaHuWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtca nogaepkKa sTux GyHKUMI B TpaHcHBepe.
UDLD (Unidirectional MPOTOKON BTOPOro YPOBHA, CO3AaHHbIN 418 aBTOMaTMYECKOro 0bHapy»KeHus notepu
Link Detection) ABYXCTOPOHHE KOMMYHUKALMKN Ha ONTUYECKMUX IMHUAX CBA3M.
KommyTaTop obnasaeTt Bcemm He0bX0aMMbIMU XapaKTePUCTUKaMM A1A paboTbl €
npotokonamm MMS, GOOSE, SV:
Coomeemcmeue e  Manas BennumHa 3agepkm GOOSE-coobuieHns npu nepenade;
e YmeHue pacnosHasatb Ethertype GOOSE-coobuieHus;
cmaHdapmy M3K P yp 8 W ’
61850 e  YmeHue paboTaTb C TErom BUPTYanbHOM ceTn u Terom npuoputeTa IEEE
802.1Q GOOSE-coobuieHuns;
e [logaeprKKa nepegaym multicast-coobuweHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbIM ctaHgapTom M3K 61850 gmManasoHom rpynn BeLaHuA.
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1.3 OcHOBHbIe TEXHUYECKMNE XapaKTepPUCTUKHU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpUBEAEHbI B Tabauue 9.

Tabanua 9 — OCHOBHble TEXHUYECKUE XapPaKTEPUCTUKN

O6wue napameTpbl

NHTepdelichl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2408 8 x 10/100/1000BASE-T (RJ-45)

MES24088B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T N
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CyXMX KOHTaKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
mgg;ng 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
mgz;zz:gc 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2448P 48 x 10/100/1000BASE-T (PoE/PoE+)

MES2420-48P

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
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MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MponycKkHas cnocob-
HOCTb

MES1428

12,8 reut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES3710P

24 Téut/c

MES2428

MES2428P
MES2428B
MES2428T

56 réut/c

MES2424
MES2424B
MES2424FB
MES2424pP
MES3400-24
MES3400-24F

128 réut/c

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

176 réut/c

MES2411X

236 Iéut/c

Mpoussogutens-
HOCTb Ha MakeTax
ONMHoM 64 6aiital

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2424
MES24248B
MES2424FB
MES2424pP
MES3400-24
MES3400-24F

95,2 MPPS

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

130,95 MPPS

MES2411X

175,5 MPPS

O6bem b6ydepHoi
NaMATU

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 Kb6anT

MES2424
MES2424B
MES2424FB
MES2424p

1,5 Mb6ant

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400-24F
MES3400-48

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aunt

MES2420-48P
MES3400-24
MES3400-24F
MES3400-48

1 réamr

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424P
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

64 M6aunt

Tabnuua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192
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MES2424
MES2424B
MES2424FB
MES2424pP

16384

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

32768

Konnyectso ARP-3anucei

1000

Moppeprkka VLAN

cornacHo 802.1Q ao 4094 aktnsHbix VLAN

KosimuecTBo rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP

1023

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

4094

KonmuecTso rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES24248B
MES2424p

512

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 128 Ha noboe KonnyecTso MHTepdelicos
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
Konunuyectso npasun | MES3708P

MAC-based VLAN MES2424
MES2424B
MES2424FB
MES2424P

1024*

MES2420-48P
MES2448 DC
MES2448B
MES2448pP
MES2411X 2048*
MES3400-24
MES3400-24F
MES3400-48
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 100"
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konunyectso npasun
Protocol-based VLAN

! lobaBneHne npaBmaa Ha Kax bl MOPT pacxodyeT annapaTHble pecypcbl obLiero nyna.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

8 Ha ntoboe KonyecTso MHTepdencos

Konunyectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress)/256 (egress)

MES2424
MES24248B
MES2424FB
MES2424p

1024 (ingress')/512 (egress)

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048 (ingress')/1024 (egress)

! Mac-based vlan 1 SQinQ ncnonb3ytoT obLwme annapaTHble pecypcbl.
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Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B
MES2424FB
MES2424P

MAC - 509
IPv4/IPv6 — 384/192

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

MAC - 766
IPv4/IPv6 — 640/320

Konunuyectso npasmn ACL B ogHom ACL

Konunyectso mapui-
pyTos L3 IPv4
Unicast

MES2424
MES2424B
MES2424FB
MES2424P

496

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

2048

Konunyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP

124

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

512
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Konnyectso VRRP-
MapLpyTn3aTopoB

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

32

Konunyectso L3-uH-
TepdelicoB

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

20 vlan, go 5 IPv4-agpecos B Kaxxgom vian, no 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424p

20 vlan, go 5 IPv4-agpecoB B Kaxaom vlan, o 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxxgom vilan, oo 512 IPv6 GUA cym-
MapHo ana Bcex vlan

KonnuecTtso BupTyasnb
Tepdelicos

HbIx Loopback-nh-

10

Arperaums KaHai08
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, o 8 noptos B ogHOM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B 24 rpynnbl, 40 8 nopTos B ogHOM LAG
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

Konnyectso aksemnasapos MSTP 64

Konunyectso sksemnnapos RPVST+! 64

Konunyectso DHCP pool* 5

Konnyectso aapecos, BblgaBaemMbIxX

DHCP-cepsepom! 4096

Konmnuectso ctatnueckux 3anuceit DHCP- | 512, BK/toYasa Bce CTaTUYECKUE 3anmcu Aas 0gHOro
cepsepa’ naeHtmdukaTopa

npuoputTnsaumns TpadpuKa, 8 yposHemn
KauecTBo obcnykmnsaHus QoS 8 BbIXOAHbIX o4yepedeit C pasHbIMU NPUOPUTETAMM OA KarKAoro
nopta

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P MaKCUMManbHbI pasmep naketos 10000 6ait
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

CBepxa/IHHbIe MES3708P

Kagpbl

(jumboframes) MES2424

MES2424B
MES2424FB
MES2424pP
MES2420-48P
MES2448 DC
MES2448B MaKCUMManbHbI pasmep naketos 12288 6anT
MES2448P
MES2411X
MES3400-24
MES3400-24F
MES3400-48
MES3710P

1 DYHKUMA NogaepKMBAETCA TONbKO Ha moaenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.

26 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




D ELTEX

CooTBeTCcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonibko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2428P,
MES2420-48P, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JlokanbHOeE ynpasneHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

dusmnyecKme XapaKTEPUCTUKU U YCI0BUA OKPY KatoLei cpeabl

MCTOYHUKM
nUTaHus

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

m:giég ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428

MES2408 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2428T

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOrO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOrO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapMaHTbl MUTAHMUA:

- O4MH UCTOYHMK NUTAHWNA NOCTOAHHOIO UM MEPEMEHHOTO TOKa;

- 1BA UCTOYHMKA NUTAHUA MOCTOAHHOTO WM NEepPEeMEHHOro TOKa C
BO3MOXHOCTbIO ropsyeit 3ameHbl

ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
BapWaHTbI NUTaHWA:

MES2448P - OAVH NUCTOYHUK MUTAHUA NOCTOAHHOIO MW NepemMeHHOro TOKa;
- ABa UCTOYHWUKA NUTAaHWUA NOCTOAHHOIO UM MEPEMEHHOTO TOKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl

MES2408P ceTb nepemeHHoOro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES2428P CeTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES3400-24
CeTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

MES3400-24F CeTb NOCTOSAHHOTO TOKa: 36—-72 B

MES3400-48 '
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CEeTb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/ItOYEHHOM dyHKumnen PoE: 48-57 B
C BblKAtoYeHHOW yHKuUmel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTMKM 3apAAHOr0 yCTPOMCTBaA:
- TOK 3apsaga:
1,6+0.1 A — MES2408B, MES2424B, MES2428B;
MES2408B 1+0.1 A — MES2424FB, MES2448B;
MES24248B - HanpsXKeHue cpabaTbiBaHUA pacLLenmTensa Harpyskm —
MES2424FB 10-10,5 B;
MES2428B - NOPOroBOe HanpAXeHue MHAMKaLUMM HU3Koro 3apaga — 11 B
MES24488B V‘ CeueHue npoBoga ana nogknodyeHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHpyeTtca ucnonb3osatb AKb
eMKOCTbl0 He meHee 12 Ah, gna MES2424FB,
MES2448B pekomeHpyetca mucnonb3osatb AKb
eMKOCTbIo He meHee 9 Ah.
MES1428 AC
MES2408C 10Br
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
m:;;‘gii AC 275 BT (c yyeTom Harpysku PoE)
MES2408P DC 280 BT (c y4yeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MaKcumanbHas MES2428 18 Bt
MES2428T
notpebsAeman "y rcs 4588 45 Bt
MotiHocTL MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 49 Bt
MES2424FB 75 Bt
MES2424P 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c y4eTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
MES2411X 35 Bt
MES3400-24 37 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
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MaKcnumanbHasa

notpebnsemas

MOLLIHOCTb b6e3 MES3710P 20 Bt

yyeTa Harpyskm

PoE
MES2408B 7 BT
MES24248 25 Br

MaKkcumanbHas

notpebsiAeMan |\ \ecs 1oarp 47 Br

MoLLHOCTb 6e3

yaerasapraa AKE |\ esoaosp 20 Bt
MES2448B 48 BT
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br

Broaxer PoE MES2408PL 65 BT
MES2424P
MES2428P 370 Br
MES2420-48P 1450 BT
MES2448P 720 BT
MES1428 AC 10 BT
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 BT
MES2408C 10 BT
MES2408CP 30 BT
MES2408IP DC1 15 BT
MES2408P AC 35 Br
MES2408P ACW 30 Br
MES2408P DC
MES3710P 40 Br
MES2408PL 15 BT
MES2411X 35 Bt

Iz:’;zm"ﬂe' MES2424 AC 25 Bt
MES2424 DC 26 BT
MES24248B 27 Bt
MES2424FB 62 BT
MES2424P 50 BT
MES2428 18 BT
MES2428B 23 BT
MES2428P AC 50 BT
MES2428P DC 80 BT
MES2428T 18 BT
MES2420-48P 160 BT
MES2448 DC 48 BT
MES24488B 53 Bt
MES2448P 100 Bt
MES3708P 30 BT
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MES3400-24

37 Br

MES3400-24F

55 Bt

MES3400-48

52 Bt

AnnapaTtHas
noanepxKa
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428T AC
MES2428P AC
MES2424
MES2424pP
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400-24F
MES3400-48

HET

UHTepBan
pabounx
Temneparyp

MES2420-48P
MES2448P

oT-10 go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424 DC
MES2424pP
MES2428
MES24288B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

oT-20 go +50 °C
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oT1-20 po +50 °C

MES2408P DC

MES2424 AC "
Mpu akcnayaTauum yCTPOUCTB NpU Temnepartype Bbillue
MES24248B 45 °C Heo6Xx0AMMO UCNOJ1b30BATb UHAYCTPUANbHbIE SFP+
MES2424FB A N fycrpuai
TpaHcuBepbl.
oT1-20 po +50 °C
MES2408CP Mpwu 3KcnayaTaumMm yCTPOMUCTB Npu TemnepaType Bbille

45 °C Heo6X04MMO UCNO/1b30BaTb UHAYCTPUANbHDbIE SFP
TpaHcusepbl.

MES2408 AC oT-20 ao +60 °C
itasenlas oT -40 70 +60 °C
MES3400-24
MES3400-24F oT-10 po +45 °C
MES3400-48
MES3710P ot -40 po +70 °C

MHTepBan TemnepaTypbl XpaHeHMUs

ot -40 po +70°C
(ot -50 po +85 °C — gns MES3708P, MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
aKcnnyaTaumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He 6onee 80 %
(He 6onee 90 % — ans MES3708P, ans MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (6e3 obpasoBaHuA

o110 % 00 95 %
(o015 % po 95 % — pna MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P
MES2428 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
FaGapuTHble MES2428P DC 430 x 44 x 305 mm
pasmepb MES2424
(L x B xT) MES2424B 430 x 44 x 203 mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424P 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400-48 440 x 44 x 330 mm
Macca MES1428 2,26 Kr
MES2424 AC 2,44 kr
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MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P L77 ke
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 K
MES2428T 2,37 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2411X 2,57 Kr
MES3400-24 4,63 Kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
CpOK cnyx6bl He meHee 15 net
V Tun NnUTaHUA YCTPOICTBA onpeaenseTca Npu 3akase.

1.4 KOHCTPYKTUBHOE UCNONIHEHUE

B faHHOM pa3sgesie oNMUCaHO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOﬁCTB. MNpeactasneHsol M306pa)-KEHVIFI
nepe,a,Heﬁ, 3aAHEI71 1 6OKOBbIX NaHesnel yCTpOﬁCTBa, OnuncaHbl pa3bembl, cBeTOANOAHbIE MHAONUKATOPbI U Op-
raHbl ynpasaeHuA.

Ethernet-kommyTtaTopbl cepuint MES14xx, MES24xx, MES34xx BbINOAHEHbI B METa/I/IMYECKOM KOPp-
nyce ¢ BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINOSIHEH B META/I/IMYECKOM KOPMYyCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LWUTAHTY TO/LWMHON He 6bonee 8 mm. CTeneHb 3awmMTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbINOAIHEH B METAN/IMYECKOM Kopnyce ana KpenaeHua Ha DIN-
pEeWnKy.
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1.4.1 BHewHulii sud u onucarue nepedHeli naHeau ycmpoiicme

BHewHMn BMA, nepegHelt naHenn MES1428 nokasaH Ha pucyHke 1.

140250 VA E/Sob ma 14 A uSece 1 3 5 7 9 u 1 15 17 18 2 2 5 7 AelTex mesizs
[T ! e ] ! e e | e it N
I P i i i iy i i i e R
il i .
— =3 o Rt it g Y el [ il b Ll
- ‘M'MO [=) o o o g ) o o o o] ; o o ] = g =
|—|—| [ 4 6 8 10 n 7] 16 ) 20 n %

PucyHok 1 —lMepeaHasa naHenb MES1428

B Ta6m4u,e 10 npmueeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpasB/1eHUA,

PacnoOXKEHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHean MES1428

dnemeHT nepepgHei

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOUYHMKY 3S/1EKTPONUTaHUA MepeMeHHOro
1A TOKa.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
2
Alarm NHankaTop neperpesa.

KOHCONbHbIM NOPT A5 NOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneaytowas:

He ncnonb3yerca

He ncnonblyerca

RX

GND

GND

X

He ncnonb3yetca

He ncnonb3yetca

He ncnonblyerca

Pacnalika KoHconbHOro Kabena npuseneHa B MpunoxeHne A. KOHCONbHbIN
Kabenb.

3 Console

O 0O NOULLD WNPE

dYHKUMOHaNbHAA KHOMKa 4/1A nepesarpysKku ycTpoiictea U cbpoca K 3aBos-
CKMM HacTpoiKam:
- NPY HaKaTUM Ha KHOMKY ANMTENbHOCTbIO MeHee 10 ¢ npoucxoamT nepesa-

4 F rpy3Ka yCTpOKnCTBa;
- NPW HaXXaTUM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HaCTPOEK yCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNOTbl ANs yCTaHOBKM TpaHcmBepoB 1000BASE-X Combo.

7 25, 26, 27, 28
e LNK/SPD — cBeToBast MHAMKALMA COCTOAHUA ONTUYECKUX UHTEPDENCOB.
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BHewHW BUA NnepeaHen naHenn ycTponcts cepum MES2408 nokasaH Ha pucyHKax 2—10

AeLTex Mes2408

I 110-250 VAC 60/50Hz max 0.5 A\ wiatence 1 3 s 7 .
g , T O R
|

81 |
3 4 5 6 7

!

[5

PucyHok 2 —NepeaHasa naHenb MES2408 AC

A uissencs 1 3 s 7 AELTEX MES2408
:"W

@ e[ Do o] 5
® il = o R i i

o]
Aarm O
eed h % 5 1
1 21 3 4 5 6 7
PucyHok 3 — MNepeaHaa naHens MES2408 DC
110-250 VAC 60/50Hz max 1A
1 A\ ko SVELTEX MES24088
o] £ mmma@ = R
T Power O onsole
@ = SIS - c )
= - Battery O EEIUEH:: ”EEI::E !::WTI :EZHEUEE
II | — T [y ) s S S S Sy
L 2 4 6 8 1 L ]
1 2 23 3 4 5 6 7

PucyHok 4 — MepeaHaa naHenb MES2408B

AeLTex MES2408C

9

class1
A\ usiroence

110-250 VAC 60/50Hz max 0.5A 1 3 5 7
[ X s N i N it )
@ ces|Cam] Con] Cvn] L] | ]| *
7 (O O O O e e F’”“ﬁl"“‘
@ [ g ey s ] Sy s 5} Osro

10/100/1000BASE-T
iosnet FX/1000BASEX

erQ
|Li|
810 g

3 4 5 6 6.1 7.1

PucyHok 5 — MNepeaHaa naHenb MES2408C

110.250 VAC 60/50Hz max 2A A s, s Aelrex mesaosce
@ (v PO s s [
@ e e Y ol i Bl i
1 2 3 31 4 5 6 6.1 71

PucyHok 6 — lMepeaHaa naHeno MES2408CP

36-72VDC max 104 A uiitiie 1 3 s £ A%liz( MES24081P

: R 1

@ = D ERRE =
3 5

31 4

L388

PucyHok 7 — lNepeaHaa naHenb MES2408IP DC1
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176-250 VAC 60/50Hz max 24

A\ it 1 7

[ - TET0] 330- nennce masoosses
Pot consale [gﬂrlﬂz] [l:ﬂTlﬂ;]
Power O <ID
om0, O

AELTEX MES2408P

3 5
(et = Y]

E Cme] ]

57 £

[oJc] o

6 8 2 s

/] 2 8

3 31 4 5 6

36-72 VDC max 104

551
e ovce 1 3 5 7
= [ e e e )
Consale

JuELTEX MES2408P

& =, ¢oxt O [EDEE
2.|2 C|5 3.1 45‘ 6

PucyHok 9 — NepeaHAaa naHenb MES2408P DC

110-250 VAC 60/50Hz max 1A A s . 3 s . AELTEX MES2408PL
Do) Cone) o] ol
i nsole
® 1
= 3fk [0 Eare
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

B Tabaunue 11 npuseaeH nepeyeHb pa3bemoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTtaTtopos cepun MES2408.

Tabauua 11 — OnuncaHMe PasbeMOoB, MHAMKATOPOB W OPraHoB yNpaB/ieHNa nepeaHel NaHean KOMMYTaTo-

pos cepun MES2408

Ne | dnemeHT nepegHel naHenu OnucaHue
1 Knemma 3asemnenuna = Knemma gnsa 3azemneHuns ycTpomncTsaa.
) ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHUA K WUCTOYHWUKY 3/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa.
21 | 18-72 VDC max 10A :;\:.em ONA NOAKMOYEHUA K WUCTOYHUKY 3NEKTPONUTAaHMA NOCTOAHHOTO
2.2 | 36-72 VDC max 1A/10A TPg;;:'eM ONA NOAKMOYEHUA K UCTOYHUKY 3NEKTPOMUTaHUA MOCTOAHHOrO
2.3 | 12VDC max 2A Pazbem Ans NOAKNIOYEHMA K aKKYMYyNATOpHON BaTapeu.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
3 Alarm UHauKaTop neperpesa.
Battery (gns MES2408B) NHamKaTop paboTbl akKymynsTopHon baTapeu.
3.1 | PoE1-8 NHaMKaTopbl cocToAHMA PoE-nopToB.
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KOHCO/IbHbIN NOPT 418 IOKANbHOIO YNpPaBAeHUs YCTPONCTBOM.
PacnuHoBKa paszbema cneayrowan:

He ucnonb3syeTca

He nucnonb3yeTca

RX

GND

GND

TX

He ncnonb3yeTca

He ucnonb3syeTca

Pacnalika KoHconbHOro Kabens npusegeHa B MpunoxkeHme A. KOHCONbHbIN
Kabenb.

4 Console

cONO UL WN PR

DyHKUMOHANbHAA KHOMKa 415 Nepe3arpy3ku ycTponcTea n cbpoca K 3aBoj-
CKMM HacCTpoiKam:
- NPU Ha*kaTUM Ha KHONKY AnnTenbHocTblo meHee 10 c npoucxoanTt nepesa-

F
> rpy3Ka yCTponcTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUrypaumu.
6 [1-8] Moptbl 10/100/1000BASE-T (RJ-45).
6.1 |9 10 Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcmeepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.

Combo-nopTbl: cnoOTbl ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.

7.1 | 9,10, LNK/SPD
e / LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.

BHewWwHMI BUA nepeaHen naHenn yctponcts cepmmn MES2428 nokasaH Ha pucyHkax 11-16.

110250 VAC 60/50Hz max 1A £ s AeELTex mesaas
™

e memmmmmm@mmmmﬁﬂ i
RS S Sl

1 2 3 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2428 AC

) ) ool 3 3 5 7 g it 13 15 17 19 21 3 2 27
1872 "“i”“‘”“ [ =] =" [P ]| o N e =l = [ N - T - ] ﬁ ﬁ Pepedi e ipaopmtd
- o1 1008ASE-FX/1000BASE-X
Console
F
power O o oo
Alarm O oo =l o ][5 e Y e ) ==, [=, [ Ry e T e
2 a4 6 8 10 12 14 16 18 20 22
T

JVELTEX MES2428

TN : : ;
PucyHok 12 — lNepeaHAas naHenb MES2428 DC
o s o o AelTex Mes212s8

1 3 s 7 9 1 13 15 17 19 2 23 25 27
e max 24 [ Y .
o o | U] Come] L] o o] ] o] D] ] o] ] G [ | P55
Marm O R
pattery O o -
| e o et T T e o | S
2 a4 5 Iy 10 2 11 16 18 0 2 26

1T 11 2 3 4 5 6 7

PucyHok 13 — NepeaHas naHenb MES2428B
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170-264 VAC 60/50Hz max 34

)

36-72VDC max 15A
- %

1.2
8
110 250 VAC 60/50Hz max 1A A uiwa 1 3 5 7 ] 1 13 15 17 19 21 23 25 27 'AE_LT‘ X _MES2428T
- 1 i - - - [ —
il f
] i} i
power O
Aarm O
| IS

PucyHok 16 — NepeaHaa naHeno MES2428T

B Tabaunue 12 npuseaeH nepeyeHb PasbemMoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTaTopos cepun MES2428.

Tabanuya 12 — OnucaHne pasbemoB, MHANMKATOPOB M OPraHOB yNpaB/ieHMA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnAa NOAKNHOYEHUA K UCTOYHUKY S/1IEKTPONUTAHUA MepemeHHOro
(170-264 VAC 60/50 Hz max | Toka.
3A ana MES2428P)
1.1 | 12VDC max 2A Pazbem AN NoAKNOUYEHMA K aKKYMYNATOPHOM 6aTapen.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ans Pasbem ana NoAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA MOCTOAHHOIO TOKA.
MES2428P DC)
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
Alarm MHanKaTop neperpesa.
2
PoE MHankaTop paboTbl POE.
Battery (ans MES2428B) NHankaTop paboTbl akKYMyNATOpHOM HaTapen.
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3 Console

KOHCONbHbIM NOPT ANA NOKANbHOMO YNPaBAeHUA YCTPOMCTBOM.
PacnuHoBKa pasbema cieaytolasn:

He ncnosb3yerca

He ncnosb3yerca

Pacnalika KoHconbHOro Kabensa npueegeHa B MpunoskeHne A. KOHCO/bHbIN
Kabenb.

1  Hewucnonbsyertca
2 He ucnonb3yerca
3 RX

4 GND

5 GND

6 TX

7

8

PyHKUMOHANbHAA KHOMKa ANA nepe3arpyskun yCcTpoicTBa U cbpoca K 3aBoa-
CKMM HacCTpoMKam:
- NPV HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ NpoucXoauT nepesa-

4 |F y
rpy3Ka ycTpoMncTBa;
- NPY HaXXaTUKM HA KHOMKY AaunTenbHOCTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHGUIypaLmu.

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28

Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

7 25, 26, 27, 28, LNK, SPD

Combo-nopTbl: CNOTbl AN YCTaHOBKM TpaHcuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPdENCOoB.

8 T1

4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHMn BUA nepeaHen naHenu yctpoicts MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-48 noKasaH Ha pucyHKax 17-26.

110-250 VAC 60/S0Hz max 1A 124 10/100/10008ASE-T
I WA AL Uk 1D
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Power QOO console

power QOO
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il power QOO
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waster O O
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PucyHok 19 — lNepeaHAsa naHenb MES2424P
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PucyHok 26 — NepeaHas naHenb MES3400-48
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B Tabavue 13 npuBeaeH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoOB yNpaBaeHus,
pPacnofoXKeHHbIX Ha nepegHelt naHenn kommytatopos MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-48.

Tabnmua 13 — OnucaHuMe pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/eHUs nepeaHen naHe M KOMMyTaTo-
pos MES2424, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-48

dnemeHT nepepHei

Ne naHenu OnucaHue
1 ~110-250VAC, 60/50Hz max | Pasbem A/1a NOAKNOYEHMSA K MUCTOYHMKY 31EKTPOMUTAHUA MepemMeHHOro
1A TOKa.
1.1 | 12vDC max 2A Pasbem gns NOAKNIOUYEHMA aKKYMYIATOPHOM HaTapen.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
PS1 (ana MES2448P) NHAMKaTOp COCTOAHMA NepBoro 6,10Ka NUTaHuA.
PS2 (pna MES2448P) NHAMKaTOp COCTOAHMA BTOPOro 6/10Ka NUTaHUA.
Status (ans MES2420-48P) MHAauKaTop cTaTyca yCTPOMCTBa.
2 Alarm UHpuKaTop neperpesa.
Master MHAanKaTop pexkmma paboTbl ycTpoiicTea (Beaylumit/segombii).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKATOp pe3epBHOro 3/1eKTPONUTaHUA.
Battery (ana MES24248, MHavKaTop paboTbl akkymynaTopHol batapeu.
MES2448B)
3 Unit ID NHAuKaTOp HOMepa YCTPOICTBA B CTEKeE.

KoHCObHbIV NOPT ANA IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:

1 Hewucnonb3yetca

2 He ucnosb3yeTcA

3 RX

4 GND
4 Console 5 GND
6 TX
7  He ucnonb3lyetca
8 Hewucnonbiyetca
Pacnalika KoHcoNbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCObHbIN
Kabenb.

dyHKLMOHaNbHAA KHOMKA AN Nepes3arpysku yCcTpoincTea U cbpoca K 3aBoa-
CKMM HaCTpOMKam:
- NPW HaXKaTUK Ha KHOMKY AAUTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

> F rpy3Ka ycTponcTBa;
- NPU HaXKaTUW Ha KHOMKY AauTenbHocTbio bonee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHUIypaLuu.

6 | [1-8], [1-24], [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

7 [XG1 - XG4], [XG1 — XG11] CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHMIM BUA nepegHeit naHenn ycrpoiictes MES2424FB, MES3400-24F nokasaH Ha pucyHke 27-28.

40 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



SELTEX MES2424FB ¢
unt 1>

Unkio cusss
T8 A\ wiosice 3

AeLrTex
MES3400-24F

PucyHok 28 — lNepeaHaa naHens MES3400-24F

Tabanua 14 — OnuncaHMe PasbeMOB, MHAMKATOPOB M OPraHoOB yNpPaB/ieHUA nepegHelt NaHeAn KOMMYTaTo-
pos MES2424FB, MES3400-24F

dnemeHT nepegHen
Ne PeAhe OnucaHue
naHenu
1 ~110-250V AC, 50-60 Hz Pasbem gnAa NOAKNOYEHWMA K UCTOYHMKY 3/1IEKTPOMUTAHUA NEepeMeHHOro
TOKa.
2 12v DC Pasbem gns NoAKAYEHUA aKKyMynaTopHoW 6aTtapeun 12V.
Power MHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHauKaTop aBapuu.
Master NHanKkaTop pexxmma paboTbl ycTpoicTea (BeayLmil/seqombiii).
3
Battery (ans MES2424FB) NHanKaTop paboTbl akKYMynATOpHOM 6aTapen.
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHUA.
4 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowian:
1 Hewncnonb3yeTtcA
2 He ucnosb3syeTcA
3 RX
4 GND
5 Console 5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonbsyetca
Pacnalika KoHCconbHOro Kabena npuseaeHa B MNpunoxkeHne A. KOHCOMbHbIN
Kabenb.
dDyHKLMOHaNbHAA KHONKA N8 nepe3arpyskun ycTpoicTea U cbpoca K 3aBo-
OCKUM HacTpoMnKam:
6 r - MPY HAXKATMM HA KHOMKY AUTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepe-
3arpysKa yCTpOMcTBa;
- MPW Ha¥KaTMM Ha KHOMKY AnuTesnbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHGUrypauuu.
CnoTbl A4 YCTaHOBKU oNnTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 [1-24] (SFP)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 41




HELTEX

8 [XG1-XG4] Cnotbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 29.
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JveLTEX
MES3710P

Eﬁ::@:
E[l;l]:ll:[l;l]:l
IS 3]

Eﬁ:
E@:
)

(o]
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Q Temp ||

° S

Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 29 — lNepeaHaa naHenb MES3710P

Tabaunuya 15 — OnucaHune pasbemMoB, MHANMKATOPOB M OPraHOB ynpasaeHUs nepeaHen naHenn MES3710P

. -

Ne AnemeHT nepeaHen Onncanme
naHenm

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBasA nHAmMKauua PoE.

CnoTbl ANA YCTaHOBKM ONTUYECKUX TPAHCMBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.

PWR1, PWR2 NHAMKaTOpbl MUTAHUA YCTPOICTBA.
4 Alarm MHAnKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHAA KHOMKa A1A NepesarpysKku ycTpoinctea u cbpoca K 3a-
BOACKMM HaCTPOMKam:

- NPV HAXXaTUW HA KHOMKY AAMTeIbHOCTbIO MeHee 10 c. npoucxoamT ne-
pesarpyska ycTpoucTBa;

- NPW HA)KaTUW Ha KHOMKY AAuUTenbHOCTblo 6onee 10 c. npoucxoguT
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUTYpaLuu.
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KOHCONbHbIV NOPT ANS NOKANbHOFO YNPaB/AeHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cnegytoulas:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ucnonb3yeTcs

He ncnonb3yercs

Pacnalika KoHcoIbHOTO Kabena npueeaeHa B MpunoxeHune A. KoHconb-
Hbll Kabenb.

6 Console

0O NOOULEA, WN P

1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHW BUA, 3agHel naHenn kommyTtatopos MES14xx, MES24x, MES34xx npuBeAeH Ha PUCYHKax

HUXKe.
Q00000000 gl
;ogogogozo;o:agogogogogogcgmgogo;c Jnguﬁn ﬁ DOCOIOESCD S VNI
CuhCaesas e eSS eeeee e [IIIIMIIIIIIIIIIII[II

PucyHok 30 — 3agHaa naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,
MES2424 n MES2424B
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PucyHok 32 — 3agHaa naHenb MES2424P, MES2428P
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PucyHok 33 — 3agHaa naHenbs MES2448 DC
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PucyHok 34 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 38 — 3aaHAa naHenb MES2424FB
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PucyHok 39 — 3agHaa naHenb MES3400-24, MES3400-48
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PucyHok 40 — 3agHaa naHenb MES3400-24F

B Tabnmuax 16 u 17 npuBeaeH nepeyeHb pasbeMoB, PACMONOKEHHbIX Ha 3agHElN NaHean Kommy-
TaTOpPOB.

Tabnmua 16 — OnucaHWe pasbemoB 3adHel naHenn KommyTtatopos MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHei naHenu OnucaHue

—r o
1 Knemma 3aszemneHuna = Knemma gna 3asemnieHuna ycTpomcTea.

Tabnmua 17 — OnucaHMe pa3bemoB 3agHel naHenm kommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48

Ne dnemeHT 3agHel naHenn OnucaHue

1 BeHTUNATOPbI ANA OXNaXKAEHUA YCTPOMCTBA.
—_—— -

2 Knemma 3asemnenuva = Knemma gna 3asemsieHuna ycTpomcTsa.

Pasbem NA NOAKNKYEHNA K UCTOYHUKY SNEKTPONUTaHMA NOCTOAHHOIO
3 |36-72vVDC A A y P

TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem Ana NOAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem AN NoAKAOUYEHUA aKKyMynaTopHOM baTtapee.
5 CNOTbl ANA yCTaHOBKM 6710- CnoT gns ycTaHoBKM pe3epBHOro 61oka nutaHma AC uam DC.
6 KOB NnTaHnA CnoT anA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.

BHelWwHM BUA, BepXHEN NaHenn KommyTaTopa MES3710P npusegeH Ha pucyHKe 41.

PWR2

PWR1

Dry contact

PucyHok 41 — BepxHaa naHenb MES3710P
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B Tabnvue 18 npuBeaeH nepedyeHb PasbemoB, PACcMO/IOKEHHbIX HA 3a4Hel NaHeau KommyTatopa
MES3710P.

Tabaunuya 18 — OnucaHune pa3bemMoB BepxHel naHenm kommytatopa MES3710P

Ne dnemeHT 3agHeil naHenm OnucaHue

—_—i v
1 Knemma 3aszemneHuna = Knemma gna 3asemnieHuna ycTpomcTsa.

Pasbembl ANA NOAKNOYEHNA K UCTOYHUKAM S1EKTPONUTAHUA NOCTO-

2 48 (45~ 57) VDC
AHHOTIO TOKa.

3 12VDC max 5A PeneiHbiN Bbixo4 aBapuitHOW curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevle naHeau ycmpolicmea
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PucyHok 42 — lMNpasasa 6okoBas naHenb Ethernet-kommyTtaTopos
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PucyHok 43 — Jlesaa 6okoBas naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NaHeNAX yCTPOMCTBa PAcnoioKeHbl BEHTUAALUMOHHbIE PELIEeTKM, KOTOpble CAyKaT A
0TBOAA Tensaa. He 3akpblBaiTe BEHTUNALUMOHHbIE OTBEPCTMA MOCTOPOHHMMMK NpegmeTamu. ITO MOXKeT
NPUBECTM K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W BbI3BaTb HapylLeHWs B ero paboTte. PekomeHaaumum no
YCTaHOBKe YCTPOICTBA Pacno/OXKeHbl B pasgene «YCTaHOBKa U NOAK/IOUEHNEY.,

1.4.4 KoHcmpykmueHoe ucnosaHeHue Kommymamopa MES3708P

B naHHOM pa3aene onuMcaHo KOHCTPYKTUBHOE ncnonHeHme Ethernet-kommytatopa MES3708P.

YCTPOACTBO COCTOUT M3 OCHOBHOW NAaThl, NAaTbl 610Ka NUTaHWA U moaynen 3awmuTbl noptos Ethernet
10/100/1000BASE-T oT nepeHanpsxeHunit. MaaTbl pacnonosKeHbl B METaIJIMHECKOM Kopryce.

[nAa KpenneHua YyCTPOMCTBA HA Kopnyce MpeayCMOTPEH MeTa//IMYecKuin KpioK. KpenneHue
NOABECHOE, Ha LTAHIy TO/ILMHON He 6osee 8 mm. MoOAKAOUEHWE NUTAHMA U ceTeBbiX WHTepdercoB
NPOM3BOAMTCA K pa3bemMam, PacnosioXKeHHbIM BHYTPU Kopnyca. BblBog, NpoBOAOB HapyXKy BbiNoAHAETCA
yepes npeAHa3HAYeHHbIe 415 3TOr0 OTBEPCTUS B Kopnyce.
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Ha pucyHKe 44 noKasaHbl OCHOBHblE KOMMOHEHTbI U pa3bembl MES3708P.
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PucyHOK 44 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 18 npnBeaeHoO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Tabanuya 19 — OnuncaHme OCHOBHbIX KOMMNOHEHTOB M pasbemos MES3708P

Pasbembl A1 yCTaHOBKM ONTMYecKmx TpaHcneepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHan niara yCTpoucTBa.

MnaTa 6/10Ka NUTaHMA.

Pasbem 414 noaKNto4EHUA K UCTOYHUKY 31eKTPONUTAHMA NepemMeHHOro ToKa.

Paszbembl 414 nogxaodeHUa moaynei 3awmtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsAsKeHui.

Mogynum 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHui.

Knemma ana sasemnenHua yCTpOﬁCTBa.

0 | N[ |u bW |N|FL

Pasbembl AN NOAKNOYEHUA YCTPOWCTB IoKanbHOM ceT Ethernet.

Ethernet-kommymamopesi cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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9 lepmoBBo4 ANA Kabena 3/1eKTPONUTaHMA.

10 | TepmoBBOA ANt MEAHBIX M ONTUYECKUX Kabenel nokanbHon cetn Ethernet.

11 | Pa3bem Ans NOAKAOYEHUA K KOHCO/IM YCTPOCTBA Yepes uHTepdeiic RS-232.

1.4.5 Ceemoesasn uHoukayusa

CoctonaHue nHtepdeicos Ethernet nHanLMpyeTCcA ABYMA CBETOAMOAHbIMU NHANKATOpamu, LINK/ACT
3eneHoro useta u SPEED aHTapHoro useTa. Pacnono)eHue ceBeToanmoa0B NOKa3aHO Ha pUCyHKax 47, 45, 46.

() LNK
() spD

PucyHoK 47 — BHellHKWIA BUA oaMHapHoro pasbema SFP/SFP+

LINK/ACT

SPEED

PucyHoK 48 — BHewwHWI BUA, CABOEHHOro pasbema SFP/SFP+

LINK/ACT

SPEED

PucyHok 49 — BHewHui Bug, pasvema RJ-45

Tabanua 20 — CeeToBas UHAMKaLUUA cocToAHNA Ethernet-noptos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH NAU COEANHEHME HE YCTAHOBAEHO.
YcTaHOB/IEHO CoeauHEHNE Ha ckopocTu 10 MéuT/c unn
BbikntoyeH [opuT NOCTOAHHO
100 M6wuT/c.
[opuT NocToAHHO [opwnT NoCTOAHHO YcTaHOBNEHO coeAnHeHmne Ha ckopocTy 1000 M6uT/c.
X Mwranne MpeT nepepava AaHHbIX.
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Tabnuua 21 — CeBeToBaa MHAMKALMA cocToAHMUA XG-NOpPTOB

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
BbikntoyeH lopuT nocToAHHO YcTaHOB/IeHO coeauHeHue Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NnoCcToOAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Méut/c.

X

MwuraHune

MpeT nepepaya gaHHbIX.

CuctemHble MHAMKaTopbl (Power, Alarm) cay:aT gna onpeaeneHus cocToaHuA paboTbl y3nos

KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnuua 22 — CeBeToBana MHANKALMA CUCTEMHbIX MHAMKATOPOB

HassaHue PyHKUUA -
CocTosiHMe MHAMKaTopa CocTosiHue ycTpoicTBa
MHAMKKaTopa WHAMKATOopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMabHanA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
. CamoTecTMpoBaHMe yCTPOMCTBA NpK
CocroaHue 3eneHbin, mepuaet
Power crapte (POST).
WUCTOYHWKOB NUTAHUA
OTcyTCTBME NEPBUYHOIO NUTAHUA
. OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
KpacHbIn, ropnt NOCTOAHHO .
YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
WAW aBapuA BTOPUYHOTO UCTOYHMKA.
Al CocTosiHMe BbikntoyeH HopmanbHasa paboTa ycTpoicTaa.
arm . "
yCTpOMCTBA KpacHbli, ropuT noctoAHHO | Meperpes Man aBapusa BEHTUAATOPOB.
N MoaKkntouyeH notpebutens PoE (roput
NHankaTop 3eneHbli, rOpuUT NOCTOAHHO .
WMHAMKATOP, COOTBETCTBYIOWMIA NOPTY).
PoE cocroaHua PoE- "
nopToB KpacHblit, ropuT noctoaHHo | OwwubKa PoE Ha nopTy.
BbikntoyeH MNotpebutens PoE He nogKkatoyeH.
Mpu3HakK seayuiero
Master yCTPOKCTBa Npw BbikntoueH PeXXnm CTEKMPOBAHUA He NOAAEPKAH.
paboTe B cTeke
4 1
WHamkaTop 3eneHbln, rOpUT NOCTOAHHO AKB nogkntoyeHa.
Battery COCTOAHUA KpacHbli1, ropuT noctosHHO | HU3KMit ypoBeHb 3apaga AKB.
AKKYMYNATOPHOM
6aTtapeu BblkntoueH?! AKB oTKnto4eHa.
. Pe3epBHbIi ICTOYHUK NOAKAOYEH U
3eneHbli, ropuT NOCTOAHHO
paboTaeT HoOpmanbHO.
Pexnm paboTol OTcyTCcTBME NEPBUYHONO NUTaHUA
RPS pesepBHOro uc- KpacHblii, FOPWUT NOCTOAHHO | pe3epPBHOr0 UCTOYHMKA UK ero
TOYHUKaA NUTaAHUA HEeUcnpaBHOCTb.
BbikntoueH Pe3epBHbI UCTOYHUK HE NOAK/OYEH.
3eneHblii, rOPUT NOCTOAHHO | BeHTUNATOPbI paboTatoT HOPManbHO.
NHaukaTop paboTobl
FAN BEHTU/IATOPOB
P KpacHbIi, ropuT NOCTOAHHO | HencnpaBHOCTb BEHTUMAATOPA.

v

Ecan nuaukatop Alarm n niaukatop PoE 0g4HOBpPEMEHHO ropAT KPacHbIM LLBETOM, — 3TO
CUrHanusmupyeT o KpuTUuecKon ownbKe PoE.

! Mpu nogknoueHnn AKB BO3MOXHa 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT
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1.5 KomnnekTt nocrtaBKu

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTtop;

KomnnekT Kpenerka B cTOnKy (Kpome MES3708P, MES3710P);

WHyp nutaHua EeBpoBunka-Cl3, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES1428 AC, MES2408 AC, MES2428 AC, MES2428T AC, MES2408P AC,
MES2428P AC, MES2424 AC, MES2424P, MES2424B, MES2424FB, MES2448B, MES2411X);
LWHyp nuTaHuma MNBC 2x1.5, 2m (Tonbko ana moaenen MES2408IP DC1, MES1428 DC, MES2408
DC, MES2428 DC, MES2428T DC, MES2408P DC, MES2428P DC, MES2424 DC, MES2448 DC,
MES3710P);

MamATKa 0 4OKYMEHTaLUNK;

CeptuduKat/aeknapaumsa cCOOTBETCTBUSA;

Macnopr.

Mo 3aKka3y Nnokynatensa B KOMMAEKT MOCTaBKM OMUMOHA/IbHO MOTYT ObITb BKNIOYEHDI:

PykoBoAacTBO No 3Kcnayataunm Ha CD-gucke;

Moaynb nutanmua PM160-220/12 (ans MES3400-24, MES3400-24F, MES3400-48) nan PM380-
220/56 (ana MES2448P);

WHyp nutaHma EBposunka-C13, 1.8m (B caydae KomnaeKTauum moaynem nutaHus PM160-
220/12 nnn PM380-220/56);

Moaynb nutanmua PM100-48/12 (ana MES3400-24, MES3400-24F, MES3400-48);

WHyp nuTaHua NBC 2x1.5, 2m (B ciydae KomMnaeKkTaumMm moaynem nutaHua PM100-48/12);
KoHconbHbI Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUS K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT MOCTAaBKM YCTPOMCTBA BXOAAT KPOHLITEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTponcTBa. [1A yCTAaHOBKU KPOHLITENHOB:

PucyHok 50 — KpenneHune KpoHLWITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMMU XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMycCy.

3. MosTopuTe geicteuaA 1, 2 ons BTOPOro KPpoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranoCb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 51 — YcTaHOBKa yCTPOIACTBA B CTOMKY

Ha pucyHke 52 npuseaeH npumep pasmelieHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbIn opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o]  MES14xMES24xx N3 |0
o KabenbHbIi opraHansep o
o _ MES14xx/MES24xx N4 (o]
o KabenbHelin opraHainaep (o}
o|  MES14xdMES24xx N5 o
o KabenbHblin opraHainaep (]

PucyHok 52 — PasameLieHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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.‘

.‘

.‘

.‘

.‘

He 3aKpbiBaiiTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKXKe BEHTUNIATOPbI, PACNO/IO}KEHHbIE Ha
3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 YcrtaHoBKa ycTtpoiicte MES3710P, MES3708P Ha DIN-peuky

KommyTatop MES3710P, MES3708P ycTaHaB/MBaeTCA BEPTUKANIbHO, TaK Kak 60KoBble Na-
Henu obecneunBaloT TENN00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaK/IOHWUTb YCTPOWMCTBO BEPXHEM 4aCTbi0 KOMMYyTaTopa Has3azd W NonoxuTb nosepx DIN-
penkun. MpoBONOYHAA NPYXKUHA KPEeNnIeHUa JOMKHa 3alTH 3a BepxHIoto KpomKy DIN-peliku.

2. HapasuTb Ha KOpNyc KOMMyTaTOpa CBEPXY.

3. He cHMMman gaBneHuUs, NpPUKaATb HUXKHIOK YacTb Kopnyca K DIN-pelike fo 3awenkmBaHums.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaswuTb Ha KOPNYyC KOMMYTaTOpa CBEPXY.
2. He cHMMasa AaBneHus, NOTAHYTb HUMXKHIOK YacTb KOMMYTaToOpa Bnepea.
3. [MpunoagHas Kopnyc, CHATb KommyTaTop ¢ DIN-peliku.

2.4 NopaKknioueHUe NUTAIOLWEN CETU

1. TMpexae, 4yeM K ycTpoincTey OyaeT noAk/aoveHa nNuTatowas ceTb, HEOBXOAMMO 3a3eMANUTD
KOPMyC YCTPOMCTBa. 3a3emneHne HeobXxoAMMO BbINOHATb U30/IMPOBAHHLIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYEeHME 3a3eMAAIOLLENO NPOBOAA AOJIKHbI CO-
OTBeTCTBOBaTb TpeboBaHuamm MY3.

MoaknoueHne J0NKHO OCYLLECTBAATLCA KBaNIMOULMPOBAHHBIM CNELMANIUCTOM.

2. Ecau npepnonaraetcs NOAKAOYEHME KOMMbOTEPa MAM MHOro 060pyAoBaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060PYA0BAHME TaKKe AO/IKHO BbITb HAAEKHO 3a3eMNEHO.

3. ToaxntounTe K ycTpoicTey Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTALMM YCTPOUCTBA,
NMUTaHME MOMKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, AMbo OT CeTU MOCTOAHHOMO
TOKa. [py NoAKNIOYEHNUM CETU NEPEMEHHOTO TOKa C1eAyeT UCMOAb30BaTb Kabeb, BXOAALLMIA
B KOMMIEKT YCTPOMICTBA. 1A NOAKNIOYEHNA K CETU NMOCTOAHHOMO TOKa MCMOb3yihTe NPOBOA,
ceyeHMem He MeHee 1 Mm?,

Bo u36erKaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMbIKaHMA MNpPU MOAKAIOYEHUM K CeTU
NOCTOAHHOIO TOKa PEKOMEHAYETCA NPOU3BECTU 3a4UCTKY NPOBOAA HA AJIUHY 9 MM.

Llenb nUTaHUA NOCTOAHHbLIM TOKOM A0J/1KHA COAEPKaTb YCTPOACTBO OTKAIOUEHMA NUTAHKUA C
dusmnyeckum pasbeguHeHnem coeguHeHUs (BbiKalOYaTe b, pa3bemM, KOHTAaKTOp, aBTOMATU-
YeCKuii BbIKAOYaTeNb U T.M.).
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4. BKAOYMTE NUTaHMeE YCTPOMCTBA M ybeanTecb B OTCYTCTBUM aBapuid NO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHei naHenw.

/",-;‘ Ona nogknioueHna K MES3708P nuTtaioweit cetT Heo6X04MMO CHATb KPbILWKY YCTPOICTBA,
v OTKPYTMB OTBEPTKOW 18 BUHTOB, PAacnOIOXKEHHDIX MO KPaAm.

2.5 YcraHoBKa u ypganeHue SFP-TpaHcuBepos

/' (] YcTaHOBKa ONTUYECKMX MOAYNENH MOXKET NPOU3BOAUTLCA KAK NP BbIK/IIOYEHHOM, TaK U Npu
i BK/IIOYEHHOM YCTpOiicTBE.

/"_,-;‘ PekomeHAayeTcAa pasgenbHoe nogknoveHne SFP-TpaHcuBepa M ONTUUYECKOro naty-kopaa B
\ cnor.

1. BcTaBbTe BepxHMt SFP-Moay b B C/IOT OTKPLITOM YacCTblo pa3bema BHU3, a HUKHWUI SFP-mo-
OYNb OTKPbLITON YacTblo pa3bema BBEPX.

PucyHok 53 — YcraHoBKa SFP-TpaHcBepoBs

2. Hagasute Ha Mogynb. Korga oH BCTaHET Ha MECTO, Bbl YC/bILWMTE XapaKTEPHbIN LLLEeNYOK.

PucyHok 54 — YcraHoBneHHble SFP-TpaHcmBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 55 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 56 — N3BneveHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Yanutb Ha4ano CTPOKKM 40 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAaHHbIA PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEXKMMa MO YMOIYAHWUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKAlOUNTL  yCTpPOMCTBO. TpM  KakAOM  BKAKOYEHMM KOMMyTaTopa

3anyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHOe MeHto caedyeT NOAKAUYMTLCA K yCTpoicTBy Yepe3 uHtepdenc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A K A AR AR A IR A AR AR A AR A AR AR A AR AR A AR AR AR A A AR A A A AR Ak kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnunua 23 — PyHKUMK MHTepdelica 3arpy304HOro MeHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWe yTpayeHHoOro napons. Mpu cnepytowen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbINOAHUT 3arpy3Ky C UCMO/b30BaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.
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3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOXKHO Pa3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUEe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHn3ma AAA (Authentication, Authorization, Accounting).

/’ ] Mpu nepesarpysKe yCTPOICTBA Bce HECOXPaHEHHble AaHHble ByayT yTepaHbl. Ans coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas

KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLUMA NO3BOAAET NOMAYYUTb HACTPOMKY HEKOTOPbIX onumin o DHCP-
cepBepa Ha 3Tane NoAKAYeHNA ycTpoicTBa. o ymonyaHuto ZTP BKAKOUYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 24 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HavyeHue/3Ha4yeHue no "

KomaHoa / Aelicmeue

YMOMYAHUIO

ztp enable BKAtounTb paboTty dyHKumm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anycKaeTca -1-image
BHayane ctapTa NPOLWMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.5.2 basoeas Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeibHbI NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMM TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY yAa/IeHHO.

basoBas HaCTPOﬁKa BK/IIOYHAET cheayouwee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
2. Co3spgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoika ctatuyeckoro IP-aapeca, Mackv NoACETU M LWIKO3a MO YMOYAHUIO.
4. HacTtpolika napameTpoB npoTtokoaa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HOBbIX Nosb3oeameseli

Ona obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOWKY YCTPOICTBa.

Mpumep KoMaHa, 4N 3a4aHua nosb3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHdopmaumna 0 NOKanbHbIX YYETHbIX 3aNUCAX XPaHUTCA B JHEProHe3aBUCUMOI NamATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ ‘ Heobxoanmo 6paTb B KaBbIYKM MMEHA YUYETHbIX 3anuceii U Napoam, coaepiKallue cneLcum-
- BOJIbl.

3.5.2.2 Hacmpolika cmamu4ecKkozo IP-adpeca, macku nodcemu u wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
agpec, MacKy NoACeTU U, B C/llyvyae ynpasiaeHUs M3 APYroi cetu, W3 No ymondaHuto. IP-agpec MoXKHO
Ha3HaunTb nHTepdelicy VLAN (no ymonyaHuio Ha uHTepoeice VLAN 1 HasHaveH IP-agpec 192.168.1.239,
Macka 255.255.255.0). IP-agpec wto3a o/KEH NpUHaAaexaTb K TOW Ke MOACeTH, YTO U oguH u3 IP-
MHTepdelncoB yCTPoOKCTBa.

V’ IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom uHTepdeice cTaTUuecku
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu aTom Ha interface vian 1 gonKeH 6bITb BK/IO-
yeH dhcp-knmeHr.

V Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-

appecy 192.168.1.239/24. Npu 3tom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, Ha3Ha4yaemblli 0nsa uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro —192.168.1.1

console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.16.144 255.255.255.0
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console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeauTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpoiicmeay

KommyTaTopbl NO3BOAAKT HAcTpouTb paboTy npoTokosa SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobLlecTBa.

B KayectBe npumepa byaem mcnosnb3osBaTtb Bepcuto snmpv2c. Cosgagmm nonb3osatens USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMKEH MMETb BO3MOMXKHOCTb MCNONb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspeweH AocTtyn Ha
yteHue/3anncb/noaydeHme snmp-trap no obbekTam, NpuHagnexawmm viewiso. O6bEKTbI, 418 KOTOPbIX
paspelleHa oTnpaBKa TPANoB, AO/KHbI NPUHAAIEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTopyto BxoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna noab3osatena USER.

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model v2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console
console
console
console

config
config
config
config

~ o~ o~~~ —~
—_— — — — — —

3.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTMOUKauMS,
aBTopu3aums, ydet). Ana wndpoBaHMUA AaHHbIX UCNOb3YeTCa MexaHu3m SSH.

— Authentication (ayTeHTudMKaumMa) — conocTaB/eHMe 3anpoca CyLEeCcTBYIOWEN YUYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKa YPOBHA A0OCTyMNa) — CONOCTaBAeHMNEe YYETHOM 3anncu
B cMcTeme (npoweawei ayTeHTUOMKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNeM.

HpM VICIIOJIBE3OBAHMM HACTPOEK yCTpOIZCTBa 10 YMOJIUaHMIO MMA II0JIB30BaATEJId — admin,
napojyir — admin.
/ Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyeT A0 Tex nop, NOKa He CO34aH /io-
60i ppyroii nonb3oBatenb C ypoBHEM Npusunerui 15.
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V Bcerpa A0MKeH cylecTBOBaTb N0Nb30BaTe b C ypOBHEM npusunernii 15.

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Ons ncnonbsosanus Radius u TACACS+ cepBepoB HEOH6XOAMMO BbINOJIHUTL CieaytoLLyne HacTpomn-
KM Ha KOMMyTaTope:

— Hactpourtb IP-agpec cepsepa;

— HacTpouTb KAkoY A0CTyNa, 3a4aHHbI ANA HacTpaeBaemoro cepeepa (npu Haauuuu).

[pumep KomaHO 0s1a Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoiika AAA 011 pa3HbiX NPOMOKO0s08 ynpaeneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnucok AAA No YyMOYaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B NpMBeaeHHOM Npumepe 418 AMHUN
console gocTtyn 6yAeT ocyLecTBAATLCA TO/IbKO Yepes SI0KabHYI0 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbIA pexXMm AOCTyNeH cpasy noc/se yCcnewHom 3arpyskm KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHanda (line configuration), naHHbIN pexXnm NpegHasHavyeH ANA KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 25 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKYLLE CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdenca Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 26 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOf/‘I CTPOKU UMEeET OANH U3 cnegyrowmnx sBsngos:

console#

console (config) #

console (config-line)#

Tabnnua 27 — ba3oBble KOMaHAbI, 4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BbIiTM 13 ntoboro pexnma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM CNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOA « |» U UCNOIb30BaTb OAHY M3 ONUMIA GUALTPALMK, NEPEYNUCIEHHDBIX B
Tabanue 26. PuabTpauma paboTaeT ToNbKO 4nA show-KomaHg,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHble BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBeTCBYET Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyIOWMIA 33 pPeryaapHbIM Bbipaxe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcuMmanbHaa aamnHa makpoca — 510 cumBonos. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA N3 0OBABNEHUA, HAaNpUmep
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoH, coCTOAWMIN N3 06BABNEHUA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnvua 30 — KomaHab! pexxknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHo, HanucaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 31 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpMMeEHNTb yKa3aHHbIM MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHOM, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT106pasnTb NPOLLECC BbINOJIHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabanuya 32 — KomaHabl ynpasaeHna cuctemon B pexkume EXEC

3Ha4yeHue/3Ha4veHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
count count] [timeout noctynatowumx oteetos (ICMP Echo-Reply).
[. I host: (1..158) cumBoNOB; Y W ( pIY)
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; host — poMeHHOe UMA y31a ceTu;
timeout: (1..100) ) A y ’ .
- size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NakeTe;
- count — KONIMYECTBO NaKeToB ANA Nepesayu;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpepeneHve maplupyTa TpaduKa A0 y31a Ha3HAYeHMS.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-aapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBoNOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - Size — pa3mep nNakeTa ANA OTNPABKM, KONMYECTBO 6alT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYyTe;
count: (1..10)/3; - count — KOAMYECTBO MOMbITOK Nepegadyn MakeTa Ha Kaxgom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc;
OnucaHue oWU60K NPU BbINOIHEHUW KOMAHA U pe3yb-
V TaTOB NpMBeAEHO B Tabnuue 34.
show users OT06pasnTb MHPOPMALMIO O NOAb30BATENAX, UCNONL3YIOWNX pe-
CypCbl YCTPOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show nvram OT106pasnTb MHPOopMaLMio 06 yCTPOICTBE B SHEProHe3aBUCMMOIA
namaTu.
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show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
NepeyYnCcaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwb! pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPokK B pexxkmnme Privileged EXEC umeeT cneaytowmin Bua;

console#

Tabnuua 33 — KomaHabl ynpasaeHusa cuctemoli B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga cayxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMeHMU, yepes KoTopoe NPon3onaeT nepesarpyska
yCTpOWMCTBa.

reload cancel

OTMeHa OT/I0KEHHOI Nepesarpysku.

show reload - MpocMOTp BpeMeHU, Ha KOTOpOoe HasHaYeHa nepesa-rpyska.
show env {CPU} - MOHUTOPUHT yTUAK3aLmm CPU.

show env {tasks} - MoHuTOopUHr yTnansaumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAM3aLmn RAM.

show env {temperature}

MOHUTOPUHT TePMOATYMKA.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MoHUTOpUHr NuTaHnAa n AKb.

show env {all}

MOHUTOPUHT BCEX NAPAaMETPOB OKPYKEHUSA.
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show env {dry-contacts} -

MOHMTOpMHF TeKyulero CoOCToAHNA CyXnUX KOHTAKTOB.

show env {fan} R

MOHUTOPUHT COCTOAHWS BEHTUAATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHUA
BEHTUIATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |

AAAA::BBBB%interface} [-| name] host: (1..63) cumsonos

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — UMA NoNb30BaTeNA.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet 1 K0IMYECTBO aKTUBHbIX cec-
CUNA.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeic;

- name — UMA NONb30BaTENA;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1cnonb3oBaTb ToNbKO SSH Bepcuu 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpakaTb NPOLECC NOAKIOYEHMS;

- command — KomaHZa, BbinosiHAemas Ha SSH-cepsepe.

show ssh-client -

OT06pa3unTb cTaTyC KAneHTa SSH 1 Ko/IMYecTBO aKTUBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMBATHbIV KoY ana SSL-cepBepa Ha KOmMMy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3anpoc Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BkAtounTb perkmm BBoAa cepTudmKaTa.

Mpw BbINOAHEHUN KOMAHAbI traceroute MOTYT NPOU30MTH OINMGKM, onucaHme olWnboK NpMBeaeHO

B Tabanue 34.

Tabnnua 34 — OWMBKKM NpU BbINOJHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NonbITKe Nepesayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanT nNpu 6J10KMPOBAHUN UCXOLALLENO
TpaduKa no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6utos DF.
H Y3en cetn HeJgoOCTyneH.
N CeTb HegOCTYNHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK NnoaaBneH.
R NcTekno Bpema nosBTopHoM cbopku pparmeHTa.
S OwnbKa ncxoaalero mapLupyTa.
U MopT HepocCTyneH.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkmnme rnobanbHoi KOHOUTypaumm MMeeT cieayowmnii Bua;

console (config) #

Tabnunua 35 — KomaHabl ynpaBieHUa CUCTEMOW B peXxume rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

hostname name

KomaHaa cny»KuT o1 3aaHuA CeTeBoro MMeHM yCTpoicTea.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

67




HELTEX

no hostname name: (1..128) .
BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHME MO YMONYAHMIO.
CMMBONOB/-
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONOIOKEHUMN YCTPOMCTBA.
CMMBOIOB
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBONOB
system description name name:(1..255) N
3agaTtb onMcaHue ycTpomcTea
CMMBO/10B
cpu rate limit queue queue YCTaHOBWUTb OrPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- ppS — NAKeToB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue gueue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii Ana npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B MpunoxkeHue B. Ouepeau ana npu-
HMUMmaemoro Ha CPU tpaduka.

BOCCTaHOBUTL 3Ha4YeHWe pps MO YMOIYAHUIO /1A ONpesesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KYHA, NPOUCXOAMT nepesarpy3Ka yCTPOMCTBA; NPY HaXaTumn Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolicTBa A0 3a-

-/enable .
BOZCKOM KOHOUrypaumm;
- disable — kHonKa F oTKAlOYEHA (He pearMpyert Ha Ha)KaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-knneHTa.
- - -/BKNtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkntountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopt, npocnywmsaembli HTTP-cepBepom.
ip http port port 80 , |  Tpebyetca nepe3anyck HTTP-cepBepa gna npumeHeHUs
we  Hacrpoiiku.
set ssh-client enable BkatounTb paboTy SSH-kAMeHTa.
-/BKAKOYEHO

set ssh-client disable

Bbikntountb paboty SSH-knuneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtouMTb OTNPaBKy cooblueHuii dying gasp.
V‘ TonbKo gna ycrpoiictea MES2448B.

V Mpwu BKAOYEHUUN OTNPaBKKU cooblieHuit dying-gasp BbiK-
noyvaetca moHutopuHr AKB.

BbIKNOUNTb OTNPaBKY coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTb MOHUTOPUHT AKB.
V Tonbko ana yctpoiictea MES2448B.

Mpwu BkAoueHUn moHutopuHra AKB BbikatouyaeTtca otn-
V paBKa coobuieHuit dying-gasp.

Bbikntountb moHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTb normposaHue o NpesbllleHNnn 3a4aHHOTO B NPOLEeHTax

percentage nopora ytuamsaumm CPU.

env maximum RAM threshold HacTpouTb florMpoBaHue o NpeBbIlEHUN 3a4aHHOTO B MPOLEHTax
percentage:1-100/100 P P P A oL

percentage nopora ytunmsauuu RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb siorMpoBaHne O NPEeBbILEHNN 334aHHOMO B NPOLEHTax
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIKOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJib30BaTENEN
Npv NOAKAOYEHUN K KOMMYTATOPY.

string — TEKCT NPUBETCTBUA OJIMHON A0 256 CMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 mapameTpa string NpuBeTCTBUE MOXKET
umeTb aavHy o 1023 cumBonoB. BBog npuBeTCTBUA NpepbiBaeTca
C NOMOLLbIO cMmBona "@".

Yaanutb npuseTcTBME 419 HEaBTOPU30BaAHHbIX nosb3osaTeneu.
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banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuBeTCcTBME A4 NOAb30BATENEN NOC/E aBTOPU3AL MM,

string — TEKCT NPUBETCTBUSA ANHOM A0 256 cumBO/IOB.

Mpn BBOAE KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOXKET
nmeTtb AnnHy ao 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeona "@".

Ypanutb npuBeTcTBME AN1A aBTOPU3OBAHHbIX nonb3osaTesniei.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtoUUTL OTNPaBKy snmp Tpanos u syslog coobuieHnit npu nepe-
3arpysKe ycTpoincTea no KomaHge «reload» nam yepes SNMP.

BbIKNHOUYMTL OTNPABKY SNMp TpanoB U syslog coobLueHnii npu nepe-
3arpysKe ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

Bkntounts HTTPS-cepBep Ha ycTpoicTBe.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnuya 36 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

clear cpu rate limit counters

OumnCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHune cyeTymKos rate limit Ha CPU.

set cli pagination on

BK/IIOUMTb NOCTPAHUYHDIN BbIBOA KOHOUTYpaLmu.

set cli prompt off

— -/on ,
set cli pagination off OTKNOUYNUTL NOCTPAHUYHBIN BbIBOA, KOHbUTYpauuu.
. BKAOUMTL NoATBEepPXKAEHWE nepes BbINOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa,.
-/on

OTKNOUYNUTL NOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHz.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbIN pasgen npegHasHayeH AN HAaCTPOMKM 3a4aHNA Napoel Ana nosib3osaTenei.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHoM KOHOUTypaLMmn MMeET CeayoWwmin BUA:

console (config) #

Tabnuua 37 — KomaHAbl ynpaBieHUsA CUCTEMO B pexxnme rnobanbHo KoHOUrypaLumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IOYEHO

BKNIIOYUTL MeXaHW3M NPOBEPKM Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAePKaTb XOTA 6bl 0aHY LUdpY;

- symbols — naponb AOMKEH COXKEPHKATb XOTA Obl OAMH CUMBOJT;

- Uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKNOYUTE MEXaHU3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWHUMANbHYIO AIMHY NAapOoaA.

YCTaHOBUTb 3HaYeHMe N0 YMOTHaHWIO.

3anpoc KomaHgHoM cTpoKu B pexkume Privileged EXEC nmeeT cneayowmin sua;

console#

Tabnnua 38 — KomaHabl ans paboTbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show password validate rules

MpocmoTp TeKylLLelt HaCTPOIMKM MexaHM3Ma NPOBEPKM Naponen.
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4.6 Pa6orta c pannamu

4.6.1 OnucaHue ap2ymeHmMoO8 KOMAaHO

Mpun ocyuwecTBaeHnn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYNatoT ajapeca

URL — onpegenntenn MeCTOHAXOXAEHUA pecypca.
onepauusx, npuseaeHo B Tabauue 37.

Tabnnua 39 — CnnCcoK KAtoUYeBbiX CNOB U UX ONUCaHKUe

OnuncaHne KAwuYeBbIX CNOB,

MCNoJib3yemMblX B

Knroyesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec uav agpec Mecta HasHavyeHua As SHeProHe3aBUCUMMON NamaTU. DHeproHesasu-
CMMan NamATb UCMO/Ib3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTcs: flash:, tftp:, scp:...).

running-config daiin TekyLLet KoHoUrypaumm.

startup-config

®aitn nepBoHavanbHON KOHbUTypauum.

active-image ®daiin c akTMBHbIM 0bpasom.

inactive-image ®aiin c HeakTMBHbIM 06pasom.

UcxogHbI agpec nnv agpec mecta HasHadyeHua ana TFTP-cepsepa.

CuHtakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec vau ceTeBoe MMA YCTPOCTBA;
- directory — kaTanor;
- filename — ums daiina.

logging ®aiin c uctopmein KomaHa,

4.6.2 KomaHObI 0na pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkunme Privileged EXEC nmeeT cneayowmin BuA;:

console#

Tabnunua 40 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue daiina n3 MecTononoXKeHnsa UCTOYHUKA B MecTono-
NOMKEHUe HasHayeHus.

- source_url — mecTononoxkeHue Konvpyemoro ¢ainna;

- destination_url — appec mecta HasHa4yeHus, Kyaa ¢ain byaeT cko-
NUpoOBaH.

CoxpaHeHve NepBoHaYaNbHOM KOHPUIypaLLmMmM Ha cepBepe.

KOI'IMpOBaHMe cbal?ma Ha4a/IbHOrO 3arpysvymKa n3 mectonosioxeHua
WUCTOYHUKA B CUCTEMY.

dir [flash:path | dir_name]

OT06pasuTb CNMCOK GpaiinoB B yKasaHHOM KaTasore.

more [flash:path | file_name]

OTob6pasunTb copepknumoe danna.

pwd

OT06pasunTb NyTb A0 TeKyLLel AMPEKTOPUMN.

cd [flash:path | dir_name]

MN3MeHNTb AMPEKTOPUIO Ha YKa3aHHY!o.

mkdir [flash:path | dir_name]

Co3patb AVNPEKTOPUIO C YKAa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Ypanutb ANPEKTOPUIO C YKa3aHHbIM Ha3sBaHUEM.

erase [flash_url]

Ypanute dann

erase startup-config

Ypanutb daitn nepBoHavYanbHoOM KoHUrypaumm.

erase nvram:

CHbpocuTb 8o AedONTHOW IHEProHe3aBUCUMYIO NaMATb.

erase flash:/LogDir/filename

Yaanutb dalin 3anncm aBapuiiHbIX U OTAAL04HbIX COOBLEHWN.

boot system inactive

3arpysuTbea ¢ HeakTMBHOro 06pasa Mo.

boot system active

3arpy3uTbca ¢ akTMBHOro obpasa MO.

delete startup-config

Yaanutb paiin nepBoHayaibHON KOHOUTYPALLMM BMECTE C OYMCTKOM
rno6anbHbIX HAaCTPOEK Nvram U yaaseHuem nonb3osaTtesei.
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show running-config OTobpasnTb cogep)kumoe daina Tekywen KoHourypaumm
[interface {fastethernet fa_port: (0/1..24); (running-config).
fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHdUrypauma nHTepdeicoB KommyTaTopa - pusnye-
gi_port |tengigabitethernet te_port: (0/1..11); CKUX nHTepodelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
te_port | port-channel group group: (1..24); Tepdeiicos, MHTepdelica 3aMblKaHUA Ha cebs;
| vlan vian_id][module] vlan: (2..4094); - igs — IGMP snooping;
module: (igs, la, stp..) - la —link-aggregation;
- stp — spanning-tree.
show startup-config OT06pa3nTb coaep:knmoe ¢aina nepBoHayasbHOW KoHoUrypa-
i L.
show bootvar MoKkasaTb akTMBHbIA dain cuctemHoro MO, KOTOpPbIN YCTPONCTBO
) 3arpy»KaeT npu 3anycke.
write {startup-config | url} CoXpaHWTb TeKyLLyt KOHPUrypaLmio B Gpainn nepBoHa4YaNbHOM KOH-
) durypauum.
replace running-config 3ameHuTb running-config KoHourypauuei s daina.
[flash:path] i
clear running-config - OuunCTUTL TeKyLLYIO KoHbUrypaumio (running-config).
diff [flash:path] [flash:path] - CpaBHUTb ABe KOHbUIypauuu.

Cepsep TFTP He moeT 6bITb afApecom UCTOHHUKOM U a4 pPEeCcoOM HasHAYeHUA ANA OAHOM
e KOMaHAbl KONUPOBaHUA.

MpocMOTp aKTUBHOIO M HEAKTUBHOIO obpasa gocyTneH ns u-boot. 119 3TOro B KOMaHAHOM CTPOKE U-
boot Heobxoamumo BBecTH:
MES2428# bootimg print
KomaHaa ana cmeHbl akTMBHOTO obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHsertca 6e3 oxxnpgaHua noATBepPXKAEHUA.

.‘

Mpwu 3arpy3Ke ¢aiina KoHUrypaumm c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».
daiin KoHpUrypauum JonxKeH umeTtb paclumpeHume «.confr».

.‘

4.6.3 KomaHOblI 0na pe3epsuposaHua KOHguU2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl, NO3BO/IAOLLIME PE3EePBUPOBATb KOHOUIYpPaLMIO Ha cepBep.
[nsa pesepBMpPoOBaHMA KOHPUIypPaLMM HEOHXOAMMO YKa3aTb apec cepsepa.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHON KOHPUrypaLmm:

console (config) #

Tabnnua 41 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuro
backup server dest_url YKasaTb agpec cepBepa, Ha KOTopbI byaeT Npon3BoanTLCA pe-
3epBMpoOBaHMe KoHUTypauumu. CTpoka B popmate
- «tftp:/ /XXX XXX XXX XXX ».
no backup server Ypanutb agpec cepsepa.
backup path path YKasaTb NyTb pacnosioxeHus ¢aiina Ha cepsepe c npedpuKkcom
- umeHu daiina. Mpu coxpaHeHUM K npedukcy byaet sobasneHa Te-
Kylias Aata u Bpems B dopmarte rrrrmmaa44mmcc.
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no backup path YoanuTb NyTb oNA pe3epBupoBaHuA.
backup auto BK/110YMTb aBTOMATMYECKOE pe3epBMpPOBaHME KOHOUTYpaLmK.
no backup auto BbIK/IOYNTb aBTOMATMYECKOE pe3epBUpOBaHNE KOHUTypaumn.
backup history enable BKNOUNTL COXPaHEHWe NCTOPUM Pe3epPBHbIX KOMWUNA.
no backup history enable BbIKNHOYMTL COXPaHEHWE UCTOPUU Pe3epPBHbIX KONWUA.
backup time-period timer . YKasaTb NPOMEXKYTOK BpeMeHW, NO UCTeyeHun KoToporo byaet
timer: OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBMpoBaHUe KOHdUrypa-
(1..35791394)/720 mu-
Lun.
. . HYT
no backup time-period YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
backup write-memory Bk/itoyeHWe pe3epBMPOBAHMA KOHOUIYpaLMWU MpPU COXpaHeHUu
-/BbIKNIOYEHO nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTensb.
no backup write-memory YCTaHOBWTb 3Ha4YE€HNE NO YMOAYAHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;:

console#

Tabnunua 42 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

backup running-config - Co3paaTb pe3epBHYIO KOMUIO KOHGUTypauuio Ha cepeepe.

4.7 HacTpoiiKa CUCTEMHOro BpeMeHMU
/ Mo ymonuyaHuio aBTOMATUYECKUii nepexop Ha fieTHee Bpems OCYLLEeCTBAAeTCA B COOTBeT-
cTBUM co cTaHaapTamu CLUA n Esponbl. B KoHpurypauum moryT 6biTb 3agaHbl ntobble gata

u BpemMma anAa nepexoaa Ha ieTHee Bpema u 06pa'r|-|o.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnunua 43 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CMCTEMHOrO BpemMeHM (KomaHAaa [AOCTynHa
year mm: (0..59); TONbKO A4/1A NPUBUIErMPOBAHHOIO No/ib30BaTeNs).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsy; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnegyowmin BUA;

console#
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Tabnunua 44 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show clock

Moka3aTb cMCTEMHOe Bpems 1 AaTy.

show clock properties

OTob6pa3unTb CBOWMCTBA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayioLWni BUA,

console (confiqg) #

Tabanua 45 — CnMCoK KOMaHA A5 HACTPOMKM CUCTEMHOIO BPEMEHM B pexnme rnobanbHom KoHburypa-
uum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALUWU BPEMEHMU
ON1A yCTPOWCTBa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLLeHME OTHOCUTENIbHO HY1eBOrO Mepuam-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[na nepexona B pexum KoHourypaumm SNTP Heob6X0AMMO MCMONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B peXmMme KOHOUrypauum nHtepdeica UMeeT caeayowmin Bua;:

console (config-sntp) #

Tabnuua 46 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOMO BPEMEHU B PeXkMMe KoHpUrypaumm sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKtOUNTL aBTOMATMYECKMI NOUCK Shtp-cepBepa B pexnume
unicast.

BbIKNHOUMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MosKeT 6bITb 3a4,aHO A0
4 cepsepos
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasaTb ip-agpec SNTP-cepBepa.

Ypanutb ip-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntoumTb paboty SNTP-KnuneHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTb KAty ayTeHTUdMKaumm ana SNTP-knneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL Ppopmat yacos ansa SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHoBuTb udp-nopT Ans sntp-KAneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a,ﬂ,aTb 3HayYeHue 4acoBoro noAaca.

set sntp client version version

version: (v1,,v4)

3afaTb BepCUto MPOTOKONA A paboTbl sntp-KaneHTa.
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Tabnunua 47 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show sntp statistics -

lMokasaTb CTaTUCTMKY NpoTokona SNTP.

show sntp status -

Mokasatb ctatyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepsepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp

config-sntp) # exit
config) #clock time source ntp

~ o~ o~~~ —~

config-sntp) # set sntp client enabled
config-sntp) # set sntp client addressing-mode unicast
config-sntp) # set sntp unicast-server ipv4 192.168.1.1

4.8 KoHdurypauusa nitepdeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (duanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIN peXxnm A0CTyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH Ans 3a4aHua NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KomMmyTaTtopa WAM Fpynnbl NOPTOB, PaboTaloWMX B pexRMmMme
pasaeneHus Harpysku) inbo guanasoHa MHTepdeincos.

Bbibop MHTepdeiica ocyLecTBAAETCA NPY NOMOLLM KOMaHA, NpUBeAEHHbIX B Tabauue 48:

Tabnnua 48 — KomaHabl Bbibopa nHTepderica ans MES14xx, MES24xx, MES37xx

KomaHda

HasHayeHue

interface fastethernet fa_port

[na HacTpoiikn nHTepoericos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTponkun 1G-uHTepdencos.

Interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdencos.

interface port-channel group

[N HacTPOWKM rpynn KaHanoB.

interface loopback /oopback_id

[ns HaCTPOIKM BUPTYaNbHbIX MHTEPhENCOB.

roe:

— fa_port — nopagxosbiii Homep 100MB-uHTepdeiica, 3agaetca B suae: 0/1;

— gi_port —nopaakosbiii Homep 1G-uHTepdeiica, 3aaaetca 8 suge: 0/1;

— te_port — nopaaxosbiit Homep 10G-nHTepdeiica, 3agaetca s suae 0/1;

—  group — nopAAKOBbIA HOMEP rpynmnbl, obLiee KOMYECTBO COMIAcHO Tabaumue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTYyabHOIo MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (ctpoka «Konnuyectso BupTyanbHbix Loopback-uHtepdeiicos»).
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KomaHabl, BBeAeHHble B peMme KOoHdUrypauuum wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 49 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BbIKNtOUNTL
channel).

KoHOUrypupyembiii  uHTepdeiic (Ethernet, port-

BKNOUUTL KOHOUTYPUPYEMbBIA HTEpDEIC.

description description

description: (1..128)

[o6asunTb onucaHme nHtepdeica (Ethernet, port-channel).

— cMMBONOB/HET
no description onvcanmsa YaanuTb onucaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3afaTb pexum aynnekca uHTepoelica (NnoaHoAynAeKCHOE coeau-
mode: (full, half)/full HeHue, nonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
negotiation [capl BKntouaeT aBTOCOr/1IacoBaHMe A1 CKOPOCTM M AynjieKkca Ha HacT-
[cap2...cap5]] panBaemom nHTepderice. MoXHO yKasaTb onpeaeneHHble CoBMe-

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

>/

CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napameTpbl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.
ABTOCOrnacoBaHue HacTpamBaeTcsA TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/NlOYAET aBTOCOI/NacoOBaHWE AN CKOPOCTM M Ayniekca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apaTb pexuMm ynpasseHua notokom flowcontrol (BkaounThb, OT-
KNOUYUTb UAM aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ay4yae, eCM PEeXMM aBTOCOrNACOBaHUA
negotiation BK/AOYeH Ha HacTpaMBaemom UHTepdeiice (Ethernet,
port-channel).

OTKAIOYUTDL PEXUM YNpaBaeHUA MOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMMa KOMb6O-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO IMHKA.

mtu size YcTaHOBUTbL 3HaYeHne maximum transmission unit (MTU) gns vnH-
Tepdelica
- size — pasmep nakema (Kosnuyecmeso b6aiim 8 nakeme)
’ KomaHaa goctynHa TonbKo ana ycrpoiicts MES2424,
. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,
size: (128..12288)/ MES3400-24F, MES3400-48, MES3710P.
12288 6aii ’ Ecnun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
. TO Ha HeM HeNb3A U3MEeHATb 3HayeHne MTU.
’ DedontHoe 3HaueHne MTU gna Ethernet u Port-Channel
H MHTepdeiicoB paBHO 3HA4YeHUIO 33JaHHOMY KOMaH-
[ou system mtu B pexkume rnobanbHoii KOHGUrypaumu.
no mtu YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
MapameTp HacTPOMKM ANA NapPaMeTPOB rX-4acTh ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHpa AOCTynHa TONbKO Aana ycrpoiicts MES2424,

no hardware serdes rx leq

BepHyTb HAaCTPOIKM MO YMONYAHUIO NAapaMeTPOB rx-4acTu onTuye-
CKUX UHTepdelicoB.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabaunuya 50 — KomaHzabl perknuma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHONM MHTepBan ANA aBTOMaTUYeCKoro
NOBTOPHOrO BK/OYEHUA UHTepdelica. MNpu cmeHe UHTep-
Bafa Talimep obHoBAAeTCcA ANA BCeX 3ab/0KMPOBAHHbIX
NopTOB, Ha KOTOPbIX BK/HOYEHO aBTOCOr/1IacoBaHue.
YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpeuyeHo

BK/OUYMTL aBTOMATUYECKYIO aKTUMBALMIO UHTEpdelica nocne
€ro OTK/IIOYEHWSA B CIeAYIOLLMX CyYanX:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmTol UDLD;

- storm-control — WKpPOKOBELATENbHbIN LUTOPM;

- port-security — HapylweHue 6e3onacHocTu gaa port
security.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit
size: (128..12288)/12288 6aiit
(Tonbko ansa MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2420-48P, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3710P)

YCTaHOBUTb 3HaYeHMe CUCTEMHOro maximum transmission
unit (MTU)

- Size — pa3amep nakeTa (KonmyecTso 6aliT B makeTe).
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Cbpoc HacTpoek UHTepderica nam rpynnol MHTEpdENCOB Ha
3HaYeHWs, YCTAaHOB/IEHHbIE MO YMONYAHUIO.
’ Bo Bpems BbiNONHEHMA KOMaHAbI MHTepdeiic by-

gabitethernet te port | aroup: (1..24); b BT OTKAIOYEH.
port-channel group | vlan .
] vlan_id: (1..4094);
vlan_id | loopback /oop- loopback_id: (1..10)
back_id } phack_ic: {L..
KomaHObI pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:
console#
Tabnnya 51 — KomaHabl pexkmma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

clear counters

C6poc cTaTUCTUKK A/ BCeX MHTepdencos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

C6poc CTaTUCTUKKM ANnsA uHTepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MoKasaTb CBOAHYIO MHOPMALLMIO O COCTOSHUM, HAaCTPOMKe U CTaTh-
CTUKe nopTa.
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show interfaces status

MokasaTb cocToAHWe BCex uHTepdeicos.

show interfaces description

MokasaTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MokaszaTb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHMA NOPTa, FPYNMbl NOPTOB, 3a6N0KK-
pOBaHHble MOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTMBMpOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

’

interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHaax.

4.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgpelicoe

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnuua 52 — KomaHab! pexxkmma rnobanbHoON KoHGUrypaumm

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepenTn B peXKMM KOHOUIYpUpoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynmny npoToKonoB, No KoTopbim OyaeT npousso-
AWNTbCA KnaccudmKauma Kagpos. B ogHy rpynny MoxKHoO obbeau-
HUTb HECKOJ/IbKO MPOTOKO/OB, YKa3blBana A/1A HUX OAUH U TOT e
Group ID. Homep npoTokona MOXHO BblbpaTb M3 cnucKa npea-
YCTaHOB/IEHHbIX 3HAYEHMI UM 33[aTb BPYYHYIO Yepes napamerp
other B popmate XX:XX. PacnonokeHve nons c HOMepPOm NpoTo-
KO/a 3aBUCUT OT TMNa L2-3aronoBKka 1 MHKancyaauuu:

- enet-v2 — Kagp c 3arosioBkom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaetcs
camblit nocneaHuii EtherType, c Hanbonblwmm oddceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokona cooTsetcTByeT nonam DSAP:SSAP B LLC-3aro-
noskKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsaumeir. Homep npotokona co-
oTBeTcTBYeT nonto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-agpecos, no KoTopbim ByaeT npounsso-
AnTbca Knaccuoukauma. Ana pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Ypanutb ykasaHHbit MAC-agpec n3 macs-group.
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shutdown garp OTKNoYUTL paboTy moayna GARP Ha ycTpoicTae.
' JAaHHaa KomaHpa oTkaouaeT paboty moayna GARP c
. 6e3B03BpaTHbIM yAaneHuem BCeX HacTpoeK 6n0ka

-/BbIKAOYEHO GARP.
no shutdown garp Bkntounte moaynb npotokona GARP.
Ona pabotbl moayna GARP pesepsupyerca 15 M6aiit

. onepaTUBHOI NAMATH.

gvrp enable BKatounTb npotokon GVRP rnobansHo.

- -/BbIKNOYEHO
gvrp disable BbIkntounTb NpoTtokon GVRP rnobanbHo.

voice vlan id vian_id YctaHoBUTb ngeHtuoukatop VLAN gna Voice VLAN
no voice vlan id Yaanutb naeHtnduratop VLAN ana Voice VLAN
voice vlan oui-table {add PaspewwnTb pegakTMposatb Tabanuy OUI.
. ) word:(1..32) ) .
oui | remove oui} - oui — neps.ble 3 6aiTa MAC-agpeca;
L. CMMBONOB .
[descriprion word] - word — onuncaHue oui.

vlan_id:(1..4094)

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 53 — KomaHabl pexkuma KoHourypaumm VLAN

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
vlan active - AkTMBMpOBaThb vlan nau rpynny vian’os.
set unicast-mac learning BKNOUNTB/BbIKNOUMTL 3ydeHne MAC-agpecos a5 VLAN.
{enable | disable}
set unicast-mac learning - YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

gelica e2pynnsl nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm A0CTYyNeH U3 pexMma KoHOUIypauumn 1 npeaHasHayeH Ans 3a4aHua nNapameTpos
KoHuUrypaummn nutepodeiica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

— trunk — nHTepdeinc, NpMHUMatOLWNI TONIbKO TErMPOBAHHbIN TPpaduUK, 38 UCKIOYEHNEM O4-
Horo VLAN, KoTopblii MOXKET bbITb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — uHTepdelic c nonHon nogaep:xkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTernmpoBaHHbIN TpaduK;

Tabnnua 54 — KomaHapl pexxmma KoHourypaumnm nHtepoeliica Ethernet

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no yMmon4aHuo
switchport mode {access 3agaTtb pexkmum paboTbl nopta B VLAN.
mode: (access, trunk,
|trunk | general}
- general)/general
no switchport mode YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica goctyna.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknm paboTbl c BHewHUM VLAN-Terom. KomaHga
ncnonb3yeTca ANA HacTPorkn dyHKuumn Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

[o6asutb Homep VLAN B KayecTse Default VLAN ans gaHHOro mH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaOWMIA Ha AaH-
HbIV NOPT, onpegenseTca B AaHHbIN VLAN.

-vlan_id —vnaeHTUOUKaLUNOHHbIA HoMmep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moxHo 3aaaTb nepe-
YncneHmem 4Yyepes 3anATyl0 WAM YKasaTb HayasbHOE U KOHe4YyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno yMONYaHUIO

LNo6asutb ngeHtuomkatop VLAN nopta (PVID) gns 0CHOBHOrO UH-
Tepdelica.
- vlan_id — vapeHTMdnKaumoHHbIn Homep VLAN nopra.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport ingress-filter

BkAtounTb GUAbTPaLMIO BXOAALMX NAaKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecnn dunbTpauma BkaOYEHA, U NakeT

-/dunbTpauma He BxoguT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BK/IlOYEHA ID, To naKkeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUMTb GUNBTPALMIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
Horo um 3HayeHma VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy pa3pelaeTca npvem
type {tagged | all Jall TO/IbKO HETErmpoBaHHbIX Kaapos (frame);

|untaggedAndPrioritytagged}

- tagged — TO/NIbKO TErMPOBaAHHbLIX;
- all — nobbIx Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpeTtutb gobasneHue ykazaHHomy VLAN-nopTy.

- vlan_list — cnnucok VLAN ID. Anana3oH VLAN MOXKHO 3a4aTb nepe-
yncneHmem 4Yepes 3anATylO WAM YKasaTb HayasbHOE M KOHeYHoe
3Ha4YeHuMA AnanasoHa Yepes geduc "-".

PaspewunTtb AobaBneHne ykazaHHomy VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNEHCTBO B AedONTHOM
VLAN paspelueHo

3anpeTtutb gobasneHve aedontHomy VLAN-nopTy.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

switchport protected

no switchport protected

MepeBecTy NOpT B PEKUM U30NALUKU BHYTPU FPYNMbl NOPTOB.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3aaTb UM NepesanncaTh CyLLECTBYOLWMIA CMMCOK NOPTOB Ha YKa-
3aHHbI HOBbIW.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[06aBUTb yKasaHHble MOPTbI K yXKe CYLLeCTBYHOLWEMY CMUCKY UK
YA3NUTb CMUCOK.

port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWTb NOPT Kak Ternpytowmii 8 aepontHomy VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME MO YMOUYAHUIO.

tagged

switchport map protocols- group_id: Ha3Hauutb VLAN ID nakeTtam, nonagatowmm B ykasaHHyto Group ID

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCex
nopTax

Ha 9TOM NopTy. PasHble NOPTbI OAHOM 1 TO ¥Ke rPynnbl MOryT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.
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switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwiecTBUTbHa3HaveHue vlan-id gna macs-group.

OTMEeHUTb HasHaveHwue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

Bbikntountb npotokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTL 3anpeT Ha u3ydeHue vlan-aTpubyToB, MOSYYEHHbIX OT
npotokona GVRP, Ha uHtepdelice.

BbIK/IIOYMTb 3anpeT Ha usyyeHue vlan-aTpmbyTOB, MOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HavyeHus Tanmepos GVRP Ha nHtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-agpecoB Ha UHTepodeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. X BbIkntountb M3yvyeHne MAC-agpecos Ha nHTepdeiice.

learning disable

switchport egress-filter BkntoyaeT dunbTpaumio mcxogawmx kKagpos (frame) Ha ocHoBe
npuceoeHHoro nm sHadeHua VLAN ID. Ecam dunbTpauma BKAOYEH],
1 NaKeT He BXOAMT B rpynny pa3peLlueHHbIx Ha uHtepdeiice VLAN ID,

-/BKAOYEHO TO nakeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNOUNTL GUAbTPaUMIO Ucxoaawmx Kagpos (frame) Ha ocHose
npuceBoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxogAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkatoumntb Voice VLAN ansa nopra.
- vlan_id — yctaHoBuTb ngeHtndmkatop VLAN ana nopra.

OTkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/OYEHO

PaspewwnTb Tpaduky Voice VLAN urHopmpoBatb ayTeHTUdMKaLMIO
802.1x.

3anpetutb Tpaduky Voice VLAN urHopmpoBaTtb ayTeHTUOUKALMIO
802.1x.

' Mpwu coBmecTHOM paboTe port-isolation u port-protected gonxkHo cobntogatbca npaBuno:

ANA 3aWULEHHOrO ingress NOPTa, B CNUCKe pa3peLléHHbIX, KOMaHabl port-

isolation, He moeT 6bITb APYroro 3awuLLEHHOrO NOpTa. 3TO NoApasymeBaeT
BO3MOXHOCTb AenaTtb 3alWULEHHbIMU egress NOPTbl B U30AALUU UAM ingress NopT, HO He
ingress 1 egress NOpPTbl 0AHOBPEMEHHO.

Mpumep HacTpolikmn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlqg tunnel
(
(

console (config) # interface gi 0/2

console (config-if) # switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexXume access.
.
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KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (confiqg) #

Tabanuya 55 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Oo6asutb ucxogHbii MAC-agpec B Tabauuy.

- Permanent — gaHHbit MAC-aapec octaeTca B Tabauue agpeca-
LMK Nnocsie NepeKkItoveHuns cTatyca uHTepdelica;

- Deleteonreset — gaHHbI agpec yaanuTca nocse nepesarpysku
YCTPOKCTBA;

- Deleteontimeout — fgaHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 Tabauupi.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexnma Privileged EXEC:

console#

Tabnunua 56 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpocmoTp Bcent Tabanuybl MAC-agpecos.

show mac-address-table count

MokasaTb KosMyecTso 3anucet B Tabanue MAC-agpecos.

show mac-address-table count
summary

MokasaTb CyMMapHyto CTaTUCTMKY no Tabamue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy ¢ auHamuyeckummn MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YoanuTb AMHamuyeckue 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmieHHbimmM MAC-agpecamu.

show mac-address-table
secure recovery-file

XpaHATCA Npu Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Horo nHTepdeiica.
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show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

MokasaTb Tabaunuy MAC-afpecoB 419 yKa3aHHOTO MHTepdeica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YpanuTe 3awmiLeHHble MAC-agpeca 13 Tabaunubl Ha MHTepodeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKkasaTb Tabanuy co ctatuyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Mokasatb Tabanuy MAC-agpecos ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OTob6pa3nTb 3HaueHuA Taimepos GVRP Ha nHtepdeticax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

0OT06pa3nTb CTaTUCTUKY NpoToKoa GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OumncTUTb CTaTUCTUKY NpoTokona GARP.

show vlan

MokasaTtb MHbopmauuio o scex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb nHdbopmaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb VIHCbOpMaLI,MIO O HAaCTPOEHHbIX rpynnax 1 NPOTOKOANaX.

show protocol-vlan

MokaszaTtb nHpopmaumio o VLAN, cOOTBETCTBYHOLIMX Ipynmnam npo-
TOKO/10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.
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4.9 Selective Q-in-Q

[JaHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPALUM NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN.

[nAa ycTponcTBa co34aeTca CNUCOK NpaBu/l, Ha OCHOBaHMM KOTOpbIX byaeT o6pabaTtbiBaTbcA TpadUK.

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # -

Tabnnua 58 — KomaHabl pexkuma KoHpurypauum nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaTb NpaBuiIO, Ha OCHOBAHWM KOTOPOFO BHELLHASA METKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbea Ha vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana BxogAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3gaTb NPaBMIO, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id ncxopgauwero naketa 6yaet 3ameHATbCA Ha vlan_id.

Ypanutb cnmcok npasua selective ging gn1a ncxoAawmMx NakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3aaTtb NpaBWIo, Ha OCHOBAHWU KOTOPOro ANA TpaduKa C BHeLL-
Hel meTKkoW ingress_vlan_id 6ypeT nobasnaTbca meTka ¢ vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana Bxogalmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co34aTtb NpaBu/Io, Ha OCHOBAHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcs 6e3 usmeHeHUt uan otbpachbl-
Baetca. Ecam ingress_vlan_id He yKka3aH, ToO NponycKaTbCa Uau OT-
bpacbiBaTbcs byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoxoxKaeHNe NaKeToB C YKa3aHOM BHeLLHEeN
METKOM;

- permit — pa3peLuaeT NPOXOXKAEHNE NAKETOB C YKa3aHHOM BHeL-
Hel MeTKOW.

YaanuTb yKkasaHHoe npasuno selective ging gna Bxoaawmx nake-
TOB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 59 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTob6pa3unTb cnucok npasun selective sqing.
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4.10 Storm Control ana pasnunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlUTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KosuyectBa broadcast-, multicast-, unknown
unicast-coobLeHnin, 04HOBPEMEHHO NepeaaBaeMbix MO CETM Yepes OA4MH NOPT, YTO NPUBOAUT K Meperpyske
PECYPCOB CETU U MOABMEHMUIO 3a4ePKeEK. «LLUITOpM» MOXKET BO3SHUKHYTb NPU HaZIMYUWN «3aKO/bLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTatop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWKMPOKOBELWATeNbHOro, MHOFOAApPEeCcHoro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NoOpTOB C BK/IKOYEHHbIM KOHTPOJZIEM LWLNPOKOBELLATE/IbHOIO
«wTopma» m OT6paCbIBaeT NaKeTbl, €eC21I CKOPOCTb NpesbillaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobanbHON KoHOUrypaumm:

console (config) #

Tabnunuya 60 — KomaHabl perknma rnobanbHo KoHGUrypauum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHUuto
storm-control mode {kbps | YCTaHOBUTb N106a/1bHO Kakne eanHULbI U3MepeHna Heobxoaumo
pps} / MCNONb30BaTb.
/pps - pps — 06bem TpaduKa NaKETOB B CEKYHAY;
- kbps — 06bem Tpaduka KOUT B CEKYHAY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaetica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nnrepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabanua 61 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
storm-control multicast level BKNIOUMTL KOHTPOIb MHOFOAAPECHOTO TpaduKa:
{pps | kbps} - pps — 06bem TpadurKa NaKeToB B CEKYHAY;
- kbps — ob6bem Tpaduka KOUT B cekyHAy.
pps: (1..262142); Mpw 06HapyKeHUM MHoroaapecHoro TpaduKka MHTepdenc moxer
kbps: (16..4194272) 6b1Tb oTKNtOUeH (shutdown) nnu gobasneHa 3anuck B }KypHan co-
obueHuii (trap).
no storm-control multicast BbIK/NOUMTb KOHTPOJIb MHOTOAZpecHOro Tpadumka.
level {pps | kbps}
storm-control dif level {pps | BKAtOUYNTL KOHTPOIb HEM3BECTHOrO OAHOAAPECHOrO TpadmKa.
kbps} - pps — 06bem TpaduKa NaKeToB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B ceKyHAY.
pps: (1..262142); Mpyn 06HapyXeHNU HeM3BECTHOrO O4HOAAPECHOro TpadUKa UHTEp-
kbps: (16..4194272) deiic moxeT 6bITb 0TKAoYeH (shutdown) unn gobasneHa 3anuch B
YKYpHan coobuieHnit (trap).
no storm-control dif level BbIKNHOUYMTb KOHTPOIb OAHOAAPecHOro TpaduKa.
{pps | kbps}
storm-control broadcast level BK/IOUMTBL KOHTPO/Ib LUMPOKOBELLLATE/IbHOTO TpadumKa.
{pps | kbps} - pps — 0b6bem TpadurKa NakeToB B CEKYHAY;
pps: (1..262142); - kbps — o6bem Tpaduka KOUT B cekyHAy.
kbps: (16..4194272) Mpun 06HapyKeHMM WMPOKOBeLLLaTeIbHOTO TpaduKa HTepdeinc mo-
eT 6bITb oTKAtoYeH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHui (trap).
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no storm-control broadcast BbIKOUMTL KOHTPO/Ib LWIMPOKOBELLATENbHOTO TPaduKa.

level {pps | kbps}

storm-control {multicast | dif | OTKAOUUTD MHTEPdEIC NpU 06HAPYKEHUN MHOTOAAPECHOTO, HEN3-

broadcast} action shutdown BECTHOro O HOAAPECHOMO UV LWMPOKOBELLaTeIbHOro TpadumKa.

no storm-control {multicast | - OTMEHUTb OTKAtOUEeHME UHTepdelica NPy OBHAPYKEHUN MHOroaa-

dif | broadcast} action pPecHoro, HeM3BeCTHOro OAHOAAPECHOIO UM LMPOKOBELLATENbHOTO
TpaduKa.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 62 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MoKasaTb KOHOUTYpaLunio GYHKLMM KOHTPOAA LMPOKOBELLATE Tb-
HOro «LWTOPMa» AJ1A YKa3aHHOro nopTa, b0 BCeX NOPTOB.

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

show storm-control - OTobparkaeT TEKYLLYIO HACTPOMKY eAUHUL, U3MEPEHUA.

4.11 Tpynnbi arperayumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT NoAdep KKy rpynn arperauymn KaHanoe LAG B KO/IMYECTBE COrNacHo
Tabnuue 9 (cTpoka «Arperayma KaHanos (LAG)»). Kaxgan rpynna nopToB A0/1KHA COCTOATb U3 UHTepdencos
Ethernet c oAMHaKoOBOW CKOPOCTbIO, paboTaloLLMX B AynaeKcHOM pexxnme. Ob6beanHeHMe NopToB B rpynny
yBe/NMUMBAET MPONYCKHYH CNocobHOCTb KaHafa Mmeay B3auMMOAEMNCTBYIOWUMN YCTPOUCTBAMU U
NOBbILIAET OTKAa30yCTONYMBOCTb. [Pynna NopToB ABAAETCA ANA KOMMYyTaTopa OAHUM IOFMYECKMM MOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKaa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecan ana nnrepdeiica npousseaeHbl HaCTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny caeayet
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[obasneHune nHTepdelicos B rpynny arperaLMm KaHaNo0B AOCTYNHO TO/IbKO B peXmnme KoHbUrypauum
nHTepoelica Ethernet.

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#
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Tabnunuya 63 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

channel-group group mode {on
| active | passive}

group: (1..24);
mode: (on, active,
passive)

no channel-group

Oob6asuTtb Ethernet-nHtepdeiic B rpynny nopTos.

- On — no6aBuTb UHTEPDENC B CTaTUYECKYIO IPYNMy NOPTOB;

- Active — no6aBuTb MHTepdeiic B rpynny NopToB, paboTatoLmx
no npotokony LACP, npu aTom otnpaska PDU ocywiectsnnetca
BCeraa;

- Passive — go6aBuTb MHTepdeEic B rpynny NopToB, paboTaroLmx
no npotokony LACP, npu sTom otnpaska PDU ocyuiectsnaerca
TONIbKO B TOM CJ/ly4ae, ec/iv ycTponcteo nosayyaet PDU oT cocepn-
HEero ycTpouicTBa.

’ Ecnu 3HaueHne MTU pns Ethernet u Port-Channel un-
H TepdeicoB oTanualoTca, To 406aBUTb AAHHbIN
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

Ypanute Ethernet-untepdeliic ns rpynnbl nopTos.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (config) #

Tabaunua 64 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

shutdown port-channel

-/BKNIOYEHO

no shutdown port-channel

OTKAoUNTL paboTy moayns port-channel Ha ycTpoiicTse.
l [aHHaA KomaHAa oTKAOYaeT paboTy moayns port-
- channel c 6e3B03BpaTHbLIM yaaneHnem Bcex HacTpoeK
6n0Ka LAG.

BkntounTb paboTy mogyna port-channel Ha ycTpolicTse.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MexaHn3m 6anaHCcMpPoBKKU Harpysku ans ctpaternm ECMP
M ANA TPpynnbl arperMpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBLIBAETCA Ha
MAC-agpece u IP-agpece UCTOYHMKA 1 NonyyaTens;

- src-dest-mac — mexaHM3M 6alaHCUPOBKM OCHOBbLIBAETCA Ha
MAC-agpece UCTOYHMKA M NONy4YaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA M NoayYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMpPOBKM OCHOBbIBA-
eTca Ha MAC-agpece, IP-agpece UCTOYHMKA M NonyYaTens, a
Takxe TCP-nopTe Ha3HayeHus;

- dest-mac — mexaH13m H6anaHCMpPOBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHW3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha IP-ag-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece UCTOUYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece
MUCTOYHMKA.

set port-channel enable

BkntoumTb paboTty LAG rnobanbHO Ha KOMMYTaTope.

set port-channel disable

BbIktounTb paboTy LAG rnob6anbHO Ha KommyTaTope.

set port-channel independent-

-/OTKAOYEHO
mode enable

BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.

set port-channel independent-
mode disable

BbIKNHOUYNTL aBTOHOMHbIW pexunm paboTbl LAG.
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Ha ycrpoictBax MES2424 n MES2448 Bbl6paHHbIA aAroputm 6a1aHCUPOBKU
6yaet paboraTb ToNbKO ANA TpadpuKa c 06yuyeHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-aapec HasHaueHUA TpaduKa oTcyTcTBYeT B Tabaunue, 6anaHcMpoBKa
6yaer NponsBoAUTLCA NO METOAAM:

— L2-tpaduk — src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

.‘

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan1086

dyHKumen ctatudeckux rpynn LAG asnaetca o6benHeHNEe HECKOIbKMX GU3NYECKUX KAHANOB B OAMH,
YTO MO3BOAAET YBE/NMUYNTb MPONYCKHY CNOCOBHOCTb KaHafla U MOBbICUTb €r0 0TKa3oycToMYMBOCTb. A
CTAaTUYECKUX FPynn NPUOPUTET UCMONb30BAHWUA KaHAIOB B 00beANHEHHOM MyYKe He 3ajaeTcA.

DOna sBknoueHua paboTbl nHTepdeiica B cocTaBe CTaTUUECKOW rpynnbl MCNOb3YyUTEe KOMaHAY
channel-group {group} mode on B pexxume KoHpUrypaumnm cooTBeTcTBylOLEro nHTepdeiica.

4.11.2 lMpomokon azpe2ayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHME KaHafoB MCMOAb3yeTcA AN YBEMYEHMS MNPOMYCKHOW
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonseT nepegasatb TpaduK no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V Ona BKawueHua pabotbl uHTepdeiica no nportokoay LACP wucnonb3yinte KomaHAy
channel-group {group} mode active/passive B pexume KoHUrypaumum coOOTBETCTBYIOLLErO
umHTepdeinca.

KomaHObI pexcuma 2a06anab6Hol KoOHu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnuua 65 — KomaHab! pexxkmma rnobanbHoN KoHPUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro

lacp system-priority value YCTaHOBWTb NMPUOPUTET CUCTEMBI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBMWTb 3HAaYEHNE NO YMONYAHUIO.
lacp system-identifier YcTaHoBuTb id yyacTHUKA lacp.
mac_addr -
no lacp system-identifier YaanuTtb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnnua 66 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosia LACP:

- long — pnuTtenbHoe Bpema TalimayTa;

-/long .

- short — manoe Bpemsa TalimayTa.
no lacp timeout YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.

P port-p .y - value: (1..65535)/1 p1op pé

no lacp port-priority YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
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KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 67 — KomaHapl pexkuma EXEC
3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa Aeiicmeue

show lacp {port_chanel_id} Mokaszatb UHbOopMauuto o npoTtokone LACP.
{neighbor [detail]| counters}
show etherchannel summary -
show etherchannel detail -
show etherchannel load-
balance

MpocmoTp MHbopmauum o LAG.

MpocmoTp noapobHoi nHpopmaumm o LAG.

MpocmoTp anroputma 6anaHcMposku LAG.

show etherchannel protocol - MpocmoTp npoTokona LAG.

show etherchannel port - MNpocmoTp nHGopmaumm o nopTax B coctase LAG.

show etherchannel port- MpocmoTp nHbopmauymm o LAG.

channel

Mpumep HaCTPOMKU:

console (config) # set port-channel enable

console (config)# interface port-channel I

console (config-if)# no shutdown

console (config-if)# exit

console (config) # interface range gi 0/1-2

console (config-if-range)# no shutdown

console (config-if-range)# channel-group I mode active

4.12 Hacrpoiika IPv4-apgpecauyum

B paHHOM pasgene onucaHbl KOMaHAbl A8 HAacTPOMKKM CTaTUYEeCKUX mapameTtpos IP-agpecaumu,
Takux Kak IP-agpec, macka noaceTtw, W03 NO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:
console (config-if) #

Tabnunua 68 — KomaHabl perknuma KoHoburypaumm nHtepdeiica

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

ip address ip_address
{ip_mask

[prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca n Macku noaceTu.
- secondary — no3Bo/IAET HaCTPOUTL AOMNOAHUTENbHblE IPV4-
aapeca Ha Tekywumit interface vlan. ns HacTpoliku TpebyeTca
Hannumne ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

vlan_id: (1...4094)

BkntoueHne ob6paboTkn QinQ-Tpadmka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewHWI Ter 802.1Q.

l [OnAa KoppeKkTHOM paboTbl GyHKLMU HEO6X0AUMO Hanm-

- yue aKTuBHoro vlan_id Ha KommyTaTtope. Mpu 3Tom one-
paTuBHOe cocTosiHue interface vlan, Ha KoTopom HacTpausaeTcs
$yHKLMA, AOMKHO BbITb UP.

l [aHHble HaCTPOKKM BLINOAHAIOTCA Ha UHTepdeiice C-

. VLAN.
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no ip management outer-vlan BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.
ip address dhcp [client-id Monyuyenwne IP-agpeca ot DHCP-cepBepa. YcTtaHoBKa onumii 12 n
{fastethernet fa_port | 61.

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

gigabitethernet gi_port

| tengigabitethernet te_port |
vlan vian_id}] [hosthame
name]

name: (1..32) cumBona
3anpet ncnosb3oBaHUA npotokosna DHCP gnsa nonyyeHus IP-

aapeca ot DHCP-cepsepa.

no ip address dhcp

ip dhcp client vendor- YcTaHOBUTb 3HaYeHue onuum 60.
specific string string:(1..256)/moaens

no ip dhcp client vendor- KommyTaTopa YCTaHOBUTb 3HAY€HMEe N0 YMOJIHYaHUIO.
specific

No-ymonuaHuio, uHtepdeiicbl Vlan Haxoparca B coctoaHumn Admin down. Mpusectu B co-
. ctrosiHue Admin Up nx moxkHo komaHaoi no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config)# interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHONM CTPOKKM B pexume privileged EXEC:
console#

Tabnunua 69 — KomaHab! pexxkmuma privileged EXEC
3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHda Aeiicmeue

renew dhcp vlan vlan_id OTtnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.

vlan_id: (1..4094)

MokasaTb KoHOUrypaumio IP-agpecaumm gns yKasaHHOro UHTEp-
deiica.

show ip interface vlan vian_id vian_id: (1..4094)

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepmMBatoT paboTy no npotokony IPv6, uto ABaseTca 601blLMM NPEUMYLLLECTBOM,
T.K. npoToKoA IPv6 paspaboTaH gna Toro, 4tobbl B 6yAyLLem NOAHOCTbIO 3aMEHUTb aApecaLLMio NPOTOKONA
IPv4. Mo cpaBHeHuUto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOEe agpecHoe NpocTpaHcTBo — 128 6uT Bmecto
32. Agpec IPv6 npeacTtasnneT coboit 8 6/10K0B, pasaenieHHbIX ABOETOYMEM, B KarKaom 610Ke 16 6ur,
3anNMCaHHbIX B BUAE YeTbipex WecTHaAuaTepPUYHbIX Ymcen.

MOMUMO YyBEAMYEHMA aAPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXuUyecKylo cxemy
agpecaumn, obecnedymBaeT arperauuio MaplUipyToB, ynpowaetT Tabauuy Mapuwpytvsaumu, npuv 3TOM
addeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHaPYKEHNA COCEAHMX Y3/10B.

V Ecnu 3HaueHue rpynnbl UM HECKONIbKUX FPYNN NOAPAL B agpece NpoTokona IPve paBHO Hy O
— 0000, TO paHHble rpynnbl  MmoryT ©6biTb  onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cCOKpaleH ao FE40::AD21:FE43. Co-
KpaleHUto He moryT 6biTb NOABEePrHyTbl 2 pa3aesieHHble Hy/1eBble rpynnbl U3-3a BOSHUKHO-

BeHUA HeoaHOo3HauYHocTU. CoKpalaeTca caman 6onbluan Hynesas rpynna.
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v/

EUI-64 — 310 naeHtuduKatop, cospgaHHbli Ha 6ase MAC-agpeca uHTepdeica, asnarowmiica
64 mnagwummn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha Ase yactTu no 24 6ura,

MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaLumm:

console (config) #

Tabanua 70 — KomaHgbl pexknuma rnobanbHoin KoHoUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLpYTU3aLMI0 MeXAY ipve-npedukcamm.

OTKNOUNUTD MapLLPYTU3ALMIO MEXAY ipvE-npedukcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXXX XX XX XX/ -

Co3aaTb cTaTMYeCKyto 3anuchb ipvb neighbor.

Y4anuTb CTaTMYECKYHO 3anuch ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] [ next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX::XXXX:
administrative_distance:

(1-255)

HacTpouTb cTaTUYeCcKMn MapLupyT A0 YKasaHHoro ipv6-npedukca.

Y0anuTb CTaTUYECKUI MapLIpyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeica VLAN:

console (config-if) #

Tabnunua 71 — KomaHAabl pexknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTb paboTy npoTokona IPv6 Ha nHTepdeiice. FeHepupyeT
ipv6 link-local agpec Ha gaHHOM UHTepdelice.

OTKNouNTb paboTy npoToKona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM MHTepdelice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX:: XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIN ipv6-aapec Ha nHTepdelice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ans reHepaumm agpeca.

YnanuTb yKasaHHbIN agpec ¢ MHTepdelica.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 72 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME N HAaCTPOWKK IPV6-nHTEpdecoB.

show ipv6 route
[connected | static | -
summary | ipvé6-prefix]

OT06pasunTb Tabnunuy mapwpytnsaumm gna IPve.

show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OTO6pPasnTb CTAaTUCTUKY MO MPUHATBIM U OTMPABJAEHHbBIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NPOTOKON0B

4.14.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoTokon paspelweHus aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINOAHALOWMIA GyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLErocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 73 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBuTb cTaTUUecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabanuy ARP ans ykasaHHow VLAN.

- ip_address — IP-aapec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYecKyto 3anucb cootseTcTeuA IP- n MAC-agpecos
13 Tabnunubl ARP ans ykasaHHoro B KomaHge IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cerkyHA,

YCTaHOBUTb MHTEPBAN MEXK Ay OTNPaBKoW gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
cek

HacTpouTb Bpems }KU3HWU JUHaMUYeCcKuX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3Ha4YeHME N0 YMOHYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOoMaHAHOWM CTPOKM B pexnme KoHdUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunua 74 — KomaHabl perknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKAOYEHO

BK/ItOUMTb OTNPaBKy gratuitous arp-coobieHui.

BbIKNOUMTL OTNPABKY gratuitous arp-coobueHunit.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Tabnunua 75 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nam H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKa3aTb TEKYLLYH CTAaTUCTUKY NPOTOKOAA arp.

clear ip arp

Yaanutb Bce AMHaMmu4yeckmne sanucu us ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHW3M N03BOAET YCTOMCTBY OTC/IEKMBATb 3aKO0/1bLLOBaHHbIE NOPTbI. [eTaa Ha nopTy 0b-
HapyKMBaeTcA MNyTeM OTCbIJIKM KOMMyTaTopom Kaapa (frame) c MAC-aagpecom nopta KOMMyTaTopa B nose
Source MAC u WwunpoKoBeLlaTenbHbIM (N0 ymonyaHuio) agpecom B nose Destination MAC.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobanbHOM KoHOUrypaumm:

console (config) #

Tabnunua 76 — KomaHabl pexkuma rnobanbHoM KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAIOYEHO

OTkNtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

’ [aHHasa KomaHAa oTKAtovaeT paboty moayns loopback-

L detection c 6e3B03BpaTHbIM yAa/ieHUEM BCEX HAaCTPOEK
6n0ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKOYEHO

BK/OUMTL MexaHWU3M 06HapyKeHUa neTesb A KOMMyTaTopa.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/30
CeKyHA,

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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loopback-detection Onpepenntb MAC-agpec HazHayeHuWA, yKasaHHbIW B LDB-Kkaape.
destination-address iRiHiRiHiHi V Mo ymonuyauuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-
mac_address Te/NbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica 2pynnbl NoOpmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

Tabnunua 77 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
loopback-detection enable BKNOUUTL MexaHM3M 0BHapYKeHUA NeTenb Ha NOpPTY.
" . -/BbIKNIOYEHO
loopback-detection disable BoccTaHOBWTb 3HaYEHWE MO YMOHAHMIO.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 78 — KomaHabl pexkmma EXEC
3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue

110 yMOAYAHUIO

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24); OTob6pa3unTb cocTosHne mexaHM3mMa loopback-detection.

gi_port: (0/1..48);
te_port: (0/1..11)

statistics]
debug loopback-detection [all BKNtouMTbL OTNpaBKy coobuieHmni no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKAOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) asnsetca npusegeHune cetn Ethernet ¢
MHOXECTBEHHbIMM CBA3AMM K APEBOBUAHON TOMOJIOTMM, UCKOYAIOLWEN LMK/bI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIypaLMOHHBIMM COOBLLEHUAMM, WMCNOMb3YA KaApbl crneumanbHoro ¢opmata, M
BbIOOPOYHO BKIHOYAIOT M OTKHOYAIOT Nepeaavy Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTca ycoBeplleHCTBOBaHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLWMM BpEMeHeM MpPUBELEHNA CETU K LPEBOBMAHOM TOMONAOMMM U UMeeT 6osnee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHoOM peanusauueinn STP,
noaaepxueawowen ucnonodosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxoammoro
KOJIMYECTBA 3K3eMNASPOB CBA3YOLWEro Aepesa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNaap MOXKeT coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 93



HELTEX

MSTP sBnsieTca To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencTeyoLwmx no MSTP, fonKHbl OblTb 04MHAKOBO
CKOHPuUrypuposaHbl rpynnbl VLAN.

V MakcumanbHO aonyctumoe Konm4yecrtso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2n0bas1bHoOU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobasbHOM KOHPUrypaLmm:

console (config) #

Tabanua 79 — KomaHgbl pexknuma rnobanbHoi KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown spanning-tree

OTKAoYNUTbL paboTy moayns STP Ha ycTpoincTee.
[aHHas KomaHga oTKA4YaeT paboty mogyna STP c 6es-

/e . BO3BPaTHbIM yAaneHueM BCex HacTpoek 6noka STP.
KAI0"EHO ’ Mopaynb STP BKAtoYaeTca KoMaHAo spanning-tree.
.

spanning-tree /BKAIoueHO Pa3pewnTb NCNosb3oBaHMe KOMMYTAaTOPOM NpoTokonaa STP.
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YcTaHOBUTb peXxum paboTbl NpoTokona STP:
mst | rapid-pvst} - rst — |[EEE 802.1W Rapid Spanning Tree Protocol;

-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbIA Ha NPOCAYLUMBA-
HME W U3ydyeHUe COCTOAHUI nepes nepekNoYeHnem B COCToAHUE
nepegauu.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb UHTEPBA BPEMEHWN MEXKAY NepeaadaMu LMPOKOBELLA-
TeNbHbIX cooblieHmnit «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA KMU3HM cBA3ytoLero aepesa STP.

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTPOICTBA B CBA3ytowem aepese STP.
3HayeHune npuopuTeTa AONKHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNIOYEHO

BKAoUNTL AMHaMMYecKoe onpegeneHne LeHHOCTU NyTy.
- lag-speed — onpepeneHve LeHHOCTU NyTM ByaeT BbIYMCAATLCA
npu usmeHeHuun ckopoctn LAG.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long|short}

YCTaHOBUTb METOZ OnpeaeneHuUn LLeHHOCTU NyTH.
- long — 3HayeHMe ueHHocTM B guanasoHe 1..200000000;

-/long - short — 3HayeHue LeHHOCTU B AManas3oHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
mst | rst | st
{ I | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMeE N0 YMOIHAHUIO.

spanning-tree flush-
indication-threshold value

value: (0..65535)

MNoporosoe konnyectso TCN BPDU, npu KoTopom 3anyckaeTca Tan-
Mep, KOTopbIl paBeH 3HaveHwuto flush-interval.
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no spanning-tree flush-
indication-threshold

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

spanning-tree flush-interval YCTaHOBWUTb 3HayeHWe WHTepBasa, NOocCae KOTOPOro MNpPOM30MAET

interval ounctka MAC-tabaumubl nocae nonydeHua TCN BPDU.
. interval: (0..500)/0 tbl NOCAS NoTly

no spanning-tree flush- YCTaHOBWTb 3HAYEHME MO YMOHaHUIO.

interval

spanning-tree transmit
hold-count count

3T0 3HaYeHWe YKa3blBaeT MaKCUMaslbHOE KOIMYECTBO MaKeToB, KO-
TOpble MOTYT 6bITb OTNPAB/AEHbl B 33aZaHHbIN MHTEPBaN BPEMEHMU

count: (1..10)/6 hello-time.

no spanning-tree transmit
hold-count

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUe
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Nopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexumme KoHourypaummn mHtepdenca Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabanua 80 — KomaHgpl pexxunma KoHdurypaumm nHtepderica Ethernet, rpynnel noprtos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npotokona STP Ha KoHOUrypupyemom UHTep-
deiice.

- - -/paspeLwweHo
no spanning-tree disable /pasp Paspewntb paboty npotokona STP Ha KOHUIyprpyemom MHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbI HTepdelic.
) - cost — LLeHHOCTb NyTHU.
: (1..200000000)/cm. 4 Y
no spanning-tree cost YCTaHOBUTb 3HauyeHue, onpeaensiemoe Ha OCHOBAHUM CKOPOCTU
Tabnanuy 78

nopTta M MeToAa onpeaeneHna LeHHOCTU NyTH, cMm.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBWTb NpuopuTeT MHTEpdeica B cBasytollem aepese STP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.

spanning-tree portfast

no spanning-tree portfast

BKOUYNTL PEXKMM, B KOTOPOM MOPT NPY NOAHATUM HA HEM SIMHKA
Cpasy CTaHOBWTCA B COCTOsIHME Mepesiayu, He AOXKUAAACH UcTeye-
HUA Talimepa.

BbIkntounTh PEXNUM MOMEHTA/IbHOIO nepexoaa B COCTOAHUE nepe-
Aa4n NO NOAHATUIO KJIUHKA».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelleHo

PaspelunTtb Ha MHTepdelice AONOAHUTENbHYIO 3aLWUTY OT neTens. B
cnydvae, ecnm UHTepdeinc HaxoauTCA B COCTOAHUM, OTIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kupyetca.

3al'lpeTVITb AONOTHUTE/IbHYIO 3aWNTY OT BOSHUKHOBEHUA NeTe b.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BK/IIOUNTD 3aLUTY «KOPHA» ANA BCeX CBA3YIOLWMX AepeBbeB STP BbI-
6paHHOro nopra.

- root — 3anpeuaet uHTepoeiicy 6bITb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTE/bHYIO 3aLLMTY OT
netenb. B cnyyae, ecnm nHTepdeinc HaxoaUTCA B COCTOAHUM, OTANY-
Hom oT Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
deiic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBaTh r106a/bHY0 HACTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

-/BbIK/IIOYEHO

PaspewnTb 3awwmTy, BbIKAIOYAOLWYIO MHTEPdENC Npu Nnpuéme nake-
TO08 BPDU.
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no spanning-tree bpduguard

3anpeTuTb 3aLMTy, BbIKNOYAKOLLYO UHTEepdENC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na pynnekcHoro
nopTa «TOYKa-TOYKaY,
ONA NONYAYNAEKCHOro

— «Pa3BETB/IEHHbIN»

YcTaHoBUTbL NpoToKkon RSTP B nepegatoliee cocToAHME U onpeae-
JIUTb TN CBA3M AN1A BbIBpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIKNOYEHO

3anpetutb npuem BPDU ¢ ¢pnarom TCN.

PaspewwnTtb npuem BPDU c ¢pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTts Npuém m nepegady STP BDPU Ha uHTep-

spanning-tree {bpdu-receive |
bpdu-transmit} disable

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
spanning-tree auto-edge /BKntoueHO BK/IIOYNTb aBTOMATUYECKOE OnpeaeneHne KAMeHTCKUX NoPTOB.
no spanning-tree auto-edge BbIK/IOYMTL aBTOMATUYECKOE ONpeaeeHne KIMEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTb peum Npuéma u/unm nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAOYEHO

BbIK/OUNTL peXnm Npuéma u/uam nepefauv Ha uHtepdeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputet ana pseudoRoot Ha nHTepdeiice.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkntounTb Ha UHTepdelice GyHKUMIO 3aLLMTbI OT aTak.

OTKNOUNTb Ha UHTepdelice GYHKUMIO 3alLMTbI OT aTak.

Tabanua 81 — CTOMMOCTb NyTK, YCTAHOBAEHHAsA MO YMOYaHuUIO (spanning-tree cost)

Unmepdeiic MeLr::Z onpedesneHua yeHHocmu ;y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

/’ CToMmocCTb NyTU ANA rpynnbl KaHaNoB No metoay long no ymonyaHuio onpeaenserca
AeneHnem CToMMOCTU UHTepdeiica Ha KOANYECTBO IMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeaeHoO C YYETOM UNEHCTBA B HEM 2 Ppu3nueckux nHtepdeincos.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 82 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokasaTbcocTosAHMe NpoTokona STP Ha nHTepdelice.

show spanning-tree detail

Moka3aTb NoAPO6HYI0 MHPOPMaLMIO O HACTPOIMKAX NPOTOKONA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHGOPMaLUIO O COCTOSIHMM O HAacTPOMKax STP Ha akTUB-
HbIX MOpTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

0OT06pa3sunTb MHGOPMaLMIO O MeTOAE OnpeaeseHNUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3nTb MHPopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OT06pa3nTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO MHTEpPbEN-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHo KOHPUrypaumm:

console (config) #

Tabnuua 83 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBUTb NPUOPUTET AN1A AaHHOrO KOMMYTaTOpa nepes, ocTab-
HbIMU, UCMONb3YOLWMMM 06LWMIA 3K3emnaap MSTP.

- instance_id — sk3emnnap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb Nnoporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
npv KOTOPOM 3anycKaeTcs Takmep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB AN
naketa BPDU, Heobxoanmbix aaia GopMMpoOBaHMA aepesa U yaep-
KaHMA MHOPMALMKM O ero CTpoeHUKU. ECiv NaKeT yxKe npoLuen mak-
CMMaNbHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha c/edyowem
yyacTke OH oTbpacbiBaeTca.

- hop_count — mMaKcMManbHOE KONIMYECTBO TPAH3UTHbIX YHaCTKOB
Ana naketa BPDU.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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spanning-tree mst Bxopg, B pexxum KoHburypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgpuaypayuu npomokosaa MSTP

Buz 3anpoca KoOMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst) #

Tabnunuya 84 — KomaHabl perknuma KoHourypaumm npotokona MSTP

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

Co3paTtb COOTBETCTBME MeXAy IK3emMniapom npoTtokona MSTP u
rpynnamu VLAN.

- instance-id — ngeHTUdMKaTOpP 3K3emnaapa npoTokosaa MSTP;

- vlan-range — Homep rpynnbl VLAN.

instance instance_id vlan

vlan_range
instance_id:(1..63);

vlan_range: (1..4094)

no instance instance_id vlan YAanuTb COOTBETCTBME MENKAY IK3eMNAApOM npoTokona MSTP u

vlan_range rpynnamu VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypaumum MST.

no name Yaanutb uma KoHourypaumm MST.

3apaTb HOMep peBM3uK KoHoUrypaumm MST.
- value — Homep peBu3nn KoHoUrypaumm MST.

revision value
value: (0..65535)/0

no revision YCTaHOBWTb 3HaUYeHWe No ymondaHuio (value).

exit BbixoZ M3 peruMma KoHourypaumm npotokona MSTP c coxpaHe-
HUEM KOHOUrypaumm.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica Ethernet, uHmepagelica 2pynnsl NopmMos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 85 — KomaHgpbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3au.|,v1Ta BbIK/1lO4EHa

BK/IIOUNTD 3aLUUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpa.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCTaHOBWUTL NpUOpUTET UHTEpdElica B Ik3emnaape MSTP.
- instance-id — vaeHTUdMKaTOp s3K3emnaspa npotokona MSTP;
- priority — npuopuTeT MHTepdeica.

V 3HaueHue NpuMopuTeTa J0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne no YMOAYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LEHHOCTb NyTWM 4Yepe3 BblbpaHHbIN WHTepdelic ans
onpeaeneHHOro aksemnasapa npotokona MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBWUTb 3HayeHWe, onpeaesnsemoe Ha OCHOBAHUWM CKOPOCTU
nopTa u MeToZa onpeaeneHns LeHHOCTU NyTH, CM. Tabauuy 81.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NpUOPUTET UHTEpPdElica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HauyeHMe NpuopuTeTa A,O0/MKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTb 3HAYeHUE NO YMOIHaHUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOUNTL UM OTKNOUMTD spanning-tree Root Guard B yKazaHHOM
ak3emnnape MST.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabanua 86 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree

interface {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Mokas3aTb KoHbMrypaumto npoTokona STP.

show spanning-tree mst
instance_id [detail]

instance_id: (1..63)

MokaszaTb NogpobHY0 NHPOPMALLMIO O
HacTpolike npoTokona STP.

show spanning-tree mst
configuration

MNokaszaTb MHPOPMALMIO O CKOHOUTYPUPOBAHHbIX
ak3emnaapax MSTP.

clear spanning-tree mst
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port| port-
channel group}}

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

OuncTKa cueTtumkos STP.

4.14.3.3 Hacmpoiika npomokona Rapid-PVST+ !

Bcero nogpepkaHo 64 RPVST-uHctaHca. NMpu aTom HyneBo Ucnonb3yeTca ANA BCeX
VLAN, B KoTOpbix oTKAO4YeH RPVST. Kaxxaomy VLAN c BKatoyeHHbIMm RPVST
cootBeTtcTeyeT oauH RPVST-uUHCTaHC.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnuya 87 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

spanning-tree vlan vian

no spanning-tree vlan vian i

vlan: (1..4094)

BkntounTb STP B BbIBpaHHOM vian.
- vlan — Homep VLAN.

BbIkntounTb STP B BbIGpaHHOM vian.

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.
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KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal

console
console

(config)# wvlan 1,3,7
(config-vlan-range) #

Tabnnua 88 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPauMBaeMblii Ha NPOC/yLLNBA-
HWE 1 U3yYeHWe COCTOAHMI nepes NepekloyeHnem B CoCcToaHMe
nepegauu.

YCTaHOBUTb 3HaYeHME N0 YMOYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBAN BPEMEHW MeXKAYy Nnepegayvyamu WMpoKoBe-
LwaTenbHbIX coobueHunit «Hello» K B3anmoaencTeyoWMM KOMMY-
TaTopam.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTL BpeMA XU3HU cBA3ytowero aepesa STP.

YCTaHOBWUTb 3HaYeHME N0 YMOAYAHMUIO.

spanning-tree priority prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTpoiicTBa B cBA3yloLeM aepese STP.
3HayeHue npuopuTeTa A0IKHO 6bITb KpaTHO 4096.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

spanning-tree hold-count
count

no spanning-tree hold-count

count: (1..10)/6

ITo 3HaYeHMe YKa3biBaeT MaKCMMaibHOE KO/IMYECTBO NAKETOB, KO-
Topble MOryT 6biTb OTNPaBAeHbl B 3aZaHHbIA MHTEPBAN BPEMEHMU
hello-time.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

Mpwu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanmo BbinoAHeHue
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepagelica 2pynmnbi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexumme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 89 — KomaHabl perkmma KoHourypaumum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan vian cost
cost

no spanning-tree vlan vian cost

cost:
(1..200000000)/cm.
Tabnauuy 81;
vlan: (1..4094)

YCTaHOBWTb LLEHHOCTb NYTK Yepes AaHHbIN UHTepdeiic.
- cOSt — LeHHOCTb MyTH;
-vlan — Homep VLAN.

YCTaHOBWUTb 3HauyeHUWe, onpefensieMoe Ha OCHOBAaHUM CKOPOCTU
nopTta u meToaa onpeaeneHuns LeHHOCTU NyTu, cM.Tabauuy 81.

spanning-tree vlan vian port-
priority priority

no spanning-tree vlan vian
port--priority

priority: (0..240)/128;
vlan: (1..4094)

YCcTaHOBUTL NpUOPUTET MHTEpdETica B cBA3YloLeM aepese STP.
- vlan — Homep VLAN.

V 3HaueHMe NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnmua 90 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3Ha4yeHue no ymonya- Aelicmeue
HUo
show spanning-tree vlan vian MokasaTb KoHUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTo6paKeHNe aKTUBHbIE UHTEP-
vlan: (1..4094) deiicsl;
- blockedports — oTob6parkeHune 3ab10KkMpoBa-
Hble nHTepdelichbl;
- detail — noapobHaa nHGopmauus.
show spanning-tree inter- MokasaTb KoHodUrypaumuto npoTtokona RPVST B
face {fastethernet fa_port | giga- vian: (1..4094); KOHKPETHOM B/laHe Ha UHTepodeiice.

bitethernet gi_port | tengiga-
bitethernet te_port | port-chan-
nel group}

[{active | blockedports}] [detail]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

- vlan — Homep VLAN;

- active — oTobpakeHue aKTUBHbIE UHTEP-
deiicbl;

- blockedports — oTo6paxkeHne 3abnokMpoBa-

1(1..24 o
group: ( ) Hble MHTepdeWchl;
- detail — nogpo6bHas nHpopmaums.

show spanning-tree vlan vian

lan: (1..4094 n h .
pathcost-method vlan: (1..4094) OKasaTb KoH$urypauuto pathcost
sh'ow spanning-tree vlan vian vian: (1..4094) MoKasaTb KOHOUIYPaLMIO TEKYLLETO KOMMYTa-
bridge Topa.
::::v spanning-tree vlan vian vian: (1..4094) Tﬂ:::aaTb KOH$UrypaL Mo KOPHEBOrO KOMMYyTa-

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayXebHble NaKeTbl pas/INyHbIX

L2-npoTokosios (PDU) yepes ceTb NpoBaiiaepa, 4To NO3BOAET «MPO3PAYHO» CBA3ATb KIMEHTCKUE CETMEHTbI
cetu.

L2PT wmHkancyampyet PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYro rpaHWYHbIN
KOMMYTaTOp, KOTOPbI OXUAAET CreunanbHble MHKANCYIMPOBaHHbIE Kaapbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BOAAET NONb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoOM KOHGUrypaumm:

console (config) #

Tabnnuya 91 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTb agpec HasHauYeHUsa 419 MHKaNCyIMpPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWTb afpec HasHauYeHUs A9 MHKaNCyIMPOBaHHbIX KapoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

lldp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWTb afpec Ha3HauYeHUs A9 MHKaNCyMPOBaHHbIX KapoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb agpec HasHaYeHUs A1 MHKanCyMpPOBaHHbIX Kagpos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWTb afpec HasHauYeHWUs A9 MHKaNCyMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb afpec HasHauYeHWUsa A9 MHKaNCy/IMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.
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ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb aApec HasHayYeHua 4/ MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb aApec HasHayYeHa A4/1A MHKaMNCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBWUTb afpec Ha3HaYeHWa ANA MHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYOLLETO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume KoHPurypaumnm nntepoericos Ethernet:

console (config-if) #

Tabanua 92 — KomaHgbl pexknuma KoHpurypaumm nHtepoericos Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-I11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BKAKOUUTBL pexxnum nHkancynaumm PDU.

BbIkMt0UNTb pexkum nHkancynaumm PDU.

Mpu BKAOYEHUM MHKacnyasauuu ana VTP nHKancyanMpoBaTbca Gyaer BcA rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 93 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-
Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pa3snTb agpeca Ha3HauYeHWUA 418 MHKaNCYIMPOBaHHbIX Kaapos
(frame).

4.14.5 Hacmpoiika npomokona LLDP

OcHoBHOM ¢yHKumMen npotoKkosa Link Layer Discovery Protocol (LLDP) sasnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HakanauBaeTcs B yCTPOMCTBAX M MOKET ObITb 3aMpoLLeHa YNpaBAsioLWMM KOMMNbIOTEPOM
no npotokony SNMP. Takum 06pa3om, Ha OCHOBaHUM COBpPaHHOM MHPOPMALMM, HA YNPABAAIOLLEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMNOJIOMUS CETH.
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KommyTaTopbl NOAAEPKMBAOT Nepedady Kak CTaHAAPTHbIX MapamMeTpoB, TaK U OMUMOHANbHbIX,

TaKUX KaK:

— MM YCTPOICTBA M ero onucaHue;
—  MMA NOpTa U ero onucaHue;
—  uHdbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanuya 94 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/BKNIOYEHO

OTKAtounTbL paboTy moayns LLDP Ha ycTpolicTBe.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboTy moayns LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTs KOMMyTaTOpPYy MCNONb30BaHWe NpoToKkona LLDP.

3anpeTnTb KOMMYTaTOpPYy MCNOAb30BaHWe NPoToKona LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

Bkntountb otnpasky LLDP-MED.

OTKntounTb oTnNpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbiit ByayT otcbinatecs lldp-Kkagpol.
- lldp-Kagpbl TaK ke 6yayT Ay6bAanMpoBaTbea Ha cTaHAapPTHbIN MAC-ag-
pec.
lidp lldpdu flooding Jfiltering YCTaHOBUTb pexxum dpuabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3apaTb chassis-id-subtype gna lldp-kagpa.

BepHyTb K 3HAaYeHUIO N0 YMONYaHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epXKKy MOBTOPHOW WMHMLMANU3aumu (Bpems 3a-
OEPXKKU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmm Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6X0AMMO BbICTaBUTb
3Ha4YeHUe No YMONYaHMIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiKYy Heo6XoAMMO BbICTaBUTbL
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepuog BpemeHun B TeYeHNM KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He Bonee oaHoro Kagpa (frame).
V YT106bl OTMEHUTb HACTPONKY HEeobXxoAUMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANIbHYIO OAUTENBHOCTb 3a4EPMKKU, MeXay no-
cnepoBaTtenbHbIMKU Kagpamu LLDP.
YTo6bl OTMEHUTb HACTPOIKY HeobXxoAMMO BbICTaBUTb
V 3HaYeHUe No YMOYaHMUIO.

lidp txCreditMax value

YcTaHOBUTb 3HaveHue Credit Max (MakcMmManbHOe KOANYecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopblie moryT 6biTb NepeaaHbl B /to-
60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.
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KomaHObI pexcuma KoHgpua2ypayuu uHmepageticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

Tabaunuya 95 — KomaHzabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopbl byayT oTcbinaTteea lldp-Kagpsbl.

Yaoanute MAC-agpec, Ha KoTopbliit 6yayT oTcbinaTtbces lldp-kagpsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lildp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHaunTb npasuno network-policy sgaHHoOMy uHTepdelicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lildp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MEeCTONOI0KeHNe YyCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPAUHAT;

- civic_address_data — agmMHUCTPaTMBHBIN aApec YyCTPOMUCTBA;

- elin_data — agpec 8 popmarte, onpegeneHHom ANSI/TIA 1057.

Ypanutb MecTononoxeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHourypuposaTb TLV LLDP-MED Ha gaHHoMm uHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lldp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAtOUNTL OTNPaBKy Tpanos no cobbiTmam LLDP.

OTKNOYUTL OTNPaABKY Tpanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apaTb ID Port Subtype ans kagpa LLDP.

no lidp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHME MO YMOYAHMIO.
lidp receive [mac-address PaspewnTtb nHTEpdeElicy npuHMmaTb Kagpbl LLDP.
mac_addr]
-/BKAOYEHO

3anpetuTb UHTEpPdEcy NPUHMMATL Kaapbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpegenntb Kakne 6asosble onuumoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YCTaHOBWTb 3HaYE€HME N0 YMOIYAHWUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneyunasnbHble onuuoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOMUCTBOM B nepenasaemblit LLDP-nakerT.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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V Maketbl LLDP, npuHATblie yepes3 rpynny NOpTOB, 3aNOMMUHAIOTCA MHAUBUAYANBHO MOPTaMMU
rpynnbl, NPUHABWMMMU coobweHusa. LLDP oTnpasnseT pasniMyHble cOOBLEHUA HA KaXKAbli

nopT rpynnbi.

/ Pa6oTa npoTtokona LLDP He 3aBMCUT OT cOCTOAHUA NpOoToKoaa STP Ha nopTy, nakeTbl LLDP oT-
NpPaBAAKTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaAHHBbIX NPOTOKO/I0M STP-nopTtax.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabanua 96 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

show lldp local
[gigabitethernet gi_port |
tengigabitethernet te_port]
[mgmt-addr]

MNokasaTtb LLDP-nHdpopmaumio, KOTOPYH aHOHCUMPYIOT MNOPTbI.

show lldp neighbors [detail]

6oTaeT npoTokoa LLDP.

MoKaszaTb MHPOPMALMIO O COCEAHMUX YCTPOMCTBAX, HA KOTOPLIX pa-

show lldp statistics

- MokasaTtb cTaTUCTMKy LLDP.

Tabnunua 97 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.
Onpeaenset BeandnHy Bpemenu (TTL, Time-To-Live) ansa npuHMMatoLero ycTpoicTea,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO yaepKMBaTb NpMHUMaeMble nakeTol LLDP nepepg, nx copo-
com: TTL = Timer * Hold Multiplier.
. OnpeaensetT MUHUMaNbHOE BPEMSA, B TEYEHWE KOTOPOro NopT ByAeT 0XuaaTh nepes,
Reinit delay .
nocblikol cneaytowero LLDP-coobweHus.
Tx dela OnpenenseT 3afepXKy Mexay nocneayrolmmm nepegadamu LLDP-kagpos, nHuumn-
y POBaHHbIX U3MEHEHUAMM 3HAUYEHWNN NMbBO cTaTyca.
Port Homep nopta.
State Pexxum paboTbl nopTa Ansa npoTtokona LLDP.

Optional TLVs

TLV-onuumn, KoTopble nepegaroTca
Bo3moKHble 3HaveHusA:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHne cnctemel;

SC — BO3MOKHOCTM CUCTEMDI.

Address

Appec ycTpoliictea, KoTopbl nepegaetca B LLDP-coobuweHumnx.

Notifications

YKa3blBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHmsa LLDP.

Tabnnua 98 — OnucaHue pesynbTaTos
Mone OnucaHue
Port Homep noprta.
Device ID Nmsa nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTudUKaTop NopTa coceHero ycTpoicTaa.

System name

CucTeMHOe MR YCTPOWCTBa.
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Capabilities [aHHoe nosne onucbiBaeT TUN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTtporictso (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosToputens (Repeater);

O — Tun HeunssecrteH (Other).

System description OnwncaHue coceaHero ycTponcTaa.

Port description OnncaHue nopTa cocegHero ycTpomncTaa.

Management address Aapec ynpaBaeHus yCcTpoMCTBOM.

Auto-negotiation support OnpegenseT, NogaepKNBAETCA I aBTOMATUYECKOE onpeesieHne pexnma nopra.

Auto-negotiation status OnpegenseT, BKAOYEHA AW MOAAEPIKKA aBTOMATUUYECKOrO ONpeaesieHUs pexuma

nopra.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexumsl, nogaepxnaemble GyHKLMEN aBTOMATUYECKOrO onpeaeneHus
nopTa.

Operational MAU type Pabouunit MAU-TUN ycTpoWncTBa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

(

(
console (config-if) # 1lldp tlv-select basic-tlv port-descr
console (config-if)# 1lldp tlv-select basic-tlv sys-name
console (config-if)# 1lldp tlv-select basic-tlv sys-descr
console (config-if) # 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1ldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 11ldp tlv-select dotltlv port-vlan-id
console (config-if)# 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if) # 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if)# 1l1ldp tlv-select dot3tlv max-framesize

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHauyeH gna NoBbIWEHMUA YCTONYMBOCTH
W HaZeXHOCTU CeTV nepefayun AaHHbIX, UMEOLLE KOMbLEBYO TOMOIOMMIO, 32 CYET CHUXKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B C/y4ae aBapuu. BpemaA BoccTaHOBAEeHMA He npeBbiwaeT 1 ceKyHAabl, 4TO cylie-
CTBEHHO MEHbLUE BPEMEHM NePECTPOMNKM CETU NPU UCMOIb30BAHNKN MPOTOKO/I0B CEMENCTBA spanning tree.

¥

MES3400-48, MES3710P.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

ERPS noppep)aH TonbKo Ha mopgenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24, MES3400-24F,

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnmua 99 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKNOYEHO

OTKntountb paboty moaynsa ERPS Ha ycTpoii-
cTBE.
[aHHaA KomaHAa oTKAloYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHuem Bcex HacTpoek 6noka ERPS.

Paspewuntb paboty moayna ERPS Ha ycTpoit-
cTse.

aps ring enable

no aps ring enable

-/BbIKNOYEHO

Pa3pewwnTb paboTy npotokona ERPS.

3anpetutb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bblbop MeHeaKepa rpynnuMpoBKu vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Cospatb ERPS-KkonbLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBonos
ring_id: (1..4294967295)

3a4aTb UMA KOJbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKAtounTb cobbiTmA paboTbl Konbua ERPS.

OTKNtOUUTL CObbITMA paboTbl KonbLa ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Co3pgatb vlan-rpynny ¢ nobasneHune unv ygane-
Huem vlan.

Ypanutb vian-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKNOYEHO

N3MEeHUTb peXxmnm BOCCTaHOBAEHUA KO/bLLa NpU
ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokonaa ERPS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KOHPUrypaumm konbua ERPS:

console# configure terminal

console

(config) # aps ring group 1

console (config-ring)#

Tabnnua 100 — KomaHabl pexkuma KoHpurypaumm konbua ERPS:
3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOYAHUIO
aps clear Yaanutb HacTpoikn force/manual switch.
! Tonbko gns sepcum v2.
aps compatible version {v1 | v2} A2 BbibOp peskMma COBMECTUMOCTM C  ApYyrvmu

BepcMAMKM nNpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);

Bkntountb pexkum force switch ¢ 6n0kmposKoit
YKa3aHHOro nopra.

te_port: (0/1..11);
po: (1..24);
-/BblK/IOYEH

OTKAtounTb pexkum force switch.

! Tonbko ana sepcum v1.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);

BKatounTb perkum manual switch ¢ 610kMpoBKoW
yKasaHHoro nopra.

te_port: (0/1..11);
po: (1..24);
/BbIKNIOYEH

BbIKntounTb pexkum manual switch ¢ 6nokupos-
KOW YKa3aHHOro nopra.

! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KOJ/IbLO A4/ AaHHOro noa-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBasaTtb vlan-rpynny K KonbLy.
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l Tonbko ansa pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port
| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOUYEHO

Hactpouts ponb coceaa ana rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BkaounMTb OTNpaBKy curHana oumctkm MAC-
TabMLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

OTKNIOYUTL OTNPaBKY curHana oumctkm MAC-
Tab/MLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3mMeHWTb TMN 3aWnTbl KoAbLA

- port-based — PaboTaeT ToNbKO C HyneBoM
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbibop pexvma paboTbl KobLa.
-/BKAOYEHO
no aps revert
aps subring-without-virtualchannel . OtkntounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KOAbLA.
no aps group active -/OTKNOYEHO OTKAtOYEHME KoMbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 610KnpytoLLero yctapeswime
R-APS coobuieHusn.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHg, /0 mc

YcTaHOBKa TalilMepa 3afeprKKM peakuyn Kom-
MYTaTopa Ha U3MeHeHWe B COCTOSHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa, /5000 mc

YcTaHoOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /5500 mc

YcTaHOBKa Talimepa 33a4epiKKM Moc/ie OYUCTKU
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetcAa AnAa  npefoTBPALLLEHMA  YaCTbIX
3aLUMTHBIX NEPEK/IIOYEHUIN U3-33 CUFHANOB O
HenCcnpaBHOCTAX.

aps working level /eve/

no aps working level

level: (0..7)/0

HacTtpoiika ypoBHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoiika west, east MopToB € YyKasaHuWem
cnykebHoro vlan (R-APS VLAN). B nepsyto
oyepefb 3a4aeTcA west-nopT, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnuua 101 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

show aps ring

BbiBog, MHOpMaLmm 06 obuem coctosHun ERPS
1 COCTOAAHUM BCEX HAaCTPOEHHbIX KOJeLl,.

show aps ring configuration

BbiBOoA MHOOPMaUUMKM O KOHOUIPyaLIMK KOoAbLa.

show aps ring global info

BbiBOA MHOOPMaUuKM 0 cocTosiHum moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALIMM O COCTOAHWUM KOHKPETHOTO
Ko/bLa.

show aps ring statistics

BbIBOA CTAaTUCTMKM A1 BCEX KOMIbLEBbLIX MOPTOB.

show aps ring timers

BbiBoa HOOpMauum o Bcex Taimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBoa MHGOpMauuum o vlan B vlan-rpynne.

[Mpumep Hacmpoliku ERPS

HacTtpounTb KonbLo ¢ naeHTMdumkatopom 1. 114 npoxoxaeHns cny>kebHoro erps-TpapuKa B KO/bLE UCMOJIb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) gobasneHs 8 1 vlan-rpynny. MNoptte0/1
AaBnserca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000
console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #aps ring enable
console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000

(
(
(
console (config) #no shutdown aps ring
(
(
(
(

console (config) #aps ring group 1
console (config-ring) #aps working west tengigabitethernet 0/1 east
tengigabitethernet 0/2 vlan 1000
console (config-ring) #aps owner tengigabitethernet 0/1

console (config-ring) #aps protection-type service-based

( )
console (config-ring) #aps map vlan-group 1
( )

console (config-ring) #aps group active

4.15 HacTtpoitKka npotoKkona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMKN YpPOBHSA
KaHana nepefayy [aHHbIX NPeACcTaBAAlOT cobOM MPOTOKO/ MOHMTOPUHIA COCTOSIHMA KaHana. B atom
NPOTOKO/Ie ANA Nnepefavm MHPopMaLMmM O COCTOAHMM KaHana MeXay HenocpeacTBEHHO MNOAKNOYEHHbIMU
ycTpoiicteBamu Ethernet mcnonb3syiotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTpolicTBa
OO0/MKHbI Noaaep»KmeBaTtb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumum nHtepdericos Ethernet:

console (config-if)#

V HacTtpoika Ethernet OAM TpebyeTca ana oTnpasku snmp-trap no co6biTuio Dying Gasp.
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Tabnnuya 102 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown ethernet-oam

OTkntountb paboty moayna Ethernet OAM Ha ycTpoWcTBe.
[laHHaA KomaHAaa oTKAtoyaeT paboty moayna Ethernet

-/BKAKOYEHO OAM c 6e3B03BpaTHbIM yZAa/NeHMEM BCEX HACTPOEK
6noka OAM.
no shutdown ethernet-oam Bratountb paboty moayns Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAtounTL paboTy moayns Fault-management Ha ycTpolicTse.
[laHHaA KomaHAa oTKAlovaeT pabory mopynsa Fault-
' management ¢ 6e3B03BpaTHbIM yAaNeHUEM BCEX Hac-
-/BKAKOYEHO ®

no shutdown fault-
management

Tpoek 6n10kKa Fault-management.

BkatounTb paboTy moayna Fault-management Ha ycTpoicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIKNOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOMYECTBA OWMOOK 3a YKa3aHHbIN Nepuog,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NPOMENKYTOK A/1A NnogcyeTa KoandyecTea
owmnboK.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHOBUTL nopor ana cobbitua «frame-period» (nepuog, ycra-
HaBAuMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL Nopor Ans cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBUTb BPEMEHHOM NMPOMEXKYTOK Ans cobbiTna «frame-sec-
summary».

no ethernet-oam link-monitor me BOCCTaHOBMTb 3HaYEHME MO YMOYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — KomMyTaTOp NOCTOAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasaaTe OAM PDU TonbKO
npv Hannumum OAM PDU co BCTPeYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/NOYEHO

KomaHaa ansa ynpasneHus noaaepikon GpyHKLMKU 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 6nokupyet loopback;

- enable — BkatoyaeT KOHTpoNb ana loopback;

- permit — Bk/touaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IOYEHO

BKAOUNTL GYHKLMIO OBHapYKeHWs OLHOHANpPaB/ieHHbIX CBA3el
Ha 6ase npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHMIO.
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Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

ethernet-oam uni-directional
detection action
{log|errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpepennTb peakuuilo KOMMYyTaTopa Ha OZHOHanpas/eHHYHo
cBA3b:

- log — 3anucb B XKypHan;

- errdisable — nepesog nopta B coctosiHue «error-disable», 3a-
NUCb B }KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/OYNTb arpeccuBHbI pexnm onpepeneHna ogHOHanpaBaeH-
HoM cBA3K. Ecnv oT coceHero ycTpoicTBa nepecTtatoT NpuxoamnTb
Ethernet OAM-co06LEeHNsA — IMHK NOMEeYaeTCcs Kak 04HOHANpaB-
NIEHHbIN.

BoccTaHOBMTb 3HaYeHMe no YMONYaHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTEPBa ANA onpeaesieHna TUNa ceA3n
Ha nopry.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabanuya 103 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BkatounTb/BbIKAOUMTL OAM B cucTeMme.

set ethernet-oam oui oui oui: (aa:aa:aa)

3apgatb OUI gna OAM.

KomaHOwb1 pexcuma Privileged EXEC

Bce KOMaHAb! AOCTYNHbI 419 NPUBUAETMPOBAHHOIO Noab3oBaTend. Bua 3anpoca KOMaHAHOM CTPOKM

perkunma Privileged EXEC:

console#

Tabnnua 104 — KomaHabl pexxkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show port ethernet-oam -

OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUU 0am.

show port ethernet-
oam{fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port}

fa_port: (0/1..
gi_port: (0/1..
te_port: (0/1..

24);
48);
11).

OT06pasnTb MHOOPMALMIO O TEeKyLLEeM COCTOSHUM 0am ANA KOH-
KpeTHOro uHTepodeiica.

show port ethernet-
oamlfastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
neighbor

fa_port: (0/1..
gi_port: (0/1..
te_port: (0/1..

24);
48);
11).

OT06pasnTb COCTOAHME COCEACTBYIOLLEN KOHPUTYpaLMK.

show port ethernet-
oam|fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT06pasuTb cTatUcTUKy OAM ana nHTepdelicoB/KOHKPETHOTO UH-
Tepdelica.
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show port ethernet-oam{ OT106pasntb OAM HacTpoiiKK nopTa.
fastethernet fa_port | fa_port: (0/1..24);
gigabitethernet gi_port gi_port: (0/1..48);
| tengigabitethernet te_port } te_port: (0/1..11).
event-notifications

show ethernet-oam global OT06pa3unTb rnobanbHble HaCTPOKKN 610ka OAM.
information

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosasa agpecauua

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

OyHKumnAa IGMP Snooping Mcnonb3yeTcs B CeTAX rpynnoBon paccbiiku. OcHoBHOM 3agavein IGMP
Snooping ABnAeTCcA NpefocTaBleHMe MHOroagpecHoro TpaduKa TONbKO A1A Tex MNopToB, KOTOpble
3anpocuau ero.

« Moapep:xkusatorca sepcuun nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

l ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.
v G

Pacno3sHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOa4peCHbIe MapLLUPYTM3aToOPbl, OCHOBAHO Ha
cnepyowmx cobbITusX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKona Protocol Independent Multicast (PIM/PIMv2) npuHATLI Ha NopTy;

— NaKeTbl NPOTOKO/1A MHOroaapecHoi mapwpyTtusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npuHATLI Ha NopTY;

— naketbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2n10b6as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma riobanbHoM KoOHbUrypauum:
console (config) #

Tabnnua 105 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no yMmo/a4YaHuro
shutdown snooping OTRMouNTb paboTy moaynsa IGMP/MLD Snooping Ha ycTpolicTse.
l [aHHaa KomaHpa oTkalovaeT pabory  moaynAa
-/BKNIOYEHO L IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHuMem
Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.
no shutdown snooping Brtountb paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.
ip igmp snooping PaspewunTtb ucnonbsosaHme dyHkuun IGMP Snooping kKommyTa-
TOpOM.
— - -/BbIK/IlOYEHO -
no ip igmp snooping 3anpetuTb ucnosib3oBaHue ¢yHKUMM IGMP Snooping KommyTaTo-
pom.
ip igmp snooping vlan vian_id vian_id: (1..4094)/sbi- PaspewwnTb ncnonb3osaHne d?lyHKLI,VIVI IGMP Snooping kommyTa-
K OYEHO TOpPOM ANA AaHHoro uHtepderica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no ip igmp snooping vlan
vlan_id

3anpeTtntb ncnonb3osaHue ¢yHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepdeiica VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbikntounTb aBTopm3aumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpouTb TalimayT ans cache-tabanubl IGMP-aBTopusaumm.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpenenntb NOPT, K KOTOPOMY MOAK/AOYEH MapLlupyTusaTop
MHOroaZpecHom paccblikm ans 3agaHHoro VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKIOYEH MApLIPYTU3aTOp MHOroas-
PECHOW pPaccbIIKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTs npouecc IGMP Snooping Immediate-Leave Ha Tekywen
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO YAa/eH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

OTkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha TeKky-
wein VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/sbI-

BKtOUNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIl IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbli byaeT Ncnob30BaTbCA ANA NOA-
MeEHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAKOYEHHOM ip igmp snooping.

KNIOHEHO MoameHa Ha 3apaHHbIM agpec ans TpadpuKa, ucxoan-
wero ¢ CPU KommyTaTopa, — Npu BKJAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTb NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTbL MHTEpBan BPEeMEHU B CEKyHAaX, Nocne KoToporo
interval value YCTPOWMCTBO OTNpPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mrouter yganaetca, ecam He noay4vaet IGMP reports.

OTKNHOYUTD HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/IOUMTL OTNPABKY query BO BCe NOPTbI.

BKAtOUMTL OTNPaBKy query B non-router-noptbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHAaax), ana kotoporo IGMPv2 report gnn
OZLHOM M TOM e rpynnbl He byayT NnepeHanpaBaeHbl.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe KONMYeCcTBO query, OTHOCALUMXCA K rpynne, oT-
npaB/ieHHbIX Ha mrouter.

OTKNOUUTB HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pewwunTtb Nepesayy query-nakeToB Ha YCTPOMCTBE.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPoOICTBe.

ip igmp snooping source-only
learning age-timer interval

interval: (130..1225)

YCTaHOBWTb MHTEPBAn (B CEKYHAAX), MOC/E KOTOPOro NOpT yAans-
etca, ecnn IGMP reports He nosy4yeHbl.
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no ip igmp snooping source-
only learning age-timer

OTKNOUUTD Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ucnonb3oBaHue ¢yHKUMin dunbTpaumm IGMP Ha UH-
Tepdelicax.

3anpetutb Ucnonb3oBaHue GpyHKUnin dpunbvtpauum IGMP Ha uk-
Tepdelicax.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabaunua 106 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKkAOUMTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — |IP-agpec, KOoTopblit byaeT MCNonb3oBaTbCA ANA NOA-
MeHbI
NoameHa Ha 3aaHHbIA agpec ANA TPAH3UTHOTO Tpa-
! duka npoucxoauT nNpu  BKAOYEHHOM ip igmp
snooping. NMoameHa Ha 3agaHHbIA agpec AnA Tpa-
¢uKa, ncxogawero c CPU kommyrtatopa, — npu BK/IO-
YyeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKMOUNTD NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHUKA Ha 3a-
AaHHbIN IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTbL 3HadYeHWe 802.1p ana IGMP-nakeTos, KoTopble 6y-
AYT UCNO/Ib30BATLCA KOMMYTATOPOM Ha uHTepdeiice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha WHTep-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT ¢pyHKumio fast-leave ans VLAN.

BbikntoyaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMasibHOE BPeMs OTBETa Ha 3anpoc, 3ajatoLue-
ecs B KoJe, rae ofHa eaMHMLa Koaa paBHa OAHOMN AecaTou ce-
KyHAbI.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CTaTMYEeCKM HACTPOUTb NOPTbl MapLpyTulatopa ana VLAN.
- time-out — HTEpBan OXKMAAHMA 40 OYUCTKU MOPTa MapLIPYTU-
3aTopa gna uHTepdeica VLAN.

YAanutb yKasaHHble nopTbl MapwpyTtnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapuwpyTtunsaTtopa ana VLAN.
-vl —IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO MO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

index: (1..4294967295)

MpuBasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.
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no ip igmp snooping multicast-
vlan profile

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKIOYEHO

BkAtounTb NOAAEPXKY BblAauYM 3aMpoCcoB igmp-query KommyTa-
Topom BO VLAN.

BbIKNOUMTb NOAAEPHKKY BblAA4M 3aMPOCOB igMp-query KoMmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YCTaHOBWTb TaimayT, N0 KOTOPOMY CMCTEMA OTMPaB/AET OCHOB-
Hble 3anpoCcbl BCEM YYaCTHMKaM rpynnbl MHOrOa4pecHoM nepe-
4auv ANA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAOUMTL pexnm GUAbTPALMKU He3aperMcTpMpoBaHHOTO Tpa-
¢uKka B VLAN.

OTKNOUYNUTDL pexknum GUAbTpaLMU He3aperncTpMpoBaHHOMO Tpa-
¢uka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3aaTb CTaTMYECKYIO 3anuch B Tabsmue rpynnosoi agpecauuu.

Yanutb cTaTMYecKyto 3anucb M3 Tabauubl rpynnoBoi agpeca-
unu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

BKkntounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

BbIkntounTb 0TOpacbiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 107 — KomaHabl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkntounTtb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan n mynbTMKacTtoBoro Tpaduka B KAMEHTCKUE
Vlan B HeTerMpoBaHHOM BuAe.

- tagged — BkntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTcKkumx Vlan B Multicast Vlan v mynbTukacToBoro tpadmka B Kam-
eHTcKkume Vlan ansa nHTepdeica B TerMpoBaHHOM BUAE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKMNE
Vlan ansa nHtepdeiica B pexxume «access».

ip igmp snooping limit groups
limit

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHUe NO KOIMYECTBY TPynn Ha uHTepdeiice.
Ona pabotbl TpebyeTrca KomaHAa ip igmp snooping
e filter.

CHATb OrpaHun4yeHune Ha Koanm4ecTso rpynnmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IOYEHO

Bkntountb dunbTpaumio no filter-id Ha nHTepdeiice.

OTKAtounTbL PunbTpaumio no filter-id Ha nHTepdelice.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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ip igmp snooping leavemode YCTaHOBUTL pexkum leave Ha MHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTchexxunsaeHue xocTos;
normalleave}

- fastleave — yaaneHue cpasy nocne nonyyexue leave;

- normalleave — peXXum no ymonyaHuto.

[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

-/normalleave

ip igmp snooping trusted BKkntounTb pexkum gosepusa IGMP Snooping Ha UHTepdeiice.

Ha poBepeHHbI MHTepdEeNC He pacnpoCTpaHAeTCs AeNCTBUE KO-
-/BbIKAOYEHO MaHga ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

exception mcast profile

no ip igmp snooping trusted BbIKNOUNTD peXmMm f0Bepua Ha uHTepdelice.
ip igmp snooping authentica- Bkntountb IGMP-aBToOpMu3aumio Ha nHTepdeiice.
tion radius [required] - required — 3anpetnTb 06paboTKy IGMP join npu HeAOCTyMNHO-
-/BbIK/IIOYEHO ctn RADIUS-cepsepa.
no ip igmp snooping BepHyTb 3HaYeHWe No ymoayaHuio.
authentication
ip igmp snooping BkntoumTb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
authentication forward-first pabaTbiBaTbCA Nepes Ux aBTopu3aLMen Ha cepsepe.
— - -/BbIKOYEHO
no ip igmp snooping BepHyTb 3HaYeHWe No YMONYaHUIO.
authentication forward-first
ip igmp sn authentication MpueAasatb multicast-npoduns ans IGMP-aBTOpM3auUMN Ha MH-
exception mcast profile profile Tepdelic.
no ip igmp sn authentication BepHyTb 3HaYeHWe N0 yMONYaHUIo.

lpumep Hacmpoliku MOONUCKU HO cmamuyYecKue 2pynnbi

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAMeHTCKN nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan) # exit

console (config) # ip mcast profile I
console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active
console (config-profile) # exit

console (config) # snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config) # ip igmp snooping vlan 100
console (config)# ip igmp snooping multicast-vlan enable

console (config) # wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 0/1

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config)# interface fastethernet 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 10

console (config-if)

console (config-if)

switchport multicast-tv vlan 100
exit

#
#
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KomaHOwb! pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPpUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 108 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

show ip igmp snooping mrouter

MokasaTtb MHPopmaLmio 06 U3yyeH-
- HbIX MHOTOAAPECHbIX MApLLPYTH3a-
TOopax B yKasaHHow rpynne VLAN.

show ip igmp snooping groups

MokasaTtb MHdopmaLmio 06 U3yyeH-

HbIX ~ MHOrOagpecHbIX  rpynnax,
yyacTBylOLWMX B TPynrnoBou pac-
Cbl/IKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctutb Tabnuuy rpynn noAHO-

vlan_id: (1..4094) CTbiO UM B yKazaHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24); IGMP-
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

MpocmoTp cache-Tabnuubl
aBTOPU3ALMN.

4.16.2 MNpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH ANA 33faHUA NpaBuA FPynnoBoOiM aapecauym B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnuua 109 — KomaHapl pexknuma rnobanbHom KoHdUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNIOYEHO

BKAOUMTL GYHKLMIO rPYNNoBoM GUAbTpaLUK.

BbIKMOUNTb GYHKLMIO FPYNnoBOi puabTpaumnu.

snooping multicast-
forwarding-mode ip

HacTpausaet pexkmm 06paboTkm multicast-tpadmka no IP-agpecy.
B gaHHOM pexxume uyactb multicast-tpaduka nepexsarbi-

-/mac H BaeTcA ycrpoiictBom Ha CPU.
snooping multicast- HactpaunsaeTt pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseTt ypoBeHb KOHPUTypaLMM MexaHM3MOB 06paboTKM OT-
level port nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBe nopTa).
snooping leave-process config- -Man YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux noptax obpabartbiBatoTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT o6pabaTbiBaTbCA Ha BCEX NOP-
Tax UKW Ha NOpPTax, KOTOpble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.
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4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MeXaHW3M MHOroaApecHOl PacCbIKM COOBLLEHUI, MO3BOAAIOWMNA MUHUMU-

v/

3MpOoBaTb MHOTOaApecHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

B TeKyuieii Bepcum MO He nogaepuBaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnnuya 110 — KomaHabl rnobanbHOro pexknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTtb MLD snooping.

OTkntountb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipv6 mld snooping group-
query-interval

interval: (2..5)/2

YcTaHOBUTbL TalimayT, N0 KOTOPOMY CUCTEMa OTMPaBAAeT OCHOBHbIE
query-3anpocsl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping mrouter-
time-out time

no ipv6 mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPeMA OXWAAHWA OYMCTKM MOpTa OTCAEXKMBalOLWEro
mapuwpyTtusaTtopa MLD, nocne KOTOporo nopT yaanaerca, ecnm He
nonyveHsbl controlpackets mapwpyTtmusatopom MLD.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping port-purge-
interval interval

no ipvé mld snooping port-
purge-interval

interval:
(130..1225)/260

3a4aTb MHTEPBAN BPEMEHU OYUCTKM NOpPTa oTcexmBaHna MLD, no-
cne KoToporo nopt yganaetca, ecanm MLD-reports He nonyyeHsbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

BbIKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TOJ/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

ipvé6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpeMeHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
OyT NepeHanpaBnATbCA Ha MOPTbl MapLIpyTU3aTOpa 4NA TOM Ke
rpynnol.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ipvé6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMManbHOE KOIMYECTBO rpynnoBbIX 3aNpocos, OT-
npasasembix Ha NOPT NPU Noay4eHumn coobuweHma MLDv1.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

ipvé mld snooping send-query
enable

ipvé mid snooping send-query
disable

-/disable

BkntounTb PyHKLMIO Nnepeaayun 3anpocos MLD npu MsmeHeHUu To-
nonoruu.

BbIkntounTb PyHKLMIO Nepepaym 3anpocos MLD npu nameHeHum
TOMONOTUW.
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KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanuya 111 — KomaHab! pexkmma KoHpurypauum VLAN

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
ipvé mld snooping mrouter { MpunBA3aTb NOPT OTCAEKMBatOLWEero mapwpytmnsatopa MLD K VLAN.
fastethernet fa_port |
gigabitethernet gi_port | fa_port: (0/1..24);
tengigabitethernet te_port } gi_port: (0/1..48);
No ipv6 mld snooping mrouter te_port: (0/1..11) YaanuTtb NOpT oTCAeXKMBatoWEero mapwpyTmsatopa MLD 13 VLAN.
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
. . . Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
ipvé mld snooping version {v1 . .
[ v2} 2 -vl— MLD snoop!ng Vers!on 1;

-v2 — MLD snooping Version 2.

ipvé mld snooping version YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 112 — Komanapl pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show ipv6 mid snooping global - OT106pasunTb rnobanbHblie HacTpoku MLD.
show ipv6 mid snooping vlan i OT106pasnTb MHPopMaumio o KoHourypaunm MSD-snooping gna
vlan_id AaHHoW VLAN.

4.16.4 ®yHkyuu oepaHuveHusa multicast-mpacpuka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotTca gna yaobHOM HACTPOMKM OrpaHuMuYeHus
NPOCMOTPA ONpeAeNeHHbIX FPyNn MHOr0aApeCcHOM PacCbIKK.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUIypaumm:

console (config) #

Tabnnua 113 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanoa 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
ip mcast profile index index: (1..4294967295); Co3patb multicast-npoduab n NepenTn B pexkMm ero KoHPU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index cMmeonos Ypanutb multicast-npodunb.
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KomaHObI pexcuma KoHgpu2ypayuu multicast-npoguna

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaunm multicast-npodunsa:

console (config-profile) #

Tabaunua 114 — KomaHabl pexxmma KoHpurypauum multicast-npoduna

Komanda 3HayeHue/3Ha4yeHue Onucanue
Mo YMOAYAHUIO
range first_group_ip 3apaTtb AManasoH afpecoB-UCTOYHUKOB multicast-Tpadumka.
last_group_ip Ecnun 3a4aTb TONbKO OAMH afpec, OH CTaHET eAUHCTBEHHbIM UC-
- TOYHUKOM MY/IbTUKACTa.
no range first_group_ip Ypanutb AManasoH afpecoB-UCTOYHUKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBeTcTBMA OAHOMY M3 33AaHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3afaHHbIX 4MaANa3soHOB,
IGMP-report 6yayT otbpacbiBaTbCA.
profile active AkTMBMpPOBaTL paboTy npoduns.
no profile active ) [JeakTnsuposatb paboTy npodpuns.

KomaHObI pexcuma KoHpuzypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnuua 115 — KomaHapl pexkuma KoHpurypaumm VLAN

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
no ymon4aHuwo

ip igmp snooping multicast-
vlan profile profile

MpuBA3aTb yKazaHHbIN npodunb K VLAN.

index: (1.. 4294967295)

4.16.5 KoHngpucypayus IGMP proxy

®PyHKUMA MHOroagpecHon mapwpytmsaunn IGMP Proxy npepHasHauyeHa ana peanunsaumm
YNPOLLEHHOMW MapLIpyTU3aLMM MHOTOALPECHbBIX AAHHbIX MeXAy CETAMM, YNPaBAAEMOM Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTea, He HaxoaaliMecs B O4HOM CETU C cepBepom
MHOToaApecHOM pacchl/IK1, UMEHT BO3MOXKHOCTb MOAKAOYATbCA K MHOTOQAPECHbIM Fpynnam.

MaplupyT13aums OCyLLeCTBAsSeTCA Mexay WHTepdeicom BblwecToawen cetn (uplink) u
uHTepdericamm Huxkectoawmx ceten (downlink). Mpu atom Ha uplink-uHTEepdeice KommyTaTop BedeT
cebn Kak 0bbl4HbIN NoyYaTenb MHOroagapecHoro Tpadumka (multicast client) n dopmumpyet cobcTBeHHbIE
coobueHuns npoTokona IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOTr0oagpecHOM paccblikn n obpabaTbiBaeT coobweHna NpoTokona IGMP oT ycTpoicTB, NOAK/IOYEHHbIX
K 3TUM uHTepdelicam.

l DYHKUMA noafepXKUBAETCA TONbKO Ha moaenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3710P.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexkmnma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnnua 116 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 117 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana epyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nHtepdeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepdetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCTaHOBWTb Taiimep mrouter purge, Nocie UCTEYEHUs
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepesanycKaeTca Kax-
Abli pa3 nocne nosaydeHua Query Ha Upstream-
nHTepoeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb PyHKuUMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAWEHTOB AA
6bICTPOro yaaneHusa NoAnucKU npu nonayveHunun IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUMTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHusa NoAnuckM npu nonayveHun IGMP
leave Ha Downstream-uHTepdelice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTbL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepdeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYeHue B mc last-member-query-interval
B coobueHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B8 coob-
weHuax IGMP group specific query no ymonyaHuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coo60Le-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTa ycroiumsoctn IGMP.

BepHyTb 3HaueHwme yctonumeoctn IGMP no ymonuanuto.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 118 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

show ip igmp-proxy mrouter [vlan MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id: (1..4094)/-

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopMaLmm o rnobanbHOM COCTOAHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOT? MHbopMauum o coctosHUM moayns IGMP Ha
id] nHTepdelicax.
7:]ow ip igmp statistics [vlan vian- vian-id: (1..4094)/- MpocmoTp ctatncTukm moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUsa

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCNOAb3yeTcA MexaHuMsm AAA (ayTeHTudMKauumsA,
aBTOpM3auMA, ydeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaBseHMe 3anpoca CyLeCcTBYHOLLEN YY4ETHON 3a-
nucu B cucteme 6e30nacHoCTy.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0CTyNa) — COMOCTaB/eHMEe YYETHOM 3anmncu
B cucTeme (Npolueallei ayTeHTUdMKaLMIO) U onpeseNiEHHbIX NOJTHOMOYMIA.

— Accounting (y4ét) — cnexeHue 3a notpebieHMem pecypcos No/b30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOb3YeTcs MexaHuU3m SSH.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma riobanbHoM KoHbUrypauum:

console (config) #

Tabnnua 119 — KomaHgb! pexkuma rnobanbHoin KoHdUrypaumm

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTb Napoib AR KOHTPOAA U3MEHEHUA NPUBUAErUIA A0-
level] password CTyna nonb3oBaTtenei.
- level — ypoBeHb npusuaernii;
level: (1..15)/1; ’
- password — naponb.
password: (5..20) .
Bkntouatowmii B cebs cneucumsonbl naponb Tpebyetca
CUMBOJI0B
e yKasbiBaTb B KaBbl4Kax.
no enable [level /evel] Y4anuTb Naposib gNa COOTBETCTBYHOLWErO YPOBHA NPUBUIETUIA.
password
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username name password
password [privilege level]

no username name

name: (1..20) cumB010B;
password: (5..20)
CUMBOJI0B;
level: (1..15)

[06aB1Tb N0/Ib30BaTENA B IOKA/IbHYIO 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
BKkatouatowmii B ceba cnewcMmBosbl naponb Tpebyertca
e YKa3biBaTb B KaBbl4KaXx.
- name — MMA NoAb30BaTeNS.

YaanuTb N0N1b30BaTeNA U3 IOKANbHOW 6a3bl AaHHbIX.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/Bbiknto4eHO

Pa3pelwnTb aBTOPU3aLMIO KOMAHA, NOb30BaTENEN.
- level — ypoBeHb npuBuMnernin nonb3osaTteneu.

/ B Tekywieii Bepcum MO npu NoKanbHOM aBTOPU3aLUU
paspeLueHbl Bce KOMaHAbl.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBUTb a/ITOPUTM ONPOCA METOL0B ayTEHTUDUKALUMN.

- chain — nocne HeyaauHOM NONbITKM ayTeHTUdMKaLUM No
nepBoMy METOZAY B CMIMCKe C/IeflyeT NONbITKA ayTeEHTUPUKA-

LuKM No cnejylolemy MeToay B LENoUKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOA4Y NpOLLecC ayTeHTUPUKaLMKM ocTaHaBAMBaeTcA. AyTeHTUdu-
KaLuua no cnefyowemy metoay A0MnyCcTMMa TONIbKO B CyYae He-
BO3MOXHOCTU ayTEHTUOMKALLMMU NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA o5 cnvcKa ayTeHTuduKaLmm
No YMOIYQHMUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpounTb NoNb30BaTeNIbCKUIA CMUCOK CEPBEPOB ANA ayTEHTU-
duKaumm.

YAanuTb N0Ab30BaTENbCKUIA CNNCOK CEPBEPOB ANA ayTeHTUDU-
Kauuu. CNUCOK HeNb3s yaanuTb, eCAN OH NPUBA3aH K TepMu-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C MEeTOAAMM ayTEHTUPUKALLMM NpPU BXOAE Yepes
web.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTb 6a3y AaHHbIX, K KOTOPOI HYXHO 0bpaLaTbes nNpu
ayTeHTMdMKaLmMm KnneHTa dotlx.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

Tabnunuya 120 — AtpubyTbl coobLeHnit BeaeHMA yyeta npotokona RADIUS ana ceccuit ynpasaeHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA MCNONb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoAbHOE 3HaYeHWNe, BK/IIOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNO/b3yeMblil ANA cec-
Called-Station-ID (30) EcTb EcTb v,qp Y P ¥ A
CUI ynpaBnaeHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
YKa3blBaeT MeTog, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
ObITb ayTEHTUDULMPOBAH.
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MoKa3sblBaeT, KaK 4OAro Nno/sib3oBaTeNb bbin noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.
Tabnnua 121 — AtpubyTbl coobLeHNI BeaeHuMA yueta npoTokona RADIUS gns ceccmin 802.1x
Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap . y. P P ¥
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNOYMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeb.
Mpoun3BobHOE 3HaYeHWe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTos, No KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb A PoMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKasbiBaeT, Kak [0Aro nosb3oBaTesb 6bin noa-
Acct-Session-Time (46) Het EcTb A A
K/JIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMoka3sbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma KoHguaypayuu mepmMuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHOUTypaumm TepMUHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnunua 122 — KomaHAabl pexmma KoHpUrypauum tTepmuHana

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
o yMOAYAHUIO
aaa authentication login /ist list: (3..32) 3a4aTb CNUCOK C MeTOA4aMM ayTeEHTUUKALMM NPU BXOAE ANA
IStA3.. KoHconun, Telnet, SSH.
— - cumsonos/default
no aaa authentication login YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
aaa authentication enable /ist ist: ) 3apaTb CNMCOK C METOAAMM ayTEHTUDUKALMM NPU NOBbILEHUN
ist: (3..32

YPOBHSA NpuBUAEruii ana koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

aaa authorization command PaspewnTb aBTOpU3aLmMio KOMaHA ana KoHconu, Telnet, SSH.
{tacacs | local}

— -/BbIK/IlOYEHO
no aaa authorization YCTaHOBWTb 3HaYEHME MO YMOIYAHMIO.

command

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, astopmsaumm u ydyeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONb3OBaTenel, KOTOpaA COLEPXUT AaHHbIE NMPOBEPKU MNOAJMHHOCTM ANA
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KaXaoro nonb3oBatend. Takmm ob6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunsaet
OOMONHUTEIbHYIO 3aLWUTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu 40CTyne K CaMoMy KOMMYTaTopy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabnunua 123 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

[06aBUTb yKasaHHbIA cepBep B CNUCOK Mcnonbdyembix RADIUS-
cepBepoB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepsepa;

. hostname: (1..158) - timeout — MHTepBan oxMAaHUA OTBETA OT CepBepa;
radius-server host .
. . CMMBOJIOB; - retries — Ko/iM4ecTBO NONbITOK Nomcka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Kntou gna ayteHTMPUKauumn n wndposaHUA Bcero
hostname} [timeout timeout] . ’

! . timeout: (1..30) cek; obmeHa aaHHbIMKM RADIUS;
[retransmit retries] [key . .
. . retries: (1..15); - priority — npuopuTeT ucnonbzosaHusa RADIUS-cepBepa (Yem Huxke
secret_key] [priority priority]
secret_key: (0..128) 3HayYeHWe, TEM NPUOPUTETHEE CEPBEP);
CMMBOJIOB; - type — T1n ncnonvsosaHma RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHAe napamMeTpoB timeout, retries, se-
cret_key pnsa paHHoro RADIUS-cepBepa MCNo/b3yOTCA 3HAYEHUA
HACTPOEHHbIE C MOMOLLI KOMaHZ, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YpanuTb yKasaHHbIN cepBep M3 CnucKa ucnosbdyembix RADIUS-
cepBsepos.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 124 — KomaHgbl pexunma Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymMmon4aHuro
show radius server OTobpasnTb napameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
i [AOCTyMHa TONbKO A/1A NPUBUAETMPOBaHHbIX NOAb30BaTeNei).
show radius statistics 0OT06pasnTb CTaTUCTMKY NpoToKona Radius, HGopmauuto o nosb-

30BaTtensax, kKoHourypauuio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/M30BaHHYO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nosib30BaTeNeN, NONYHAOLLMX AOCTYN K YCTPOMCTBY, MPU 3TOM NOAAEPKMBaAA cOBMeCTMMOCTb ¢ RADIUS m
ApyrMmum npoueccamun nposepku noanmHHoctn. TACACS+ npeaocTaBaseT cneaytoume ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTca BO BpeMs BX0O4a B CUCTEMY MO
MMeHaM NoNb30BaTesIei M onpeaeneHHbIM N0Ib30BaTeAAMM NaPOIAM.

— Authorization (aemopusayus). ObecneumBaetrca BO Bpems Bxoga B cuctemy. [locne
3aBeplleHMA ceaHCa MNPOBEPKM MOAJAMHHOCTM 3aMyCKAeTCA CeaHC aBTopu3auum ¢
NCNo/Ib30BaHNMEM MPOBEPEHHOr0 MMEHM MNO/b30BaTe/s, TaKXe CepBepoM MNpoBepstoTcA
NpPMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 210b6anbHol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabanua 125 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key

secret_key]
hostname: (1..63)

CUMBOJI0B;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[006aBUTb yKasaHHbIA cepBep B CMMUCOK ucnonb3dyembix TACACS
cepBepoB.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXXAbll MOMEHT BpPeMEHU UMEeTb He
6onblue ogHOro coeanHeHua gns obmeHa gaHHbiMu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa gns obmeHa gaHHbiMK ¢ TACACS-cepsepom;
- timeout — VHTepBan 0XXNOAHWUA OTBETA OT CepBepa;

- secret_key — knod gns ayTeHTMdMKaLMM U WndpoBaHma Bcero ob-

{ascii | pap }

cMmBonos meHa gaHHbimn TACACS;
Mpu HacTpoWke cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTM4YeCKM BKAKOYAETCA accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 crnMcKa ucnosibdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KoanyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbimM by-
number number: (1..5)/2 OeT nooyepeaHO MOAKNIOYMTLCA KAMEHT, B C/lyvyae HeyaauyHoM
ayTeHTUdUKaLMK.
no tacacs-server retransmit YAanuTb HaCTPOWMKY.
tacacs use-server address
. BblbpaTb cepsep M3 TabauLbl cepepoB Ans Tacacs-KAMeHTa.
{ip_address | hostname} -
no tacacs use-server OTMEHWTb UCNONb30BaHMe 334aHHOTO cepBepa.
tacacs authentication type
-/pap Onpeaennts MeToa ayTeHTMdUKaL MM ¢ NoMmoLLbio tacacs.

tacacs attributes port {console
| ssh | telnet} identifer
identifer (1..255)
CMMB0/10B/1Wa60HbI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHOBUTL aTpubyTa port B popmaTte cBoOH6OAHON CTPOKM onpese-
NIeHHOM nosib3oBaTesieM. BO3MOXKHO Mcnosb3oBaHMe LWabnoHOB.
- %N — HOMep /IMHMU, COOTBETCTBYHOLWMIA BbIBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBUTb 3HAYEHUA NO YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:

console#

Tabnnua 126 — KomaHgb! pexunma Privileged EXEC

3HayeHue/3HayeHue
KomaHoa
Mo ymon4YaHuo

Aelicmeue

show tacacs

OT1obpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTOL,
ayTeHTUUKALMM U CTaTUCTUKY NPOTOKOMA (KOMaHAa AOCTynHa
TO/IbKO N7 NPUBMIEIMPOBAHHbBIX NOJIb30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

B ISS nopnepxunsaetca puabTpauma ynpasaatowero TpadpuKka ¢ NOMOLLbIO CIMCKA aBTOPU3OBAHHbIX
IP-meHeaepos (IP Authorized Managers). B ¢punbTpe mMOXHO 3aaaTb aApec MAM NoAcCEeTb UCTOUYHUKA,
VLAN, nHTepdeinc un cnyxby, c KOTopbix byAeT paspeLlleHo ynpaB/ieHne YyCTPOACTBOM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 127 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
10 ymMon4yaHuto
authorized-manager ip- OrpaHMynTb ynpaB/ieHWe YCTPOMCTBOM MO 3aAaHHOMY pub-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEHUTb OrpaHUYEHME Ha yNpaB/eHne YCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiictBe MOXHO CKOHUrypupoBaTtb He 6osblue 100 npasua. Mo ymonuaHuio, ecnum
He 3a4,aHO HWU O4HO NPaBUAO, YyNpPaBIeHUE YCTPOUCTBOM AOCTYMHO C 11060ro UCTOYHUKA.

' MNocne ykasaHusa xota 6bl ogHoro npasuna authorized-manager gns Bcex ycTpoiicTs,
= KOTOpble UCKJIloYEeHbl NpaBuaom, byaer aeilctBoBaTb Nnpasuao deny any any.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnvua 128 — KomaHgpbl perkmuma Privileged EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
10 ymMon4aHuro
show authorized-managers [ip- MokasaTb CNMCKM A0CTYNa ANA YNpaBAeHUs.
source ip_addr]

4.17.5 Hacmpolika npomoKono8 ynpassneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl NpegHa3HayeHbl A48 HACTPOMKM CepBepoB [AOCTyNa AAA  ynpasBaeHuA
KommyTaTtopom. Moaaeprkka cepsepos TELNET 1 SSH kommyTaTopom no3sondAeT yganeHHoO NoAKAo4aTbCA
K HEMY A1 MOHUTOPUHTa U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3peLLeHo No YMOAYAHUIO.

KomaHObI pexcuma 2106aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunua 129 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro

ssh enable PaspewnTb yaaneHHoe KOHPUrypMpoBaHMe YCTPOMCTBA Yepes

SSH.
- -/BKAtOYEHO —

ssh disable 3anpetTuTb yganeHHoe KOH$UrypnpoBaHuWe ycTpoincTea uyepes
SSH.

ssh server-address ip_addr port port: (1..65535) 3apatb IP-agpec SSH-cepsepa n TCP-nopT, ncnonb3yemblin SSH-

port cepsepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal Bbi6paTb TMN ayTeHTUdMKALMM No NpoTokoay SSH.

shal]

ip ssh cipher [3des-cbc | aes128- Bbi6path Wwunop ayTeHTUdMKaLMm No npoTokoay SSH.

cbc | aes128-ctr | aes192-cbc

aes:l|92-ctr [ ae52|56-cbc [ ! +/3des-cbe

aes256-ctr | des-chc | all]

crypto key generate rsa CreHepupoBaTb Napy Kako4ein RSA —y4acTHbIN U Ny6AUYHbIN gns

) SSH-cepsuca.

feature telnet PaspewnTb KOHOUTYpUpOBaHKMe ycTpolicTea Yepes Telnet.

no feature telnet /BKniodeno 3anpeTnTb KOHPUrypupoBaHUue ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3agaTb KAtoy ssh-aBTopM3aumm, Npu NOMOLLM KOTOPOro MOXKHO
YCTaHOBWTb 3aLUMLLEHHOE COEUHEHME.

no ip ssh authorized-key i YpanuTb Ktod ssh-aBTopusaunm.

ip ssh auth-type {password | 3afgaTb nocnefoBaTe/IbHOCTb METOAO0B AyTEHTUOMKAUMKM MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBUTb 3HAaYEHWE NO YMOIYAHUIO.

KomaHOwb! pexcuma EXEC

KomaHgbl JaHHOrO pasgena A0CTYNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesen.

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnuua 130 — KomaHgpl pexkmma EXEC

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuto
. MNokasaTtb KoHbuUrypauuto SSH-cepsepa, a TakkKe akTUBHble BXO-
show ip ssh - urypay peep
pAawme SSH-ceccuu.
show telnet server - OTo6pasunTb cTaTyc cepBepa Telnet.
sh ip ssh authorized-keys - OT06pa3nTb CKOHPUIYPUPOBAHHbIE KKOUM.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP das docmyna K ycmpolicmey

SNMP — TexHonoOrvs, Npu3BaHHasa obecneuynTb ynpasBiaeHME W KOHTPO/b Hag, YCTPOWCTBaMMK U
NPUNOKEHUAMM B CETU CBA3M NYTEM obmeHa ynpasaalowen uHPopmMaumen Mmexay areHTamu,
PacrnonOMKeHHbIMM Ha CEeTeBbIX YCTPOWCTBAX, M MEHeAKepamMM, Haxo4AWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHUMIA U 31eMEHTOB
ceTu (rnaBHble MalMHbI, WO3bl U MapLIPYTU3aTOPbI, TEPMUHANbHbIE CEPBEPbI), KOTOPbIE COBMECTHO
obecneymBaloT agMMUHUCTPATMBHbIE CBA3M MENKIY CeTEBbIMU YNPaBAAIOWMMM CTaHUMAMM U CETEBLIMM
areHTamu.

KommyTaTopbl N03BOAAOT HAacTpouTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpas/ieHMa yCTPOMCTBOM. YCTPOICTBO NogaepKnsaeT NpoToKosbl Bepcniit SNMPv1, SNMPv2, SNMPv3.

[NnA BO3MOKHOCTU agMUHUCTPUPOBAHKNA YCTPOMCTBA NOCPEACTBOM NpoToKona SNMP, Heobxoanmo
€034aTb X0TA 6bl 0AHY CTPOKY co0bLLecTBa.
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KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 131 — KomaHab! pexuma rnobanbHomn KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTUBMPOBATb OTNPaBKY Tpanos no cobbituio login/logout.

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANos No cobbITUIO 3amblKkaHus/ pas-
MbIKaHUA CyXMX KOHTAKTOB.

OTKAIOYMUTL OTNPaABKY TPanos Mo cobbITHIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTKol’ nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanos No cobbITUIO ‘}KecTKoin’ nepesa-
coldstart rPY3KM.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITMIO Nepe3arpysKku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CYMBO/10B

Cospatb SNMP-nonb3oBsartens.
- auth — HacTpoiika anropuTma ayTeHTUOUKauuK;
- priv — HacTpolika wndposaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpoiicTea
Bkatouatowee B cebs cneucMmBoOIbI USer_name
° TpebyeTca yKasbiBaTb B KaBbIYKaXx.

Ypanntb SNMP-nonb3osaTensa.

snmp community index
index name

[encrypted] name security
user_name [context
name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumsonos

MpuBA3aTb COOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTeN!O.
YT106bl paspewnTb MCMoAb3oBaHWE MHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblyKax. Ecnn HasBaHWe M MHAEKC coobluecTBa co-
OepXKaT TONIbKO OYKBbI U UMPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
l BKatoualouiee B ceba cneucMmeosibl community Tpe-
° 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Yaanute SNMP-coo6LecTBO ¢ yKazaHHbIM MHIAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3pgatb SNMP-rpynny uam tTabnaunuy cootsetctenin SNMP-
nosib3oBaTenew 1 npasua obo3peHnin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BO/IOB;
view: (1..32) cumB010B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anuncb 1 oT-
NpaBKy SNMp-TpPanos No o6bekTamM, NPUHAANEKALLUUM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHue, 3anucb 1 oT-
NpPaBKy SNMP-TPanoB No 06beKkTaM, NPUHAANENKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefaKkTUpoBaTb Npasuio 06o3penHna gaa SNMP-
paspeluatoLee NpaBuao Mbo orpaHUYMBalOLLEE cepBEpPY-
obo3spesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, NpenCTBNEHHbIN B BUAE
nepesa ASN.1

- included — OID BKato4eHa B npaBu/o 418 0603peBaHus;

- excluded — OID uckntoyeHa B npaBuao 418 0603peBaHu.

YpanuTe npasuno obospexma ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nnos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonosB;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3zatb rpynny agpecos, Ha KOTopble byAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucTa.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tparbl COrNacHO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKM Tpanos, onpeaensemble Nonb-
30Baenem.

Ypanutb napameTpbl OTNPaBKK Tpanos, onpegenaemble Nojb-
30Baenem.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TepMUHANa CYXKaT AN HAacTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2106anabHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnunua 132 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuo
line console - Bxopa B pexkvm COOTBETCTBYIOLLEro TepMUHANA.
line telnet - Bxopa, B peXXnm coOTBETCTBYIOLLEro TepMUHANA.

line ssh

Bxoga B pexXnm COOTBETCTBYHOLLENO TEPMUHANA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHdUrypaumm TepMmmHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnmua 133 — KomaHabl pexruma KoHpurypaumm tTepmumHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtens. Ecam B Te4eHne gaHHOTO MUHTEepBasa N01b30-
BaTe/Nb HUYEro He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/c

YCTaHOBWUTb CKOPOCTb Mepefayv Ana NocnefoBaTe/IbHOrO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 134 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show line exec-timeout

loKa3aTb 3HaYeHUA napameTpa exec-timeout gna scex Tepmu-
Hanos.

show line exec-timeout
current

MoKasaTb 3HaYeHUs NapameTpa exec-timeout ans TekyLlel cec-
cuu.

4.18 YXypHan aBapwii, npotokon SYSLOG

CnuctemHble KYpPHa/sibl NO3BONIAOT BECTU UCTOPUIO CO6bITMl71, npounsoweauwnx Ha yCTpOﬁCTBe, a TaKXe
KOHTpPOMPOBAaTb nponsowealine cobbITMA B peanbHOM BpemeHW. B XypHan 3aHocATCA cob6bITMA BOCbMMU
TUNOB: LIpe3B|:>ILIZ-]l7IHbIe, CUTrHanNbl TpeBoOrn, KpUTN4eCKkne U He Kputnveckume OLLIM6KM, npeaynpexaeHua,
yBeaomneHwums, VIHd)OpMaLl,MOHHbIe M OTNnagou4Hble.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 135 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perMCTpa LUnA BKNKOYEHa

BKOUYNTbL PerMcTpaLmio 0TAa40uHbIX CO0bLEHMI U cooblue-
HUI 06 olmbKax.

BbIKNHOUYNTL PErMCTPALMIO OTAAA0UHbIX COOBLLEHMI U co0bLLe-
HWUI 06 olwmbKax.
72 Tpu BbIKNIOYEHHOW perncTpauum oTaafouHble coo6-

logging-server facility
{facility} severity {severity}
{ipva | ipv6 | host}
ip_address

host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX Xe XX/ -

weHMa u coobleHna o6 ownbkax 6yayTt nepepa-
BaTbCA HA KOHCONb.
BKAOYMTL Nepesadvy aBapuiHbIX U OTNALOYHbIX COOBLLEHMIM
Ha yaaneHHblli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-appec SYSLOG-cepBepa;
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yAeT UCNO/Ib30BaH TEKYLUNIT HACTPOEHHDI
facility.
Ecam KomaHpa BBeaeHa 6e3 ykasaHusA severity, To
6yayT yKasaHbl Bce severity, Kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Y8anuTb BbIGpaHHbIN cepBep U3 CNMUCKA MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To
6yper ykasaH Tekywmii facility.
Ecnn KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT Mcnonb3oBaHbl BCe severity, BKAOYas
debugging.

logging console

no logging console

-/BKAOYEHO

BK/IIOUMTL Nepesady aBapuiiHbIX UM OTNALOUHBIX COOBLLEHNI
Ha KOHCO/Ib.

BbIKNOUMTL Nepeaady aBapunHbIX UAKM OTAaA0uHbIX cooble-
HUWI Ha KOHCO/Ib.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHNTb KONMYecTBO coobLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
HWUTCA Mocne nepesarpysku ycTpoucTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb ¢aiin 3anncy aBapuHbIX M OTNAL04HbIX COOBLEHWUN.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1]2] 3}

facility:(localO...local7),
severity:(0...7)

BbIKNOUMTL Nepenavy aBapuiiHbIX MM OTNAL0UHbIX coobLe-
HUI B Galin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywmii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHus severity, To
6yAyT ncnonb3oBaHbl Bee severity, BKaouas debugging.

BKAtOUNTL Nepesady aBapuiiHbIX UAN OTAAL0UHbIX COOBLLEHUI
BbIOPaHHOIo YPOBHSA BAa*KHOCTM B YKA3aHHbIM dalin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
beT yKasaH Tekywwmi facility.
Ecnn KomaHpa BBegeHa 6e3 ykasaHuA severity, To
6yAyT ucnonb3oBaHbl Bee severity, Kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3a4aTb YPOBEHb JIOTMPOBAHUA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3a4aTb KaTeropuio IOTMPOBaHKA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

syslog localstorage

no syslog localstorage

-/BKNOYEHO

AKTVMBMPOBaTb OTNPABKY aBapuUHbIX AU COOBLLEHMUI Ha CKOH-
durypmposaHHble dainibl 3anucu.

YCTaHOBUTb 3HAYEHME MO YMOJTYAHMUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3a4aTb NapameTp, KOTopbiv ByAeT MCNoNb30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHusax.

Mcnonb3oBaTb 3Ha4YeHME N0 YMOJTYAHMUIO.

Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BarKHOCTU. B Tabanue 129 npuseaeHbl TUMbI COOBLLEHNIA
B nopaakKe ybbIBaHNA NUX BaXKHOCTU.

Tabnnua 136 — Tunbl BaskHOCTU COOBLLEHUI

BaxtHocmeo Tun eaxtHocmu OnucaHue
coobuweHuli coobuwjeHuli
0 YpesBblyaliHble B cucteme npomsoLwnia KpUtUYeckaa owmnbKa, cuctema moskeT paboTaTb He-
(emergencies) nNpasuAbHO.
CurHanbl TpeBorun
1 (alerts) HeobxoaMmo HemeaneHHoe BMeLLaTeIbCTBO B CUCTEMY.
Kputnueckue
2 - B cucteme npousoluna KpuTuyeckas owmbKa.
(critical)
3 OwmnbouHble (errors) B cucteme npomsoLuna owmnbKa.
MpepynpexaeHus .
4 . MpeaynpexaeHvne, HeaBapuiiHoe coobuieHme.
(warnings) peaynpexs, p wy
YBegomneHua .
5 e YBefomeHne cUCTeMbI, HeaBapuitHoe coobLieHune.
(notifications)
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NHPopmaLMOHHbIe

6 . bop _u, NHpopmaLmoHHble cOOBLEHMA CUCTEMDI.
(informational)

7 OTnafouyHble OTnagoyHble coobLeHnA, NPeaoCcTaBaAT N0b30BaTENO MHbOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOMKU CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3gaamMm noKanbHbln panin ¢ umeHem sll, kyga 6yayTt 3anmcbiBaTbCca cObbITUA C Ba*KHOCTbHO OT
ypesBblYaliHbIX 40 UHGOPMALMNOHHbIX.

console (config)# syslog filename-one sl]
console (config) # logging-file sl1I

Mpumep HacTpoliku logging-server:

YKkaxem agpec syslog-cepsepa, Kyaa byayT oTnpaBaaTbCA COOOLWEHMA O COBbITUAX C BaXKHOCTbIO OT
ype3sBblYaliHbIX 40 UHGOPMALMOHHDbIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 137 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymMoa4YaHuro
clear logs - YaanuTb Bce coobLLeHNA 13 BHYTpeHHero bydepa.
show logging-file - OTO6pPa3nTb HACTPOMKM IOTMPOBAHMA B JIOKAIbHblE daiibl.

show logging file file_name OT06Pa3UTb COCTOAHME KYPHANA, aBapuiiHble U OTNaA04Hble CO0b-

file_name: (1..3) .
LEeHKA, 3anmcaHHble B daiine

show logging-servers - OT06pa3nTb HACTPOWNKN ANA yaanéHHbIx logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNMpPoBaHMA MOPTOB NpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKU KOMUI BXOAAWMX U/MAN UCXOAALLMX NAKETOB C OAHOMO WAM HECKONbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOPT.

BO3MOXHO 3epKanaupoBaHue no6oro Koauuectsa WHTepdeiticoB. OTCyTCTBME MNOTepb
’ rapaHTMpyeTcAa, ecIM NPONYCKHaA cCNocobHOCTb MHTepdeiica HasHaYeHUA He npeBbiweHa. Mpu
MCno/sib30BaHUU PU3NUYECKUX NeTesIb Ha KOMMYTaTope 3epKasMpoBaTbcA 6yaeT ToNbKO 04HA
Konua Kaapa (frame), ecnn 3amkHyTble MHTepdeilicbl NpuHagaexar ogHomy VLAN.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— TOpT He MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOAMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdeic A0NKEH OTCYTCTBOBATL 4/14 3TOro NOpTa;

K KOHTPO/INpyeEMbIM NOPTaM NPUMEHAIOTCA cheayrowmne orpaHn4YeHnaA:

— TopT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume rnobanbHon KoHdUrypaumm:

console (config) #

Tabaunuya 138 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

YKas3aTb 3epKanvpyoLmii NopT Ansa BbIBpaHHOM ceccm MOHUTO-
puvHra.
®DYHKLMA MOHUTOPUHIA MOXKET 6bITb HACTPOEHA Ha YeTbl-
V pEéx nopTax 0AHOBPEMEHHO.

BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTPavBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vian
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKaszaTtb cnyebHbivi vlan ana 3epkanvpoBaHuA Tpaduka C 3afaH-
HOro pedaeKTop-nopTa ANA BbibpaHHOM ceccuu.
- remote vlan — cayxe6Hbliii vlan ana sepkannposaHus TpaduKa

BbIKNHOUNTb GYHKLMIO MOHUTOPUHIA Ha HAacTPanBaeMoOM UHTEp-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb YKa3aHHbIM 3epKannpyemblii NopT A5 BbIOpaHHON ceccum
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl NPUHATbIE KOHTPOMPYEMbIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOJIMPYEMOrO NOpPTa.

BbIKNOUUTL QYHKLUMIO MOHUTOPMHIA Ha HAaCTPanBaeMoM UHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKaszatb vlan, c koToporo byaeT 3epkannpoBaTtbcs TpaduK ¢ 3a4aH-
Horo pedaekTop-nopTa Ana BbibpaHHOW ceccun. Mpu aTom cam vian
byneT CHAT.

BbIkntounTb d)yHKLI,VIIO MOHUTOPUHIa Ha HaCTpanBaeMoM UHTepP-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua:

console>

Tabnunua 139 — KomaHabl, A0CTyNHble B pexkmume EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecTM MHbOpPMaLMIO NO CKOHOUIYPUPOBAHHOMN CECCUM MOHUTO-
puHra.

[Mpumepebi 8bIN0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHPOPMALMIO MO KOHTPOJMPYIOLMM Y KOHTPOJIMPYEMbBIM NMOPTaM.

console# show monitor session 2
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Mirroring is globally Enabled.
Session H

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUUMN [UATHOCTUKU PU3NUYECKOTO YPOBHA

CeTeBble KOMMYTaTOpbl COAEPaT annapaTtHble M NporpammHble CpeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTePdENCOoB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NAapaMeTPOB BXOAAT Cleaytowme:

OnAa anekTpnyecknx nHtepdencos:
—  A/vHa Kabens;
—  paccTosiHue A0 MecCTa HEMCMNPABHOCTM — 06PbIBa UM 3aMbIKAHWMA.

Ona ontnyeckmx nutepdencos 1G:
—  napameTpbl NUTaHWUA — HAaNpPAXKEHNE U TOK;
—  BbIXOAHaA ONTUYECKAs MOLLHOCTb;
—  ONTUYecKas MOLLHOCTb Ha NpUeMe.

4.20.1 fluazHocmuka medHoz0 Kabensa

KomaHOwb! pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console#

Tabnuua 140 — KomaHabl ANArHOCTUKM MmeaHoro Kabens

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4yaHuro

test cable-diagnostics
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

BbINONHUTL BMPTyasibHOE TeCTUpoBaHue Kabens ANA YKa3aHHOro nH-

fa_port: (0/1..24); Tepbeiica

gi_port: (0/1..48);
te_port: (0/1..11)

/ Mpu nonyuyeHumn coobuwenuns 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca npoeepuTb media-type wuHTepdeiica u coctoaHue uHTepdeiica Ha
YAaNeHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES3708P, MES3710P noanep:KuBatoT 3/1IeKTPOMNUTAHUE YCTPOMCTB MO JIMHUK
Ethernet B cooTBeTCTBUU C pekomeHaaumamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). Tun pacnunHoBKM A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbWMM BI04KEeTOM MOLLHOCTM, OTHOCUTE/IbHO ApY-
rUX.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnnua 141 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

set poe enable

set poe disable

BKOUMTL 31EKTPONUTaHUE MO IMHUAM Ethernet.

BbIKNOUNTL 3n1eKTponuTaHme no anHuam Ethernet.

KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 142 —KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

power inline auto

PaspewunTtb paboty npotokona PoE-ycTpolicTe Ha MHTepdeiice n
BK/IIOYAET NOAAYY 3N1eKTPONUTaHNA Ha MHTepdelic.

power inline never /auto 3anpetutb paboTy nNpoToKona obHapyKeHua POE-ycTpoiCTB Ha
MHTepdence 1 OTKAOYAET NOAAYY SNEKTPOMNUTAHMUSA.
power inline priority {critical | 3agaTb NnpuopuUTeT UHTepdelica POE npu ynpasieHUM aneKTponu-
high | low} TaHMeMm.
- critical — ycTaHaBAMBaeT HaMBbLICLIMIA NPUOPUTET NEKTPOMNUTA-
Jlow HUA. DNIEKTPONMTaHNE NOPTOB C TaKUM NpuopuUTeTOM byaeT npe-

KpalwaTbCA B NOC/EAHIO o4yepeab NpU Meperpyske cUcTembl
PoE;

- high — yctaHaBnvBaeT BbICOKMI NPUOPUTET 3NEKTPONUTAHUSA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUS.

power inline limit-mode {class
| user-defined wattage}

no power inline limit-mode

wattage: (200..31200)
munameartt/ class

BbIbpaTh perKMM OrpaHUYeHUA MOLLHOCTY.

- class — IMMUT MaKcMmanbHOM NoTpebsemoi MOLLHOCTH onpe-
OenAaeTcA KNaccom NoAKA4aeMoro yCTpomncTBea;

- user-defined — AMMUT MaKkcMManbHOM NoTpebAAEeMOl MOLLHO-
CTW BbICTABAAETCA BPYYHYIO, € warom 200 mBrT.

BbI6paTh pexmnm No ymonyaHuio.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console#

Tabnunua 143 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pasnTb COCTOAHUE INEKTPONUTAHUA UHTePdENCOB, NOAJEPKU-
BalOLWMX NUTAHME No NnHUM POE.

show power detail

OT06pa3zunTb 061y MHGOPMaLMIO NO COCTOAHUIO POE U cOCTOAHUIO
NCTOYHMKA.

show power inline
consumption

OTO6pasnTb XapaKTepUCTUKM noTpebieHna MOLLHOCTM, TOKa W
HanpaXKeHus.
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4.20.3 lMpomokoa UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN A5 aBTOMaTUYe-
CKOro 06HapYKeHNA NOTEPU ABYXCTOPOHHEN KOMMYHUKALMM HA ONTUYECKUX IMHUAX CBA3MU.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 144 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue

Aelicmeue
10 yMon4YaHuio

KomaHda

ethernet-oam uni-directional BKNOYUTbL AMArHOCTUKY COCTOAHMA ONTUYECKUIA INHUIA.
detection

- -/BbIK/IlOYEHO — —
no ethernet-oam uni- BbIKNOYMTb AMArHOCTUKY COCTOAHUA ONTUYECKMUIA IMHWIA.

directional detection

ethernet-oam uni-directional BKAtOUNTL arpeccuBHbIi pexkmm, npu kotopom TLV oTnpasnsetca

detection aggressive B NtoOOM cnyyae, faxKe eciv OHa He bblna NosyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

no ethernet-oam uni- BbIKNIOUMTL arpeccuBHbIi pexunm, npu kotopom TLV oTnpasns-

directional detection -/BbIKNIOYEHO eTcs B 1tobom cnyyae, gaxe ecv oHa He bblna nonyeHa ot yaa-

aggressive NEHHOTO YCTPOWCTBa.

ethernet-oam uni-directional BbICcTaBUTL Talimep, NO KOTOpPoMy ByAeT MPOUCXoaUTb onpeaene-

detection discovery-time time HUWe TeKYLL,Eero COCTOAHMUA JINHKA.

no ethernet-oam uni- time: (5..300)/5 YCTaHOBMTb 3HaUeHKe No YyMOMYaHMIO.

directional detection
discovery-time

ethernet-oam uni-directional Bbi6paTh pexunm paboTbl npotokona UDLD.
detection action {errdisable | - errdisable — nepepgaya Tpaduka 610KMpyeTCA NPU OTCYTCTBUM
log} / npuema BOAHOM U3 HanpaBieHUI B KaHane;

- Og

- log — coobueHre 0 610KMPOBKE NOABAAETCA B KypHae.

no ethernet-oam uni- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
directional detection action

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnnua 145 — KomaHgb! pexkuma EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
show port ethernet-oam uni- OTO6pPa3nTb COCTOAHME OMNTUYECKOTO JINHKA.
directional detection

4.20.4 luazHOoCMuUKa onmu4ecKko20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN No3BO/IAET OLUEeHUTb TeKyuiee COCToAHMEe ONTU4YeCKOro TpaHCuBepa U
ONTUYECKOM IMHUM CBA3M.
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Bo3mOXeH aBTOMATMYECKMIA KOHTPONb COCTOAHMA JAUHWI  cBA3W. [na 3Toro KommyTtaTtop
nepuoaMYeckn ONpalMBAET MapaMeTpbl ONTUYECKUX WMHTepdelcoB M CPaBHMBAET MX C MOPOrOBbIMM
3HAYEHMAMM, 3aZaHHbIMW NPOM3BOAUTENAMMU TPaHcMBepPOB. MNpu BbIxoAe NapameTpoB 3a AOMYCTUMblE
npegenbl KOMMyTaTop GOPMUPYET NPeaynpexaatoLme U aBapuiiHble coobLLeHMA.

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeet cneayrowmin BUA;

console#

Tabnnua 146 — KomaHapbl AMArHOCTUKM ONTUYECKOro TPaHcuBepa

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
10 yMoA4aHuio

show fiber-ports OT06pa3sunTb pesyabTaTbl AMArHOCTUKM ONTUYECKOTO TPaHCHBepa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabaunua 147 — MNapameTpbl 4MArHOCTUKM ONTUYECKOTO TPpaHcMBepa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanpsa)keHne NnuTaHMA TpaHcKBepa.
Current OTK/I0HEHMe TOKa Ha nepejaye.
Output Power BbIxo4HaA MOLLHOCTb Ha Nepeaade (MBT).
Input Power BxoZHan MoLHOCTb Ha npueme (MBT).
LOS MoTepa curHana.

3HayeHUA pe3yabTaToB ANATHOCTUKM:
— N/A-HepocTynHo,

— N/S—He noagaepxnsaerca.
4.21 dyHKuum obecneueHus 6esonacHoCcTH

4.21.1 ®yHKkyuu obecneyeHus 3auumeol Nopmoe

C uenbto nosblweHMA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3SMOXHOCTb HACTPOUTb KaKOW-
nmbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOpT MPenocCTaBAA/CA TO/bKO 33aAaHHbIM
ycTporicTBam. PyHKLMA 3alLMTbl NTOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeLuaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHO WAWM M3y4yeHbl KOMMyTaTopoM. lNMocne mlyyeHus
HeobX0AMMbIX afpecoB NOPT cneayeT 3abnOKMPOBaTb, 3alUMTMB €ro OT MOCTYNAEHWA MaKeToB C
HeunsydyeHHbIMK MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaAHHbIM NOPT nosyyYaeT naket, u MAC-
afpec MCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MEXaHU3M 3aLUTbl, B 3aBUCMMOCTHM OT
KOTOPOro MOryT ObITb NPUHATLI Clegylowmne Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowue Ha
3a610KMPOBAHHbIN NOPT, NepecbinatoTca, oTbpacbkiBaloTCA, MO0 Ke NopPT, NPUHABLUMIA NAKeT, OTKAOYaeTcs.
dyHKuna 6esonacHoctn Locked Port no3BonAeT COXpaHUTb CAMCOK M3ydeHHbIXx MAC-agpecoB B daine
KOH}Urypaunm, Takum 06pasom, sTOT CMMCOK MOXKHO BOCCTAaHOBUTb NOCAE Nepe3arpy3Kn yCTPOMCTBa.

/’ ] CywiecrsyeT orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YIOLWMIA GYHKLMIO 3aLUTDI.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexumme KoHourypaumm mHtepdeinca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 148 — KomaHabl pexuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHtepdelicos

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aeiicmeue

switchport port-security ena-
ble

-/BbIKNIOYEHO

no switchport port-security en-
able

BKAOUMTB PYHKLMIO 3alLMTbl HA UHTepdelice. BnokupyeT GpyHK-
LMIO M3yYeHUs HOBbIX aapecoB ana nHtepderica. MNaketbl ¢ He-
n3yyeHHbIMM MAC-agpecamm UCTOYHMKA OTOpacbIBatoTCA.

OTKOYNTb GYHKLMIO 3aLUNUTBI HA UHTepdelice.

switchport port-security mac-
limit

- - limit: (0..8192)/1
no switchport port-security

mac-limit

3a4aTb MaKCMMaNbHOE KO/IMYECTBO a4 PEeCcOB, KOTOPOE MOXKET
M3y4ynTb NOPT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security mode
{max-addresses | lock | se-
cure-delete-on-reset | secure-
permanent}

-/lock

no switchport port-security
mode

3afaTb pexum orpaHnyeHma nsydenna MAC-agpecos gna HacTpa-
nBaemoro nHtepdelica.

- max-addresses — yganfer Tekywue ANHAMUYECKU WU3YYEHHblEe
agpeca, cBA3aHHble ¢ UHTepdelicom. PaspelieHo nsyyeHne mak-
CMMaNbHOIO KOJIMYECTBa aapecoBs Ha NopTy. [TOBTOpHOE M3yyeHne
M CTapeHune paspeLleHbl.

- lock — coxpaHseT B paiin Tekywme AMHaAMUYECKU U3YYeHHble aj-
peca, cBa3aHHble ¢ MHTepdelicom u 3anpeLLaet obyyeHe HOBbIM
ajpecam U CTapeHue yxKe U3yYeHHbIX aLpecos.

- secure-delete-on-reset — yganser Tekywme gUHAMUYECKU U3Y-
YeHHble afpeca, CBsizaHHble C MHTepdecom. PaspelleHo n3yye-
HME MAKCMMAJIbHOrO KOJIMYECTBA afpecoB Ha nopTy. MoBTopHoe
U3y4YeHMe 1 CTapeHue 3anpeLeHbl. Aapeca COXpaHatoTCa 40 nepe-
3arpysku.

- secure-permanent — yaanaet Tekywme OUHAMWUYECKU U3YyYeH-
Hble agpeca, CBA3aHHble ¢ UHTepdericom. PaspelleHo n3yyeHune
MaKCMManbHOrO KOAMYECTBA afpecos Ha NopTy. MosBTopHoe U3y-
YeHWe W cTapeHue 3anpelleHbl. ALpeca COXpPaHATCA Npu nepe-
3arpyske.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security viola-
tion [restrict | protect | dis-
card-shutdown)

-/protect

3a4aTb peXXuM pearmpoBaHuA Npu HapyLeHnn 6e3omnacHocTu.

- restrict — B JaHHOM pexkume Npu HapyLweHnn 6e30nacHoOCTM OT-
npasnaetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.

- protect — B JaHHOM pe)KMMe OMOBeLWEeHUA O HapylweHun bes-
onacHocTn HeT. Bknawouaetr nepexsat MAC-agpecos, KoTopble
[O/MKHbI 6bITb 0TOpOLLEeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeualoTcA KaK 3ab/oKMpoBaHHbIE U OTOpAcbLIBAlOTCA B TeyeHuu
aging-time;

- discard-shutdown — B gaHHOM perKuMme Kagpbl C HEU3yYeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPacbIBAOTCA, MOPT OTKAOYa-
eTca.

4.21.2 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NPOTOKO/, MO3BOAAKOWMUIA KANEHTY MO
3anpocy nonyyaTb IP-aapec u apyrue Tpebyemble napameTpbl, Heobxoaumble ana pabotsl 8 cetn TCP/IP.

np0TOKOJ'I DHCP moeT ncnosb3osaTbCA 3/10yMblIWNEHHUKaMWN ANA COBEPLUEHNA aTAK Ha YCTPOI\;ICTBO,
KaK CO CTOPOHbI K/N1MeHTa, 3aCTtaBaAA DHCP—cepBep Bbl4aTb BCe€ AOCTYyNHble aapeca, Tak U CO CTOPOHbLI
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cepBepa, nyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaToOpa NO3BOASET 0H6eCcneynTb 3aLnuTy
YCTPOWMCTBA OT aTak C mMcnosb3oBaHuem npoTokosa DHCP, ana yero npumeHsetca ¢yHKUMA KOHTPONsA
npotokona DHCP — DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuBatb nosieneHne DHCP-cepBepoB B ceTu, paspewan ux
MCNONb30BaHME TO/IbKO HA «A0BEPEHHbIX» MHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue COOTBETCTBUMNA.

Onuwma 82 npoTokosia DHCP (option 82) ncnonbsyetca gns Toro, 4tobbl nponHdopmuposats DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6611 NOAy4YeH 3anpoc.
MpumeHaeTca gna yCTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLUnTbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onuus 82 npeacTtaBnsetr cobol OOMOAHUTENbHYHO
uHdopmauuio (Mma ycTpolictea, HoMmep noprta), AobaBnseMyld KOMMYTaTOpPOM, KOTOpbIA paboTaeT B
pexmume DHCP Relay areHTa, B Buae DHCP-3anpoca, npuHATOro OT KAneHTa. Ha ocHoBaHWKW AaHHOM OnNuuK,
DHCP-cepBep Bblgenser IP-agpec (ananasoH IP-agpecoB) u Apyrve napameTpbl MOpTy KOmmyTaTopa.
Monyuns Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT BbiaenneT IP-agpec KAMEHTY, a TaKkKe
nepenaer emy Apyrue Heobxoanmble NnapameTpbl.

Tabnunuya 149 — dopmart noneit onumm 82

Mone Mepedaeaemas uHghopmayus

Mma xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6GaiT — HoMep nopTa, K KOTOPOMY MOAK/HOYEHO YCTPOICTBO, OTNpaBasoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R ID
emote agent MAC-azpec ycTpoiicTaa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKuuM DHCP Snooping Bce ucnonbdyemble DHCP-cepBepbl

e BONHbI BbITb NOAKAIOYEHbI K «A0BEPEeHHbIM» MOpTam KommyTtatopa. [Ona aobasneHus
nopTa B CMUCOK «A0BEpPEeHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdpurypauum uHtepdeiica. Ana obecneyeHna 6es3onacHocTU Bce
OCTa/IbHble MOPTbl KOMMYTATOpPa A,0/XHbl 6bITb «KHEA0BEPEHHBIMMUY.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 150 — KomaHabl pexkmma rnobanbHol KoHuUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio
ip {dhcp| dhcpv6} snooping Pa3spewnTb KOMMYTaTOPYy KOHTPOIMPOBaHWe NpoTokosia DHCP.
no ip {dhcp| dhcpv6} -/BbIKNtOYEHO 3anpeTnTb KOMMYTATOPY KOHTPOIMpPOBaHMe npoTokona DHCP.
snooping
ip {dhcp| dhcpv6} snooping Pa3pewnTb KOHTpoMpoBaHue npoTtokona DHCP B npeaenax yka-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNIOYEHO | 3anpeTWTb KOHTPOAMpPOBaHMe npoTokona DHCP B npesenax yka-
snooping vlan vian_id 3aHHoro VLAN.
ip dhcp snooping verify mac- BkntounTs BepuopmuKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
address TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.
no ip dhcp snooping verify -/BKNIO4EHO Bbikntountb BepudmrKaumo MAC-agpeca kameHta 1 MAC-agpeca
mac-address WCTOYHMKa, NpuHAToro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» Nop-
Tax.
ip binding port-down action OnpeaenvTb peakumo KOMMyTaTopa Ha nageHue nHtepdelica:
{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabamue Npy NageHuu.
- clear — ypanset Bce AMHaMMYecKue 3anucu, co3gaHHble Ann
ynasLero nHtepdelrica.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 151 — KomaHgb! pexkuma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
show ip {dhcp | dhcpvé6} ) OT06pa3nTb cooTBeTCTBUA U3 daiina (6asbl) KOHTPOIA NPOTOKOA
snooping DHCP.
show ip dhcp snooping global - OT06pasunTb rnobanbHyto HacTpoliky DHCP Snooping.
show {ip | ipv6} binding ) MoKasaTb Bce cooTBETCTBMA M3 daitna (6a3bl) KOHTPOAA NPOTOKONA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) OumncTUTb cooTBeTCTBMA U3 ¢aina (6asbl) KOHTPOASA NPOTOKONA
[mac_addr vian_id] DHCP.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 152 — KomaHgb! pexkuma KoHpurypauum nntepderica Ethernet, rpynnel uHTepdelicos

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
o yMmon4YaHuo
ip binding limit /imit BkAtounTb orpaHuyeHue koamyectsa DHCP-knmMeHTOB Ha nopTy.
no ip binding limit limit (0..1024) BbIKAOUYMTb OrpaHunyeHme konnyectsa DHCP-KAnMeHTOB Ha
nopry.

YcTaHOoBNeHHOe orpaHuyeHue no Konudectsy DHCP-knmneHTOoB 6yAer pacnpocTpaHaTbCA
TONIbKO Ha HOBble 3anucu. PeKomeHayeTcs nepes, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabnuuy knmeHtos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwpto AaHHOW GYHKUMM HACTpamBaltoTcA 3HAYeHUs WaeHTUPUKATOpoB WHTepdelica wm
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop MHTepdelica, ¢ KOTOporo npuwen sanpoc, remote-id — ngeHTdPUKaTop
peTpaHCcAATOpPa, C KOTOPOro NpuLIen 3anpoc.

Mpu BKAOYEHUKN GYHKLUMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaATbeA Bo Beex VLAN, Ha
KoTopblIx BKAo4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu skatoyeHnn 8 VLAN circuit-id u remote-
id 6yayT BcTaBNaTbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdencax.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKN pernma rnobanbHoM KOHGUrypaumnm:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 141



HELTEX

Tabnunua 153 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IIOYEHO

BKkntounTb gobaBneHue circuit-id + remote-id ana scex onuymii (1.€.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) 1Mbo 3aaaTb KOHKPETHbIN
NPOTOKON ANA BCTaBKM remote-id u circuit-id.

BbikntounTb AobaBneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBo10B/1waboH
%h%i%v

YcTaHoBuUTb circuit-id B dopmaTte cBO6OAHOM CTPOKK, onpeseneH-
Hol nosb3oBaTenemM. Bo3MOXXHO Mcnosb3oBaHWe WabaoHoB.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgauusa TR-101.

NaeHTudmkatop:
- identifier — npon3sosbHana cTpoka 6e3 WwabnoHoB.
dopmar:

- pv — Homep nopta n VLAN;
- Sp — HOMep cnoTa 1 NopTa;
- sV —Homep cnoTa u VLAN;
- SpV — HOMep cnoTa, nopta n VLAN.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

Paspenutenn:
cumsonos/dopmart spv, | comma—“";
pasgenutens std, ~dot—“":
identifier NULL - hash — “4#”;
- semi-colon - “;”;
-slash-“/";
-space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTb dopmar circuit-id.
type {dhcpv4 | dhcpv6 | dopmartbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — nobaBneHue circuit-id 8 opmate cornacHo pekomeHza-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — pob6asnexune circuit-id B ¢dopmaTte cBoboaHOM
CTPOKM C BO3MOKHOCTbIO MCMO/b30BaHMA WabaoHOB.
[ononHuTebHble NapameTpsbi:
- binary — gaHHbIY NapameTp yKasbIBaeT, YTO YMC/IOBbIE LWABIOHbI
Jtr-101 byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapameTp yKasblBaeT, YTo B UAEHTUDU-
KaTop byget nobasneH JONONHUTENbHbLIM NoATUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE n 4x-6aiTtosbit ana DHCPv6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMMB00B/WabnoH %m

YcTaHoBWTbL remote-id B popmaTte cBO6OAHOM CTPOKMU, Onpesenéx-
HOM nosb3oBaTenem. Bo3MOXKHO MCNONb30BaHWe LWaboHOB.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.
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dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

YcTaHoBUTb popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOXKHOCTbIO MCMOb30BaHNA WabN0HOB.
[ononHuTenbHble NapameTpbi:

- binary — gaHHbI NapameTp yKas3biBaeT, YTO YNCNOBbIE LWABIOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUPHU-
KaTop byaeTt gobaBneH AONONHUTENbHbIA NoOATMN (2X-6aliTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiTtoBbii ana DHCPv6), B KOTopom
onpegenaerca ¢opmat cTtpoku (ASCII-0x01, HEX-0x00) n anvHa
naeHTUdMKaTopa.

-/user-defined

no dcs remote-agent-id YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO.
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-

relay}

Tabnunua 154 — LWabnoHbIl, 4OCTYNHbIE AN HAacTpokKku user-defined naeHtTudumkaTopos

LWa6noH OnucaHue

%a IP-appec. laHHbI WabnoH MoxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mma ycTpoicTea.

%p KopoTkoe uma nopra, Hanpumep, gil/0/1.

%P [nvHHoe umsa nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIl wabaoH moxkHo npeobpasosaTb B popmat HEX.

%u Homep toHuTa. JaHHbIN WabaoH MoXKeT 6biTb Npeobpa3osaH B popmaT HEX.

%S Homep cnoTa. [JaHHbIl WabnoH MoxKeT 6biTb NpeobpasosaH B popmaT HEX.

%i ifindex nopta. JaHHbIl WwWabnoH moxeT bbiTb NpeobpasosaH B dpopmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpoictea B popmaTte H-H-H-H-H-H-H. JaHHbIi WwabaoH moxeT 6biTb Npeobpa-
308aH B popmat HEX.

%V NpeHTudumkatop VLAN. laHHbIN WabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaummn nHtepodeica Ethernet:
console (config-if) #

Tabnunua 155 — KomaHabl pexxuma KoHdurypaumm nutepoeiica Ethernet

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

YcTaHoBUTL circuit-id B popmate cBob6OAHON CTPOKM, onpesae-
NéHHoW nosb3oBaTeseM. Bo3MoXHO Ucnosib3oBaHuWe WabaoHoB..
[aHHaA HacTpoWiKa nmeeT NPUMOPUTET Nepes aHaA0rMYHOM F1o-
6asbHOW HacTponKon dopmarTa circuit-id.

dcs agent-circuit-identifer
circuit_id circuit_id: (1..63)
CMMBO10B/WwaboH

%h%i%v

no dcs agent-circuit-identifer YCTaHOBUTb 3HAYEHUSA MO YMONYAHUIO.

YctaHoBUTbL remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHOWM nosb3oBaTtesieM. Bo3MOXHO 1cnosib3osaHme WwabaoHos.
[aHHasA HacTpoiKa MMeeT NPMOPUTET nepes, aHaA0rMYHOM r1o-
6anbHOW HacTpoikoi dopmaTa remote-id.

dcs remote-agent-identifier

remote_id .
- remote_id: (1..63)

cumB0n0B/WwabnoH %m

no dcs remote-agent-identifier YCTaHOBUTb 3HaYEeHUE NO YMONYAHUIO.
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dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-

BKkntounTb gobasneHue circuit-id + remote-id g8 KOHKPETHOrO
npoToKona.

relay} enable
BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAOYEHA
rno6anbHo.

-/BbIKOYEHO

Y

BbIKntounTb flob6aBneHne remote-id v circuit-id 4ns KOHKpeTHOro
npoToKona.

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

KomaHObI pexcuma KoHgu2ypayuu uHmepgpelica L2Vian

Bupa 3anpoca KOMaHAHOM CTPOKM:
console (config-vlan) #

Tabnunuya 156 — KomaHabl pexkmma KoHpurypauum nHtepderica L2Vian

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

BKkatounTb gobasneHue circuit-id + remote-id ana KoHKpeT-
HOro NpoToKoNa.

%

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BcraBKa circuit-id/remote-id ponxHa 6bITb OT-
KNtoueHa rnobanbHo.

-/BbIK/IIOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BbikntounTb gobasneHne remote-id u circuit-id ana KoH-
KPEeTHOro NpoTokoa.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:
console#

Tabnuua 157 — KomaHgpbl perkmuma Privileged EXEC
3HayeHue/3HayeHue
110 yMOAYaHUIO

KomaHoa Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

show dcs-global-config

OT06pasuThb TeKyLLyto KOHOUrypaLmio uaeHTudUKaTopos remote-

fa_port: (0/1..24); id u circuit-id ana nHTepdeicos.

gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

OT06pa3unTb rnobanbHyto KoHUrypauuio naeHTudumkaTopa circuit-
id.

Mpumep Hactpoitkn DHCP Snooping Bo VLAN10 c HacTpoiikoir DCS-onuuit Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
console (config-if) # port-security-state trusted
console (config-if) # set port-role uplink
console (config-if) # switchport mode trunk
console (config-if) # exit

console (config) # ip dhcp snooping

console (config) # wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13
( switchport general allowed vlan add 10 untagged
( switchport general pvid 10

( dcs remote-agent-identifier enable

( dcs agent-circuit-identifier "3%v $p
( dcs remote-agent-identifier

console (config-if) #
console (config-if) #
console (config-if
console (config-if
console (config-if

)
) #
) # sh"
)# "g n
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Mpumep HacTpoiikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii ana scex MHTepdeincos B
dopmarte HEX.

console (config) # !

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if)# set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config dcs remote-agent-id suboption-type dhcpv4 user-defined binary

console (config dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
(

console (config dcs remote-agent-id user-defined "$

console (config

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if)# switchport general pvid 10

#
#
#
#

)
) #
)
console (config)# dcs agent-circuit-id user-defined "$is%v"
)
)# !

)

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®yHKUMA 3awmTbl IP-aapeca (IP Source Guard) npeaHasHaveHa gns dunbTpauumn Tpaduka, NPUHATOrO
C uHTepdeinca, Ha OCHOBaHMK Tabsmupl cooTBeTcTBuit DHCP snooping u cTaTMYeckux cooTBeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ NnogmeHon IP-aapecoB B NakeTax.

V' Mockonbky PpyHKUMA KOHTpONA 3awuTbl IP-agpeca ncnonb3yet 1abaunubl COOTBETCTBUN
DHCP snooping, MmeeT CMbIC/1 UICNO/1b30BaTb AaHHYI PYHKLMUIO, NpeaBapUTe/ibHO
HacTpouB u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 158 — KomaHgb! pexkuma KoHdurypaumm nntepoeiica Ethernet

3Ha4yeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkaountb  GyHKUMIO 3awmTbl  IP-uHTepdeiica ans
security noprta. Mocne BKAOYEHUA Ha UHTepdelice BCe 3anucu
B Tabnuue IP Binding yctaHasnusatotca 8 TCAM B Ka-
-/BbIK/AOYEHO
yecTBe paspeLualoLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu 3 TCAM v OTKAKOYaEeT oT-
port-security 6pacbiBaHue IP-nakeToB Ha Nopry.

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnunuya 159 — KomaHabl pexxmma KoHpurypauum nHtepdeiica L2Vian

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNOYEHO

Bkatountb  GyHKUMIO 3awuTbl  IP/IPv6-uHTEpdEiica ans
VLAN. Mocne BKAOYEHMA HA MHTepdelice BCe 3anucK B Tab-
nuue IP Binding yctaHaBnuBsatotca 8 TCAM B KauecTBe pas-
peluatoLLero npasuna.

KomaHga yaanset 3anucu ns TCAM 1 oTKAtoYaeT oTbpachl-
BaHue IP/IPv6-nakeTos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 160 — KomaHab! pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

show running-config ip-source-
guard

OT06pa3nTb KoHPUrypauuto moaynsa IP source Guard.

4.21.5 KoHmpons npomokona ARP (ARP Inspection)

®yHKUMA KoHTponsa npotokosa ARP (ARP Inspection) npepHasHauyeHa A/ia 3awWuTbl OT aTaKk C
MCMosib30BaHMeM npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTokona ARP ocyliecTBnseTca Ha OCHOBe CTaTMYecKnx cooTseTcTBui IP- n MAC-agpecos, 3a4aHHbIX g8

rpynnbl VLAN.

' | MopT, cKoHPUrypUpPOBaHHbIN «HegoBepeHHbIM» AnA GyHKuuu ARP Inspection, gonkeH
e TaK}Ke 6bITb «HeaoBepeHHbIM» AnA yHKuun DHCP snooping nam coorserctene MAC-agpeca
u IP-appeca Ann 3TOro NopTa A0/3KHO 6bITb CKOHGUIYPUPOBAHO CTaTUYECKU. MHaue AaHHbIN
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

v/

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

[Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-agpecos.

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 161 — KomaHabl pexkmma rnobanbHoli KoHdUrypaumm

3Ha4yeHue/3HayeHue
o ymon4YaHur

Aeilicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IOYEHO

BK/OYNTb KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).

BbIKNOUNTL KOHTPOAL NpoToKoia ARP (dpyHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/

PaspewnTb NpoBepKy NpoTokosia ARP, ocHOBaHHyt Ha 6ase cooT-
BeTcTBUI DHCP snooping, B BbibpaHHo rpynne VLAN.

BbIK/1IO4YEHO

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6ase cooTBeT-
ctBuii DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneunduyHble NPOBEPKU AN KOHTPONA NPOTOKOAA
ARP.

- srcmac: na ARP-3anpocoB 1 0TBETOB NpOBeEpPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy UCTOYHUKA B CO-
Aepxnumom npotokona ARP.

- dstmac: [na ARP-oTBeTOB npoBepsieTcs cootBeTcTBMe MAC-aa-
peca B 3aronoBke Ethernet MAC-agpecy Ha3HauYeHUA B COAEPKU-
mom npotokona ARP.

- ipaddr: MpoBepseTca copgepxnmoe ARP-nakeTa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

3anpeTtutb cneumdUyHbIe NPOBEPKM A1 KOHTPOAA npoTokona ARP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 162 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip arp inspection globals

OT106pa3nTb cucTeMHyo KOoHdUrypaumio dyHKLMKM KoHTpona ARP
npoTokona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTo6pa3unTb cnucok VLAN, Ha KoTopbix aktueeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| tengigabitethernet} interface
| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTMKY ANA CAefyloWwmX TUMNOB MAKeToB, KOTopble
6b1n11 06paboTaHbl Npy nomowm dyHKuun ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTaTUCTUKY KOHTPOANA NpoToKosa ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseTt oTcaexunsaTb NoABAEHNE N UCYE3HOBEHWE aKTUBHOIO
060py0BaHNA Ha CETU MNyTeM COXPaHeHUs ucTopum wmaydyeHna MAC-agpecos. pu ob6HapyKeHUU
M3MeHeHWn B cocTaBe M3ydeHHbix MAC-agpecoB KOMMYTAaTOp COXpaHsAeT MHbopmauuio B Tabauue u
nssewaer ob 3Tom C nomoublo coobleHnn npotokona SNMP. ®DyHKUMA MMeeT HacTpauMBaemble
napameTpbl — rAy6uHa UCTOPUK O COBBLITUAX U MUHUMAbHBIN MHTEPBaAN OTNPaBKKM coobuieHuin. Cepsuc
MAC Address Notification oTKntOYEH NO YMOAYAHMIO M MOXKET 6bITb HAaCTPOEH BbIBOPOUYHO A1A OTAENbHbIX

NopTOB KOMMYTATOPA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #

Tabnnua 163 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

-/BbIK/IIOYEHO

KomaHgza npegHasHayveHa 41 rnobanbHoOro ynpasneHus GyHK-
umeit MAC notification. KomaHaa paspelsaeT permcrpaumio co-
6bITUIA gobasneHus u yganenna MAC-agpecos 13 Tabaumu, Kom-
MyTaTopa 1 OTNPaBKY yBEAOMIEHWNA O COOLITUAX.

Ona paboTtbl GYHKLMM HEOBXOAMMO AOMNONHUTENLHO paspe-
WaTb reHepaLuio yBeLLOMNEHN Ha MHTepdelicax (CcM. HUKe).
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no mac-address-table
notification change

Bbikntountb pyHKUMo MAC notification rnobanbHo n OTMEHUTb
COOTBETCTBYIOLIME HACTPOMKKN Ha BCex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbIM NPOMEXKYTOK BPEMEHM MEXKAy OTnpaBKamu
SNMP-yBegomneHuit. Ecnv 3HayeHWe WHTepBana BPEMEHMU
paBHO 0, TO reHepaLusa yBe4OMNEHUI U COXpaHeHWe cobbITUi
B UCTOPUIO BYAET OCYLLECTBAATLCA HEMEANEHHO MO Mepe BO3-
HUKHOBEHMA COObITM 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnv 3HaueHne MHTepBana BpemeHn 6onbue O,
TO YCTPOMCTBO ByAeT HaKananeaTb COBbITUA 06 U3SMEHEHUU CO-
cTosHMA Tabanubl MAC-aapecoB B TeYEHWE 3TOro BpemeHu, a
3aTemM OTNpaBAATb yBegomaeHua npotokona SNMP u coxpa-
HATb CODbITUA B UCTOPUU.

BoccTaHOBMTb 3Ha4YeHMe no YMONYaHULO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afaeT makcMmasibHoe KOM4ecTso cobbiTuii 06 ns-
MEHEHUU cocTosiHMA Tabanubl MAC-agpecos, KOTOpoe Coxpa-
HAETCA B UCTOPUW. ECIM yCTaHOB/IEH pasmep UCTOPUM PaBHbI
0, To cobbiTUA He coxpaHatTca. Mpu nepenonHeHun bydepa
MUCTOPUK HOBOE COBbITME MOMELLAETCA Ha MECTO Camoro CTa-
poro.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIKNOYEHO

BK/OUMTBL OTNPABKY TPAMoB B syslog 0 cObbITUAX U3yYeHUa nam
yaanenna MAC-agpecos.

BbIKNOUNTL OTNpaBKy Tpanos B syslog o cobbITMAX U3ydYeHuA
nnn yaanedna MAC-agpecos.

mac-address-table notification
flapping

Bkntountb oTcnexnsanne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

-/BKNOYEHO -
no mac-address-table Bbikntountb otcnexkmsanme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKNtOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKNOUMTD reHepauuio yBeaomAeHU Npyu B1OKMpoBKe nopTa
errdisable {storm- no cobbiTnam:
control|loopback-detection| - loopback-detection — 06HapyKeHue netens;
udid} - udld — akTnBauus 3awmtsl UDLD;
-/BKAKOYEHO - storm-control — WwWupokoBeLLaTeNbHbIN LWTOPM.

OTKNOUYNUTL FeHepaumio yBegoMneHui Ha nHtepdeiice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 164 — KomaHabl pexkmma KoHpurypauum nntepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIK/IIOYEHO

BK/IOUMTL reHepaLuio YBeAOMIEHUIN Ha KaXKAOM WHTep-
delice o cobbITUAX U3MEeHeHMA cocToaHuA MAC-agpecos.

- learnt — yBegomnennsa o6 nsyuyennun MAC-agpecos;

- removed - yBegomneHuna 06 yaanennm MAC-agpecos.

OTKNIOYUTL reHepaLmio yBeAOM/IEHUIM HA MHTepdelice.
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KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:
console#

Tabnunuya 165 — KomaHgb! pexumma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOAYAHUIO
show mac-address-table OTobparkeHne BCceX yBegO0MNEHUIM 06 MU3MEHEHUN COCTONA-
notification change history i HMA MAC-agpecoB, COXpaHEHHbIX B UCTOPUW.
show snmp-server traps - MpocMmoTp cobbITUIA, MPU KOTOPbIX FeHEPUPYIOTCA TPanbl.

4.21.7 MpoeepKa NodaAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTMdMKAuMsA Ha ocHoBe cTaHgapta 802.1x obecneymMBaeT MPOBEPKY MNOANMHHOCTM
nosib30BaTeIen KOMMYTATOpa Yepes BHELWHMWIM CepBep Ha OCHOBE MOpPTa, K KOTOPOMY MOAKAOYEH K/NEHT.
Tonbko ayTeHTMOUUUPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BaTE/IM CMOFYT nepefasaTb WM MPUHUMATb
AaHHble. MpoBepKa NOAJIMHHOCTM NOJIb30BaTeNeN NOPTOB BbiNoHAeTcA cepsepom RADIUS nocpencrsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06ana6HolU KOHgpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnunua 166 — KomaHabl pexkmuma rnobanbHoM KOHPUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuwo
shutdown dotl1x Bbikntountb mogynb dotlx.
-/BKAKOYEHO
no shutdown dotl1x Bkntounte moaynb dotlx.
dotlx system-auth-control BKAtounTb perkum ayteHTuduKaumm 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKNIOYEHO BbIKNOUNTL pexxum ayTeHTUdMKaumm 802.1x Ha KOmMyTaTope.
control

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeica Ethernet:
console (config-if)#

Tabnunua 167 — KomaHabl pexkuma KoHdurypaumm nntepdeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYAHUIO
dotlx host-mode {multi-host PaspelwmnTb Hannume HECKONbKUX KJIMEHTOB Ha aBTOPU3NPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host pTy

- multi-host — HeCKO/1IbKO KNMEHTOB;
- multi-session — Hecko1bKo ceccuit.

dotlx max-req number YCTaHOBWUTb MaKCMMabHOE YMCNI0 NOMbITOK NepeAayn 3anpo-
coB nNpoToKoaa EAP-knneHTy nepes HOBbIM 3anMyCKOM npotiecca

number: (1..10)/2
NPOBEPKN NOAJIMHHOCTH.

no dotlx max-req YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTpoutb ayTeHTUdMKaumio 802.1X Ha nHTepodeiice.
Pa3pewnTb py4HOI KOHTPO/Ib 33 COCTOSSHMEM aBTOPU3aLLUM
nopra.

- auto — nucnonb3zosatb 802.1X ANA U3IMEHEHMA COCTOAHUA KAU-
eHTa MeXAy aBTOPU30BaHHbIM U HEABTOPU3OBAHHbIM;

- force-authorized — Bbikto4aTh ayTeHTUOMKaLMIO 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE cocToAHME be3
ayTeHTUOMKaumm;

- force-unauthorized — nepesog, nopTa B HeaBTOpM30BaHHOE
cocTosiHMe. UrHopupyroTca BCe NONbITKM ayTeEHTUGUKALUK KAn-
eHTa, KOMMYTaTop He NPeAoCTaBAAET CEPBUC ayTEHTUDMKALMUM
AN19 3TOro nopTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a,ﬂ,aTb MaKCUMa/IbHOE KO/IMYeCTBO NONbITOK aBTOPU3aUunn AnA
KNWneHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BK/IOUMTL NEPUOAMYECKME MOBTOPHbIE MPOBEPKHU
NoA/MHHOCTMU (NepeayTeHTUdUKALMIO) KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTbL NEPUOA, B TEYEHME KOTOPOrO KOMMYTATOP OCTAETCA
B COCTOSAAHWMM MONIYAHUA NOC/E HeYyAauYHON NPOBEPKU NOANMNH-
HOCTU.

B TeyeHue nepnoga MoaYaHMUA KOMMYTATOP HE MPUHUMAET U
HE MHULMUPYET HUKAKUX ayTEHTUDUKALMOHHBIX COODLLEHWNN.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb NPOMEXKYTOK BPEMEHM, NO UCTEYEHWUM KOTOPOTO KOM-
MyTaToOp NonpobyeT peayTeHTUGULMPOBATL KANEHTA.

YCTaHOBUTb 3HaYeHue no YMO/IHaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neproga, B TEYEHME KOTOPOro KOMMYTaTOP OXKMU-
[aeT oTBeTa OT cepBepa ayTeHTUdUKaLMK.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCcTaHOBUTb NEPUOA, MeEXAY NOBTOPHbIMU NepegadyaMu 3anpo-
cOB npoToKosa EAP-knneHTy.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3zaTb MPOMEKYTOK BPEMEHM, B TEYEHMNE KOTOPOro KOMMYTa-
Top oXuaaet oTeeta Ha EAP-3anpoc/Kaap naeHTMoMKaumm ot
KAneHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BAHHbIM NOIb30BaTENAM UHTEpbEelica
AocTyn K roctesoit VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

dotlx unauthenticated-vlan
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpenenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nonb3oBaTensim nHtepdeica goctyn Kk VLAN, ecam
cepBep ayTeHTUOUKaALUM HeJOCTYMNEH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIK/IIOYEHO

Bkatountb 06paboTky onumm Tunnel-Private-Group-ID (81) B co-
obuweHuax RADIUS-cepsepa.

- optional — pa3pewunTb ayTeHTUDUKALMIO KNNEHTA, €C/IU B CO0O-
weHuax RADIUS-cepsepa otBycTByeT onuua Tunnel-Private-
Group-ID (81).

BbIkntounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHuax RADIUS-cepBepa.
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dotlx local-database [06aBuUTb B TOKaNbHYIO 633y AaHHbIX MHPOPMaLUIO O
username password password nosb3oBaTene.
.. username: (1..20)
permission {allow | deny} )
[auth-timeout] [interface in- CMMBgnols’zo
terface-typel password: (1..20)
CYMBOJIOB;
auth-timeout: (1-7200) —
no dotlx local-database Yaanutb MHGOPMaLMIO O NOAb30BaTENE U3 TOKAIbHOW 6a3bl
username JaHHbIX.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 168 — KomaHab! pexkmma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
0 yMon4YaHuo

dotlx re-authenticate OcyLLecTBUTb BPYYHYHO NMOBTOPHYO NPOBEPKY NOAJMHHOCTM YKa-
interface {fastethernet fa_port 3aHHOro NopTa B KOMaHAe.

| gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

show dot1x - MokasaTb KoHUrypauuto dotlx.
show dot1x all _ MokaszaTtb KoHbUrypauuio dotlx ana Bcex MHTepdecos.
show dotlx interface MokasaTb HAaCTpolKM npoTokona 802.1x Ha nHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

show dot1x mac-info [address mac_address: MokasaTb napameTpbl ceccun dotlx No Bcem mac-agpecam wuam
mac] (aa:aa:aa:aa:aa:aa) Nno KOHKPETHOMY mac-agpecy.

show dotlx mac-statistics mac_address: MoKasaTb napameTpbl ceccum dotlx No nopTam MM NO KOHKpeT-
[address mac] (aa:aa:aa:aa:aa:aa) HOMY mac-agpecy.

show dot1x statistics interface MoKasaTb cTaTUCTUKY 0bMeHa nakeTamu dotlx Ha nHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

[Mpumep 8kA0YeHUA pexcuma aymeHmugurkayuu 802.1x HG KOMMymamope

Mcnonb3osatb RADIUS-cepBep A1a NpoBepKM NOAAMHHOCTU KAMEHTOB Ha UHTepdelicax IEEE 802.1X. Ana 8
nHTepoelica Ethernet ucnonbsoBaTb pexum ayteHTUdMKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto
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4.21.8 Hacmpolika ¢pyHKkyuu IPv6 RA Guard

®yHKuMA IPv6 RA Guard npegocTaBaseT 3alWmTy OT aTaK, OCHOBAHHbIX Ha pPaccbl/iIKe NoAAeNbHbIX Na-
keToB Router Advertisement, pa3peluasn OTCbIIKY COOOLLEHNI TO/IBKO C AOBEPEHHbIX NOPTOB.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabaunuya 169 — KomaHabl pexkmma rnobanbHOro KoHGMrypmposaHusa

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
yMOAYaAHUIO
shutdown ipv6 snooping OTKAounTb paboTy moayns IPv6 RA Guard Ha ycTpolicTse.
l [aHHaa KomaHga oTKAtoYaeT paboty moayns IPv6
N RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
-/BKOYEHO

HacTpoek 6n0kKa IPv6 RA Guard.

BkntounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable
-/BbIK/IIOYEHO

no ipv6 nd ra-guard enable

PaspelnTs KOMMYTaTOpy KOHTPOAMPOBaHWE MNOCPEACTBOM
dyHKumm IPv6 RA Guard.

BbikntoueHue pyHKumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHPUrypmposaTb policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-

gmac_addr access_list_num:

(1..65535);
seq: (1..100)

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

Co3gatb 3anucb B cnucke gocTtyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anuch B cnvcke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3gatb 3anumcb B cnucke aoctyna RA Guard Ha ocHoBe |Pv6-
npedukca.

YaanuTb 3anuchb B cnmcke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]

src_ipvé_link-local_address access_list_num:

(1..65535);
seq: (1..100)

no ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

Co3gaTb 3anuchk B cnucke pgoctyna RA Guard Ha ocHose link-
local IPv6-aapeca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106aa6H020 KOHu2ypuposaHug policy IPvé RA Guard

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypmposaHus policy IPv6 RA Guard:

console (config-raqg) #

Tabnnuya 170 — KomaHabl pexkmma KoHpurypuposanuma policy IPv6 RA Guard

Komanda 3HayeHue/3Ha4yeHue no Neiicmeue
yMOAYAHUIO
device-role {host | router} Bbl6op pexunma paboTbl nopra.
/host - host — 610KMpoBKa Bcex BXxoaawwmx RA-coobLeHni;
- router — punbTpauns RA-coobueHmi B COOTBETCTBUM C
HACTPOEHHbIMM NPaBUIaMM.
other-config flag {on | off | Jnone Ynpasnatb O-6utom B RA-coobLieHunAx.
none}
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managed-config flag{on | off

-/none
| none} /

Ynpasnatb M-6utom B RA-cO0bLLEHUAX.

router-preference {low | me-

dium | high | none} +/none

YnpasnaTb nonem router-preference 8 RA-coobuieHnnx.

match rag-acl-list ac/_num

acl_num: (1..100)
no match rag-acl-list

OcyuwectBuTb NpuBAasky acl K policy IPv6 RA Guard.

Yaanutb npusasky acl k policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id
no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumo coobuweHnin IPv6 RA Guard no-
npeduKcy.

Yaanutb ¢unbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipvé_prefix_id
no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectBuUTb ¢unbTpaumnto coobuweHnin IPv6 RA Guard no
IPv6-npedukcy.

Yaanutb ¢ounbTpaumto coobuieHnit IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHOUIypnpoBaHUA MHTepdeica:

console (config-if) #

Tabnvua 171 — KomaHabl pexkmuma KoHpurypuposaHusa nHrtepdeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd ra-guard
-/BbIKNOYEHO

no ipv6 nd ra-guard

PaspewnTb KOMMYyTaTOPY KOHTPOANPOBaHWe dyHKUUK IPv6 RA
Guard Ha uHTepodetice.

BbIkNtounTb dyHKUM0 IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymon4yaHuto Bce NopTbl
AasnsaoTca untrusted

[lo6aBWTb NOPT B CMINCOK AOBEPEHHDIX.

Yaanute nopt u3 trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add |
remove | none} vian_list]

policy_id: (1..65535);
vlan_list: (1..4094)

no ipv6 nd ra-guard attach-
policy policy_id

MpuBasaTb ckoHOUrypupoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.

Yaanuts policy IPv6 RA Guard Ha uHTepodelice.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 172 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet
te_port | port-channel group]

MokasaTtb HacTpolikM IPv6 RA Guard Ha uHTpedericax.

show ipv6 nd ra-guard policy

[policy. id] policy_id: (1..65535)

MoKa3aTb HacTpoikK noantuk IPvé RA Guard.

show ipv6 nd ra-guard global -

Mokasatb rnobanbHble HacTpoiku IPv6 RA Guard.
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4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection

®yHKumA IPv6 ND Inspection npeaocTaBAaeT 3aWMTy OT aTaK, OCHOBAHHbIX Ha Paccbl/ike NoAAENbHbIX
Neighbor Advertisement, paspeluan oTcbiKY COOOLLEHMI TONBKO C AOBEPEHHbIX MOPTOB UAN NPU COOTBET-
CTBMM NAKeTa HAaCTPOEHHOMN NOANTUKE.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHOUrypupoBaHusa:

console (config) #

Tabaunuya 173 — KomaHabl pexkmma rnobanbHOro KoHGMrypmposaHusa

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHda Aelicmeue
YMOAYaHUIO
shutdown ipv6 snooping OTkAtounTb paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHasa KomaHAa oTKAoYaeT paboty moaynsa IPve
-/BKAtOYEHO ’ RA Guard u IPv6 ND Inspection c 6e3B03BpaTHbIM
. yAaneHnem Bcex HacTpoek 6s10Ka IPv6 RA Guard u

IPv6 ND Inspection.

BKkntounTb paboty moayna IPve ND Guard Ha ycTpoicTse.

ipv6 nd inspection

no ipvé6 nd inspection

-/BbIK/IOYEHO

Bkntountb dyHKumto IPv6 ND Inspection.

BbikntoueHne dyHkuuto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Yaanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

Yaanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Cospzatb 3anucb B cnncke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHgu2ypuposaHusa policy IPv6 ND Inspection

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypuposaHua policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 174 — KomaHapl pexkuma KoHpurypmuposaHus policy IPv6 ND Inspection

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aeilicmeue

override-flag {on | off |
none}

-/none

OnpeaenuTb 3HaueHue dnara override 8 NA-coobuieHuUsX.
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router-flag {on | off | none}

-/none

Onpegnenntb 3HayeHue dnara router B NA-coobLLeHUAX.

solicited-flag {on | off |
none}

-/none

OnpepennTb 3HayeHune ¢nara solicited 8 NA-coobueHumnx.

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuectBuTb NpmBAaA3sKy src-addr-acl k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpmBA3Ky tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

no match tgt-mac-acl tgt-
mac-list_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb NpueaAsKy tgt-mac-acl k policy IPv6é ND Inspec-
tion.

Ypanutb npusasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXnma KoHPUrypupoBaHus nHtepoelica:

console

(config-if) #

Tabnunua 175 — KomaHgbl pexxuma KoHpurypuposaHua nHTepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/OYEHO

BkntounTb pyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Boikntountb dyHKUMio IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo YMON4YaHUIO BCE NOPTbI
AsaaAloTcA untrusted

ﬂ,O6aBMTb NOpT B CNUCOK A0BEPEHHDbIX.

Ypanutb NOopT U3 CNUCKa A0BEPEHHDbIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBasaTb ckoHdUrypnpoBaHHbIn policy IPv6 ND Inspection K
nHTEepbeNcy.

Nonutuka He moxkeT 6bITb NPUBA3aHa K UHTepdelicy,
. HaxoAsALemMycs B CNUCKe AO0BEPEHHbIX NOPTOB.

Yaanuts policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHOwb1 pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnunua 176 — KomaHabl p

exuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpolikm IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MokaszaTtb HacTpoikm noantuk IPv6 ND Inspection.

show ipv6 nd inspection src-
addr-acl [src-addr-acl_num]

src-addr-acl_num:
(1..65535)

Mokasatb HacTpoliku IPv6 ND Inspection src-addr-acl.
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show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MokasaTb rnobanbHble HacTpoiiku IPv6 ND Inspection.

4.22 ®dyHKuuu DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot dyHKumMmn DHCP Relay areHTa. 3agaveit DHCP Relay areHTa asnsaetca
nepeaadya DHCP-nakeToB OT KAMeHTa K cepBepy U obpaTHo B cayyae, eciv DHCP-cepBep HaxoaMTcA B 04HOM
CeTW, a KAWeHT B Apyroi. Apyron ¢yHKUMeN sBaseTcs AobasneHue A0NOJIHUTENbHbIX onumin B DHCP-
3anpockl KAneHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMyTaTop NPUHUMAET OoT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anNpPoChl CEPBEPY OT UMEHM K/IMEHTa (0CTaBAAs B 3amnpoce onuun ¢ Tpebyembimu
KAMEHTOM MapamMeTpaMu U, B 3aBUCUMOCTM OT KOHOUrypaumm, aobasnaa cson onuuu). Monyyms oTBeT OT
cepBepa, KOMMYTaTOp NepeaaeT ero KANeHTY.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHZAHOW CTPOKM peXkmnma rnobanbHoM KoOHPUrypauuu:
console (config) #

Tabnunua 177 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
Mo YyMOMYAHUIO
ip dhcp relay BkntounTb pyHKumMio DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BkatoueH rn106a1bHO, HO He BKIOYEH Ha
-/BbIKNOYEHO V otaenbHbix VLAN, To Relay 6yaeT paboTaTb Ha BCeX aKTUB-
HbiX VLAN.
no ip dhcp relay Bbikntountb pyHKuMio DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
L dst_port: (1..65535);
[destination-port dst_port]
ip dhep rel o adg | \1OeT OviTe 3aAak0 A0 17 IP DHCP DHCP Rel
no ip dhcp relay server ip_a NATH CepBEpoB fanuTtb IP-agpec u3 cnuncka -cepBepoB Ann elay
areHTa.

KomaHObI pexcuma KoHgpuaypayuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm VLAN:

console (config-vlan) #

Tabnunua 178 — KomaHabl pexkmma KoHourypauum VLAN

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o yMOAYAaHUIO
ip dhcp relay BkntoumTtb ¢yHKumio DHCP Relay areHTa ans KoHpurypupyemoro
VLAN.
-/BbIK/IIOYEHO
no ip dhcp relay Bbikntountb ¢yHKumio DHCP Relay areHTta gna KoHouUrypupyemoro
VLAN.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 179 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
show ip dhcp relay information fa_port: (0/1..24); OT06pa3nTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa g8 KOMMYTaTopa M OTAENbHO NS MHTepPdheNcoB, a TaKKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CMUCOK AOCTYMHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OT06pPa3nTb CMMCOK AOCTYMNHbIX CEPBEPOB.

4.23 KoHdurypaumua DHCP-cepBepa

’ DYHKUMA noapep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
o MES2424P, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.

DHCP-cepBep ocyuwiectBaseT LEHTPaAN30BaHHOE ynpaBiaeHMe ceTeBbIMM agpecamum U COOTBET-
CTBYIOLUMMMN KOHPUIYyPaALMOHHBIMW NapameTpamm, aBTOMaTUYECKM MPeLOCTaBAAs UX KAMEHTaM. ITo
no3BossieT n3bexkaTb Py4YHOM HACTPOMKKN YCTPONCTB CETU U YMEHbLLAET KOJINYECTBO OLUMOOK.

Ethernet-kommyTaTopbl MoryT pabotatb Kak DHCP-kauneHT (nonyyeHue cobecteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOp MOMKET
pabotatb c DHCP Relay.

KoHdurypuposaHue onumin DHCP-cepBepa BO3MOXKHO KaK U3 permnma rnobasbHo KoHbUrypaumm,
TaK 1 U3 pexkuma KoHpurypmposaHus DHCP-nyna agpecos. B pexkmme KoHourypmposaHua DHCP-nyna aa-
pecoB eCcTb BO3MOMHOCTb HaCTpanBaTb CTaTUYECKME 3aMNUCK.

V Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuin onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHurypaumm, pexkume koHpurypuposaHua DHCP-nyna agpecoB u HacTpoike host-
3anuceii Bblgayva onumii byper ocywecTBaAATLCA B COOTBETCTBUM CO C/leAyIOWMM npuopuTe-
TOM:
1. Hactpoiika cratnuecKoii 3anucm.
2. Hactpoiika gna pool.
3. FMob6anbHasa HacTpoiiKa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 180 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o ymMoA4YaHuto
ip dhcp server BkntoueHune ¢pyHKumn DHCP-cepBepa Ha KommyTaTope.
- -/BbIKNOYEHO
no ip dhcp server BbikntoueHue pyHkumm DHCP-cepBepa Ha KommyTaTope.
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ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonoB

BoliTn B pexkum KoHdurypaumm DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name —nma DHCP-nyna agpecos.

’ | MakcumanbHo ponyctumoe Konnvectso DHCP pool
= YKa3aHo B Tabnuue 9.

Ypanutb DHCP-nyn ¢ 3a4aHHbIM UMEHeM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHavaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — koHeuHbIN |IP-agpec grManasoHa.

Yaanutb IP-aapec 13 cnncka UCKIYEHUI 411 Ha3HAYeHMA ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBOJI0B

YKazaTb umsa ¢aiiia, MCNob3yeMoro A8 HayabHOM 3arpy3Kku
DHCP-knneHTa.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo yMON4aHMIO CINCOK
MaplLpyTU3aTOPOB He
onpegesneH

OnpefenvTb CNUCOK MapLIpyTU3aTOPOB MO YMOMYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopoB, Mo-
XKeT cofeprKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec mapwpyTusaTopa AonKeH 6biTb B TO e
H NnoACeTH, YTO U KANEHT.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuio cnncok
DNS-cepBepoB He
onpegeneH

Onpegenutb cnucok DNS-cepBepoB, AOCTYNHbIX 4/1A KAMEHTOB
DHCP.

- ip_address_list — cnucok IP-aapecos DNS-cepsepos, MoXKeT
copeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBOJIOB

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

o ymonyaHuio cnmucok
WINS-cepBepoB He
onpeaeneH

Onpepenntb cnncok WINS-cepsepoB, AOCTYMHbIX A1A KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-appecos WINS-cepBepos, moeT
cofeprKaTb A0 8 3anucel, pasaeneHHbix npobesom.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpepeneH

Onpegenutb TMN y3na NetBIOS Microsoft ans knmentos DHCP:
- b-node — WMpOKoBeLLaTe/IbHbIN;

- p-node — TOYKa-ToUKa;

- m-node — KOMBUHUPOBaHHbI;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3oBatb ansa ykasaHuAa DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/KEH bbITb NONY-
YeH 3arpy3oyHbli daiin.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymon4aHuio cnncok
cepBepoB He onpeaeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX A8 KAK-
eHToB DHCP.

- ip_address_list — cnncok IP-agpecos cepBepoB BpeMeHU, Mo-
JKET coaepiKaTtb A0 8 3anucei, pasaeneHHbix npobesom.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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ip dhcp server sip-server
{domain domain_name_list |

ip ip_address_list
PIp_ _list} Mo ymMOoA4YaHMIO CNUCOK

SIP-cepBepoB He
onpeaeneH

no ip dhcp server sip-server

Onpegenutb cnncok SIP-cepeepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.

- domain_name_list — cnUCOK AOMEHHbIX MMmeH SIP-cepBepos,
MOJKET copepyKaTb 40 2 3anucelt, pasgeneHHbix npobenom.
MaKcmanbHasa AnnHa CTPoku — 125 cumBonos.
-ip_address_list —cnucok IP-agpecoB SIP-cepBepoB, MOXKET co-
AepaTb o 8 3anuceit, pasgeneHHbix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server vendor-specific
ascii_string ascii_string: (1..128)

CMMBOJ10B

no ip dhcp server vendor-
specific

OnpeaennTb COOTBETCTBME MEXAY ONpeaseHHbIMW ONUUAMMK
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

ip dhcp server option code
{boolean bool val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBOJI0B

no ip dhcp server option code

Hactpoutb onumm DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4Yasnx
MOKET coaep»KaTb 0 8 3anuceit);

- hex_string — cTpoKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

ip dhcp server offer-reuse

time .
time: (1..120) cekyHp,

no ip dhcp server offer-reuse

3apaTtb BpemA, B TedeHue Kotoporo DHCP-cepsep oxupgaet
DHCP REQUEST ot knneHTa, npexae 4yem noBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp server ping-packets

-/BbIK/IOYEHO

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHayaemblit |P-
aapec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaeT HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauum nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnuua 181 — KomaHapl pexkuma KoHoUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

network low_address {ip_mask
| prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblJAaBAEMbIX afPECOB A1 YKa3aHHOTo
DHCP-nyna.

- network_number — |P-agpec Homepa noaceTy;

- low_address — HayanbHbIl IP-agpec AMana3oHa agpecos;
- high_address — KoHeuHbIN IP-agpec Anana3oHa afpecos;
- mask — macka nogcetu.

Ypanutb ananasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHapl IP-agpeca, KoTopoe HazHavyeHo oT DHCP.
- infinite — Bpemsa apeHAbl He OrpaHUYeHo;

- days — Konn4yecTBo gHel;

- hours — KOIMYECTBO YacoB;

- minutes — KOANYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, koTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec granasoHa.

Yaanutb IP-agpeca n3 cnucka UCKAOYEHUA ANA Ha3HavyeHus
ero DHCP-knneHTam.

filename: (1..64)
CMMBOJI0B

bootfile filename

YKasaTtb uma daiina, UCnonb3yemoro Ans HavanbHOM 3arpy3Kku
DHCP-knuneHTa.
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no bootfile

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

default-router ip_address_list

no default-router

Mo ymonYaHUto CNNCOK
MapLLpPyTU3aTOPOB He
onpegaeneH

OnpeaennTb CNMCOK MapLIPyTM3aTOPOB MO YMOMYAHUIO 4N
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopos,
MOMKET CoAepKaTb 40 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec mapwpyTusaTopa AonKeH 6biTb B TOM ke
e NOACETH, YTO U KUEHT.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnncok
DNS-cepsepos He
onpeaeneH

Onpeaenntb cnucok DNS-cepBepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, moxKeT
cofepKaTb A0 8 3anuceld, pasfaenieHHbix Npobesom.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..128)
CMMBO/I0B

Onpegenutb gomeHHoe nma gna DHCP-knneHToB.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnucok
WINS-cepBepoB He
onpegeneH

Onpegenuntb cnucok WINS-cepBepoB, AOCTYMHbIX ANA KANEH-
ToB DHCP.

- ip_address_list —cnucok IP-agpecos WINS-cepBepos, MoxeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio TMn y3na
NetBIOS He onpeaeneH

Onpegenutb TN y3na NetBIOS Microsoft ansa knventos DHCP:
- b-node — WMpoKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIn.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

next-server ip_address

no next-server

Mcnonb3osatb AnA ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/IXKeH 6bITb NONY-
YeH 3arpy3ouHblii daiin.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ntp-server ip_address_list

no ntp-server

Mo yMOAYaHMIO CIMCOK
CepBepoB He onpeaeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX ANA KAK-
eHToB DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BPEMEHMU, MO-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo yMON4YaHWUIo CNNCOK
SIP-cepBepoB He
onpepeneH

Onpegenutb cnucos SIP-cepBepoB, AOCTYMHbIX ANA KINEHTOB
DHCP.

-domain_name_list — cnucoK foMeHHbIX UMeH SIP-cepBe-posB,
MOXKET coaep:KaTb A0 2 3anucel, pasaesieHHbIx npobenom.
MaKcnmanbHasa AanHa CTPoKU — 125 cumBo0B.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MoXeT
copepXaTb 40 8 3anuceit, pasgeneHHbIX npobenom.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

vendor-specific ascii_string

ascii_string: (1..128)

Onpenenntb COOTBETCTBME MeXAY OnpefeseHHbIMU Oonuu-
AMU DHCP ¢ KOHKpeTHbIM BEHZOPOM.

hex_string | none}

no option code

bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB

CYMBO/IOB - ascii_string — ctpoka B popmate ASCII.
vendor-specific YCTaHOBUTb 3HAYEHME NO YMOTHAHMIO.
option code {boolean HactpouTb onuun DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — kog, onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CNy4Yasnx
MOXET CofepKaTb A0 8 3anucei);

- hex_string — cTpoKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npougeHTOB

3afaTtb 3HayeHMe B MPOLLEHTaX, MPU KOTOPOM ByaeT creHepu-
poBaHO cooblueHMe O 3ano/HEHMM NyAa A0 YKasaHHbIX rpa-
HULL.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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[pumepbl UC016308AHUS KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb ana DHCP-knneHTOB: MMA gomeHa — test.ru, w3
no ymon4vaHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit
console (config) # ip dhcp server
console (config)# ip dhcp pool 1 test
console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config) # domain-name test.ru
console (dhcp-config)# dns-server 192.168.45.112
( ) # default-router 192.168.45.1
( ) # host hardware-address aa:bb:cc:dd:ee:ff ip

console (dhcp-config
console (dhcp-config
192.168.45.250
console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

[Mpumepsbl HacmpolkKu onyuli

HacTtpontb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-knneHTOB cneayowme onuymn: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#
console# configure terminal
console (config)# interface vlan 1
console (config-if) # ip address 192.168.45.1 255.255.255.0
console (config-if)# exit
console (config)# ip dhcp server
console (config)# ip dhcp pool 1 test
console (dhcp-config) # network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1
console (dhcp-config)# option 12 hex 686f73746e616d655f74657374
( ) # option 15 ascii test.ru
( ) # option 19 boolean

console (dhcp-config
console (dhcp-config

V B npumepe 3HaueHue onuum 12 nepesBepeHo U3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceli DHCP-cepsepa

Bupa, 3anpoca KOMaHAHOM CTPOKM B pexxume KoHdurypauuu nyna DHCP-cepsepa:
console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnua 182 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
o ymon4aHuro

host client-identifier hex 3apaThb ip-agpec 4NA YCTPOWCTBA € YKa3aHHbIM UAEHTUDUKa-
hex_string ip ip_address TOpOM.

- hex_string —naeHTUPUKATOP KAMEHTa, NPeaCTaBNAIOLWMNIA CO-
601 hex-cTpoky;

- ip_address — IP-appec, Ha3Ha4yaembl kKaneHTy DHCP-cepse-
pa.

hex_string: (1..156)
CMMBOJ/I0B
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no host client-identifier hex
hex_string ip

YanuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBO/IOB;
filename: (1..64)

Co34aTb CTaTMYECKYl 3anuCb AN KAWEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- hex_string — naeHTUdUKATOP KANEHTA, NPEACTABAAOLLNIA
coboii hex-cTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro danna.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KMEHTY C
YKa3aHHbIM UAeHTUPUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CUMBO/I0B

OnpeaenvTb CNUCOK MapLIPyTU3aTOPOB NO YMOAYaHWUIO ANA

yKasaHHoro knaneHta DHCP-cepsepa:

- hex_string — naeHTMPMKATOP KNMEHTa, NpeaCcTaBAAOWUIA

coboit hex-cTpoKy;

- ip_address_list — cnncok IP-agpecos mapLLpyTU3aTOpPoOB, MO-

JKET coaep:KaTb A0 8 3anuceld, pasaeneHHbix npobenom.
IP-agpec maplupyTM3aTopa A0nKeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
C“MBO/I0B

Onpegenntb cnncok DNS-cepBepoB, AOCTYMHbIX ANA CTaTU4e-
CKOW 3anucK € yKa3aHHbIM aeHTUdGHUKaTopom.

- hex_string — naeHTMGUKATOP KAMEHTa, NPeaCcTaBAAOWMIA
coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecos mapLLpyTU3aTopoB, MO-
JKET coaep:KaTb A0 8 3anuceli, pasaeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
nos

OnpeaennTb SOMEHHOE MMA A8 CTaTUUYECKOM 3amcucK ¢ yKa-
3aHHbIM UAEHTUOUKATOPOM.

- hex_string — naeHTMGUKATOP KNMEHTa, NPeaCcTaBAAOWMIA
coboit hex-cTpoKy.

Ypanutb CTAaTUYECKYIO 3annUCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM M,D,eHTMdJVIKaTOpOM.

host client-identifier hex
hex_string netbios-name-
server ip_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cnum-
BOJIOB

Onpegenntb cnnucok WINS-cepsepos, ANs cTaTU4eCKoM 3a-
MUCK C yKa3aHHbIM MAeHTUGUKATOPOM.

- hex_string — naeHTUOUKATOP KNMEHTA, NPeaCcTaBAOLWMI
coboli hex-cTpoky;

- ip_address_list — cnucok IP-appecos WINS-cepsepoBs, mo-
JKET coaepiKaTtb 40 8 3anucei, pasaeneHHbix npobesom.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CYMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ana Tatuyeckoi 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WWMpPOKOBELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBVMHMPOBaHHbLIN;

- h-node — rMbpuaHbIi.

- hex_string — naeHTUOUKATOP KAMEHTA,
coboli hex-cTpoky.

npeAcTaBAAOWMIA

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CUMBOJI0B

OnpepenuTb ANA CTaTUYECKOW 3aMMCK C YKa3aHHbIM UAEHTU-
¢duKaTtoopm aapeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MONYYEH 3arpy304HbIi daiin.

- hex_string — naeHTUOUKATOP KNMEHTa, NPeaCcTaBAAOWMIA
coboit hex-cTpoKy.

Y4anuTb CTaTUYECKYIO 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.
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host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBOJI0B

OnpegaenseT CNUCOK CepBEPOB BPeMEHW, A/1A CTaTUYEeCKOn
3aM1CK € YKa3aHHbIM UAEHTUDUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHMU,
MOMKET cogepKaTb 40 8 3anuceit, pasaeneHHbix npobenom;
- hex_string — naeHTUdUKaTOP KANEHTA, NPEACTABAAOLLNN
coboli hex-cTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/NEHTY C
YKa3aHHbIM MAEHTUDUKATOPOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CUMBOJI0B

Onpegenutb cnncos SIP-cepBepoBs, AOCTYNHbIX ANA cTaTUYe-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- hex_string — naeHTMdUKaTOP KANEHTA, NPEACTABAAOLLNIA
coboli hex-cTpoky;

- domain_name_list — cnUCOK AOMEHHbIX MMeH SIP-cepBepoB,
MOMKET CoAepKaTb A0 2 3anucei, pasaeneHHbix npobiom.
MaKcnmanbHasa aanvHa cTpokun 125 cumBoioB.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoBs, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

Y[anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/IOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CMMBO/IOB

OnpefennTb yKasaHHble oMLK 418 CTAaTUYECKON 3anmcu
3afaHHbIM UAEHTUOUKATOPOM.

- hex_string — naeHTMOUKATOP KNNEHTA, NPeACTaBAAIOLWMI
coboli hex-cTpoky;

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHWe;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CyYasx
MOKET coaepKaTb 40 8 3anuceit);

- option_hex_string — cTpoka B 16-om popmare.

Ypanutb CTaTUYECKYH0 3aNnCb, COOTBETCTBYHOLWYH KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBO/IOB

Yaanutb BCe ONUMWN HAa3HAYeHHbIe ANA CTaTMYECKOM 3anucK c
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBO/IOB

Co3/aTb CTaTMYECKYHO 3aNUCh AR KIMEHTA C YKa3aHHbIM
naeHTuduKaTopom.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMIA
cobolt ascii-CTpoky;

- ip_address — IP-agpec, HazHa4aemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYH 3anucb, COOTBETCTBYIOLLYIO KNUEHTY C
yKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/IOB;
filename: (1..64)

Co3patb CTaTUYECKYID 3anucb ANA K/AMEHTa C YKa3aHHbIM
naeHTUdMKaTOpOM.

- ascii_string — nAeHTUOUKATOP KNNEHTa, NPeACTaBAAOWMNI
cobolt ascii-CcTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.

YanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBO/IOB

OnpegenuTb CNUCOK MapLUPYTU3aTOPOB AJ/1A CTaTUYECKON 3a-
MUCK C YKa3aHHbIM YAEHTUPUKATOPOM.
- ascii_string — naeHTUdUKATOP KAMEHTa, MPeACTaBAAOLLMNA
coboli ascii-CTpoKy;
- ip_address_list — cnucok IP-agpecos mapLpyT13aTopos, A0-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb A0 8 3a-
nucen.

IP-agpec mapLpyTusaTopa A0/KeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYIOLLYHO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
C1MBO/I0B

OnpeaennTb cnncok DNS-cepBepoB, AOCTYMNHbIX ANA CTaTU4e-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MOXKeT
cofep)KaTtb A0 8 3anuceld, pasfeneHHbIx Npobenom;

- ascii_string — naeHTMGUKATOP KAMEHTa, NpeaCcTaBAAOWMI
coboli ascii-CTpoKy.

YanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CYMBOJIOB;
domain: (1..128)
C“MBOI0B

OnpegenvTb AOMEHHOE UMA AR CTaTUYECKOM 3ancucy C yKa-
3aHHbIM UAEHTUUKATOPOM.

- ascii_string — naeHTUOUKATOP KNMEHTa, NPeACTaBAAIOWMMI
coboli ascii-CTpoKy.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KNUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBO/IOB

Onpepenntb cnnucok WINS-cepsepos, aa1a cTaTU4ecKom 3a-

MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- ascii_string — naeHTMGUKATOP KAMEHTa, NpeacTaBAAoWMUI
coboli ascii-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-

XeT cogeprkaTb A0 8 3anuncelt, pasfaeneHHbix npobesom.

YpanuTb CTaTUYECKYHO 3amucb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CUMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ana Tatnyeckoi 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM:

- b-node — WMpOKoBELWATENbHbIN;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KJAMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CYMBO/10B

OnpegenvTb ANA CTaTUYCKOM 3aMuCK € YKaszaHHbIM UAEHTU-
¢duKaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH BbITb MONYYEH 3arpy304HbIn danin.

- ascii_string — naeHTUOUKATOP KNMEHTa, NPeACTaBAAIOWMMI
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CYMBO/I0B

OnpenenvTb CMUCOK CEPBEPOB BPEMEHU, ANA CTAaTUYECKOW
3anucK € yKasaHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOKET coflepiKaTb A0 8 3anuceit, pasgeneHHblx npobenom;
- ascii_string — naeHTUOUKATOP KNNEHTa, NpeaCcTaBAAoWUNI
coboit ascii-cTpoky.

Y4anuTb CTaTUYECKYHo 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBOJIOB

Onpegenntb cnucos SIP-cepBepoB, AOCTYNHbIX ANA CcTaTU4Ye-
CKOW 3anu1cK € yKasaHHbIM UAEHTUOUKATOPOM.

- asccii_string — naeHTMPUKATOP KANEHTa, NpesCcTaBNAoWMIA
coboit ascii-cTpoky;

- domain_name_list — cnucok JomeHHbIX UMeH SIP-cepsepos,
MOKEeT cofeprKaTb A0 2 3anucel, pasfaeneHHblx npobenom.
MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MoKeT
cofep:KaTtb A0 8 3anucelt, passeneHHbIx Nnpobesom.

YAanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYHIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.
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host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CMMBO/I0B;
hex_string: (1..128)
CMMBO/I0B;
ascii_string: (1..128)
CMMBO/I0B

OnpenenuTb yKasaHHble ONLMK ANA CTaTUYECKOW 3anucK ¢
3aZ,aHHbIM UAEHTUPUKATOPOM.

- ascii_string — naeHTUdUKATOP KAMEHTa, MPeACcTaBAAOLLMNA
coboli ascii-CTpoKy;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHue;

- option_ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOMKET coaepiKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBOJI0B

YfanuTte Bce ONUMM, Ha3HAYeHHble ANA CTaTUYECKOW 3anucK ¢
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34,aTb CTaTMYECKYIO 3aNUCb AR KNIMEHTA C YKa3aHHbIM
NOEHTUOUMKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOWMMI
coboit MAC-agpec ycTponcTsa;

- ip_address — IP-agpec, HazHa4aemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTaTMYECKYHO 3aNUCb A/1A K/IMEHTA C YKa3aHHbIM
naeHTUPUKaTopom.

- mac_address — naeHTUOUKATOP KIMEHTA, NPEACTABAAOLWMIA
coboit MAC-agpec ycTpOMCTBa;

- filename — HanmeHoBaHWe 3arpy3o4Horo daina.

Y[anuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIWUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpenenuTb CNUCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOM 3a-
MUCKU C YKa3aHHbIM YAEHTUPUKATOPOM.
- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboii MAC-agpec ycTpoicTBa;
- ip_address_list — cnucok IP-agpecos mapLipyTM3aTopos, A0-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogep»aTtb A0 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0NXKeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

Ypanutb CTAaTUYECKYH0 3aNnCb, COOTBETCTBYIOLLYH KAUEHTY C
YKa3aHHbIM M,D,eHTMC')MKaTOpOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX ANA CTaTU4e-
CKOW 3aMm1cK C yKasaHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MoOXKeT
coaepxaTb A0 8 3anuceit, pasgeneHHbIX Npobenom;

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACcTaBAAoLWMI
coboit MAC-agpec ycTpoiicTsa.

YanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpegennTb 4OMEHHOE MMA A/1A CTaTUYECKOM 3aMnncK ¢ yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACcTaBAAoLWMI
coboit MAC-agpec ycTpoiicTsa.

YanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpeaenntb cnnucok WINS-cepsepoB, 418 cTaTUYecKom 3a-
MUCK € YKa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KMEHTa, NPeACcTaBAAoLWMI
coboit MAC-agpec ycTpoicTBa;

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXeT
cofepKaTb A0 8 3anuceld, pasaeneHHbix npobesom.

Y[anuTb CTaTUYECKYHO 3aMnMCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MaeHTUbUKaTopOM.
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host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-
type

Onpeaenntb TMN y3na NetBIOS Microsoft gns ctatnyeckoi
3aMnmncKy C YKasaHHbIM MAEHTUPUKATOPOM:

- b-node — WMpPOKoBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpeaenvTb 418 CTaTUYECKOW 3aMMCK C yKa3aHHbIM UOEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/1KeH BbITb NOMYYEH 3arpy304HbIii paiin.

- mac_address — ngeHTUOMKaTOpP KAMEHTa, NPeaCcTaBAALWMIA
coboit MAC-agpec ycTpoicTsa.

Y4anuTb CTaTUYECKYH 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaennTb CNUCOK CEpBEPOB BPEMEHM A/ CTaTUYECKOM 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BPpEMEHH,
MOMKET cofeprKaTb 40 8 3anucel, pasgefieHHbix npobesnom;

- mac_address — ngeHTUOUKATOP KAMEHTaA, NPEACTABAAOLLMNA
coboit MAC-aapec ycTpoincTaa.

YanuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

OnpegenuTb cnncok SIP-cepsepoB, AOCTYNHbIX 4NA cTaTU4e-
CKOW 3anucu € yKa3aHHbIM aeHTUdGUKaTopom.

- mac_address — ngeHTMOMKATOP KAMEHTa, NPeACTaBAAIOLWMIA
coboii MAC-agpec ycTpomncTBa;

- domain_name_list — cnucoK AOMeHHbIX UMeH SIP-cepsepos,
MOKET COAeprKaTb 40 2 3anucel, pasgefieHHbix npobenom.
MaKcumanbHasa aanHa CTpokn — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasaeneHHoix npobenom.

YAanuTb CTaTUYECKYH 3aMUCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJIOB

OnpeaennTb yKasaHHbIe ONUMK AN CTAaTUYECKOM 3aMucK C
3a4,aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNIA
coboit MAC-agpec ycTpomncTBa;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNy4Yanx
MOMKET COAEePMKaTb A0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host hardware-address
mac_address

YpanuTb BCe ONUMK, HazHayYeHHble ANA CTaTUYECKOM 3anucK ¢
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
ip ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} ip

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

Co3AaTb CTaTUYECKYIO 3aMUCh ANA KAMEHTA C YKa3aHHbIM
naeHTUPMKATOPOM.

- ip_address — IP-agpec, HazHayaembli KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} bootfile filename

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Co34aTb CTaTUHECKYIO 3aNKUCb A4/1A KNMEHTA C YKa3aHHbIM
NAEeHTUGUKATOPOM.
- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢danna.
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no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} bootfile

filename: (1..64)
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

YLanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
default-router ip_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} default-router

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

OnpeaennTb CNMCOK MapLLIPYTM3aTOPOB AN CTaTUYECKOM 3a-
NUCU C YKa3aHHbIM yaeHTUGUKaTopom.
- ip_address_list — cnucok IP-agpecoB mapwpyT1M3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucem.
IP-apgpec mapLupyTU3aTOpa AOMKEH BbITb B TOM XKe
e NOACETH, YTO U KAUEHT.

YLanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
dns-server ijp_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} dns-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepBepoB, AOCTYMNHbIX ANA CTaTU4Ye-
CKOM 3aNM1CH C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoxeT
cofepyKaTb 0 8 3anucein, pasaenieHHbIX npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboit MAC-agpec ycTpoicTsa.

YannTb CTaTUYECKYIO 3aNWCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
domain-name domain

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} domain-name

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
domain: (1..128)
CMMBO/I0B

OnpegennTb LOMEHHOE UMA A/18 CTaTUYECKOM 3aMnncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM VILI,EHTVId)VIKaTOpOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server ip_ad-
dress_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-name-
server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOM 3a-
NMUCYK C YKa3aHHbIM MAEeHTUPUKaTOpOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepiKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type {b-node |
p-node | m-node | h-node}

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-node-
type

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Onpeaenuts TMN y3na NetBIOS Microsoft ans ctatuyeckol
3anucK ¢ yKasaHHbIM UaeHTUdMKaTopom:

- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbINA.

Y4anuTb CTaTUYECKYHO 3aMMUCb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} next-server ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} next-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

OnpeaennTb ANA CTaTUYECKOW 3aNnCK C YKa3aHHbIM UAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH 6bITb NoAy4YeH 3arpy304HbIi daiin.

Y[anuTb CTaTUYECKYIO 3aMWCb, COOTBETCTBYHIOLLYIO KNIUEHTY C
YKa3aHHbIM MaeHTUbUKaTopOM.
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host interface {gigabitethernet

gi. port | tengigabitethernet OnpenennTb CNMUCOK CePBEPOB BPEMEHU s CTaTUYeCKOM 3a-

gi_port: (0/1..48); MUCK C yKa3aHHbIM MAEHTUGUKATOPOM.
te_port | port-channel . .
. te_port: (0/1..11); - ip_address_list — cnucok IP-appecos cepeepoB BpeMeHH,

group} ntp-server ip_ad- L

. group: (1..24); MOMKET COAEPHKATb A0 8 3anuncei, pasaeneHHbix npobesom.
dress_list . .

. —— ip_address_list:

no interface {gigabitethernet A1.B1.C1.D1
gi_port | tengigabitethernet Aé Bé Cé D8 Y[anuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYIO KNUEHTY C
te_port | port-channel group} R YKa3aHHbIM UAEHTUUKATOPOM.
ntp-server

OnpeaennTb cNUcoK SIP-cepBepoB, AOCTYNHbIX 414 CTaTUYe-
CKOW 3anu1cK € YKa3aHHbIM MAEHTUOUKATOPOM.
- domain_name_list — cnucok AoMeHHbIX UMeH SIP-cepsepos,

host interface {gigabitethernet
gi_port | tengigabitethernet

te_port | port-channel gi_port: (0/1..48); M
" . MOXET coAepaTb A0 2 3anuncei, pasaesieHHbix Npobesiom.
group} sip-server {domain do- te_port: (0/1..11);
. . . MaKcumanbHasa aanHa CTpPoku — 125 cimBonos;
main_name_list | ip ip_ad- group: (1..24); . .
. . - ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
dress_list} p_address_list: .
ALB1CLDL cofepxKaTtb 40 8 3anuceld, pasfeneHHbIX Npobesom.
no interface {gigabitethernet Aé Bé le5 D8
gi_port | tengigabitethernet T Y4anunTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYHOLLYIO KANEHTY C
te_port | port-channel YKa3aHHbIM UAEHTUDUKATOPOM.
group} sip-server
host interface {gigabitethernet OnbeAEINTe YKa3aHAbE Ol A1 Tarteckoft aancn
gi_port | tengigabitethernet gi_port: (0/1..48); A A POM.
- code — kog onuuun DHCP-cepBepa;
te_port | port-channel te_port: (0/1..11);
. - bool_val — nornyeckoe 3HayeHue;
group} option code {boolean group: (1..24); P
. " . . - ascii_string — cTpoka B ¢opmate ASCII;
bool_val | ascii ascii_string | ip code: (0..255); . .
. . - ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNy4Yanx
ip_address_list | hex bool_val: (true, false); "~
. I . MOMKET COAEPIKaTb A0 8 3anucen);
hex_string | none} ascii_string: (1..160) . .
- option_hex_string — cTpoka B 16-om ¢popmare.
- - CMMBO/IOB;
no host interface {giga- hex_string: (1..128)

bitethernet gi_port | tengiga- CUMBO/IOB YAanuTb CTaTUYECKYHO 3aNnCb, COOTBETCTBYHOLLYIO K/IUEHTY C
bitethernet te_port | port- YKa3aHHbIM MAEHTUPUKATOPOM.
channel group} option code

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group}

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Yaanutb Bce onumn, HasHaYeHHble AN1A CTaTUYECKOM 3anncu
C YKa3aHHbIM UAEHTUOUKATOPOM.

’ ' Mpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
e Hardware Type B nepBom 6aiite, cooTBeTCTBYIOWMIA 3agaHHOMY PpopmarTy.

lpumep HacmpolKu cmamuyeckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan 1

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console(config)# ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113
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KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 183 — KomaHgabl perkmma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

clear ip dhcp server binding
[ip_address] -

YaanuTb 3anucy 13 Tabaumubl CooTBETCTBUA GU3MYECKMX agpe-
COB M a4pecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4yeHHbIn DHCP-cepBepom.

clear ip dhcp server statistics -

Y8anuTb CTaTUCTUCTMKM paboTbl DHCP-cepBepa.

show ip dhcp server binding

MpocmoTpeTb IP-agpeca, KoTopble conocTassieHbl ¢ ¢pusmnye-
CKUMM afipecamu KAMEHTOB, a TaKKe BpemsA apeHzbl, cnocob
HasHayeHuA n coctoaHme |P-agpecos.

show ip dhcp server
information

MNpocmoTpeTb MHGOopMaLMio 0 KoHpurypaumm DHCP-cepeepa.

show ip dhcp server pools

MpocmoTpeTb MHPopMmaLmio 0 rnobanbHbix HacTpoiika DHCP-
cepBepa, a TaKKe O CO34aHHbIX Nynax u cywecTeytowmx host-
3anucsax.

show ip dhcp server statistics -

MpocmoTpeTtsb ctatnuctnky DHCP-cepsepa.

4.24 KoHdurypauusa PPPOE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AokymeHTa DSL Forum TR-101 m
npesHasHayeHa 419 UCM0b30BaHMA Ha KOMMYTATopax, paboTatoLWwmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BOIAET AOMNOAHATL NakeTbl PPPOE Discovery nHbopmaumeit, xapakTepusytoLen nHtep-
deiic goctyna. 310 HeobxoguMo Ana naeHTUGUKaLUMN NONb30BaTENbCKOrO MHTepdeiica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoi naketos PPPoE
Active Discovery ocyuiecteaserca rnobanbHo a8 BCEro yCTPOWCTBA M BbIBOPOYHO ANA KarKAOro MHTEp-

denca.

Peanusaums ¢pyHKkuum PPPOE IA npeaocTaBnseT 4ONONAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA coobLue-
HMM NPOTOKONA NYyTEM Ha3HaUYeHUA AO0BEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 184 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown pppoe
intermediate-agent

-/BKNIOYEHO

no shutdown pppoe
intermediate-agent

OTKAtounTL paboTy moayns pppoe intermediate-agent Ha
ycTpoicTae.
[aHHasa KomaHAa oTKAoYaeT paboTy moayns pppoe
.’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHUem Bcex
HacTpoek 610ka PPPOE IA.

Bkstountb paboTty moayna pppoe intermediate-agent Ha
ycTpoWcTae.

pppoe-ia snooping
no pppoe-ia snooping

-/BbIK/IIOYEHO

[No6anbHO BKAOUMTb KOHTPONb GyHKLMK PPPOE IA.

BbIKNtOUMTb KOHTPOIb GYHKLMKM PPPOE IA.

pppoe-ia snooping session

timeout range range: (0..600)/300

3apaTb TaimayT gna paboTbl GyHKLMKM PPPOE IA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

169




HELTEX

pppoe-ia snooping session OTKNOUNUTL TaliMayT A paboTbl GyHKLMK PPPOE IA.
timeout 0
pppoe pass-through BkntoueHne KomaHAabl 3actasnaeT PPPoE-nakeTbl npoxoanTb yepes

KOMMYTATOP KaK HeWU3BECTHbIN L2-Tpaduk, 1 aenaet ux "HeBnau-
mbimun" ana IP ACL.

-/BbIKNIOYEHO

no pppoe pass-through BKOUMTbL NAapCUHT MHKancyanpoBaHHbix B PPPoE-nakeTax L3-3aro-

NI0BKOB, Npasuna IP ACL HaunHatoT paboTaTb A48 MHKANCyAMPOBaH-
HbIX MAKETOB.

ey

DOna KoppeKTHOI paboTbl pyHKUUKM PPPOE Intermediate Agent Bce ucnonbsyemoie PPPoE-cep-
Bepa A0/MKHbI 6bITb NOAK/IOYEHDbI K € A,0BEPEHHbIM» MOPTaM KommyTaTopa. Ana aobasneHus
nopTa B CMUCOK «A0BepPeHHbIX» UCNOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHourypauuu uHtepdeiica. Ana obecneueHna 6e3onacHocTn Bce

OCTa/ibHbl€ NOPTbl KOMMYTaTOpPa A0/1XKHbl 6bITb « HeaoBepeHHbIMU».

KomaHabl pexkuma KoHourypaumm VLAN (amanasoH VLAN’oB)

console# configure terminal
console (config) # vlan
console (config-vlan) #

Tabnnua 185 — KomaHab! pexkuma KoHdpurypaumm nHtepdeliica L2Vlan

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMo/a4YaHuro
pppoe-ia snooping BKAOUMTb KOHTpONb PyHKLUMM PPPOE IA B npeaenax yKkasaHHOro
VLAN.
- - -/BbIKNIOYEHO
no pppoe-ia snooping BbIkntounTb KOHTPOAb GyHKLMK PPPOE |A B npeaenax ykasaH-
Horo VLAN.

Mpumep HacTponkn PPPoE IA B VLAN1O c HacTpoiikoi DCS-onumin Ha nHTepdelice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #des information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "3v $%p ‘h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #fexit

4.25 KoHdurypauyua ACL (cnnucku KoHTpona gocTtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, Kotopaa onpeaenser npasuaa

bunbTpaumumn BxoaALEero N ncxoasawero Tpaduka Ha OCHOBAHWMM MepeaaBaemblX B MaKeTax NPOTOKOOB,
TCP/UDP noptos, IP-agpecos nnn MAC-aapecos.

Ha aaHHbIM momeHT peanmsauma ACL TakoBa: Kaxabii ACL coaep»KuT To/1bKo 1 npaBuno. HeckosbKko

ACL MOKHO npuBA3aTb K ogHoMy MHTepdelicy. MopagoK oTpaboTkM NpaBua onpeaenaeTca no NpUopuTeTy
npasuaa, ykasaHHomy B ACL, npu paseHcTse npmnoputetos — no Homepy ACL.

ACL aBTOMaTMYECKMN CHUMAETCA C MHTepdeiica Npu U3MEHEHMM B HEM MpaBuAa.

170

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

KomaHapl ans co3paHus uM pedaktupoBaHus cnvckoB ACL gocTtynHbl B pexume rnobanbHol

KOHpUrypauum.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHOUIypauumn nmeet Bug;

console

(confiqg) #

Tabnnua 186 — KomaHabl Ana cosgaHma n KoHourypauymm cnuckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip access-list standart
access_list_num [description
description)

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOJI0B

Co3paTtb cTaHAApTHbIN cnucok ACL.

YaanuTb CTaHOApTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description)

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description)

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBO/IOB

Co34aTb HOBbIM pacwmMpeHHbIn cnucok ACL ans agpecauuu IPv4d un
BOMTM B PEXUM €ro KoHdUrypaumm (ecnm cnncok ¢ AaHHbIM nme-
HeMm elle He co3gaH), 1Mbo BOMTU B PEXMM KOHOUIypaunm paHee
CO34,aHHOTO CMMCKa.

YaanuTb paclwmpeHHbin cnucok ACL ana agpecaumm IPv4.,

Co34aTb HOBbIM paclwmMpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTM B PEXUM €ro KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HeM elle He co3gaH), 1Mbo BOUTU B PEXMM KOHOUIypaunmn paHee
CO34,aHHOTO CMMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBO/I0B

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumm u BOUTU B pe-
MM ero KoHdurypauum (ecam cnmcok ¢ AaHHbIM UMEHEM €elle He
€034aH), MM60 BOWTU B PEXMM KOHPUIrypaL MM paHee co3aaHHOTO
cnucka.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecaumm.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6ailiTax OTHOCUTENBHO BbIOPaHHOM CTapTo-
BOW NO3MLMW. 3HAYEHWNE U MACKa, UCNoNb3yemble Ana GUAbTpaLLmK,
3agatoTca Yyepes napametpbl ACL-npasuan.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (camblii BHyTpeHHW, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBokK.

YAanutb cmelleHMe OTHOCUTENbHO BbIBPaHHOW CTapTOBOW MO3M-
umn.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnuMcok ACL, Heobxoaumo CBA3aTb €ro c MHTepodercom.
NHTepdelicom, MCNONb3YIOLWMM CNIMCOK, MOXKET b6biTb n60 nHTepdelic Ethernet, nnbo rpynna noprtos. Ha
OaHHbI MOMEHT NoAAEPKMBAETCA TOIbKO BXOASALLEE HAaNpaBAeHWe Ha UHTepdelicax (in).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHan CTpoKa B perkume KoHbUrypaumm nitepdeiica Ethernet umeet sua:

console (config-if) #

KomaHgHan cTpoKa B pexkume KoHpurypauum nHtepdeiica VLAN nmeet Bua;

console (config-vlan) #
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Tabnunuya 187 — KomaHga HasHayeHus cnncka ACL-mHTepdeincy

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
o ymon4aHuro
ip access-group B HacTpoiikax onpeaenéHHoro Gpusnyeckoro nHTepdeica KomaHaa
access_list_num in access list num: NPUBA3bLIBAET YKa3aHHbIM CMIUCOK K laHHOMY MHTepdelicy.
no ip access-group (1..65535) YnanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in
mac access-group B HacTpoiikax onpeaenéHHoro pusmyeckoro nHTepdeica KomaHaa
access_list_num in access_list_num: NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.
Nno mac access-group (1..65535) YaanuTb CNUCoK ¢ uHTepdeiica.
access_list_num in
ipv6 access-group B HacTpoiikax onpeaenéHHoro ¢p1snyeckoro nHTepdeica KomaHaa
access_list_numin . NPUBA3bLIBAET YKa3aHHbIM CMIUCOK K flaHHOMY MHTepdelicy.
- access_list_num: -
no ipv6 access-group (1001..65535) YpanuTb CNUCOK ¢ MHTepdeiica.
access_list_num in v
KomaHOosl pexcuma Privileged EXEC
KomaHgHana cTpoka B pexume Privileged EXEC nmeeTt Bua;
console#
Tabnnua 188 — KomaHapl pexkuma EXEC ans cnuckos ACL
3HavyeHue/3HayeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
show access-lists access_list_num: (1- Mokasatb cnmckm ACL, co3gaHHble Ha KOMMYTATOpE.
[access_list_num] 65535) cumBona
show running-config acl - MoKa3aTb 610K KomaHg, ACL B KOHOUrypaumm ycTpoicTaa.
show access-group [interface Mokasatb cnvcku ACL, npuBsiaHHble K MHTepdelicy.

{ fastethernet | gigabitether-
net | tengigabitethernet} inter-
face | vlan [vian-id]]

clear {ip | mac} access-list {ac- CHpOoCUTb CTAaTUCTUKY NAKeTOB NonasLUKMX nog npasuno ACL
cess_list_num} packet-count

4.25.1 KoHepueypayusa ACL Ha 6a3ze IPv4

B gaHHOM pa3sgene npuBeAeHbl 3HAaYEeHMA U OMMCAHMA OCHOBHbLIX NAapameTpoB, UCMNOb3yeMblX B
COCTaBe KOMaHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. CosgaHue 1 BXO4 B PEXUM
penakTuposaHuA cnnuckos ACL, OCHOBaHHbIX Ha agpecaumu IPv4, ocyecTsaseTca No KomaHae:

ip access-list {extended | standart} access-list num.

Tabnnua 189 — KomaHabl, ncnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunm
KomaHoa 3HaueHue Aeiicmeue

permit protocol {any | source host} [o6aBuTb paspeluatoltyto 3anuce ¢ouab-

{any | destination} [parametr] Tpauuun ana npoTokona. MakeTbl, OTBEYA-

[priority] olmMe ycnoBmaM 3anucu, byayt obpaba-

TbIBaTbCs KOMMYTaTOPOM.

deny protocol {any | source host} [ob6aBuTb 3anpelLatowyto 3anucb Gunb-

{any | destination} [parametr] Tpauuun ans nNpoToKona. MakeTbl, oTBEYa-

[priority] foLLMeE YCIOBUAM 3anncuy, byayT 610Kupo-

BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

priority: (1-255)/1
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Tabnnua 190 — OcHoBHblE NapameTpbl, UCMO/Ib3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3patb paspelatollee npasuao ¢punbTpaumum 8 cnmucke ACL.
deny [ewncTteue ‘3anpetuTs’ Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo ANa yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOpOro ByaeT ocyliectsaseTca puabTpauma.
NooToKoN Mpw BbIGOpE NPOTOKO1A BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHne
npoToKona, B gnanasoHe (0 — 255).
[na cooTBeTCTBMA NT060MY NPOTOKONY UCMNOIb3YyeTcA 3HaYeHue IP.
source Appec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NakKeTa.

source_mask

Macka agpeca NCTOYHMKA

Macka, npumeHsaemasa K IP-agpecy uctouyHuka naketa. Macka
onpeaenser 6utbl IP-agpeca, KoTopble HEOBXO4MMO UFHOPUPO-
BaTb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0MKHbI BbITb 3aNMcaHbl
eAnHuLbl. Hanpumep, ncnonb3ya Macky, MOXHO onpeaenntb Ana
npasuna ¢unbTpaumm IP-cetb. YT06b1 f06aBUTL B NpaBuIo Gpub-
Tpauum IP-cetb 195.165.0.0, HeoH6Xx0AMMO 334aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, COriacHo AaHHOW macke, nepsble 16 6uUT IP-
appeca byayT urHopupoBaTbCa.

destination

Appec HasHayeHuA

Onpepgensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHuA

BuTOBasa macka, npumeHsaemas K IP-agpecy HasHayeHMA naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaueHna nrHopupyembix 6UTOB A0MKHbI BbITb 3anK-
CaHbl eAauHMUbl. Macka MCMoib3yeTca aHa/lorMyHO Macke
source_mask.

vlan NpeHTudumkatop VLAN Onpepenset VLAN, gns KoToporo byaeT NpUMeHATLCS NpPaBuio.

dscp None DSCP & saronoske L3 Onpe,u,e;lﬂeT 3HauyeHue DSCP-nonsa diffserv. BoamoskHble Koabl co-
06ueHunit nona dscp: (0 —63).

priority Mpuoputert IP Onpegenset npuoputeT IP-Tpaduka: (0-7).

message_type

Tun coobuweHunn
npoTtokosiea ICMP

Tun coobueHnin npotokona ICMP, ncnonbayemblit ans dunbrpa-
umm ICMP-nakeTtoB. Y1ucnoBoe 3HaYeHUe TMna cooblueHns, B Ana-
nasoHe (0 — 255).

message_code

Koga coobuieHna npoTokona
ICMP

Kopg, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbrpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6UIEHUI nonA
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHusa

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3mosKHble 3HaueHua nona TCP/UDP-noprTa: eq, gt, host, It,range.

priority MHAeKe 3agaeT NoNOXKeHMe NpaBuia B CMINCKE M ero nNpuopuTer.
MpuopuTeT 3anuncu YeM MeHblle MHAEKC — TeM MpUOpUTETHEe npasuno. AuanasoH

A0MNYCTUMbIX 3Ha4yeHu (1..255).
optional parametr OnumMoHasbHble NapaMeTpbl NPU KOHGUIYPUPOBaHMM CNUCKa O0-

OnuMoHanbHbIN Napamerp

cTyna:
- tos — ¢uabTpauma no 6aiTy ToS;

- traffic-class — ¢unbTpayma no 3HaueHuto Traffic Class;

- user-defined — ¢dunbTpayma no User-defined bytes;

- sub-action — fononHuUTeNbHOE AeiCTBME Hag TPAadUKOM;

- packet-count — BK/ilOYEHME CETUMKA 419 NAKETOB, NONa4atoLmxX
noA npasuao duabTpaLmmn B cnncke ACL.

[ocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) u nested-vlan (anobasneHve AononHUTENbHOro Tera
VLAN).

K.

B ctraHaapTHbIX ip ACL BO3MOXKHa puAbTPaLMA TONbKO NO NnpeduKkcam, B paclumpeHHbix ACL
— N0 AONOJIHUTE/IbHbIM NapameTpam.

Nocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana atoro uHtepdeiica npume-

V HUTCcA npasuno implicit deny any any.
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4.25.2 KoHepueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
coCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

CosgaHue M BXO4 B pexum pefaktnpoBaHma cnmckoB ACL, OCHOBaHHbIX Ha aapecaumn [Pv6,
OCYLLECTB/IAETCA MO KOMaHAe:

ipv6 access-list extended apvé access-list.

Tabnmua 191 — KomaHapl, ucnonbsyemble aas Hactponkn ACL-cnmuckos Ha ocHoBe IP-agpecauum
KomaHoa 3HavyeHue Aelicmeue

permit protocol {any|source host} [Jo6aBuTb paspeluatolLyo 3anncb ¢ub-

{any| destination} [parametr] priority: (1-255)/1 Tpaumu Ana npotokona. MakeTbl, oTBeva-

[priority] olmMe ycnosmam 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.
deny protocol {any|source host} [ob6aBuTb 3anpelLatowyto 3anucb Guab-

{any| destination} [parametr]
[priority]

Tpauuu Ans npoTtokona. MakeTbl, oTBeYa-
tolwme ycnosuam 3anucu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

Tabnnua 192 — OcHOBHble NapameTpbl, UCNONb3yeMble B KOMaHaax

Mapamemp 3HaveHue Aelicmeue
permit [ewncTteue ‘paspewmnts’ Co3gaTb paspewatouiee npasuio ¢punbTpaymm B cnmcke ACL.
deny [OevictBue ‘3anpetuTs’ Co3gatb 3anpeujatouee npasuno ¢uabtpaumm B cnmucke ACL.
protocol Mone npegHasHaYeHO ANA YKasaHWA NPOTOoKoAa (MK Bcex NpoTo-

KOJI0B), Ha OCHOBE KOTOPOTo ByAET OCyLecTBAAeTca GUbTpaums.

MpoTokon .
Mpu BbIGOPE NPOTOKOA BO3MOXKHbI Cieaytolme BapuaHTbl: icmp,
tcp, udp, ipv6.
source AZpec UCTOYHMKA Onpegenutsb IP-agpec ncTouyHnKa nakera.
destination Appec HasHavyeHna OnpegenuTtb IP-agpec Ha3HayeHUA NakeTa.

Onpegenntb 3HavyeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHunit nonsa dscp: (0 —63).

dscp None DSCP B 3aronoske L3

Tun coobuweHnit npotokona ICMP, ncnonbayemblit s dunbTpa-
unn ICMP-nakeToB. Y1McnoBoe 3HaYeHue TMna cooblieHus, B Ana-
nasoHe (0 — 255).

message_type
ge_typ Tun coobuweHna NpoToKona

ICMP

Kopa, coobueHunii npotokona ICMP, ncnonbsyembiit ansa dpuabtpa-
umn  ICMP-naketoB. Bo3MOKHble Kogbl COOb6UWEHUIA nona

message_code
- Kopg, coobuieHunsa npoTokona

ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHna | Bo3mokHble 3Ha4eHua nona TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-NopT MCTOYHUKA
priority MNHAaeKc 3apaeT NonoXKeHne npasuaa B CNUCKE U €ro NpuopuTeT.
MpropuTteT 3anucu Yem MeHblle MHAOEKC — TeM npuopuTeTHee npasuao. [lmanasoH
O0NYCTUMBbIX 3HaYeHui (1..255).
optional parametr OnuMoHanbHble NapameTpbl NPU KOHPUTYPUPOBAHMU CNINCKA A0-

cTyna:

OnunoHanbHbIM napametp | - traffic-class — ¢unbTpayma no 3HaveHuto Traffic Class;

- packet-count — BK/lOUYEHME CETUMKA AN1A NAKETOB, MONAAAOLLMNX
nog, npasuno unbtpaumm B cnncke ACL.

V‘ Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTcA npasuno implicit deny any any.
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4.25.3 Kongpucypayusa ACL Ha 6a3ze MAC

B gaHHOM pa3nene npueeaeHbl 3Ha4yeHNUA U ONUCAaHUNA OCHOBHbIX MapPaMeTpoB, UCMOJIb3yeMbiX B

cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CospgaHune n BXo4, B pexum pefaktnposaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecauun,

OCYLLEeCTB/IAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnuua 193 — KomaHabl, ucnosibayemole ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecauunm

KomaHoa Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb paspeluatoLLyto 3anuce puabTpaumn. Naketbl, oTBe-
Yalowme ycnoBmaAm 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
TOPOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[ob6aBuTb 3anpeluatoLyto 3anmce puabTpaumn. NakeTbl, oTBe-
Yalolme ycnosuam sanucu, byayt 610kMpoBaTbca KOMMYTaTO-
pom.

Tabnvua 194 — OcHOBHbIE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3patb paspelatollee npasuao ¢punbTpaumm B cnmcke ACL.
deny [OeiicTBMe 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec NCTOYHMKA NaKeTa.

source_mask

Bbutosasa macka,
npumeHaemas K MAC-
apecy MCTOYHMKA NaKeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMMO Ur-
HOPMPOBATb. B 3HaUYEeHMA UTHOPUpPYyEMbIX BUTOB J0/XKHbI ObITb 3a-
NUcaHbl eaAnHULbI. Hanpumep, NCNOb3yA MAcKy, MOXKHO onpeae-
NUTb s npasuaa ¢unbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuUTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHatoWm-
eca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3afaTb 3HAYEeHWEe MaCKu
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW macke, nepsble 16
61T MAC-agpeca 6yayT He BaXKHbI A1A aHanum3a.

destination

Ap,pec Ha3Ha4YeHuA

Onpegenaetr MAC-agpec HasHaYeHMA nakeTa.

destination_ mask

butoBasa macka,
npumeHaemasa Kk MAC-
ajpecy HazHavyeHMA NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO UTr-
HOpWPOBaTb. B 3HaueHMs UrHopUpPyembIX BUTOB AO0MKHbI 6bITb 3a-
nucaHbl eguHuLbl. MacKka MCMO/b3yeTca aHaforMyHO Macke
source_ mask.

vlan

vlan_id: (0..4095)

NoaceTtb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc obcnykuBaHma dunbTpyembix NakeTos.

encaptype

value: (1..65535)

Tun encaptype ana GUALTPyeMbIX NaKETOB.

priority

MHaekc npasuna

NHaekc npasuna B Tabaunue, Hem MeHblUe MHAEKC — TeM NPUopu-
TeTHee npasuno 1-255.

optional parameter

OnuuoHanbHbIN NapameTp

OnuuoHasbHble NapameTpbl NPU KOHGUIypUPOBaHUM CMUCKA A0-
cTyna:

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — fononHuUTeNbHOE AeiCTBME Hag TPAadUKOM;

- redirect — nepeHanpasAATb NakeT, NOMNAaBLIMI NoA NPaBMo;

- packet-count — BK/IOUMTb CYETYMK ANS NAKETOB, NOMNAAAOLMX
noA npasuao duabTpaLmmn B cnncke ACL.

JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (mobaBneHue AONOAHUTENLHOrO Teram
VLAN) n modify-cvlan (gobasneHne BHyTpeHHero Tera VLAN).

Mpumep HacTponku dunbtpaumm padi/pado vepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config)# mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:f£f:ff:££:00 any
user-defined offsetl 0x8863 Oxffrff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
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console (config-if) # mac access-group I in

Ona NpoxoXKOeHWs OCTasibHbIX MaKeToB Ha uWHTepdence Tpebyetca pobasuTb BTOpoM ACL,
pa3peLlaoLLnii NPOXOoXKAEHME NakeToBs, He Nonaaatolmx nog npasuno ¢unstpauum padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any
console (config-ext-macl) # ex

console (config) # interface gigabitethernet 0/1
console (config-if)# mac access-group 2 in

Mpumep dunbTpaymm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/I

console (config-if) # ip access-group 1010 in

Ona npoxoxAaeHus OCTalbHbIX MNaKeToB Ha UWHTepdelice Tpebyetca pobasutb BTOpOoM ACL,
paspeLlatoLLnii NPoXoXKAeHMe NakeTos, He nonajatolmx nog npasuno ¢unbtpauum padi/pado:
console (config) # mac access-list extended 2

console (config-ext-macl) # permit any any

console (config-ext-macl) # ex
(
(

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 2 in

4.26 KoHdurypauymsa sawmtbl ot DOS-atak

[aHHbl 610K KOMaHA, No3BoAAET 6NOKMPOBATbL HEKOTOPbIE PACNPOCTPAHEHHbIe Kaacchl DoS-aTak.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 195 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

MepeWTy B pekMm KOHOUIyprpoBaHWA MOAYNSN, OTBEYAIOLWEro 3a

firewall -/BKNOYEHO
dyHKUMOHanN 3awmTbl oT DoS-aTak.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 196 — KomaHabl pexkmma KoHpurypaumum edyHKkumnoHana firewall

3HayeHue/3HavyeHue .
KomaHoa Aelicmeue
0 YyMOAYAHUIO
enable BKAOUNTL NoAAepKKy 3awmTbl oT DOS-aTak.
- -/BKIOYEHO
disable BbIK/MOUNTL NOAAEPHKKY 3awWmTbl oT DOS-aTak.
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ip tcp inspection syn-fin BkAtounTb 0bHapykeHune syn-fin-naketos.
enable -/BKAOYEHO
no ip tcp inspection syn-fin BbIkNtoUMTb 06HapyKeHue syn-fin-nakeTos.

ip tcp inspection
timeout <sec>

YcTaHOBUWTb Taimep 610KMpPoBKYM syn-fin-nakeTos.
sec: (1..65535)/1 P P ¥

ip tcp limit syn-flag enable BkAtounTb orpaHunyeHune ckopoctn ana Bxogsauiero TCP-tpaduka ¢
¢dnarom SYN.

- — - -/BbIK/NOYEHO

ip tcp limit syn-flag disable BbIKNOUUTb OrpaHMYeHne cKopocTun gns Bxogsauwero TCP-TpadpuKa
¢ ¢pnarom SYN.

notification interval <sec> YCTaHOBWTb BPEMEHHOM MHTepBan mexay SYSLOG-coobueHnsmum
0 NpeBblWeHUN orpaHmnyeHns exogawero TCP-Tpaduka ¢ pnarom

sec: (1..3600)/1 P P pa¢ ¢

SYN.

no notification interval YCTaHOBUTb 3HAYE€HME MO YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepodeica:

console (config-if) #

Tabnunua 197 — KomaHabl pexkuma KoHpurypaumm nHtepdeiica

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
110 yMOAYAHUIO

ip tcp limit syn-flag <value> YCTaHOBUTbL 3HaYeHWe CKopocTn ana exogsauwero TCP-TpaduKka c

¢dnarom SYN Ha nHTepdeiice.
value: (1-262143) pps/

100
no ip tep limit syn-flag BbIK/IOYMTL OrpaHMYeHMe CKOpoCTM ans Bxoasawero TCP-Tpa-

duKa c dnarom SYN Ha uHTepdelice.

KomaHOwbI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 198 — Komanapl pexkuma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
Show running-config firewall - OT06pa3unTb HacTpoiky moaynsa firewall.
show firewall stats OTO6pPa3nTb CTAaTUCTMKY MO NaKkeTam, 06paboTaHHbIMU MOAYAEM
firewall.
show firewall tcp-syn-limit OTo6pasnTb TeKylMe HACTPOMKM OrpaHUYeHUs CKOpOCTU ANA

Bxoasauwero TCP-Tpaduka ¢ dnarom SYN.

4.27 KauyectBo ob6cnykmuBaHusa — QoS

Mo ymonuyaHuto Ha BCex MOPTax KOMMYTaToOpa MCNOAb3yeTCcA OpraHuM3aumsa ovepesm NaKeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemMA MHTEHCMBHOW Nepeaayn
TpadMKa Npu MCNoab30BaAHUM AAHHOTO METOAA MOFYT BO3HMKHYTb NpPobHaeMbl, MOCKO/IbKY YCTPONCTBOM
UrHOPUPYIOTCA BCe MakeTbl, He Boweawune B bydpep odepegn FIFO, M cOOTBETCTBEHHO TepsAtOTCA
6e3B03BpaTHO. PelwaeT AaHHYO nNpobnemy meTos, OpraHM3ylLWMA odepegm No NpuoputeTy Tpadwuka.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaeln NpuopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMNa NepesaBaeMbix
OaHHbIX.
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4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnunuya 199 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3faTb CMMCOK KpuTepues Kaaccuodukaumm Tpaduka.
2. BoliTU B peMm pesakTMpOBaHUA CNUCKA KpUTepues Kaaccudu-
Kauuu TpaduKa.

Y4anuTb CNUCOK KpuTepues Kaaccudurkaumm tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernio knaccudmkaumm Tpadumka.
2. BonTn B pexMM peaakTUpOBaHMA CTpaTermm Knaccudpukaumm
TpaduKa.

Yaanutb npaBmno KnaccuduKkaumm Tpadpuka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

OnpegennTb anroputm paboTbl NIaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICWINI NPUOPUTET;
- strict-wrr — ouepeb N0 MeXaHW3My WrT, UMeIOLAA NpuopuTeT
BblLLE oYepean Wrr;

- Wrr — o4yepeap, 06pabaTbiBalOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port — ucxogawmin nHtepoeiic.

Ypanutb HaCTpOVIKM NNaHNPOBLUKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3azaTb HOMEp U BEC oYepeam Oja ucxogsailero nHtepoeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

OnpegennTb Tpadmk c meTkol CoS/DSCP B ouepeab.

OTmeHUTb onpegeneHune Tpaduka B ouepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Priority: (0..7)/0

YKa3aTb ouepeab ana uHTepoerica, Npy ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y Bxoaawmx NakeTos.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKAOYEHO

BK/IOYMTB OTNPABKY TPanoB O NpeBbIWEeHMM Nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BK/OUMTL reHepaLmio yBeaOMAEHWUIA NpW NPeBblleHU 3HaYeHUA
cpu-rate-limit.

OTKNOUUTb reHepaLuio YyBeOMIEHUs Ha yCTPoCTBe.
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KomaHObI pexcuma KoHguzypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnuya 200 — KomaHab! pexkuma KoHdurypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

qos cos egress cos_default

NO (OSs COos egress

cos_default: (0..7)/0 beiic).

YcTaHaBoBUTb 3Ha4YeHWe CoS ans nopta (CoS, npumeHaemblit ans
BCEro HeTerMpoBaHHOrO TpaduKa, NPOXOAALLEro Yepes WMHTep-

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 201 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIK/IIOYEHO

YCTaHOBUTbL PEeXUM A0BEPUA KOMMyTaTopa B 6a3oBom pe-
»}ume QoS (CoS naun DSCP).

- COS — YCTaHAB/MBAET KNACCUPUKALMIO BXOAALLMX MAKETOB
no 3Ha4yeHmAam CoS. A HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3HavyeHue CoS No ymonyaHuio.

- dscp — ycTaHaB/iMBaET KNaCCUOUKALMIO BXOAALMX NaKe-
TOB Mo 3HayeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKaLMIO BXOSALLMX Na-
KeToB no 3Ha4yeHnAm DSCP gna IP-nakeToB 1 nNo 3Ha4YeHnAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/OYEHO

- VlanPri — pa3spewuTb ycTaHOBUTb Ha MCXOAALLEM UHTep-
deice 3HayeHne CoS B NakeTax COrMacHO HaCTPOEHHOMY
BHYTPEHHeMY NpuopuTeTy.

- ipDscp — paspewnTb MU3MepuUTeNo NepemMapKMpoBbIBaTb
TpaduK cornacHo HaCTPOEHHOMY anropuUTMy.

OTMEHWTb HAaCTPOWKM NepemapKnpoBKM TpadurKa Ha UCXO-
aawem nHtepdeiice.

qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaeT UCTOYHMK svlan-priority npu ncnonbsosa-
Hum DotlQ tunnel gna BxopAwero TpapuKa Ha WHTEp-
delice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3Ha4yeHue svlan-priority 6epetca n3s qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3Ha4yeHne No ymonyaHuto, svlan-priority = 0.

Bo3BpaluaeTca 3HaYeHne N0 YMOAYAHUIO.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues KaaccuguKkauyuu mpaduKka

Bupa, 3anpoca KOMaHAHOVI CTPOKU pexXnma penakTnuposaHUA CNUCKa Kputepumes KﬂaCCMd)MKaLI,MM

TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

179




HELTEX

Tabaunua 202 — KomaHabl perkrMma pefakTMpoBaHUA CNUCKA Kputepures Kaaccudukaumm Tpaduka

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[06aBUTb KpuTepuii Knaccuoukaumnm tpadumka. Onpeaenser npa-
BUAa dunbTpaumm Tpaduka no cnncky ACL ans Knaccudurkaumu.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMPOBATbL Kaacc.

OTKAtoUNTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHMI NPUOPUTET ANA YKA3aHHOTrO Kaacca.

KomaHObI pexcuma pedaKkmuposaHuUsa cmpame2uu KAaccugukayuu mpaguka

Buz 3anpoca KOMaHAHOWM CTPOKM peXnma pefakTMpoBaHuA cTpaTermm KnaccuduKkaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabanuya 203 — KomaHAabl pexkMma pefakTUpoBaHUA CTpaTerMm Knaccudpurkaumm tpadmrka

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAYeHMe MeTKM A/iA MaKeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMyYeHne oaa CKOPOCTM MOTOKA COMNAacHO HACTpo-
€HHOMY anroputmy.

Ypanutb orpaHnyeHune A1 CKOPOCTU NOTOKA COMAacHO HacTPOeH-
HOMY anropuTMy.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 204 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3fatb M3MepUTesb OFPaHUYEHUA CKOPOCTU A/A UCXOAALLEero
TpaduKa.

Y0anuTb M3MepuTesib OrpaHUYeHUA CKOPOCTM AN MCXOAALLEro
TpaduKa.

KomaHObI pexcuma KoHgu2ypauyuu usmepumesnsa o02pdHUYEeHUS CKopocmu 048 8x00aue20 mpa-

_d_)UKG

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHOUrypauuu:

console (config-meter) #
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Tabnuua 205 — KomaHabl pexkmma KoHpurypaumm

nameputena orpaHN4eHmnA CKOpoCcTn

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYeHne CKOPOCTU 41 UCXoaaLLero TpaduKa co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU A8 ucxoasawero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
NMopaepunsaerca Tonbko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,

MES3400-24F, MES3400-48, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OrPaHNYEHNE CKOPOCTU ANA UCXOoAALLLero TpaduKa co-
rnacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/to4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduka.
Mopaepunsaerca Tonbko Ha MES2424, MES24248B,
V MES2424FB MES2424P, MES2448, MIES2448B,
MES2448P, MES2420-48P, MES2411X, MES3400-24,

MES3400-24F, MES3400-48, MES3710P.

’ ' Ona KoppeKTHo paboTbl usmeputena ¢ aaroputmamu sr-TCM u tr-TCM TpebyeTca ycTraHo-
radt BUTb Ha UCXOoAALLEM UHTepdeilice KOMaHAY qos map regen-priority ipDscp enable.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 206 