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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWM CTPOKe YKa3blBaloTCA HeobszaTeNbHble
napameTpbl, HO MX BBOA, NpeAocTaBAdAeT onpeaeneHHble A0ONOMHUTENbHbIE
onuuu.

{}

B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble napameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTpPOB.

«,»
«-»

JaHHble 3HaK1 B ONUCAaHNK KOMaHAbI MCNONb3YOTCA ONA YKa3aHUA ANana3o-
HOB.

«|»

[aHHbIN 3HaK B ONMCaHWUM KOMaHAbl 0603HaYaeT «UANY.

«f»

Iﬂ,aHHI::II\/"I 3HaK B ONMUCaHne KOMaHAdbl YKa3blBaeT Ha 3Ha4YeHune no ymoa4aHuto.

Kypcue Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-
XOAMMO 3aMEHWTb COOTBETCTBYHOLLMM C/IOBOM MW CTPOKOM.

NonyXupHbIA

MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

<lMonyxcupHoliii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA HAa3BaHUA KNaBuLL
Ha Knasuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New

WpuopTtom Courier New B pamKe C TeHbIO YKasaHbl pe3yabTaTbl BbIMOJAHEHUSA
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/f‘ MpumeyaHua cogepKaTt BaXKHYIO Mchopmau,mo, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO3LaHME HAAEXKHbIX W BbICOKONPOU3BOAUTENbHbIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapasymeBaeT Bbl6Op TaKo TOMONOTMKN CETU, KOTOPas NO3BOSAET rTMBKO OCYLECTBAATb pacnpeseneHme
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTaTtopsbl cepmnin MES2300, MES3300, MES53xxA, MES5400-xx MOryT MCNONb30BaTbCA Ha CETAX
KPYMNHbIX NPeanpuUaTUin U NpeanpuaTUn Manoro u cpeagHero 6usHeca (SMB), B onepatopckux ceTax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MBKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnymBaHua (QoS). KommyTtatopbl MES2300-24, MES3300-24, MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32 06/1a4at0T NOBbILWEHHOM HAaAEeXHOCTbIO 3a
CYET pe3epBMpPOBaHMA Y3/108B, onpeaenstowmx becnepebonHocTb GYHKUNMOHUPOBAHUS — MOoAY/IEN NMUTAHUA
N Moaynen BEHTUNALMM.

KommyTtatopbl MES5400-24, MES5400-48, MES5500-32 oTBeYaloT TpeboBaHMAM LLEHTPOB 06paboTKM
AaHHbIX K Top-of-Rack n End-of-Row-kommyTtatopam u TpeboBaHMAM onepaTopoB K ob6opyaoBaHUIO ceTel
arperaumMmM M MarucTpasbHbIX ceTeil, obecneymBas BbICOKYO MNPOM3BOAMTENIBHOCTb U 3KOHOMMUYECKM
adpdeKTMBHOE peLieHue.

B HacToALleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOﬁKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5500-32 — 3TO BbICOKOMNPOM3BOAUTESIbHbIE YCTPOMN-
CTBa, OCHalleHHble nHTepdericamm 1000BASE-X/10GBASE-R! n 40GBASE-R/100GBASE-R v npegHasHayeH-
Hble A1 UCMONb30BaHMUA B LeHTpax 06paboTkn aaHHbix (LLOA) B KayectBe Top-of-Rack nan End-of-Row
KOMMYTATOpPOB, a TaKXKe B CeTAX arperaLmn u MarmcTpasbHbIX CETAX ONEepPaTopOB CBA3M.

MopTbl KOMMYTaTOPOB NoAAep*KMUBatOT paboTy Ha ckopocTax 1 réut/c (SFP), 10 réut/c (SFP+), 40
réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KOMMyTaLMOHHAA MaTpuLLa NO3BOASAET OCYLLECTB-
NATb KOPPEKTHYI0 06paboTKy NaKeToB NpU MaKCMMAaJIbHOW HarpysKe, COXpaHsAA Npu 3STOM MUHUMa/bHbIE U
npeAcKkasyemble 3a4epPKKM o8 BCcex TMNoB TpaduKa.

Cxema BeHTMAAumK front-to-back obecneumsaer adpdpeKkTMBHOE OXNAXKAEHME NMPU MUCNONL30BAHUK
YCTPOICTB B YC0BUAX COBPeMeHHbIX LLO/.

HageKHOCTb KOMMYTaTopoB obecneyeHa 3a cYeT Pe3epBUPOBAHNA NCTOYHUKOB NMUTAHMA U CUCTEMbI
OX/1aXKAEHMA U PA3BUTON CUCTEMbI MOHUTOPMHIA annapaTHOM YacTu yCTPoUCTB. KoMMyTaTopbl MMEIOT BO3-
MOXHOCTb ropsiyeit 3ameHbl Moay/iel NUTaHUA U BEHTUAALUMOHHBIX Moaynel, obecneunsas 6ecnepeboit-
Hoe PYHKLMOHNPOBaHWE CeTU onepaTtopa.

KommyTtaTtopbl arperaunun cepmuin MES2300, MES3300, MES53XxXA — 3TO BbICOKONPOU3BOAUTE/IbHbIE
YCTPOMCTBA, OCHAlWLeHHble uHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble AaA
MCNONIb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWMCTB arperaumm M B HeBONbLUMX UEHTpax
06paboTku aaHHbIX (LLOA).

MopTbl ycTpOWCTBa MoaAep>KMBatoT paboTty Ha ckopoctax 1 F6ut/c (SFP), 10 6ut/c (SFP+), uto
obecneynBaeT rMbKOCTb B MCMOb30OBAHUMN U BO3MOXKHOCTb MOCTENEHHOrO nepexosa Ha 6osee Bbicokue
CKOpPOCTM nepefayn AaHHbix. HebnokMpyemas KOMMYyTaUMOHHAA MaTpuLa MNO3BONAET OCYLLEeCTBAATb
KOPPEKTHY0 06paboTKy NAaKeToOB NpPYM MaKCMMAJbHbIX HArpysKax, COXpaHAs Npu 3TOM MUHMMANbHbIE U
npeacKasyemble 3a4ePXKM Ha BCcex Tunax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunsaeT adpPeKkTMBHOE OXnarkgeHWe Npu UCNOAb30BaHUMU
YCTPOMCTB B YCNOBMAX COBPEMEHHbIX LIO/L.

[y6nmpoBaHHble BEHTUAATOPbl MU WUCTOYHMKM MUTAHUA MOCTOAHHOIMO WAM MEPEMEHHOro TOKa B
COYETaHWWU C PA3BUTOM CUCTEMON MOHWTOPMHIA amnnapaTHOM 4YacTW YCTPOWMCTBA MO3BOJIAIOT MONYYUTb
BbICOKME MOKa3aTe/IM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOXKHOCTb ropsYeit 3aMeHbl MoAy/1eil MUTaHuA
N BEHTUAALMOHHBIX Moaynen, obecneumsas becnepebonMHOCTb GYHKLMOHMPOBAHUA CETU onepaTopa.

KommyTtatopbl MES5500-32 — 3TO BbICOKOMNPOU3BOAMUTENbHbIE YCTPOMCTBA, OCHALLEHHbIE MHTEPENR-
camun 10GBASE-R 1 40GBASE-R/100GBASE-R 1 npeaHasHayeHHble A8 UCMONb30BaHUA B LieHTpax obpa-
60TKM gaHHbIX (LLOA) B KauecTBe Top-of-Rack nnmn End-of-Row KommyTaToOpOB, a TaK:Ke B CETAX arperaumnm
N MarncTpanbHbIX CETAX ONepaTopoB CBA3MN.

! Cranpapt 1000BASE-X He nopaeprkusaetca Ha MES5500-32.
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HELTEX

2.2 ®PyHKUMM KOMMYTATOpPA

2.2.1 ba3zosbie pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMCTB, JOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
610KUpoBKuU o4yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPMUBOAMT K 3aJePrKKaM nepesaum faHHbIX
M NnoTepe NakeTos.

Moddepixka
c8epXx0/1UHHbIX KAOpPOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
penaBaTh AaHHblIE MEHbLIMM YMUC/IOM NAKETOB. 3TO CHUMKAET 0BBEM CNYKeBHON UH-
dopmaumu, sBpems 06paboTKM U NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTepalleHVa nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOpMUPYSA
BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOH6X0AMMOCTU caenaTb naysy npu nepegadye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopgepskusaer obbeanHEHNE HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMATPUBAKOTCA KaK e4AMHOE YCTPOMCTBO C 06LWMMM HACTPOI-
Kamun. BO3MOKHbI [B€ TOMNONOIMMK NMOCTPOEHNA CTEKA — KObLO M LernoyKa. Mpu atom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHbIX B CTEK MOYKHO 334aTb C KOMMYTa-
TOpa, paboTaloLero B pexkume «mactep». CTeKMpoBaHMe YCTPOMCTB MO3BOAET CHU-
3UTb TPYLOEMKOCTb YNpPaB/ieHNA CeTblO.

2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl PyHKLUKN yCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBme mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYEHMA AaHHbIe, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0byyeHNAa KOMMyTaTop aHaAM3npyeT
Kazpbl u, onpeaennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMYyTaLUN.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
y)Ke ecTb B Tabnuue, nepenaeTca TONbKO Yepes yKa3aHHbIM B Tabauue noprT.

Moddepxcka nepedayu
Ha HecKonbko MAC-

[daHHaa ¢yHKLMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOMMM» U
«MHOrMe KO MHormm». Takum obpasom, Kagp, afpecoBaHHbI MHOroagpecHoi

adpecos (MAC . .
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
AsmomamuyecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbiM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-
adpecos MEHMU He MOCTyNnalT NaKeTbl, TO 3anucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.
(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATL TAOAULY KOMMYTALMWN B aKTyalbHOM COCTOAHUN.
MAC Addresses)
Cmamuyeckue 3anucu c N
. €TeBON KOMMYyTaTop MO3BO/IAET MO/Ib30BaTe/Nl0 ONpeaennTb CTaTUYeCKue 3anucu
MAC (Static MAC AMyTaTop pea
Entries) cooTBeTcTBUM MAC-afpecoB, KOTOpble COXPaHAOTCA B TabnLe KoMMyTauuu.
ntries,
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GyHKUMIN BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonsetr Ha ocHOBe WMHbOPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .
Y4YacTBYHOT B rpynnax MHOroaZpecHOM Paccbl/iIKK1, M aapecoBaTb TPaPUK Ha COOTBET-
CTBYyHOLWLME NOPTHI.
. Peanusauua npotokona MLD no3BosfeT ycTpoiCcTBY MUHUMU3MPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpadumk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXXZOM y3/1e, KOTOPOE NPUBOAUT K JIaBUHOOBPA3HOMY POCTY MX YMCNA M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
poCTb Nepegaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHuWe NopTos No3soaseT AybanposaTb TpaduK Habaogaembix NOPTOB.,
nepecbinas BXxoAslWMe U/UAM UCXOAALLME NAKETbl HA KOHTPOAWpPYOWMi nopt. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLWNIA U KOH-
TposMpyemble NopTbl U BbIBPATL TMN TpadUKa (BXOSALMIA U/MAK UCXoaALLmMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByAeT nepeHanpasaaTbCca BECb TPAPUK, obecneunsas TeM CambiM U30NA-
LMIO C APYrMMK NOpTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Private VLAN Edge

[aHHana dyHKLMA NO3BONAET M30AMPOBATL FPYyNMy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELLATe/IbHOM AOMEHE MeKay cobol,
no3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMKU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpoKoBelLLaTe/IbHOM AOMEHE, HO HeNpUHAANEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneuynBaeT U30AALMIO MeXAY YCTPOMCTBAMM, HAXOAAWMMUCA B OAHOM LLUMPO-
KoBeLaTeNbHOM AOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TONbKO ABa pe-
Xunma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3aZa4yeit KOTOPOro ABASA-
eTca npuseaeHne cetn Ethernet ¢ M3BbITOYHBIMU COEANHEHUAMM K APEBOBUAHOM
TOMOJIOrMK, UCKAKoUatoLWEel netn. KommytaTopbl 06MeHMBaOTCA KOHOUTYPaLMOH-
HbIMM COOBLLEHNAMMN, UCNONb3YA Kadapbl cneyuanbHoro ¢opmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M umeeT 60nee BbICOKYHO YCTOMUYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKOA NpeaHa3HayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HALEKHOCTM CeTU ne-
peaaun AaHHbIX, MMeoLWein KoNbLEBYIO TOMOJIOMMIO, 33 CYET CHUMKEHNA BPEeMEHM
BOCCTAHOBJ/IEHMA CETM B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHUA He npesblwaet 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEeMEHU NepecTpoiKu ceTu Npu MCNosib3oBa-
HWW NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmX O4HY LUIMPOKOBELLATENbHYIO
obnactb (aomeH). KommyTaTop noanep1BaeT pasanyHble CpeacTBa Kaaccupuka-
LMW NaKeToB A4/1A onpeaeneHnsa Ux NnpMHaanerKHocTH K onpeaeneHHon VLAN.
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Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
bYHKUMM ypOBHA KaHafna nepegayv AaHHbIX MNpPeacTaBAAloT coboil npoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nudopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpencTBeHHO NOAKIOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa AO/IKHbI NOAAepuBaTh cTaHaapT IEEE 802.3ah.

Mpotokon peructpauun GARP VLAN obecneunBaeT puHamuyeckoe pobasne-
Moddeprxcka GVRP (GARP | wne/ynanenne rpynn VLAN Ha nopTtax KommyTaTopa. EC/n BK/OUYEH NpPOTOKON
VLAN) GVRP, KommyTaTop onpegensaeT, a 3aTem pacnpoCTPaHAET AaHHble O NPUHAANENXK-

HocTu K VLAN Ha Bce nopTbl, ABAAOLWMECA YACTbIO aKTUBHOMN TOMNONOTUN.

Moddepicka VLAN
Ha 6a3ze nopmoe

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA NO BXOAAWMM nopTam. JaHHoe
pelleHve No3BOAET UCNO/b30BaAThb Ha KaXKAOM NOPTY TONbKO oaHy rpynny VLAN.

(Port-Based VLAN)
IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIM ONMCbIBAET NpoLEAYPY TErMPOBaHMUA
Moddepxka 802.1Q Tpaduka gns nepegaum nHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
nosb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.
MpoTtokon LACP obecneunBaeT aBTomaTU4eckoe 06beANHEHNE OTAE/bHbIX CBA3EN
MexXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WMAM KOMMyTaTop—cep-
O6beduHeHUe KaHa08 Bep) B ea1HbIM KaHa nepesayun AaHHbIX.

c ucnone3zoeaHuem LACP

B npoToKoae NOCTOAHHO onpeaenaeTca BO3MOMXKHOCTb O6'be,EI,VIHEHVIF| KaHanos, U B
CQiy4ae OTKa3a coegunHeHunA, BXogAawero B 06'bELI,MHeHHbIl7I KaHan, ero Tpacbvn( aBTO-
MaTU4YeCKN nepepacnpenenaeTca Nno He OTKa3aBWKMM KOMMNOHEHTaAM O6'be,CI,MHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpovicTBax nogaepxunBaetcs GyHKLMA CO34aHNA TPyNn KaHaAoB. Arperaums Ka-
Hanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorMa ob6begnHeHUA
HECKONbKMX GU3NYECKMX KaHa/noBa B OAWMH NOrMYEcKUi. 3To cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarucTpaabHbiX KAHAaN0B KOMMYyTa-
TOP-KOMMYTATOpP UAN KOMMYTaTOp-CepBeEpP, HO U MOBbLILWEHUIO UX HAAEXHOCTU. Bos-
MOMHbl TPM TMNA 6anaHCUPOBKM — Ha ocHOBaHUN MAC-agpecoB, Ha ocHoBaHUM IP-
aZipecoB M Ha ocHOBaHMM NopTa (socket) HazHayeHwus.

lpynna LAG cocTOMT U3 NOPTOB C OANHAKOBOM CKOPOCTbO, PaboTaloLWmx B AyNeKC-
HOM pexKume.

Moddepxcka Auto Voice
VLAN

MpenoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIM TPadMK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnunue kommyTaTopa npucytcreyet MAC-aapec ¢ OUl ronocoBoro wnto3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMaTUYeCcKn aobasnsetcs B voice vlan
(npeHTMounKauma no npotokony SIP nnu e no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

2.2.4 ®yHKyuu mpemse2o yposHsa cemeegoii modenu OSI

B Tabnmue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKLUMIN TpeTbero ypoBHa (Layer 3)

Knuenmei BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoictBa  CnoOCO6HbI

BootP/DHCP.

aBTOMaTMYecKM nosyyatb |P-agpec no NpoOTOKoAy

CmamuyecKue
IP-mapwipymei

AZMWHUCTPATOP KOMMYTaTOpa MMEET BO3MOMXKHOCTb A06aBNATb U yAANATL CTaTUYe-
CKMe 3anucuy B Tabanuy mapLupyTnsaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocTtaBneHus IP-agpeca n pusmnyeckoro agpeca ycrtponcrea. CooT-
BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBETA OT Y3713 CETU, afpec y3fa 3a-
npalmMBaeTca B LUIMPOKOBELLLATE/IbHOM MaKeTe.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32
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lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AUHAMMYECKOI MApPLIPYTU3aLLMK, KOTOPbLIM NO3BOIAET MAapLIPyTU3aTOpPam
06HOBNIATL MAPLIPYTHYIO MHDOPMaALLMIO, MOSIyYas ee OT COCEAHUX MapLIPYTM3aTOPOB..
B 33aa4M NpOTOKONA BXOAMUT onpesesieHne onTUMAbHOro MapLipyTa Ha OCHOBAHUMU
[AaHHbIX O KO/IMYECTBE NMPOMEKYTOUHbIX Y3/10B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢&yHKUMS YNPOLLEHHOW MapLIpyTUM3aUMM MHOrOaApecHbIX OaHHbIX
MeXay ceTamu. s ynpaBaeHMA mapLlipyTm3aumneit ncnonbayetcsa npotokon IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMM, OCHOBAHHbIA Ha TEXHONOMMU OTCAEKM-
BaHMA cocToaHUA KaHana (link-state technology) 1 ucnonb3ylowmii gns HaxoKaeHUs
KpaTtyauwero nytm anroputm eikcTpsl. Mpotokon OSPF pacnpocTpaHAaeT MHdopma-
LMI0 O AOCTYMHbIX MapLIpyTax Mexay MapLpyTu3aTopaMn o4HOW aBTOHOMHOW Cu-
cTeMbl.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHMYHOrO WA3a) ABAAETCA NPOTOKO-
JIOM MapLpyTU3aummn mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MEHMBaTCA MHbOPMaLMel 0O MapLIpyTax K CETAM Ha3Ha4yeHuA.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHNA MapLLPYTU3aTOPOB, BbIMOAHA-
OLLMX POAb W03 MO YMOYaHUIO. ITO AOCTUraeTcsa NyTém obbeguHeHua IP-uHTep-
deicoB rpynnbl MapLLpyTM3aTOPOB B OANH BUPTYasibHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LWII03 MO YMOJIYAHMIO AJ17 KOMMbIOTEPOB B CETY.

PIM-npoTokon mHOroaapecHon maplipytusaumm ansa IP-cetei, co3gaHHbIn ana pe-
WweHus npobnem rpynnosoit mapwpytmsaumuun. PIM 6asmpyeTtca Ha TpagMLUMOHHbIX
MapLLUpPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto ToOro,

pomokon PIM yTobbl CO34aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
VLY MapLIpyTM3aLmu gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
TOopamu, 4Tobbl ybeguTbea, YTO Nnepegadya MHOroagpPecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoTokon ans obmeHa nHbopmaumeint 06 UCTOUHMKAX MyNbTUKACTa MEX, a3nny-
Mpomokon MSDP P A bopma, 4 Ay e

Hbimu RP B PIM.

2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLMM KayecTBa obcny:kusaHus (Quality of Service).

Tabanua 5 — OcHoBHble GyHKUMM KayecTBa 06CayKUBAHUSA

Moddepxcka YCTpOICTBO NoAAepKUBAET NPUOPUTU3ALMIO UCXoaALLero TpadMKa No oyepeaam Ha
npuopumemHsoix Kaxaom nopTy. PacnpeseneHue nakeToB No oyepesam MOXKeT NPpOn3BOANTLCA B pe-
ouyepedeii 3ynbTaTe KnaccudurKaLl MM NaKeToB No Pas/IMYHbIM NONAM B 3aro/10BKax NakeTos.
CraHgapT 802.1p cneunduumMpyeT MeToZ yKasaHMA NpuopuTeTa Kagpa M anroputm
Moddepxcka knacca MCMNO/Ib30BaHMA NPUOpPUTETA B LieNIAX CBOEBPEMEHHOW A0CTaBKU YyBCTBUTENIbHOTO |v<
BPEMEHHbIM 3agep»KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEM
obcnyrcueaHua 802.1p
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npruoputeta 802.1p gna
pacnpeaeneHna KagpoB No NMPUOPUTETHLIM o4epesam.
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2.2.6 ®yHKyuu obecneyeHus bezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6ezonacHOCTH

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTYNMBLUUX C
HeHaZeXHbIX NOPTOB NMyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AAaHHbLIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNonHAET aencTaus
6paHaMayapa MexKay HeHaAEeKHbIMWU nopTamu U cepsepamun DHCP.

DHCP snooping

Onuwusa, KoTopas nossonseT npouHbopmuposatb DHCP-cepsep o Tom, C KaKkoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yepes Kakown nopt nFiMLuen 3anpoc. .

Mo ymon4yaHMI0 KOMMyTaTop, MCNob3yoLWwmn dyHKUMo DHCP snooping, obHapyKu-
DHCP o o o

BaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, coaeprKalmii onumio 82, KOTopbIA OH No-

Nly4nn yepes HeHagEéxHbIM (untrusted) nopr.
UDP relay MepeHanpasneHune wmpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LEeHTpan30BaHHOE yrnpaB/ieHUe CEeTEBbIMU aZpecamu
cepsepa M COOTBETCTBYHOLMMWN KOHOUTYPALMOHHBIMM NAapaMeTpamm, aBTOMaTUYECKU Npeao-

CTaB/AA UX KIMEHTAM.

IP Source address guard

PyHKUMA KOMMYyTaTopa, KOTopas orpaHmMumeaeT IP-TpaduK, dunbTpys ero Ha OCHoBa-
HUK TabmLbl cooTBETCTBUIM 6a3bl aHHbIX NpuBsAa3kn DHCP — DHCP snooping u ctaTtn-
Yyecku ckoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl € noa-
meHoit IP-agpecos.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NPeZiHa3HaYeHHAA 414 3alUMUTbl OT aTak C UCMOb30BaHNEM
npoTokona ARP. CoobuieHune, KOTOpoe NOCTyNaeT ¢ HEHAAEXKHOrO NopTa, Noasepra-
eTcA NnpoBepKe — cooTBeTcTBYeT N IP-agpec B Tene npuHatoro ARP-naketa IP-agpecy
otnpasuTens. Ecnv agpeca He coBnazatoT, TO KOMMYTaToOp OTOpacbiBaeT NakerT.

L2 - 13- L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, CoAepKaLLENCca B 3aro/0BKax ypoBHei 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOMHOCTb HAaCTPOMTb MpaBuaa, COrNacHO KOTOPbIM NakeT byaeT
obpaboTtaH nmMbo oTbpoLleH.

Time-Based ACL

Mo3BonseT ckoHOUryprMpoBaTb BPEMEHHbIE PAMKW, B TEYEHWE KOTOPbIX AaHHbIA ACL
byneT felncTBoBaTh.

Moddepxka OcHoBHaA PpyHKUMA 6NOKMPOBKKU — MOBbLICUTL 6E30MacHOCTb CeTU, NPeaoCTaBAAsa 4o-
306/10KUPOBAHHbLIX CTyN K NOPTYy KOMMYTaTopa TO/IbKO ANA YCTPOMNCTB, umetowmx MAC-agpeca, 3akpen-
nopmoe NeHHble 33 3TUM NOPTOM.

lpoesepka MposepkKa nognnHHocth IEEE 802.1x npeactasnset coboit mexaHM3M KOHTPOAA A0-

nodsnuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam yepes BHelWHWit cepsep. Mpolwealwine nposepKy NogAMHHOCTU
No/ab30BaTeIM NOAYHAT AOCTYN K pecypcam BbIbpaHHOM ceTw.

2.2.7 ®yHKYyuu ynpasaeHuUs KOMMymamopom

Tabnnua 7 — OcHoBHble GYHKLMM YPaBAEHNA KOMMYTAaTOPaMM

3azpy3Ka u eviepy3Ka
¢alina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Galiie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHUIypaLyMK Kak BCel CUCTeMbI B LLEIOM, TaK M onpeaeneHHoro nopTa ycTpoit-
cTBa.
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Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3yetca gns onepaunini 3anmcu 1 yteHus dainos. MpoTokon oc-
HOBaH Ha TpaHcNopTHOM npoTtokose UDP.

YCTpoMcTBa NoAAepKUBAIOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyexus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yerca Ana onepaumn 3anucu u uteHma dainos. MNpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YCTpoMCcTBa NoAAepKMBAIOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyexus.

YoaneHHbIii
MoHumopuHz (RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,
paclwmpeHme SNMP. CoBMecTUMble YCTPOICTBa NO3BOAKOT cobMpaTb AnarHocTmye-
CKMe faHHble C NOMOLbIO CTaHUMK ynpaBnieHua cetbio. RMON — ato ctaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA U NpeablayLas cTaTUcTUKa yposHa MAC
1 06bEKTLI YNpaB/ieHWA, NPesoCTaBAsAoWMe AaHHbIE B pealbHOM BPEMEHM.

lpomokon SNMP

Mpotokon SNMP ucnonb3yeTca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. [1a ynpaBaeHUA AOCTYNOM K CUCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LLLeCTBA, KaXkaan N3 KOTOPbIX COAEPKUT NpMUBUAErUM A0CTyNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNbHO Yyepes no-
cneposaTtesibHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHgHOM cTpoKM KoHconu (CLI) aBnseTca NpombilWNeHHbIM CTaHgapTom. MHTepnpe-
TaTop CLI NpeaocTaBAseT CNMCOK KOMaHA, U KAYeBbIX C/10B A1 MOMOLLM NO/b30Ba-
Te/0 U COKPALLEHWNIO 06bemMa BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoToKo, obecneymBatowmii nepesaydy coobLLEHNA O NPOUCXOLALLMX B CU-
cTeme cobbITUSAX, a TaKXKe YyBeJOMIEHU 06 oWMOKaxX yaaneHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NpOTOKON CUMHXPOHU3ALMK BPEMEHM CETU, rapPaHTUPYET TOYHOCTb
CMHXPOHM3ALUN BPEMEHU CETEBOTO YCTPOMUCTBA C CEPBEPOM 0 MUIIUCEKYHADI.

Traceroute — ciyxebHasa GyHKUMSA, NpeaHa3HauYeHHan 4na onpeaesieHUs MapLupyToB

Traceroute
nepeaayun AaHHbIX B IP-ceTax.
Ynpaenexue .
AZMUWHUCTPATOP MOXKET ONpesennTb YPOBHU NPUBMAETUIA A0CTYyNa ANA NONb30BaTe-
KOHMpoaupyemoim o . .
el YCTPOWCTBA M XapaKTEPUCTUKM AN1A KaXKA0ro YPOBHS NpuBWIernit (Tonbko anas
docmynom — yposHu .
. yTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K KaxXaomy WHTepdency
n HMA (SNMP, CLI). 3anpeTt moxeT bbIT TaH H OT, H A Kaxaor
Brokupoexa ynpasne (S , CLI). 3anpeT mMoeT 6bITb YCTAaHOB/IEH OTAENbHO AA KaXKAOoro
o TMMa JocTyna:
UHmMepdgeuca .
pd Telnet (CLI over Telnet Session);
ynpaenexus Secure Shell (CLI over SSH);
SNMP.
JloKanbHasA [Ona nokanbHOM ayTeHTUPUKaLMKN NoanepKMBaeTca XpaHeHMe naponen B 6ase gaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

dunompayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnalOWmMxca yne-

adpecoe 0153 SNMP Hamu SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMduKaumm, astopmsaumm u ydyeta. Cep-
Bep RADIUS ucnonbsyet 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPAA COAEPMKUT AaHHbIE

Kauenm RADIUS P noab3yer basy A ronb3OBATENEN, KOTOPAR COACPIT A
NPOBEPKU NOAMHHOCTU ANA KaXKA0ro nonb3osatend. KommyTtaTopbl cogepaT Kam-
E€HTCKYo YacTb npoTokona RADIUS.

TACACS+ YCTpPOMCTBO NpesoCcTaBnAeT NoAaep KKy NPOBEPKM NOAJMHHOCTU KAMEHTOB Nocpea-

. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO

(Terminal Access cuctemy 6HesonacHocTm A MPOBEPKU NO/b30BaTeNei, MNosyyaloWwmx [0CTyn K

Controller Access w i ’ yraiotx AoeTy
YCTPOMCTBY, @ TaKKe LLeHTPA/IM30BaHHYIO CUCTEMY YNpaBieHUa npu cobnoseHnn

Control System) cosmectumocTtun ¢ RADIUS n gpyrumn npoueccamm NnpoBepKn NoAJNHHOCTU.
®yHKunA cepsepa SSH nossonset kKaneHTy SSH ycTaHOBUTL C YCTPOMCTBOM 3aLLULLEH-

Cepeep SSH YHKL, psep y y ycTp Ly
Hoe coeAuHeHue ANA ynpaBaeHUa UM.
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Moddepxka
MAKpPOKOMAHO

[aHHasa yHKUMA nNpenocTaBaAeT BO3SMOMXKHOCTb CO34aBaTb MAaKPOKOMaHAbl, npesa-
cTaBnAowWwme cobolt Habop KOMaHA, U NPUMEHATL UX AN KOHOUTYPALUKM YCTPOMNCTBA.

2.2.8 /[lononHumenbHble pyHKYUU

B Tabanue 8 npuseseHbl 4ONOAHUTENbHbIE PYHKLIMM YCTPOICTBA.

Tabnnuya 8 — lononHuTenbHble GyHKUUM YCTPOMCTBA

LuazHocmuka
onmuyYyecKoz0
mpaHcueepa

YCTPOWCTBO NO3BONAET TECTUPOBATL ONTUYECKMI TpaHcuBep. [py TecTMpoBaHMM OT-
CNEXMBAKTCA TaKMe MapameTpbl, Kak TOK WU HanpaKeHue MUTaHuA, TemnepaTypa
TpaHcuBepa. Jna peannsauun TpebyeTca noaaepkka 3sTx GyHKLMIA B TpaHcMBepe.

Green Ethernet

[laHHbIA MexaHM3M NO3BOAAET KOMMYTAaTOPy CHW3UTbL dHepronoTpebaeHne 3a cyert
OTKJ/IIOYEHUNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB.

2.3 OcCHOBHbIe TeXHUYECKMNe XapaKTepUCTUKH

OCHOBHble TeXHU4YecKme napamMeTpbl KOMMYTAaTOpPOB NnpueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHble TEXHUYECKUE XapPaKTEPUCTUKM

O6wme napameTpbl

NHTepdeiichl

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32
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1 x 10/100/1000BASE-T (OOB)
24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES5324A 1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
MES5332A 1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-24 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
2 x 10GBASE-R (SFP+)
MES5500-32 32 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
CKODOCTb NEDeaauM AaHHBIX OnTunyeckme nHTepdelicol 1/10/100 rémt/c
P peaain A dnekTpuyeckue nHtepdeicol 10/100/1000 M6but/c
MES2300-24
MES3300-24 128 réut/c
MES3300-24F
MES2300-48P
MES2300B-48 176 Féut/c
MES3300-48
MES5312 240 Iéeut/c
MponyckHasa cnocobHOCTb MES5316A 320 6ut/c
MES5324A 480 réwur/c
MES5332A 640 réut/c
MES5400-24 1,68 T6ut/c
MES5400-48 2,16 Téut/c
MES5500-32 6,4 Tout/c
MES2300-24
MES3300-24 95,2 MPPS

Mpoun3soaNTENbLHOCTb Ha Na-
KeTax A/sMHoM 64 baiital

MES3300-24F

MES2300-48P
MES2300B-48

130,95 MPPS

MES3300-48

MES5312 178 MPPS
MES5316A

MES5324A 238 MPPS
MES5332A

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.
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MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5500-32

1995 MPPS

O6bem bydepHoi namaTu

MES2300-24
MES3300-24
MES3300-24F

1,5 M6ant

MES5312

2 Mb6aut

MES2300-48P
MES2300B-48
MES3300-48
MES5316A
MES5324A
MES5332A

3 Mb6ait

MES5400-24
MES5400-48

12 M6auTt

MES5500-32

24 M6ant

O6bem O3Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reant!

O6bem O3Y (DDR4)

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

2 [bait

MES5400-24
MES5400-48
MES5500-32

8 [bant

O6bem M3Y (NAND Flash)

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

512 M6ant

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
ussD)

MES5400-24
MES5400-48
MES5500-32

8 bant

Tabnuua MAC-agpecos

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

16384

! O6bém 0O3Y pgna mopeneir MES5316A rev.C, MES5324A rev.C, MES5332A rev.C, MES5316A rev.Cl,
MES5324A rev.C1 — 2 I'6auT.
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MES5312
MES5316A
MES5324A 32768
MES5332A
MES5400-24 65536
MES5400-48 262144
MES5500-32 131072
MES2300-241
MES2300-48P 2039
MES2300B-48*
MES3300-241
MES3300-24F! 4087
MES3300-48*

Konnuectso ARP-3anuceit MES53122 i
MES5316A
MES5324A2 8183
MES5332A2
MES5400-242 32759
MES5400-48 131063
MES5500-322 65527

Noppep»xka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

MES2300-24
MES2300-48P
MES2300B-48

2048

Konunyectso rpynn L2
Multicast (IGMP snooping)

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

4092

MES5500-32

4090

Konnuectso npasua SQinQ

1320 (ingress), 1320 (egress)

MAC ACL

MES2300-24
MES2300-48P
MES2300B-48

1976

Konunyectso npasun

MES3300-24
MES3300-24F
MES3300-48

3000

MES5312

6072

MES5316A
MES5324A
MES5332A

3000

! lna kaxporo xocta B ARP-TabauLe co3aaerca 3anuchb B Tabanue maplipyTmsaumm.

2 Ina Kakporo xocta B ARP-Tabnuue co3faetca AONOAHUTENbHas 3anucb B Tabauue KommyTaumu. Koamuectso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana

MES5400-24 — 30711, ana MES5400-48 — 129015, gha MES5500-32 — 63479.
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MES2300B-48

MES5400-24 6144
MES5400-48 10737
MES5500-32 4081
MES2300-24
MES2300-48P 1975/988
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48 2999/1500
Konunyectso npasun MES5316A
IPv4/IPv6 ACL MES5324A
MES5332A
MES5312 6072/3049
MES5400-24 6144/3036
MES5400-48 10737/5367
MES5500-32 4081/2040
MES2300-24
MES2300-48P 2048
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48
3072
Konunyectso ACL MES5316A
MES5324A
MES5332A
MES5312
MES5400-24 6144
MES5500-32
MES5400-48 12288
Konunyectso npasun ACL B ogHom ACL 256
MES2300-24
MES2300-48P igi’g :Ezg
MES2300B-48
MES3300-24
MES3300-24F gig:‘:‘
MES3300-48
Konnyectso mapwpyTos L3 MES5312
Unicast? MES5316A 16286 IPv4
MES5324A 4070 IPv6
MES5332A
MES5400-24 32669 IPv4
MES5400-48 8165 IPv6
292000 IPv4
MES5500-32 73000 IPv6
Konnyectso mapwpyTos L3 mgzizgg:igp 2029 IPv4
Multicast (IGMP Proxy, PIM)? 505 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32
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MES3300-24
MES3300-24F igiz :Ezg
MES3300-48
MES5312
MES5316A 8143 IPv4
MES5324A 2033 IPv6
MES5332A
MES5400-24 16324 1Pv4
MES5400-48 4079 IPv6
146000 IPv4
MES5500-32 36500 IPv6
Konnyectso VRRP-mapwpyTmnsatopos 255
MES2300-24
MES2300-48P 8
MES2300B-48
MES3300-24
MES3300-24F 5
MES3300-48
MaKcnumanbHoe Konn4ecTso
ECMP-mappyTtos MES5312
MES5316A
MES5324A
MES5332A 64
MES5400-24
MES5400-48
MES5500-32
MES2300-24

Konunuectso VRF

MES2300-48P
MES2300B-48
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

16 (BkAto4an VRF no ymonuyaHuio)

MES5400-24
MES5400-48
MES5500-32

251 (skatouyas VRF no ymonyaHuio)

Konunuectso L3-
NHTepdencos

MES2300-24
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5500-32

2050

22

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32




HELTEX

MES5312
MES5316A
MES5324A

MakcrmanbHOe KonnmyecTso MES5332A

2094

VXLAN
MES5400-24

MES5400-48
MES5500-32

4093

Konunuyectso BupTyanbHbix Loopback-uHrepdeicos

64

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

32 rpynnbl, A0 8 NOPTOB B Ka*KA0M

Arperaupa kaHanos (LAG) MES5312

MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5500-32

128 rpynn, 40 8 NOPTOB B KaXKA0M

Konnyectso aksemnaapos MSTP

64

Konnyectso aksemnnapos PVST

64

Konnuectso DHCP pool

16

KayecTBo 06cnyxmBaHMA QoS

8 BbIXOAHbIX OYepeaei ANA Kax4oro nopra

CBepxanuHHble Kagpbl (jumbo frames)

MakcumanbHbIi pasmep naketos 10240 6aiT

CrekuposaHue!

[o 8 ycTtpolicTs

CooTseTcTBME CTaH4APTAM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

1 B tekywweli sepcun MO gna MES5500-32 nogaepsaHa paboTa CTeKka U3 Tpex yCTPOCTB.
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du3nyecKkne XapaKTepPUCTUKMU U YCI0BUA OKpYIKatoLiel cpeabl

MCTOYHMKM NUTaHNA

MES2300-48P
MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOIO TOKa: 36—72 B

BapuaHTbl NUTaHMA:

- OAVH UCTOYHWMK NUTAHWA NOCTOSSHHOIO WM NepemMeHHOro
TOKaQ;

- lBA@ UCTOYHMKA MUTAHUA MOCTOAHHOIO WKW NEPEeMEHHOro
TOKa, C BO3MOKHOCTbIO ropAYeit 3aMeHbl.

MES2300B-48

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B

CeTb NnepemeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B
BapuaHTbl NUTaHuA:

MES5400-48 - OAVH UCTOYHUK MUTAHMUA MOCTOAHHOIO WM NepemMeHHOro
TOKa;
- ABa UCTOYHMKA MUTAHMA NOCTOAHHOrO WMAW NepemeHHOro
TOKa, C BO3MOHOCTbIO ropAaYeit 3ameHbl.
CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
BapuaHTbl NUTaHuA:

MES2300-24 OpMH WUCTOYHMK NUTAaHMA NEPEMEHHOTO TOKa;

MES5500-32 A P /
- ABa UCTOYHMKA NUTAaHWA NEepPemMeHHOro TOKa C BO3MOXHO-
CTbiO ropAYen 3aMeHbl.

MES2300-24 He 6onee 20 BT

MES2300-48P

He 6os1ee 1600 BT AC (c y4éTom Harpysku PoE)

MES2300B-48

He 6onee 55 BT AC

MES3300-24

He 6onee 33 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48 He 6onee 45 BT AC
MoTpebnseman MOLWHOCTb MES5312 He 6onee 25 BT
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 180 BT
MES5500-32 He 6onee 400 BT
broaeTt PoE MES2300-48P 1450 Bt
MES2300-24 20 Bt
MES2300-48P 150 Bt
MES2300B-48 43 Bt
TennosblgeneHune MES3300-24 33 B1
i
MES5312 25 Bt
MES5316A 58 Bt
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MHTepsan pabounx
TemnepaTyp

MES5324A 73 Bt
MES5332A 85 BT
MES5400-24 150 Bt
MES5400-48 180 Bt
MES5500-32 400 Bt
MES2300-24

MES2300B-48

OT1-20 po +50 °C

MES2300-48P

OT1-10 go +50 °C

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

Ot-10 po +45 °C

MES5400-24
MES5400-48
MES5500-32

O10 go +45 °C

MHTepsan TemnepaTypbl XpaHeHMA

NHTepBan TemnepaTypbl XpaHeHua oT -50 go +70 °C
/' lMepea nepBbim BKAOYEHMEM NOCAE XPaHeHUA
V npu Temnepartype meHbLueit, yem -20 °C, uam npu
6onblient, yem +50 °C, Tpebyetca Bblaep}KaTb
KOMMYTaTop Npu KOMHATHOW TemnepaTtype He

MmeHee ‘-IETpréX Yyacos.

OTHOCUTE/IbHaA BAAXHOCTb MPKM 3KCAAyaTaLum
(be3 obpasoBaHMA KOHAEHCaTa)

He 6onee 80 %

OTHOCUTENbHasA BNAXKHOCTb NPU XpaHeHun (6es
o0bpa3oBaHMA KOHAEHcaTa)

01108095 %

MES2300-24

430 x 44 x 204 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES3300-24F

430 x 44 x 305 mm

MES3300-48 440 x 44 x 330 Mmm

lFabapuTHble pasmepbl

(W xBxT) MES5312 430 x 44 x 230 mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 Kkr
MES2300-48P 9,98 Kkr

Macca MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-24F 5,04 kr
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MES3300-48 5,67 Kkr
MES5312 3,8 Kr
MES5316A 3,6 Kkr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5400-24 6,36 Kr
MES5400-48 8,84 kr
MES5500-32 11,8 Kr
CpokK cny»Kbbl He meHee 15 net

=
V Tun NUTaHUA YCTPOICTBa onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B aHHOM pa3gesie onNnMcaHo KOHCTPYKTUBHOE MCMOJIHEHMeE YCTPoicTB. MpeacTtasieHbl M306paxeHna

nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-

raHbl ynpaBaeHus.

Ethernet-kommyTtaTopsbl

MES2300-24,

MES2300-48P, MES2300B-48, MES3300-24, MES3300-24F,

MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32 BbI-

NOJIHEHbI B METa/IZIMYECKOM KOpPMyCe C BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHM BMA, nepegHen naHenn ycrponcts MES2300-24 nokasaH Ha pucyHke 1.

T

== 1=

(ST T S I e s [T T [ T [ T T T T
1 15 5
(]

100240 v AC 5060 Hr

s oD aTO0n B e 5 S
N mmmmmmwﬁwmmm e
el
T o - T
11 12 3 4 5

PucyHok 1 —lMNepeagHaa naHenb MES2300-24

BHewHM BUA, NnepegHert naHenn ycrponcts MES2300-48P noKasaH Ha pUCyHKe 2.

Aeltex=9°
B MES2300-48P
Junito OF

O status
=2 '
\_‘_1 | i ]
| |
1 3 12 5
PucyHok 2 — lNepeaHaa naHenb MES2300-48P

BHewHM BUA, NnepegHert naHenn yctpoincts MES2300B-48 nokasaH Ha pucyHke 3.

AeTexogoe
B MES2300B-48|
duno_ QF

o e e e e e
= g by byl ! Ll bl

O Master
Console 2 0 5 8 10 1 14 16 18 20 2 2 % g 30 ) 3 36 8 o 2 “w &% 4800 X620 0Xs4 OO0

Ostatus.
QO Battery
|T_J | ‘ 1 ‘ ]
1 3 13 5
PucyHok 3 —lNMepeaHasa naHeno MES2300B-48

BHewHW BuA nepegHen naHenm yctpoicts MES3300-24 noKasaH Ha puUcyHKe 4.

SyELTEX
MES3300-24

PucyHok 4 — NepeaHas naHenb MES3300-24
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BHewHW BuA nepegHen naHenm yctpoicts MES3300-24F nokasaH Ha pucyHKe 5.

3 Uit (YT A a a T a e ey Taya e B2 D S (5 SO 5 B £ 5 E5 2 KD T
ELTEX Q0B 081106 ® 0030NL001500 ©
MES3300-24F B _0 et O e e &
c kS 2o ool oo o o
[ 5 ‘ﬁ‘ I_ELI I_ELI
Fower ()
taster GF m
Fan () (= e t=]
A i P00 Fomoie

PucyHok 5 — MNepeaHaa naHenb MES3300-24F

BHewHW Bua nepegHen naHenm yctpoicts MES3300-48 nokasaH Ha pucyHKe 7.

AciTex >
B MES3300-
- 0 A | i i g
2 unitp OF E
o ,— s |
O Master
<20l gl g g | g g g g g | g g g g g g | g g g g <
Ores Console| 2 4 6 8 10 12 14 16 18 20 2 24 26 28 30 2 34 36 38 0 4 44 46 48

[ ] [ J1 I

1 3 13 5
PucyHok 6 — MNepeaHAaa naHeno MES3300-48

BHewHW Bua nepegHen naHenm yctpoicts MES5312 nokasaH Ha puCcyHKe 7.

TR

PucyHok 7 — NMepeaHasa naHenb MES5312

BHewHM BMA, nepegHer naHenn yctponcts MES5316A noKasaH Ha pUCyHKe 8.

N T N P e A P ERERER P e =TT T T 1=

PucyHok 8 — MNepeaHAasa naHenb MES5316A
BHewHW Bua nepegHen naHenn yctpoincts MES5324A nokasaH Ha pucyHKe 9.

Aet:rex console
H MES5324A
Unkt  QF o
O Power
) Master
QO Fan
Qnes A e 008 - a n 12 14
EEE SN ENENEN Y = e eV

PucyHok 9 — MNepeaHasa naHenb MES5324A
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PucyHok 10 — NepeaHas naHenb MES5332A

BHewHW BuA nepegHen naHenm yctponcte MES5400-24 noKasaH Ha pUCYHKe 7.
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PucyHok 11 — NepeaHaa naHenb MES5400-24

BHewHwnit BuA nepegHeit naHenn ycrpoiicte MES5400-48 nokasaH Ha pucyHKe 8.
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PucyHok 12 — NepeaHAsa naHenb MES5400-48

BHewHwnit BUA nepegHeit naHenu ycrporicte MES5500-32 nokasaH Ha puUcyHKe 9.

7y 7 7y 7y
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PucyHok 13 — NepeaHas naHens MES5500-32
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B Tabnumue 10 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB ynpaBieHus,
PacnoOXKEeHHbIX Ha NepeaHeit NaHean KOMMYTaTOPOB.

Tabanuya 10 — OnucaHue pa3beMoB, MHANKATOPOB M OPraHOB ynpaBaeHna nepegHei naHenn MES2300-24,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48, MES5500-32

Ne | SnemeHT nepeaHen naHenn OnucaHwue
Unit ID NHAMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumii/seaombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 31eKTPONUTaHUA.
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpyskn ycTpoictea u cbpoca K 3aBoa-
CKMM HacTpoMKam:
) . - NPU HaXaTUKN Ha KHOMKY A/INTeNbHOCTbI0 MeHee 10 ¢ npoucxoauTt nepesa-
rpy3Ka yCTpOWCTBa;
- IPU HAXKAaTUM HA KHOMKY AautenbHocTbio 6onee 10 ¢ npoucxoamut cobpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.
KoHCObHbIV NOPT AN IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 He ncnonbsyetca
2 He ncnonb3yeTcA
3 RX
4 GND
3 Console 5 GND
6 TX
7 He ucnonb3yeTca
8 He ucnonb3syetca
9 He ucnonb3syeTca
Pacnaiika KoHconbHOro Kabensa npusegeHa B pasgene «lpunoxexue b.
KOHCO/IbHbIV Kabenby.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMCTBOM.
YnpasneHne OCyLLECTBAAETCA MO CETW, PasfesfibHO C KaHa/loM nepenayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
(1-24] MES5400-24
5 CnoTbl pna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-48] MES5400-48
[XG1-XG2] MES5500-32
MES2300-48P
MES2300B-48
[XG1-XG4] MES3300-24
MES3300-24F
MES3300-48
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MES5316A
MES5324A
6 | o< MES5332A USB-nopr.
MES5400-24
MES5500-32
[HG1-HG6] MES5400-24
7 [HG1-HG32] MES5400-48 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.
MES5500-32
8 [1-20] MES3300-24F | 20 noptos 1000BASE-X/100BASE-FX (SFP).
9 [21-24] MES3300-24F | 4 nopTa 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
10 | [1-24] MES3300-24 24 nopta 10/100/1000BASE-T.
11 100-240V AC MES2300-24 Pasbem ONA NOAKNIOYEHMA K UCTOYHMKY S/IEKTPOMUTAHUA NepemMeHHOro
50-60 Hz TOKa.
12 | [1-48] MES2300-48P | MopTbl 10/100/1000BASE-T (RJ-45) PoE/PoE+.
13 | [1-48] MES23008-48 MopTbl 10/100/1000BASE-T (RJ-45).

MES3300-48

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32 31
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2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHWn BWA 3agHel nNaHenn KommyTtatopoB MES2300-24, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24,
MES5400-48, MES5500-32 npuBefeH Ha pPUCYHKaxX HUXKe.
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PucyHok 18 —3aaHAaa naHenb MES3300-24F
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PucyHok 24 — 3agHAaa naHenb MES5500-32
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B Tabnuue 11 npuBeaeH nepedyeHb PasbeMOB, PACMOJOMKEHHbIX Ha 3a4HeW MaHeAn KOMMYTaTopoB

MES2300-24, MES2300-48P,

MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312,

MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5500-32.

Tabnnua 11 — OnucaHMe pasbemMoB 3afdHel naHenu KommyTaTopoB MES2300-24, MES2300-48P,
MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5500-32

DN1eMeHT 3aaHeM

Ne OnucaHue
naHenu
1 Knemma 3azemneHus = Knemma pns 3a3emneHuns ycTpoincTea.
2 BeHTuNATOPSI BeHTUNATOPbI ANA OXNAaXKAEHWA YCTPOUCTBA.
3 CNOTbI AN YCTAHOBKM 610~ Cnot ana yctaHoBKM pesepBHoro 610ka nutaHma AC nan DC.
4 KOB NUTaHuA CNnoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHua AC nam DC.
5 Console KOHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasne-
6 00B MES3300-48 | HUWA yCTPOMCTBOM.
MES5400-48 | YnpaBaeHue OCyLLecTBAAETCA MO CeTU, pasdesibHO C KaHanom nepeaayu
LAHHbIX.
7 - USB-noprT.
34 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32
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PucyHok 25 — JleBasi 6oKkoBasa naHenb MES2300-24
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2.4.3 bBokKoesvble naHenu ycmpolicmea
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PucyHok 31 — fleBasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 35 — MNpasasa 6okoBas naHesnb MES5312
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PucyHok 36 — JleBas 60KkoBasa naHenb MES5400-24
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PucyHok 37 — MpaBas 6oKkosaa naHenb MES5400-24
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PucyHok 38 — NpaBas 6oKkoBan naHenb MES5400-48
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PucyHok 39 — NMpaBas 60KkoBan naHenb MES5500-32

Ha 60KOBbIX MaHenAx ycTPOMCTBa PacroNoXKeHbl BEHTUAALMOHHbIE PELLeTKKN, KOTopble CAyXKaT Ans
oTBoAa Tensna. He 3aKpbliBaliTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKeT
NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapyLLeHWA B ero paboTe. PekomeHaaunm no
YCTaHOBKe YCTPOMCTBa PacMo/oKeHbl B pa3gene «YCTaHOBKa U NOAKAYEHNE».
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2.4.4 Ceemoeasn uHOUKayusa

CoctoaHue wuHTepodeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xXx MHAMULMPYETCA ABYMA CBETOAMOAHbIMW WMHAWMKaTopamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro ugeTta. PacnosoXeHne CBETOANOA0B NOKA3aHO Ha PUCYHKAX HUXKe.

Link @ @ Speed

T T

]

PucyHok 40 — BHeluHuMIA BUA oamMHapHoOro pasbema SFP/SFP+

Do

HVA VA

LINK/ACT SPEED

PucyHoK 41 — BHellHKWIA BUA, cABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

PucyHok 42 — BHewHu BMA pa3bema RJ-45

LINK/ACT ~ SPEED

00 A¥ 00O

PucyHok 43 — BHewHM B1uA pasbema QSFP+ n QSFP28 ana MES5400-xx

Ona  mopenn MES5500-32 coctosHne wuHTepdeiicoB QSFP28 wuHanumpyetca

YeTblpbMA

CBETOAMOAHBIMW WMHAMKATOPAMWU 3e/IeHOr0 U AHTAPHOro LUBETOB, COCTOAHME WHTepdeiicoB XG-nopTos
MHAMUMPYETCA ABYMA CBETOAMOAHbIMU UHAMKaTopamun, LINK/ACT 3eneHoro ugeta v SPEED aHTapHOro

useta. PacnonoxeHune cBeTogMo40B MOKA3aHO HA PUCYHKAX HUXKeE.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32
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PucyHok 44 — BHewHuMl Bng, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 12 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeincoB QSFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MU COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 100 Méut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabanuya 13 — CeeToBaA MHAMKaALMA COCTOAHMA UHTepdeicos SFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MW COeANHEHUE He YCTaHOBAEHO.

BbikntoueH

FopuT NnocToAHHO

YcTaHoOBeHO coenHeHne Ha ckopocTu 1 Iéut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 Meut/c.

X

Mwuranune

MpoeT nepepaya gaHHbIX.

Tabnnuya 14 — CBeToBaA MHAMKaLMA cOCTOAHUA UHTepdeiicoB SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE He YCTaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 1 Méut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

Tabnuua 15 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHWE HE YCTaHOBAEHO.

BbikntoueH

lopuT nocToAHHO

YcTaHOBMEHO coeguHeHne Ha ckopoctu 10 M6éuTt/c
nnm 100 Méut/c.

lopuT nocToAHHO

[opuT NnocToAHHO

YcTaHOB/EHO coeanHeHune Ha ckopoctn 1000 M6éut/c.

X

MwuraHune

MaoeT nepegaya AaHHbIX.

38 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32



A ELTEX

Tabnuua 16 — CeeToBas MHAUKaUMA cocTosHUA nHTepdeincos QSFP28 ans MES5500-32

CocmosHue uHOuKamopa CocmosHue uHmepdelica Ethernet

MopT BbIKAKOYEH UM COeAMHEHUE He yCTa-

BbikntoueH BbikntoueH BblkAtoYeH BbikntoueH
HOBJ/IEHO.

loput lfoput lfoput YCTaHOB/NIEHO COeAMHEeHMe Ha CKOpPOCTU

BbikntoueH

NOCTOAHHO NOCTOAHHO MOCTOSIHHO 40 réur/c.

lopur lopur lfoput lopur YcTaHOB/NIEHO coeAuHeHMEe Ha CKOpOCTU

NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 100 réut/c.

Mwuranue X X X MaoeT nepepaya gaHHbIX.

Tabnuua 17 — CeeToBas MHAUKaUMA cocTosHUA nHTepdeincos SFP+ ana MES5500-32

CeeyeHue UHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uimepdpelica Ethernet

SPEED

LINK/ACT

BbikntoueH

BbikntoueH

I'IopT BbIK/TKOYEH NN COeANHEHUE HE YCTaHOB/1EHO.

[opuT NOCTOAHHO

opnT nocToAHHO

YcTaHoBeHO coeanHeHne Ha ckopocTu 10 réut/c.

X

Mwuranue

NaeT nepepaya AaHHbIX.

NHankatop Unit ID (1-8) cnyuT ana obo3HayeHWss HOMepa YCTPOMCTBa B cTeKe. CUCTEeMHble
uHamKatopbl (Power, Master, Fan, RPS) cnyxkaT ana onpeaeneHusa cocTosHMA paboTbl y3/10B KOMMYTATOPOB.

Tabnuua 18 — CeeToBas MHAUKALMA CUCTEMHbIX MHANKATOPOB

HaseaHue DyHKYUA o
CocmosHue uHOUKamopa CocmosAHue ycmpolicmea
UHOUKamopa UHOUKamopa
BbikntoyeH MuTaHMe BbIKAOYEHO.
. MuTaHMe BKAOYEHO, HOpMabHaA
3eneHbli, ropuUT NOCTOAHHO .
paboTa ycTponcTsa.
MES5312
OpaH:keBblit MESS316A
CocrosHue P MES5324A
Power WUCTOYHMKOB MES5332A OTcyTCTBME NEPBUYHOrO NUTAHUA
nUTaHuA MES3300-24 OCHOBHOIO MCTOYHMKA (NpW NUTAHWUK
MES3300-24F YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
o MES3300-48 WM aBapumA BTOPUYHOIO UCTOYHMKA.
KpacHbin
MES5400-24
MES5400-48
MES5500-32
Mpu3Hak . YCTPOWMCTBO ABAAETCA K MACTEPOM»
se oro 3eneHbln, ropuT NOCTOAHHO cTeka
r .
Master ,u,yu.i ”
yCTPOMCTBa Npun YCTpPOMCTBO He ABAAETCA «KMacTepoOM»
BbikntoyeH
paboTte B cTeke B CTeKe.
CocTosAHue 3eneHbli, ropuT NOCTOAHHO Bce BEHTMNATOPbLI UCMPABHbI.
Fan BEHTUAATOpPA . OTkas ogHoro unu 6onee
KpacHbIn, ropnT NOCTOAHHO
OXNnaxaeHun BEHTUNATOPOB.
o Pe3epBHbIi ICTOYHUK NOAKAIOYEH U
3eneHbli, FOpUT NOCTOAHHO
Pexxnm paboTol paboTaeT HoOpmanbHoO.

RPS pesepBHOro OTcyTCTBME NEPBUYHOrO NUTAHUA
WUCTOYHMKA KpacHbIi1, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHua HEeUCnpaBHOCTb.

BbikntoueH Pe3epBHbIN UCTOYHMK HE NOAKIOYEH.
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2.5 KomnaeKTt noctaBku

B 6a308BbIi KOMMIEKT MOCTAaBKU BXOAAT:

Ethernet-kommyTaTop;

KomnneKT Kpenerka B CTOMKY;

LWHyp nutaHua EBposunaka-C13, 1.8m (Tonbko gns MES2300-24 n MES2300B-48);
MamATKa 0 AOKYyMeHTaLMW;

CepTnduKaTt cooTBETCTBUA;

Macnoprt.

Mo 3aKa3y NoKynaTtenAa B KOMNAEKT NOCTaBKN ONUMOHA/IbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBO Mo aKcnayaTauum Ha CD-gucKe;

KoHcosbHbIM Kabenb;

Mogaynb nutaHua PM160-220/12 (ana MES3300-24, MES3300-24F, MES3300-48, MES5312,
ana cepum MES53xxA, MES5400-24);

Mogaynb nuTaHna PM950-220/56 (ana MES2300-48P);

Mogaynb nuTaHns PM350-220/12 (ana MES5400-48);

Mogaynb nuTaHns PM600-220/12 (ana MES5500-32);

WHyp nutaHua EspoBunka-Cl3, 1.8m (B cnyyae KOMMJEKTaUMW MoOAyNemM NUTaHWA
PM160-220/12, PM350-220/12, PM600-220/12 nan PM950-220/56);

Mogaynb nutaHnsa PM100-48/12 (ana MES3300-24, MES3300-24F, MES3300-48, MES5312, ana
cepun MES53xxA, ana MES5400-24);

Moaynb nutaHmua PM950-48/56 (ana MES2300-48P);

Moaynb nutaHmua PM350-48/12 (ana MES5400-48);

WHyp nutaHma MNBC 2x1.5, 2m (B cnydae KOmMMNAeKTauumM mogynem nutaHua PM100-48/12,
PM160-48/12, PM350-48/12 nan PM950-48/56);

SFP/SFP+/QSFP+/QSFP28 TpaHcuBepbl.

40
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLITEMHAX PAcnoNOXKEHbI LECTb KPeneKHbIX OTBEPCTUM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepuei cepepHoro WwKada (pucyHkn 45—47). Ona yCTaHOBKM KPOHLWTENHOB BbibepuUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHoK 46 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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3}
PucyHoK 47 — BapuaHT KpenaeHua KpoHwTelHos ans MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tblpe OTBEPCTMA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOWM NaHenu ycrpolictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanum 2 (4,Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKM NPUKPENUTE AeTaslb KPOHLWTENHA BUHTAaMM K KOpnycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA HA AETanMn 3 C TAKMMM Ke BbIOPaHHbIMU OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETANN BUHTAMM C BHYTPEHHEN CTOPOHbI KPOHLWITEMHA, 3aKpyim-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpasAAOWMX Ha OAHOM YpPOBHE C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLbto OTBEPTKMU NPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHoK 48 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicmea MES5500-32

[na yctaHoBKM ycTpolictBa MES5500-32 B CTOMKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Mcnonb3ysa oTBepTRY, 3aPUKCUPYINTE LLEHTPA/IbHBIN BUHT, COeAMHAOWMI geTanm 2 u 3.

PwnpE
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PucyHok 49 — YcTaHOBKa yCTpoIiCcTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToiike.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 50 — PasmewieHne KommyTtaTopoB MES5312 B cToiKe

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

He 3aKprBaﬁTe BEHTUNIALUOHHDbIE OTBEpPCTUA, a TaKXXe BEHTUNATOPbI, PAaCno/I0XKeHHble Ha

3aAHel NnaHenu, NOCTOPOHHUMMU NpeamMeTamu Bo u3berxkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YC/AOBUAX, TPEOYOWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbIM. Moaynu NMTaHUA MOTYT YCTaHaBAMBATLCA U U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol KnwuyuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 51 — YcTaHOBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHOM 4epe3 MHTepdeicbl ynpasaeHun
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpexae 4em K yCTPOMCTBY OyaeT MoAKAtoYeHa NuUTaloWan ceTb, HEO6XO4MMO 33a3eMIUTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eM/IALOLLLENO NPOBOAA A0XKHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncrtom.
-
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY MOPTY KOMMYTATOpPA, 3TO 06opyAOBaHME TaKXKe AOKHO ObITb HALEKHO 3a3EMNEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKA IMBO OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHOrO TOKAa cneayeT UCNob30BaTb Kabenb, BXOAAWMI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKAa UCMOAb3YITEe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4UCTKyY nposoia Ha AJIUHY 9 mm.

e

Llenb nUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa coaeprKaTtb yCTpOﬁCTBO OTK/ZIIO4YEeHUA NUTAHUA C
¢M3M‘-IECKMM pa3sbvegnHeHuem coegnHeHuA (BbIK.ﬂIO‘-IaTe.Hb, pa3bem, KOHTAKTOp, aBTOMATU-

YyecKuii BbIKNloYaTenb U T.0.).

e

4. BK/OYMTE NUTAHME YCTPOCTBA U ybeauTechb B OTCYTCTBUM aBapWUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Bo nsberkaHue noBpeXKaeHUsa YCTPOCTBa NpUM OA4HOBPEMEHHOM MCMOoJIb30BaHUU NMOPTOB
XG1 u XG2 Heobxogumo ucnonb3oBatb SFP+ TpaHcuBepbl ¢ TMINOM pasbema LC uam SFP+

Direct Attached Cable (DAC).

e

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK M NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcrtaBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbemMa BHU3, @ HUXKHUIA SFP-mo-
OYNb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 52 — YcTtaHoBKa SFP-TpaHcmBepos

2. HapasuTe Ha mMmoL4y/b. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwnTe xapaKTeprlﬁ LLENYOK.

PucyHok 53 — YcTtaHoBneHHble SFP-TpaHcuBepb!
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 54 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 55 — N3BneveHune SFP-TpaHcuBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTU CAeaytowme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb peXxum smynauunm TepmuHana VT100 (MHOrMe TepmMHafNbHbIE MPOrpPaMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTedeeﬁca KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/IEHO NMNPOrpaMmmHoe obecneyeHune IMYyNAUnnN TeEpMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBa Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYo namaTs (03Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro

obecrneyeHna KommyTatopa. [1A BbINOAHEHMA chneuManbHbIX npoueayp UCNoab3yetca meHio Startup,
BOMTM B KOTOPOE MOXHO, MpPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica

KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM O AOCTYMHbIX KOMaHAAX UCMONb3YITe KOMBUHALMIO KNaBULL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BXoZa B 3arpy304HOE MEHI0 cneayeT NOAKNOUUTLCA K YCTPOMCTBY Yepes uHTepdeic RS-232,

nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvé6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 19 — GyHKUMM MHTepdeiica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTaTopbl cepmit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5500-321
paboTaloT B peXXMme CTEKMPOBAHUA.

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX ceayiolne poau, onpeaensaemble UX NOpAAKOoBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaBAAOWEro ycTpohcTBa M3 cTposa, bepeT Ha cebs
GYHKLMN YyNPaBAEHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKTHOM paboTbl cTeka Heobxogum xota 6bl O4UH IOHUT C ponbio master u oguH
IOHUT ¢ ponbio backup.

.‘

/’- UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
MES5324A rev.C1l, MES5332A, MES5332A rev.C ucnonb3ytoT XG-nopTbl, a KommyTtatopbl MES5400-24,
MES5400-48, MES5500-32 ncnonb3yoT HG-nopTbl. [1pn 3TOM yKasaHHble NOPTbI HE YYaCcTBYIOT B Nepeaaye
AaHHbIX. BO3MOXKHO CTEKMPOBaHNE KOMMYTATOPOB TO/IbKO OZLHOM MOAE/N U C TEM e KOIMYeCTBOM NOPTOB,
K npumepy, ctekupytotca apyr ¢ apyrom MES5316A n MES5316A. Cteknposatb KommyTaTtopbl MES53xxA ¢
kommyTaTopamn MES53xxA rev.C n MES53xxA rev.Cl HEBO3MOXHO BBWAY annapaTHbIX PasUyYUin STUX
moaenen ycTpoucts. BO3mMOKHbI ABe TOMOAOMMU CUHXPOHU3UPYIOLWMXCA YCTPOMCTB — KOJbLEBaA U
NIMHeNHaA. PekomeHayeTcAa UCNO/b30BaTbh KO/IbLLEBYIO TOMOJIOTMIO AR NOBbLIWEHMA OTKAa30yCTOMYMBOCTH
CTeKa.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTepoM, BCe NOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

1 B tekywweli sepcun MO gna MES5500-32 nogaepsaHa paboTa CTeKka U3 Tpex yCTPOCTB.
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Tabaumua 20 — MaTpuua cteknposaHusa ana MES53xxA/5400-xx

8-007SSIN

v¢-00vSS3aN

'Ada
VZEESSIN

VZEESSIN

TJ°A3I
VvZESSIN

o Y.C)]
VvZESSIN

VPZESSIN

A
VITESSIN

J'A31
VITESSIN

VITESSIN

VITESSIN

J'Adl
VITESSIN

TJ'A3l
VITESSIN

VYZeSSIN

J'Adl
VZeESSIN

TJ'A3l
VrZESSIIN

VZEESSIN

J'Aal
VZEESSIN

vZ-00vSS3IN

8-007SS3IN
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Hacmpoﬁka CMeKUpoBaHUA KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console (confiqg) #

Tabnuua 21 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymosn4aHuro
stack configuration links te HasHavaeT nHTepdelicbl s CUHXPOHM3aUUN PaboTbl KOMMYyTa-
te_port | hu hu_port ) TOpa B CTEKE.
stack configuration unit-id o HasHavaeT Homep ycTpoiicTBa «unit-id» 1O0KaNbHOMY YCTPOMCTBY
unit_id u;i;';;&f’ (Ha KoTOpom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
Npou3onAET Nocne nepesarpyskn KommyTaTopa.
no stack configuration YpaneHue HacTpoeK cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.
[lpumep

=  O6beanHUTb B CTEK ABa KommyTaTtopa MES5312. HasHauMTb BTOPbIM FOHUTOM, MCMO/1b30BaATb UH-
Tepdelicbl tel-2 B KaUecTBe CTEKMPYIOLIUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

KomaHOwbI pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU UMEET CieayoLnin BUa,:
console#

Tabnunua 22 — ba3oBble KOMaHAbI, AOCTYMNHble B pexxmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show stack - OTobparkaeT MHPopMaL Mo 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMaLMIO O CTEKUPYIOWNX UHTepdERcax HoHN-
i TOB B CTeKe.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALLMM O CTEKMPYIOWMX UH-
i Tepdeiicax.

= [lpumep nUcnoab3oBaHUA KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 10G tel/0/2

2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa C 0gUHAKOBbIMU uaeHTudUKatopamm «Unit ID» He moryT paboTatb B 0gHOM
e CTeKe.
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4.5 HacTtpoiika PpyHKUMii KommyTaTopa

®PYHKUMM NO Ha4YaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— ba3oBas HacTpoiKa — BKAoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYpaLUmn m
HaCTPOMKY AMHaMmyecKkux IP-agpecos.

— Hacrtpoitka napameTpoB cuctembl 6€30MACHOCTM — BKJ/IIOYAET YMNpaB/JeHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCTPOCTBA BCe HECOXPaHEHHble gaHHble 6yayT yTepaHbl. A coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUW B HACTPOIMKY KOMMYTaTopa UCNob3yeTca ceayowan
KomaHpga:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTporncTea HEOBX0AMMO MOAKAOUNTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnenoBaTebHblM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMYy SMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTponKa TepMmMHana».

Bo Bpema Haya/NbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTeEpPdENC, KOTopbI ByaeT UCNoNb30BaTbCA
ANA NOAKNOYEHUA K YCTPOWUCTBY YAaeHHO.

ba3oBan HacTpoMKa BKAOYAET cneayollee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernit — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEN.
HacTtpolika cTatuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
Hactpowka napameTtpoB npotokona SNMP.

ukhwnN

4.5.1.1 3adaHue napons 044 nosavzosamess «adminy» u co30aHUe Ho8bIx Nnosb3osameneli

DAna obecneyeHuns 3aWMLLEHHOrO BXO4a B CUCTEMY HEO6X04MMO Ha3HAUYUTb NAPO/b NPUBK-
N NlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena w napoab BBOAUTCA TMNpu BXOoAe B CUCTemy BO BpemA CeaHCOoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na cosgaHnA HOBOro Nosib3oBaTesna CUCTEMbI UN HaCTpOVIKM noboro
M3 NapameTpoB — UMEHU NOJ/1Ib30BaTeENA, MAaPO0/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/‘ YpoBseHb npuBuaernii 1 paspewsaer JocTyn K yCTPOCTBY, HO 3anpeLuaeT HacTpoiiky. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak J0OCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KomaHg, Ana 3agaHusa noab3osartento «admin» naponsa «eltex» v cosgaHuna nonb3osarens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 Hacmpoliika cmamuueckozo IP-adpeca, Macku noocemu U wist03a rno yMmoa4YaHUro

[Ons BO3MOMKHOCTU ynpaBieHUs KOMMYTaTOPOM M3 ceTM HeobxoAMMO HasHauuTb ycTponctey IP-
agpec, Macky NOACETU U, B C/y4ae ynpasBaeHUsa M3 APYroi cetu, W3 No yMOon4YaHuto. IP-agpec MoXKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopty, rpynne noptoB (MO ymMoAYaHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeEH
NPUHAANENKATb K TON Ke NOACETH, UTO U 0AMH U3 IP-uHTepdencoB ycTpoiicTBa.

V B cnyuae ecau IP-agpec HacTpamBaetca ana uHtepdeiica pusmMyeckoro nopra uam rpynnbl

; ) nopToB, 3TOT MHTepdenc yaanaeTca us rpynnbl VLAN, KOTOpoOit OH npuHaanexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom uMHTepdeice cTaTUUecKu
uam no DHCP He co3gaH apyroii IP-agpec.

V Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa 40CTYyN K Hemy byaeT ocywectBaaTbea no IP-
appecy 192.168.1.239/24.

=  [lpumep KoMaHg HacTponku IP-agpeca ans nHtepderica VLAN 1.

MapameTpbl MHTEpdElica:

IP-adpec, HazHavyaembili 09 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuto — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHayYeH UHTepdENCy, BBeAMTE KOMaHAYy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcteyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxKHOo nosyyats Yepes ntobon nHtepderic — VLAN,
dusnyeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HacTPOIKKM, NpeaHa3HAYeHHOM ANA NoAyYeHMA AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#
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[ns Toro utobbl Ybeantbea, uto agapec 6bin1 HasHavyeH nHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0aa docmyna K ycmpolicmsy

YCTPOMCTBO COAEPIKUT BCTPOEHHbIM areHT SNMP 1 noaaeprkmBaer Bepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cCTaHAAPTHbIX NnepemeHHbIx MIB.

Ona BO3MOXKHOCTM agMUHUCTPUPOBAHNA YCTPOICTBA NocpeacTBom npotokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobliecTBa. KommyTaTopbl NoALepPKMBALOT TPU TUNA CTPOK coobuiecTsa:

— ro-—onpeaenset AOCTYynN TO/IbKO HA YTEHUe;
— rw-—onpegenaert 40CTyN Ha YTEHUE U 3anuchb;
— su-—onpeagenaet goctyn SNMP-agmnHUCTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/ib30BaHWE CTPOK coobuiecTBa public — ¢ goctynom TonbKO ANA
yTeHusa obbekToB MIB U private — c 4OCTYyNom Ha yYTeHuMe U nameHeHue obbekToB MIB. [na Kaxaoro
coobuiectBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep cospaHua coobluecTBa private ¢ AOCTYNOM Ha YTeHWe M 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co34aHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmembi 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI WUCMOAb3yeTca MexaHuam AAA (ayTeHTudUKaLms,
aBTopusauma, yyeT). Ana wndpposBaHMA AaHHbIX UCMOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHUe 3anpoca CyLIecTBYHOLWEN YUYETHOMN
3anuncu B cucteme 6e30nacHocTU.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyMNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npouwealuein ayTeHTMOUKaLNIo) M onpeaenEHHbIX NOAHOMOUYNA.

— Accounting (y4€T) — cnexeHue 3a NnoTpebaeHnem pecypcoB NoJib3oBaTeem.

MpY MCNONb30BaHNKM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO MMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca Nonb3oBaTeseM. B cnyyae eciM Naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOICTBO U Yepes cepuiiHbI NOPT NpepBaTb 3arpy3Ky, Haxkae Knasuwy <Esc> unun <Enter> B TeyeHue
nepBbiX ABYX CEKYHZA Nocae NosABAeHnUA coobLieHnn aBTo3arpysku. OTKpoeTcs meHio Startup, B KOTOpoOm
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3oBatenb no ymonuyauuio (admin/admin) cyuiecteyer 4o Tex nop, Noka He co3aaH io-
60i1 ppyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.
V' Mpu ypaneHnn Bcex co3gaHHbIX NoNAb3oBaTenei ¢ 15 yposBHem npuBuaernii 4octyn K Kom-
myTaTopy byaer ocywecTBaaTbCA Nog nonb3osarenem no ymonuawmio (admin/admin).

[ns obecneyeHuns nepsoHayaabHOM 6€30MacHOCTM Naposib B CUCTEME MOYKHO 334aTb 4/14 CEPBUCOB:

— KoHconb (nogxntoueHne yepes cepuinHbiii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 015 KOHCOU

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnaweHne eBeCth Nnaposib BO BpeEMA permcTtpatmn s YCTpOVICTBe yepe3 ceaHC KOHCOH
BBEeAUTE NApPOJib — console.

4.5.2.2 YcmaHoska naposns 004 Telnet

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default
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console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBET Ha NpuraaweHne BBECTU Napo/ib BO BPEMS PErUCTPALLMM B YCTPOIMCTBE Yepes ceaHc Telnet
BBeauTe naponb — telnet.

4.5.2.3 YcmaHoska napons 005 SSH

console (config)
console (confiqg)
console (config) # ip ssh server

(
( aaa authentication enable default line
(

console (config)# line ssh
(
(
(

# aaa authentication login default line
#

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nMpuriaweHne BBECTM Napo/ib BO BPems Perncrpaumu B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

[nsa ypobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb HaHHeEpP — coobLLeHNe, coaepKallee Ntobyio
nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy nocne ycnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pexknm AOCTYyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrMm OCyLLECTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 23 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETUPOBAHHDBIN PEXMUM (€CAN 3HAYEHUe
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-

i MaHAHOM CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHA,
08 TEeKyLLeN TEPMUHANIBHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM Ceccum.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME nepes, BbiNOJHEHMEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 24 — basoBble KOMaHAbl, 4OCTYMNHble B pexxume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTu B peXKMUM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#

console (config) #

console (config-line) #

Tabnuua 25 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMaX KOHOUrypaLumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

exit ) BbINT 13 Ntoboro pexknuma KoHGUrypaumum Ha ypoBeHb Bbllle B
mnepapxmmn komang, CLI.

end ) BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
(Privileged EXEC).

do i BbINONHUTL KOMaHAY KoMaHgHoro yposHa (EXEC) 3 noboro pe-
KUMa KOHOUIypaLmm.

help - BbIBOAWT CpaBKy MO MCMNOJb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 26 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMNTL BbIBOZ, Ha 9KPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHunn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmi BUA;:

console (config-line)#

Tabnnua 27 — ba3oBble KOMaHAbI, JOCTYMNHbIE B PeXXMME KOHOUTypaLmMm TepMUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKNt0UNTb GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNA N03BOAAET YMEHbLINTL 06bem 0TOBpaKaeMbiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,
nepeyncaeHHbIX B Tabamue.

Tabanua 28 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memod Aelicmeue

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

begin pattern

include pattern BbIBOAMT BCE CTPOKMU, cogeprKalyme WwabnoH.

exclude pattern BbIBOAMT BCe CTPOKM, He cogepsKaliue WwabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 29 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbIM Habop KOMaHA, ec/iv HAbop C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 30 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
word: (1..32) cumBonoB

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KoHbUrypaumnm nHtepodeica:

console (config-if)#

Tabnnua 31 — KomaHapl perknma KoHourypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.
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no macro description

word: (1..160)
CMMBOJIOB

YpanseT cTpoKy-4ecKpmnTop.

5.4 KomaHpgbl ynpaBaeHUA CUCTEMOMN

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 32 — KomaHabl ynpaBaeHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoNOB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKazaHHOMY y3/1y CEeTU, a TaKKe ANA KOHTPOANA
noctynatowux oteetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061acT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA Nnepefayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiir;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny CceTH, a TaKxe A4/1A KOHTpoAA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeToB ANA nepesayn;

- timeout — Bpema 0XXUAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepeneHne maplupyTa Tpaduka L0 y31a Ha3HaYeHUs.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep nakeTa A4/1A OTNPaBKKU, KONMYECTBO BAlT B NaKeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;
- count — KOZMYECTBO MOMbITOK MepeAayn MakeTa Ha KaXaom
yyacTke;
- timeout — Bpema 0XnaaHWA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, MCNob3lye-
MbI ANA NepeAayn NakeTos;
V OnucaHune owM60K NPU BbINOIHEHWUM KOMAHA, U pe3yib-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB NpuBeAeHo B Tabauuax 34, 35.
OnpegeneHve mapwpyTa TpaduKa 40 y3a1a HasHauYeHus.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOE UMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KONW4YecTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
y4acTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNoJib3ye-
MbI ANA nepesayu NakeTos.

OnucaHue oWwKn60K NPK BbINOIHEHUN KOMAHA, U pe3yb-
V TaToB npuBeaeHo B Tabaunuax 34, 35.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceT;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX
V CNoB npuBepeHo B Tabauuyax 36, 37.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;

OTKpbITMe SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — LoMeHHOE UMsA y3Na ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — KntouyeBoe cnoBso.

V OnucaHue KntoveBbiX CN0B NpuseaeHo B Tabauue 37.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccun

MepekntoyeHne Ha ApYryto ycTaHoBAEeHHYyto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccuum.

show users [accounts]

OTobpaskeHne MHOOPMALMM O MOMb30BATENAX, MCMO/b3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOopMaLMM 06 OTKPBITLIX CECCUAX K YAaNEHHbIM
yCTpoKcTBaM.

show system

BbiBOA, cMcTeMHON MHbOPMaL MK,

show system id [unit unit]

OTobparkeHne cepuinHOro HoMepa yCTPOKCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CVICTeI:AHOI‘/'I MHbOpPMaLMM KOMMyTaTopa.
- Unit — Homep yCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme wud)o;zmau,mm 0 COCTOAHWUWN BEHTUNATOPOB.
- Unit — Homep yCTPOICTBA B CTEKE.
show system power-supply - OTobparkeHne MHGopMaL MM O COCTOAHUN UCTOYHUKOB NUTAHUA.
show system sensors - OTobparkeHne HGoOpPMaLLMM TeMNepaTypPHbIX 4aTYUKOB.
show version OTo6parkeHne TeKyLLel BEPCUN CUCTEMHOIO NPOrpaMmmMHOro obec-
) neyeHunn ycTpoicTea.
show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum natbl
show system router OTobparkeHne pasmepa M 3aHATOCTM annapaTHbIX TabauL, ycTpoi-
resources cTBa (MapLupyTM3aumn, cocesein, MHTepdencos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTO6pakeHne ypoBHs 3arpy3ky pecypcos LeHTPasIbHOro npowec-
Copa KOMMYTaTOpa 414 KaXK40ro CMCTEMHOrO npoLecca.
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show tech-support [config |
memory]

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBOA KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

KomaHpa «show sessions» 0T06pa)KBET BCe yAaJieHHble CcOoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ

e ceccuu. [laHHas KOMaHga Ucnosb3yeTca cnegyowmm obpasom:

1. BbINONAHUTL NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTtopa C
nomoubto Telnet nnm SSH;

2. BepHyTbca B pPOAMUTENbCKYID ceccuio (Ha KommyTtaTop). ANa 3TOro Ha)KaTb
KOMbOUuHauuio Knasuw <Ctrl+Shift+6>, oTnyctTuTb M HaxaTb <x> (MKc).
MpousoiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINOAHUTb KOMaHAY «show sessions». B Tabnuue f01KHbI NPUCYTCTBOBaTb BCe
ucxopgsduime coeguHeHUn B TeKyL el ceccum;

4. [Ana Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo

BbINONHUTL KOMaHAy «resume N», rae N — HOmep coeguMHeHUAa U3 BbiBOAaA
KomaHAab! «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 33 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

KomaHoa

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTponcTea.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YCcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTOopbli npousoinger
hh: (0..23), mm: (0..59). | oT/n0XeHHas Nnepesarpyska ycTPoOMcTea.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpyskun ycTpoicTea.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaaneHue naponsa Ha bootrom.
show cpu utilization ) OTobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM pPecypcoB LEeH-
TpanbHOro npoveccopa.
show cpu input rate OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i BaTbIBaEMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i 6aTbIBaeMbIX NPOLECCOPOM MO TUMY TpaduKa.
show cpu thresholds - OTobparkeHne CNUCKa HAaCTPOeHHbIX noporos ans CPU.
show memory thresholds - OTobparkeHne CNUCKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos 410 AaTYMKOB.
show storage thresholds - OTobparkeHune cnncKa Noporos AnA pa3aenoB YyCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabnnuya 34 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMaHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.

Mpw BbINOAHEHUW KOMaHAbI traceroute MOryT NPOU30MTU OLIMBKM, onNncaHue olWMBOoK NpuseaeHo B
Tabnuue 35.

Tabanuya 35 — OWMBKM NpU BbINOJIHEHUW KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tam-ayT Npy NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TUN NakeTa.
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A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NpU BAOKMPOBAHUM UCXOLALLETO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK nogaseH.

R WcTekno Bpemsa noBTOpHOM cbopKM pparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

MporpammHoe obecneyeHve Telnet KOMMYTaTOpOB NOAAEPKMBAET CheuuasbHble KOMaHAbl —
OYHKLMM KOHTPOANA TepMuHana. Jaa BXoZa B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOJIb3YeTCA KOMOUHaUUA Knasuw <Ctrl+shift+6>.

Tabnuua 36 — CneunanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AOMNONHUTENBHbIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnuua 37 — Kntouesble cn

0Ba, MCNo/ib3yemble Npu OTKPbITUK Telnet- n SSH-ceccuii

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensvHocte Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fB-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #

66 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32




HELTEX

Tabnuua 38 — KomaHApl ynpaBaeHMa CUCTEMOM B perknume rnobanbHoM KoHdurypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWMCTBY MPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Kku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MapoONsA 4Yepe3 3arpy3oyHoe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHME TeKyLLEei KoHbUTypaLmu.
mirror-configuration
cpu threshold index index inter- index: 3agatb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C MOPOroBbIM;
- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbiM 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHWA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NeHuna nopora nocne cpabatbiBaHUs;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKAloYaeT/oTKOYaeT OTNPaBKy Tpanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/alo4aeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NnoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTblBaHMA NO-
pora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabatbiBaHuMs;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;

- notify — BK/toYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHWE MeX Yy CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HauveHune, onpeaensaowee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabaTbiBaHusA;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaET OTNPABKY TPanoB o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BK/lO4aeT/oTKNOYAET OTNPABKY TPANos O BOC-
CTAHOBNEHMM Mopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.

- 5ensor_num — HOMep TepMOAaTUMKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — OoTHOWEHWE MeXAay TEMNEPATYPOIt U MOPOTroBbIM 3Ha-
yeHneMm, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTaHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWUW Nopora;

- recovery-notify — BktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM MOpora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBob6oAHOM NamMATU U Mo-
pPOroBbIM 3HaYeHneM, Heobxoamumoe ansa cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A 3TOro Nopora;

- notify — BK/loYaeT/oTKAOYaET OTNPaBKyY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTKOUAET OTNPABKY TPanos 0 BOC-
CTaHOBNEHMM Mopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuun KommyTaTopa Ha HaxaTie KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPoB ANA 3a4aHUA naponeit

[aHHbIV KOMNAEKC KOMaHA, NpeiHa3HauYeH A1a 3a4aHNA MUHUMabHOW CNIOMKHOCTU Mapons, a TakKe
ANf 3aaHMA BpeMeHu AeCcTBMA Napons.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 39 — KomaHabl ynpaBaeHns cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 gneit

3afaeT Bpemsa KU3HW naponei. Mo ucte4yeHUn 3afl@aHHOTO CpPOKa
6ypeT npegoXKeHo CMeHUTb Naposb. 3HadeHue 0 roBopuT O TOM,
YTO BPEMS KM3HWU Naposiei He 3a4aHo.

BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IIOYEHO

Bkntouaet orpaHu4yeHune Ha C')OpMaT napona.

BbikntovaeT orpaHu4yeHune Ha d)opmaT napona.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/IlOYaeT orpaHuyYeHue, 3ajatoliee MUHUMANbHOE KOMYECTBO
K/1accoB CMMBOOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbI, LUPLI,
CMMBO/bI).

BoccTtaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IlOYaET OrpaHnUeHne Ha MMHUMa/bHYIO AJIMHY Naposis.

BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouaet OorpaHunyeHue, 3agaroulee MakCMmMasibHOe KO/MN4YecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO10B B HOBOM Mapone.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity
not-current

3anpeLaeT NpM CMeHe Mapo/is UCMNO/b30BaTh B KayecTBe HOBOTO
CTapbli.

no passwords lockout

(1..5)/BbIKNtOYEHO

no passwords complexity fenabled Pa3peLluaeT ncnonb3oBaTh CTapblii Naposb NPU CMEHeE.

not-current

passwords complexity 3anpelaeT UCnoib30BaTh B KAYeCTBE Napois UMs Nosib3oBaTens.

not-username Jenabled

no passwords complexity Pa3peluaeT ncnonb3oBaTh B KaYecTBe Napoas UMsA Nosb3oBaTens.

not-username

passwords lockout value 3afaeT orpaHMYeHre Ha KONMYECTBO HEBEPHBIX MOMbITOK BXOAA Ha
value: KommyTaTop. MNocne nocneaHei HenpaBUAbHOW MOMbITKM BBECTU

naposb nosb3oBaTenb 6A0KMpyeTcs.

BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHYECTBO HEBEPHDIX MOMbITOK BXO-
aa.
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Tabnuua 40 — KomaHapl ynpaBaeHua cuctemoin B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuro

show passwords configuration

- OTobparkaeT nHbopmaLmio 06 orpaHUYEHUAX Ha NAPONW.

set username name active

name: (1..20) cumBosioB

HbIX MOMNbITOK BXOA4a HAa KOMMYTATOP.

Pa3bnoKkupyeT nonb3osaTens, 3abA0KMPOBAHHOTO Mocie Heyaau-

5.6 Pa6ora c patnamm

5.6.1 OnucaHue apaymeHmMo8 KOMAaHO

Mpun ocyuwecTBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL — onpegenutenn mecTtoHaxoXxaeHua pecypca. OnucaHue KA4veBbiX CNOB, WUCMOAb3yeMbIX B
onepauuax, npueeaeHo B Tabauue 41.

Tabnunua 41 — CNMCOK KNtoYeBbIX CNOB U UX ONUCaHUe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec uav aapec MecTa HasHadeHua A4/1A SHEProHe3aBMCMMON NaMATU. JHeproHe3asn-
CMMasn NamATb UCNOAb3YETCA NO ymoadaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-

camu asnstotca: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konua datina Tekylien KoHourypaumm.

startup-config

daiin nepsoHaYanbHOM KOHOUTYypaLuu.

active-image

®aiin c akTMBHbIM 06pasom.

inactive-image

daiin c HeaKTMBHLIM 06pa3om.

tftp://

UcxopHbIn aapec nnm agpec mecTa Ha3HayeHuAa ona
CuHTakcuc: tftp://host/[directory/] filename.

- host — IPv4-agapec unu ceTeBoe MMaA YCTPOMCTBA;

- directory — KaTanor;

- filename — vma dalina.

TFTP-cepsepa.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CuHTtakemc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NOb30BaTeNS;

- password — naponb Nonb3oBaTens;

- host — IPv4-agpec unv ceteBoe UMA YCTPOMCTBA;

- directory — kaTanor;

- filename — vims daiina.

logging

daiin c uctopmeit KomaHa,

5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 42 — KomaHabl ansa pabotbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue

Aeiicmeue
no ymon4aHuro

copy source_url
destination_url

source_url: (1..160)
NOXeHue HasHayeHus.

NMpPOBaH.

KonupoBsaHue ¢al7|na M3 MEeCTONOJIOKEHNA UCTOYHUKA B MECTONOo-

CMMBONIOB; source_url — mecTononoxeHue Konnpyemoro ¢ainna;
destination_url: (1..160) Ny Py M
- destination_url — agpec mecTa Ha3Ha4deHus, Kyaa ¢pain 6yaer cko-
CMMBO/10B; -
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copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

KonupoBaHue dalina KoHUrypaumm c cepsepa B TEKYLLYIO KOHPU-
rypauutio.

CoxpaHeHue TeKkyLen KoHOUIypauum Ha cepeepe.

CoxpaHeHue nepBoHa4asibHOM KOHOUIypaLLMn Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLel KOHOUTYpaL MK B NepBOHaYaabHYH KOHOUTY-
pauuio.

copy running-config file

CoxpaHeHue TeKywen KOHPUrypauum B 3aZaHHbIA pe3epBHbIn
daiin KoHdpuUrypauuu.

copy startup-config file

CoxpaHeHue nepBOHaYaibHOM KOHGUIypaLMK B 3afiaHHbIV pe3epBs-
HbI daitn KoHdUrypauuu.

boot config source_url

KonuposaHue ¢aiina KoHdurypauumn c cepsepa B dalin nepsoHa-
YanbHOM KOHOUrypaLmu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painoB B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaeT cogepumoe daiina.

- startup-config — oTobpaskaeT coaepxumoe daina nepsoHayanb-
HOW KOHOUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
urypauuu;

- flash: — oTob6pakaet dalinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeT cogepxumoe daiina TEKyLWEeN KOH-
durypauuu c sepkana;

- active-image — oTobpakaet Bepcuto Tekyuiero daiina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuio HeaKTUBHOro dalina o6-
pasa no.

- logging — oTobpaxkaeT cogepxumoe dalina KypHana.

- file —vma darina.

]

L daiinbl otobpaxkatorca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHue daiina MO ¢ cepepa B HeEaKTUBHYO 06/1acTb NamMATH
Ha mecTto pesepsHoro MNO.

boot system inactive-image

3arpysmnTbca ¢ HeakTMBHOro obpasa Mo.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogeprnmoe palina nepBoHayYaAbHOM KOHOUIypauum
(startup-config) unu Tekywein KoHPUrypaumm (running-config).

- interfaces — KoHdUrypauua nHTepdericoB KommyTatopa - dusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHWA Ha cebn, TyHHe-
new.

Cnegytolime onumMm AOCTYMNHbI NPU BbiBOAE TeKyluei KoHourypa-
TI7R

- brief — BbIBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL kntouen.

- detailed — BblBOA KOHGUIYPaLMM C BKAIOYEHNEM 4BOUYHBIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOPbIN YCTPONCTBO
3arpyyaer npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢daii nepBOHaYabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha YCTPOMCTBO Gana INLEHIUN.

delete license [ word |

Y[anuTb € ycTPOCTBa BCe YCTaHOBAEHHble hainbl AULEH3UA.
- word — yKasaTb uma ¢alina AnLEeH3UM, KOTopbli AoMmKeH BbiTb
yAaneH.

rename url new_url

url, new_url: (1..160)
CMMBOJI0B

N3meHeHne umeHu dakina.
- url — Tekyuwee umsa daiina;
- new-url — HoBOe nmsa daina.

’ | Cepsep TFTP He moKeT ObiTb agpecom MCTOYHMKOM U aApecom HasHaueHus ANA oaHOM
KOMaHAbl KONMPOBaHMA.
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Hpumepbl UcCrosib3084dHUA KOMGHO

= Ypanutb ¢ainn test s sHeproHe3aBUCUMON NaAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMAHAbI: NOoC/sie noaTBepKAeHUA d)aﬁn 6y,u,eT yOaneH.

5.6.3 KomaHObI 0na pe3epsuposaHua KOHgu2ypayuu

B [JaHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayYeHHble AN HACTPOMKWM pe3epBMPOBAHMSA
KOH}UrypaLmm no TaiMepy UAn Npu COXpaHeHnn TekyLwen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aab6HoU KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWmin BUA,:
console (config) #

Tabanua 43 — KomaHabl ynpaBaeHns cucteMom B pexkmme rnobanbHoli KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cum-
BOJ/IOB

YKa3aHue cepBepa, Ha KOTOPbIN byaeT Npou3BoAUTLCA pesep-
BMpOBaHUe KoHburypaumm. CTpoka B popmarte
«tftp://XXX XXX XXX XXX» nan
«scp://[[username][:[password]]@]host»

YpaneHue cepsepa Ans pe3epsupoBaHus.

backup path path

no backup path

path: (1..128) cum-
BO/IOB

YKasaHue nyTv pacnosiokeHus daina Ha cepsepe u npedukca
daiina. MNpu coxpaHeHnn K npedukcy byaer o6aBNATLCA TEKy-
Wwan Aata v Bpema B dopmaTte rrrrmmaav4Mmcc.

Yaanexue nytu 4ns pe3epBupoBaHu.

backup history enable

no backup history enable

-/BbIKNIOYEHO

BKAOUKTL COXpaHEHWE NCTOPUUN pe3epPBHBIX KOMUNA.

OTKAOUUTD COXpaHeHne UCTOPUKN pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720
MWH

YKa3zaHWe NpoMeXKyTKa BPEMEHMU, NO UCTEYEHUN KOTOPOro by-
OeT OCyLLeCTBAATLCA aBTOMaTUYECKOe pe3epBMpoBaHne KoHOK-
rypauum.

BoccTtaHaBanBaeT 3HaYeHme No YMONYaHUIO

backup auto

no backup auto

-/BbIK/IOYEHO

BK/AloueHMe aBTOMATMUECKOTo pe3epBMpOBaHUA KoHbUrypa-
umn.

YcTaHOBKaA 3Ha4YeHuA no YMONYaHULO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/toYeHUe pesepBUpPOBaHUA KOHOUTYPALMKU NPU COXPAHEHMUU
nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

Tabnunua 44 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show backup

OTo6parkaeT MHGOPMALLMIO O HACTPOKAX Pe3epBUPOBAHUA KOH-
durypauun

show backup history

OTO6parkaeT UCTOPMIO YCMELLHO COXPaHEHHbIX Ha cepBep KOHOU-
rypauum.
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5.6.4 KomaHObI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mmsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxuntca sepcua MO;

3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa U AenaeT AaHHbli 06pa3 akTuB-
HbIM;

4. Ecnv obpa3s MO 6bin1 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaertcs.

[pouecc asmomamu4ecko20 KOHU2YPUPOBaHUS

KommyTaTop 3anycKaeT NpoLecc aBTOMaTUYEeCKOro KOHGUrypuposaHus, 6asupytowmiics Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCAOBUIA:

— B KOHOUIypaumm paspelleHo aBTOMATMYeCKOe KOHOUTYPUPOBAHUE;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN paitn KoHPUrypauum gobasnseTca K TeKywei (running) KoHpurypauum.
vadl

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexKMMe rn106anbHON KOHPUTypaLmm MMeeT Cleayowmnin Bua;
console (config) #

Tabnnua 45 — KomaHabl ynpaBaeHus cuctemom B pexkmme rnobasnbHoM KOHPUrypaumnm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro

boot host auto-config BK/toueHMe aBTOMATMYECKOM KoHUrypauum, Hasmpytolierica Ha

DHCP.
- -/BKNIOYEHO — —

no boot host auto-config BbIK/lOUEHME aBTOMaTUYECKOM KoHbUrypaumm, 6asmpytoLieincs Ha
DHCP.

boot host auto-update BkntoyeHne aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.

-/BKNOYEHO

no boot host auto-update BbikntoueHne aBTomatuyeckoro obHoeneHua MO, 6asumpytowerocs

Ha DHCP.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii Bua;:

console#
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Tabnunua 46 — KomaHapbl ynpaBneHus cuctemom B pexkmume Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

show boot
unn.

MpocMoTp HacTpoeK aBTOMaTU4eCKoro o6HOBAEHMS U KOHdUrypa-

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number.
35265 (Eltex)

#data-len. JyiMHa BCeX HOAHHBIX OILMUMA.
option-data + 2.
#sub-option-code.

unsigned integer 8,

unsigned integer 8,
unsigned integer 8,
text

Kon nomonumm,

#sub-option-data.
obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00;
filename "mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-401.

VOeHTUOUKATOP NPOU3BOIOUTEJIA,

BCerma paBeH

PaBHa OJMHE CTPOKM sub-—

BCcerma paBeH 1
#sub-option-len. InmuHa cTpoku sub-option-data
VM TexcTOBOTO Obanina,

comepxamero mMMAa

#mac-anpec KoMMyTaToOpa
#1Ma KOHOUTYPALMM KOMMYTAaTOPAa

ros"; #1MSI TEKCTOBOTO

v/

banna, comepxamero mMsa obpasza 10
next-server 192.168.1.3; #IP-ampec TFTP cepsepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.7 Hactpoiika cuctTemHOro BpemeHu

Mo ymonuaHuio aBTOMaTUUYECKUI Nepexos Ha NeTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryt 6biTb 3aAaHbl Nt0bble pgaTta

M Bpemsa ANA NepexoAa Ha fieTHee BpemMs 1 06paTHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyowmin Bua;:

console#

Tabnunua 47 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TONbKO A8 NPUBUAETMPOBAHHOIO NoJib30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —y4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau; year — rog,

month: (Jan..Dec);

show sntp configuration

year: (2000..2037)

MNMokasbiBaeT KoHOUrypaunio npotokosia SNTP.

show sntp status

MNMoKa3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>
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Tabnnua 48 — KomaHApbl HACTPOIMKN CUCTEMHOIO BpeMeHM B pexknume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

MoKa3bIBaeT cMCTEMHOE Bpems 1 AaTy.

JononHutenbHo 0T06pa)+<aeT napameTpbl 4acoBOro noAaca u nepe-
XO04a Ha netHee Bpema.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (config) #

Tabanua 49 — CNMCoK KoMaHA, 4N1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKMme rnobanbHoM KoHOUIypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHUNK
He ucnonb3ayercs

Mcnonb3oBaHWe BHELWHEro UCTOYHMKa ANa YCTaHOBKWU CUCTEMHOTIO
BpemeHu.

3anpewaeT UCNo/b30BaHME BHEWHEero UCTOYHMKA ANA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OnN1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaB/MBaeT 3Ha4YeHMe YacoBOro nosca.

- zone — cnoBo, chopmmpoBaHHOE U3 NepBbix BYKB CcOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAET (ONMcaHMe 30Hbl);

- hours-offset —4acoBoe cmelLeHMe OTHOCUTENbHO HY/JIEBOFO Mepu-
auaHa UTC;

- minutes-offset — MMHYTHOe CMeLLeHne OTHOCUTENBHO HY/1€BOTO
mepuamnaHa UTC.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT onncaHuA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymonyaHuio
nepexoz, Ha feTHee
BpeMs BbIKtOYeH

3apaeT faty v Bpema AN aBTOMATUYECKOro nepexoaa Ha neTtHee
Bpems 1 Bo3BpaTa 06paTHoO (418 onpeseneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONUCaHWE 30Hbl, BTOPbIM Bpems
014 Nepexona Ha NeTHee BPpems U TPETbUM BPEMA AN1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbIX BYKB CIOBOCOYETa-
HUA, KOTOPOEe OHO 3aMeHseT (onucaHue 30HbI);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KONMYECTBO MUHYT, L0BaBNAEMbIX MPU Nepexoae Ha neT-
Hee Bpems.

3asaeT AaTy U Bpema 419 aBTOMATMUYECKOro nepexosa Ha /ieTHee
Bpems 1 Bo3BpaTa 06paTHO B PeXKMME eXXero4Ho.

- zone — cnoBO, CPOPMMUPOBAHHOE M3 Nepebix ByKB CNOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAEeT (ONUcaHMe 30Hbl);

- usa — YCTaHOBWTb NpaBwu/ia Nepexosa Ha NeTHee BpPems, UCMOoJb-
3yemble B CLUA (nepexos, BO BTOpOe BOCKpeCeHbe MapTa, 06paTHO
B NepBoe BOCKpeceHbe HoABPSA, B 2 Yaca yTpa No MeCcTHOMY Bpe-
MeHMU);

- €U — YCTaHOBWTb NpaBuAa Nepexosa Ha NeTHee BpemMs, UCMOb3Y-
emble EBpocoto3om (nepexos B nocnegHee BOCKPeceHbe MapTa,
06paTHO B NocnegHee BocKpeceHbe oKTABPSA, B 1 yac yTpa no MpuH-
BUY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NeT-
Hee Bpems.

OTKAtOYaeT aBTOMATUYECKUI nepexo Ha neTHee Bpems.

sntp authentication-key
number md5 value

number:
(1..4294967295);

YcTaHaBAMBaEeT KoY MPOBEPKU MOAJMHHOCTM A/1A MPOTOKO/A
SNTP.
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encrypted sntp value: (1..32) - number — HoMep KAtoua;
authentication-key number CMMBOJIOB; - value — 3HaYeHne Knoua;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHMe KNKOYA B 3alUMPPOBAHHOM BUAE.
no sntp authentication-key nposepka Ypanaet KN4y NpoBepPKU NOAMHHOCTY Ans npoTokoaa SNTP.
number NoAMHHOCTU
OTK/IlOYEHa
sntp authenticate -/nposepka TpebyeT NpoBepKy NOAJTMHHOCTU ANA NOAYYEHWUA MHPOPMaLUKN OT
NOA/IMHHOCTU He NTP-cepsepos.
no sntp authenticate Tpebyetca YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
sntp trusted-key key _number key_number: OcyLecTBAAET NPOBEPKY NOAJANHHOCTU CUCTEMbI, OT KOTOPOW CUH-

(1..4294967295);
Mo ymon4yaHuio

XpoHu3unpyetca c nomoubio SNTP no 3agaHHOMY Karouy.
- key_number — Homep K/toua.

no sntp trusted-key npoBepKa YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
key_number NoA/IMHHOCTKN
OTKNIIOYEHa
sntp broadcast client enable PaspewaeT paboTy wunpokosewatenbHbix SNTP-KAnMeHTOoB.
{both | ipv4 | ipv6} : /3anpetLieHo
no sntp broadcast client YcTaHaB/MBaeT 3Ha4YeHMe N0 YMONYAHUIO.
enable
sntp anycast client enable PaspewaeTt paboty SNTP-KAvMeHTam, MoAAepKMBAOWMM METos
{both | ipv4 | ipv6} PaccbiIKM MaKeToB, NO3BONAKOWMIA MNOCbINATb AaHHble 6aunKali-
-/3anpelueHo

no sntp anycast client enable

LeMy YCTPOWMCTBY M3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..32);
hu_port: (1..8/0/1..32);

Paspewaet paboty SNTP-KivMeHTam, MoAfepKMBaOLMM METOL
PAcCbIIKM MAKeTOB, NO3BO/AKLWMIA MOCbINATh AaHHble 6aMKal-
Lemy YCTPOMCTBY U3 rpynmnbl NOAyYaTenel, a TakxKe LUMPOKoBeLLa-
TenbHbIM SNTP-K1MeHTam ans BbibpaHHOro nHTepdelica.

- noagpobHoe onucaHMe UHTepdeNcoB N3N0KEHO B pasaene «KoH-
durypaumna nHtepdericos».

no sntp client enable group: (1..32); YcTaHaBAMBaET 3HAYEHWE MO YMONYAHUIO.

{gigabitethernet gi_port | vlan_id (1..4094)

tengigabitethernet te_port | /3anpeueHo

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable Paspewaet paboTy ogHoaapecHbIXx SNTP-KAMEHTOB.

no sntp unicast client enable /3anpewero YcTaHaBAWBaET 3HAYEHME MO YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnegoBaTeibHbIM ONPOC 3aZaHHbIX OA4HOALPECHbIX
-/3anpetweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetv ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6 agpec KaHana;
interface_name — uma ncxogsauLero nHTepdeiica sagaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — poMeHHOEe MMA y31a ceTu;

- poll — BkAtouaeT onpoc;

- keyid — vaeHTUdUKaTOP Katoya.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspelwaeT nonyyeHme TakMx AaHHbIX Kak 4acoBOM NOAC U fieTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT Nosy4yeHUa TakMX AaHHbIX Kak YacoBOM MOAC U neTHee
Bpemsa ot DHCP-cepsepa.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if) #

Tabanua 50 — CNMCOK KOMaHA 19 HAaCTPOWKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUTypaumm nHTepdelica

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro
sntp client enable PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PacCcblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPONCTBY
6AuKarweMy U3 rpynnbl NosyyaTenien, a Tak:Ke LWMPOKOoBeLaTe b-
-/3anpeuiero Homy SNTP-KkiMeHTy Ha HacTpanBaemom uHTepdeice (Ethernet,
port-channel, VLAN).
no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOYAHUIO.

[pumepbl 8bINMNOAHEHUS KOMAHO

=  OT0b6pasnTb CUCTEMHOE BPEMSA, AATy M AaHHbIE MO YaCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aLUMM BpeMeHN O0TOBPaXKaeTca C NOMOLLbIO AOMNOAHUTENIbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TOYKa (.) 03HayaeT, YTo BpemMs AOCTOBEPHO, HO HET CMHXPOHMU3aLMKM Cc cepBepom SNTP;
—  OTCYTCTBME CMMBO/JIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3go0uKa (*) o3HauyaeT, YTo Bpems HeOCTOBEPHO.

= 334aTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokosa SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1
Static
3

: up
10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbille CUCTEMHOE BPeMA CUHXPOHU3NPOBaHO oT cepBepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pextuma KoHu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name, rme
range_name — cMMBOJIbHbIN (1...32) naeHTUdUKATOP BPEMEHHOTO MHTEpPBaNa
console (config-time-range) #

Tabnvua 51 — KomaHapl pexkxmma KoHOUrypauum BpeMeHHOro MHTepBasa

no absolute {end | start}

month: (jan..dec);
year: (2000..2097);

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BPeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MeCAL, roA.
date: (1..31); Y4anuTb BpeMeHHOW MHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEPBas B TeYeHWe O4HOTO U3 AHEN Hegenun uam
KaK4Ooro AHA Hegenu.

Y[anuTb BpeMeHHON nHTepBsan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOM MHTEePBas B TEUEHUE Heaenu.

Yaanutb BpemMeHHOM uHTepBan.

5.9 KoHdurypauua unrepdeiicos u VLAN

5.9.1 Trapamempeol Ethernet-unmepdgeiicos, Port-Channel u Loopback-
uHmepaeilicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | oob | port-channel group |

range {..}

loopback loopback id }

console (config-if)#
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[aHHbIN peXxnm OCTyneH M3 pexkMma KoOHOUrypaumm M npeaHasHayeH Aaa 3a4aHua napameTpos
KOHOUrypaumm wuHTepdelica (nopta KoMMyTaTopa WKW Tpynnbl MOPTOB, paboTaloWMx B pexunme
pa3geneHus Harpysku) iMbo ananasoHa uHTepdeicos.

Bbibop MHTEpdeica ocywecTBAAETCA NPM MOMOLLM KOMaHA, U3 TabnLbl HUXKe.

Tabnunua 52 — KomaHabl Bbibopa MHTepdeinca ans KOMMYTaTOpPOB

Komanda HasHayeHue
interface gigabitethernet g/ port [na HacTpovikn 1G-uHTepdericos.
interface tengigabitethernet te_port Onsa HacTpolikmn 10G-uHTepdeincos.
interface hundredgigabitethernet te_port Ona HacTpoiikn 100G-uHTepdelicos.
interface port-channel group [na HacTpolKM rpynn KaHanos.

[na HacTpolikn uHTepdelica ynpasaeHusa (MHTepdenc ynpasneHums

interface oob
NPUCYTCTBYET HE HA BCEX KOMMYTATOPaXx).

interface loopback /oopback_id [na HacTpoiKM BUPTYanbHbIX MHTepdecos.

rae:

— group — nopsAKOBbIA HOMep rpynnbl, 0bLlee KONMYECTBO cornacHo Tabauue 9 (cTtpoka «Arperaums
KaHanos (LAG)»);

— te_port — nopaaKosbit Homep 10G-uHTepdeiica, 3apaetca s suge: 1..8/0/1.. 32;

— loopback _id — nopsgKoBbii HOMep BUPTYaibHOTO MHTepdelica, obliee KOIMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cAoTa HOMep UHTepdelica

KomaHgbl, BBeAEHHble B peuMme KoHdUrypauum wuHtepdelica, NpMMeHstoTca K BblbpaHHOMY
nHTepoeicy.

Huke npuseaeHbl KOMaHAbI 419 BXO4A B PEXKMM HAcTpPonku gecatoro Ethernet-untepdeiica (ans
MES5312) nepBoro ycTpoliCTBa B CTEKE U BXOJa B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbl6op AManasoHa MHTepdeNCcoB OCyLLECTBAAETCA MPU NOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pna HacTpolikm amanasoHa gigabitethernet-
UHTepoelicos;

— interface range tengigabitethernet portlist — pna HacTpolikm pgmanasoHa tengigabitethernet-
nHTepdelicos;

— interface range hundredgigabitethernet portlist — pna HacTpolikm gmwanasoHa hundredgiga-
bitethernet-uHtepdelicos;

— interface range port-channel grouplist — npna HacTpoMKK gmManasoHa rpynn NOpPToB..
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KomaHabl, BBeAeHHble B JAaHHOM peXXume, NPUMEHAIOTCA K BbiBpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHApbl ANA BXOAA B PEKUM HACTPOMKM AManasoHa Ethernet-unHtepdeiicos c 1
no 10 (ana MES5312) u gns BXo4a B PeXKMM HacTPOMKKM BCEX rPynn NOpPTOB.

console# configure
console (config) # interface

console (config-if) #

console# configure
console (config) # interface

console (config-if)#

console# configure
console (config) # interface

console (config-if) #

console# configure
console (config) # interface

console (config-if) #

range gigabitethernet 1/0/1-10

range tengigabitethernet 1,/0/1-10

range hundredgigabitethernet 1/0/1-10

range port-channel 1-32

Tabnunua 53 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BKAtOYEH

BbIKNOUNTL
channel).

KoHoUrypupyembiii  unHtepdeiic (Ethernet, port-

BkAtounTb KOHOUTYpUpyembli MHTEpdeNic.

description descr

descr: (1..64)

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

no description CMMBO/IOB/HET .
Ypanutb onucaHue uHTepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesaym gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexum gynaekca uHtepdeica (noaHoaynnekcHoe coeam-
HeHuWe, NnonyaynaekcHoe coeguHenue, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/lOYaEeT aBTOCOr/1IaCOBaHME 4/ CKOPOCTY M Ayn/ieKca Ha HacTpa-
neaemom uHTepderice. MoKHO yKasaTb onpegeneHHble COBMeCTU-
MOCTU NapameTpa aBTOCOr1aCoBaHMA, €CAM NapameTpbl He 3ag4aHbl,
TO NoAfepsKmBatoTca Bce cosmectumoctu (Ethernet, port-channel).

BblkNtouaeT aBTOCOrNacoBaHWe [AAs CKOPOCTM M Aynaekca Ha
HacTpavBaemom uHTepbelice.

negotiation bypass

negotiation bypass forced

-/long

Pexkum ycTaHoBneHus cBA3nM B 06Xx0p npoueaypbl asToCOrNa-
COBaHWA, ecAu NapTHepP Ha BCTPEYHOW CTOPOHE He OTBevaeT co
CTaHAapTHLIM TalimayToM npouecca asTocornacosaHusa (negoti-
ation timeout long).

Pexum ycTaHOBNeHMsa c¢BA3M B 06Xx04 npoueaypbl aBTocorna-
COBaHWA, €C/IM NapTHep Ha BCTPEYHOW CTOPOHE He OTBeyaeT C
MMWHVMMaNbHLIM TaliMayTOM MpoLecca aBTocornacosaHms (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasnieHua notokom flowcontrol (BkatounTsb, OT-
K/IOYWTb MK aBTOCOrnacosaHue). AstocornacosaHue flowcontrol
paboTaeT TONBKO B C/y4yae, €CAU PEXUM aBTOCOIACOBaHMA

auto)/off negotiation BK/lOYeH Ha HacTpavBaemom UHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYNTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BktoyaeT ¢pyHKUMIO «0BpaTHOro AaB/eHMUA» Ha HAaCTpaMBaeMoM
nHtepdeiice (Ethernet).
-/BblKIOYEH

no back-pressure

BbIKk/toYaeT QyHKUMIO «0BPATHOro A4aBNEHUA» HA HAaCTPaMBaeMOM
MHTepodeiice.

load-average period

period: (5..300)/15

YcTaHOBWTL Nepuos, B Te4eHMe KOTOporo cobupaeTca CTaTUCTUKA O
Harpyske Ha uHTepodeiice.
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no load-average

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

Bk/lOUaeT NopT, OCHaLLEeHHbIN ABYHanpaBAeHHbLIMUM MUuemonepe-
[aTyMKamu, B PeXKUM OLHOHANPAB/IEHHON Nepeaaun.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexcuma 2a0b6an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 54 — KomaHabl perknma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

port jumbo-frame

PaspewaeTt kKommyTaTopy paboTaTth € Kagpamu 60NbLIOTO pa3mepa.

V 3HaueHne maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

Hactpoiika BCTynuT B CUAY TO/IbKO MOcCae nepe3arpysKku

-/3anpeuiero V ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiiKe port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTh € Kagpamu 60bLWOro pasmepa.
errdisable recovery cause {all | BK/IOYMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocae ero oT-
loopack-detection | KNHOYEHUSA B CIeAyOWMX Caydanx:
port-security | - loopback-detection — 06HapyxeHune netens;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6esonacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUPUKaL MM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax nosib3oBaTeneiu;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnunckam aoctyna (ACL);
- stp-bpdu-guard — aktnBauma 3awmuTel BPDU Guard (nepeaaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6Hapy:keHue netenb npoTokonom STP;
-/3anpeujero - udld — akTBauus sawmTsbl UDLD;
- storm-control — 3awmTa OT «WTOPMa» ANA Pa3INYHOIo TpaduKa;
- link-flapping — dnannuHr nnHKa.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEeMEHHOW MHTepBan ANS aBTOMATMYECKOro NoBTOp-

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

HOTO BK/lOYEHUA NHTepdelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

BkntouaeT otnpaBky SNMP trap-coobuieHuii 0 COCTOAHUM UHTep-
¢deMncHbIX IMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobLieHnii.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnol MHTEPHENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabnnua 55 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa BCeX NHTepdelncos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32)

C6poc CTaTUCTMKKM ANA uHTepdeica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

AKTMBMPYET NOPT MAW rPYNNy MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.

hundredgigabitethernet

| detailed}

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokaszaTb KOHPUIypaLmo MHTepdecoB.

show interfaces status

MoKasaTb COCTOAHWUE BCEX MHTEPdENCOB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

| detailed}

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokasaTtb cocToaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAcoBaHWA, 06bABNEHHbIE ANA BCEX
nHTepdencos.

show interfaces advertise

hundredgigabitethernet

| detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

loKa3aTb napameTpbl aBTOCOr/1acoOBaHMA, 06bABNEHHbIE ana

Ethernet-nopTa, rpynnbi NnopToB.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description

hundredgigabitethernet

| detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokasaTb onucaxue Ethernet-nopTa, rpynnbi NOpTOB.

show interfaces counters

MoKa3aTb CTaTUCTUKY AR BCeX nHTepdelicos.

show interfaces counters

hundredgigabitethernet

detailed}

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |

hu_port | port-channel group |

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CTaTUCTURY AN UHTepdelica.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske A1 Bcex MHTepdeincos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOIKe U CTaTu-
CTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasaTb NPUYMHY OTK/IIOHMEHUA MOPTa, rPYnMbl NOPTOB U COCTOA-
HWe aBTOMATUYEeCKOM aKTUBaLUW.

[pumepbl 8bIN0AHEHUA KOMAHO.

= [lokasaTb COCTOAHME NHTEPDENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
t€1/0/4 10G-Fiber - - - - Down J— -
Access
t€1/0/5 10G-Fiber - - - - Down J— -
Access
tel/0/6 10G-Fiber - - - - Down J— —
Access
tel/0/7 10G-Fiber - - - - Down J— —
Access
tel/0/8 10G-Fiber - - - - Down J— —
Access
tel/0/9 10G-Fiber - - - - Down J— —
Access
tel/O/lO 10G-Fiber - - - - Down J— —
Access
tel/O/ll 10G-Fiber - - - - Down J— —
Access
tel/0/12 10G-Fiber - - - - Down J— —
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - -— -— -= Not Present
Po2 -= - -- -- --= Not Present
Po3 -- - -- -- - Not Present
Po4 - - - - -= Not Present
Po5 -- - -- -- - Not Present
Po6 - - -- -- - Not Present
Po7 -= - -— -— -= Not Present
Po8 -= - -- -- --= Not Present
Po9 -- - -- -- - Not Present
Pol0 - - -- -- - Not Present
Poll -- - -- -- - Not Present
Pol2 - - -- -- - Not Present
Pol3 - - - - -— Not Present
Pol4 -= - -- -- -— Not Present
Pol5 - - - - -— Not Present
Poléb -= - -- -- -— Not Present
Pol7 - - -= - -- Not Present
Pol8 -= - -- -- -— Not Present
Pol9 - - - - -— Not Present
Po20 -= - -- -- -— Not Present
Po21l -- - -- -- -— Not Present
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Po22 -- --
Po23 - --
Po24 -- --
Po25 -- --
Po26 -- --
Po27 - --
Po28 -- --
Po29 -- --
Po30 -- --
Po31l -- --
Po32 -- --

oob 1G-Copper

Duplex

-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present
-= -= Not Present

Speed Neg State

lNMoka3aTb NapameTpbl aBTOCOI/1ACOBAHMUA:

console# show interfaces advertise

tel/0/3 10G-Fiber
tel/0/4 10G-Fiber
tel/0/5 10G-Fiber
tel/0/6 10G-Fiber
tel/0/7 10G-Fiber
tel/0/8 10G-Fiber
tel/0/9 10G-Fiber
tel/0/10 10G-Fiber
tel/0/11 10G-Fiber
tel/0/12 10G-Fiber

Ch Type

Pol Unknown
Po2 Unknown
Po3 Unknown
Po4d Unknown
Pob5 Unknown
Po6 Unknown
Po7 Unknown
Po8 Unknown
Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Pol5 Unknown
Polo6 Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
P026 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Neg

Preferred Operational Link Advertisement

Preferred Operational Link Advertisement

Operational Link Advertisement
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oob 1G- Enabled -—

MoKa3aTb CTaTUCTUKY MO MHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

* [loKasaTb CTaTUCTUKY MO rpynne KaHasnos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el e o o s007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ 1 o & 3 e2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32 85




HELTEX

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 56 — OnNucaHMe cHeTYMKOoB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATLIX 6alToB.
InUcastPkts Konunyectso NpuHATLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPMHATLIX MHOFOaApeCHbIX MaKeTos.
InBcastPkts Konnyectso NpMHATBIX LUIMPOKOBELLATE/IbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBELLLATE/IbHbIX MAaKeTOB.

Alignment Errors

KonmuecTso NPUHATLIX KagpoB C HAPYLUEHHOM LEeNOCTHOCTLIO (C KOMYecTBom BalnT He
COOTBETCTBYIOLMM A/MHE) U He NPoLLeALWnNX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

KonmuecTBo NPMHATLIX KagpoB C KOIMYECTBOM HaMT, COOTBETCTBYIOWMM ANNHE, HO He
npoLlealmnx NPoBepKy KOHTPOJIbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX B E4UHUYHYHO KONZIM3UKO, HO BNOC/1eACTBUK nNepe-
OaHHbIX yCnewHo.

Multiple Collision Frames

Konnyectso Kafpos, BOBEYEHHbIX 6onee yem B OAHY KONNn3unko, HO BnocaeacTtsunu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso KagpoBs, ANA KOTOPbIX NepBas NonbITKa nepenaqyn oT/a10XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konnyectso cnyyaes, Korga Konamsuna sadmMKCMpoBaHa Nocsie Toro, Kak B KaHa CBA3M
y*Ke 6bin1 NnepeaaHbl Nnepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblin nepenaHbl U3-3a M36bITOYHOrO KONMYECTBa KO-
NN3UN.

Carrier Sense Errors

Konnuyectso cny4vaes, KOrga COCTOAHME KOHTPOA Hecyu.l,eﬁ 6b110 noTepAHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Ko/aiMuecTBO NPUHATLIX MAKETOB, Pasmep KOTOPbIX NPEeBbIaeT MaKCMMa/bHbIA paspe-
LIEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpbIE HE BbIAN MPUHATLI YCNELWHO U3-3a BHYTPEHHEN OWnbKn
npuvema Ha yposHe MAC.

Symbol Errors

[na vHTepdelica, paboTatouiero B pexxume 100 M6/c — KonnyecTBo cayyaes, Koraa
MMesicA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMSA KaK NpaBu/bHasa Hecylwan bbiia
npeacrasfeHa.

[na vuTtepdeiica, paboTatoliero B noayaynnekcHom pexkmme 1000 M6/c — KonnyecTso
C/Nly4aeB, KOraa cpeacTBa NPMema 3aHATbl B TeYeHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnoTa (slotTime), u B Te4eHME KOTOPOro MMeNoch XoTsA Hbl 04HO cobbITHe,
KoTopoe 3actaBnseT PHY BblgaBaTh OWMOKY npMema AaHHbix (Data reception error) nnau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vHTepdelica, paboTatoLiero B NoAHOM AynaekcHoM pexkume 1000 M6/c — Konmye-
CTBO C/ly4aeB, KOrga cpeactsa Npuema 3aHATbl B TeYEHWUE BPEMEHU, PAaBHOMY UAK 60/1b-
LeMy 4eM MUHMUMA/bHbIN pasmep Kagpa (minFrameSize), n B TeueHMe KOTOPOro ume-
Jlocb XoTA bbl 04HO cobbiTUe, KoTopoe 3acTasnneT PHY BblgaBaTb OWIMOKY Npuema gaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ kogom onepaumm PAUSE.
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Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasnaowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pex}cumos kommymauyuu uHmepdgeiicoe

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabanuya 57 — KomaHab! perkmma rnobanbHom KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

vlan database

Mepeiitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove VLAN-
list | except VLANIist | none}

VLANIist: (2..4094)

- add — nob6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX
ONA BHYTPEHHero Ucno/sib30BaHus;

- remove — yaanntb ykasaHHble VLAN ID 13 nepeyHa 3anpeweH-
HbIX 418 BHYTPEHHEro UCMO/Ib30BaHUA;

- except — 406aBUTb B NepeyveHb 3anpeLLeHHbIX 418 BHYTPEHHEero
ncnonb3osaHua sce VLAN ID, 332 UCK/IlOYEHUEM YKa3aHHbIX B Kaye-
CTBe NapameTpa;

- none — o4ncTuTb NepeveHb VLAN ID, 3anpelueHHbIX 1A BHYTpPeH-
HEero MCnosib3oBaHuA.

vlan mode {basic | tr101}

-/basic

BKNOUMTL BO3MOXKHOCTb f06aBNeHMA Ha GU3MUECKOM UHTEp-
device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

KomaHObI pexcuma KoHguaypauuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

[aHHbIA pexXum focTyrneH U3 pexuma rnobanbHol KoHOUrypauum v npeaHasHayeH gns 3agaHus
napameTpoB KoHPurypaumm VLAN.

Tabnunua 58 — KomaHapl perknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_namel]

VLANIist: (2..4094)
VLAN_name: (1..32)

no vlan VLANIist

CcMmBOa

Lo6asutb VLAN nam Heckosibko VLAN.

Ypanutb VLAN nnm Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);

no map protocol protocol
[encaps]

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

anBFBaTb NPOTOKOAN K rpynne nNpoTOKO/10B, aCCOUUMPOBAHHbIX
BMmecCTe.

Yaanutb NpuBAsky.
*- Homep npoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpueasate MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

subnets-group group

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npuBAsKy.
{host | mask}
map subnet ip_address mask mask: (1..32); MpwuenasaTtb IP-agpec uau AManasoH IP-agpecos No macke K rpynne

IP-agpecos.
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no map subnet ip_address Yaanutb NpuBAsKy.
mask

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:
console# configure
console (config) # interface {vlan vlan id |range vlan VLANIlist}

console (config-if)#

[aHHbIN peXnm OCTYNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH A0 3a4aHua napameTpos
KoHdurypaumm nutepdeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEpdeinca ocywecTBASETCA NPYU MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B PeXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpowmku rpynnbl VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnuua 59 — KomaHabl pexnma KoHdurypauum nHtepdeica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda Aelicmeue

name name name: (1..32) [Oo6asntb uma VLAN.

no name CMMBO/I0B/VMA YCTaHOBUTb 3HAYEHME NO YMOYAHUIO.
COOTBETCTBYET HOMEpY
VLAN

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

[aHHbIN peMm J0CTyneH U3 pexkuma KoHOUrypauum u npegHasHauyeH Aa 3aaHus napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTaTtopa WAWM Tpynnbl NOPTOB, pPaboTaloWwmUx B peume
pasgeneHus Harpysku) 1mbo ananasoHa nHTepdeicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — nHTepdenc goctyna — HeTerMpoBaHHbIN MHTepdelic ana ogHon VLAN;
—  trunk — nHTepodeic, NpUHMMaOWMN TONIbKO TErMPOBaHHbIN TPAaPUK, 338 UCKIIOYEHNEM O4-
Horo VLAN, KoTopbIh MOXeT 6biTb 406aBAEH C MOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general — nHTepdodeiic c nonHon nogaep:kkon 802.1q, NPUHMMAET KaK TErMpPoBaHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeic.

Tabanua 60 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb perkmm paboTtbl nopta B VLAN.
- mode — pexxum paboTbl nopTta B VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NpUHUMATb BCE TUMbI
Kagpos

MpUHMMaTb Ha MHTepdeice TONbKO Kagpbl onpeaesieHHOro Tuna:
- untagged-only — T0/1bKO HeTErMpoBaHHbIE;
- all — Bce kagpol.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagpoB..

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YkKasatb cnvcok VLAN ana nHtepodeiica.
- vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHO 3a-
JaTb NepeyncieHnem yepes 3anaTyto UM YKasaTb HauyabHOe U Ko-
HEeYHOoe 3HaYeHus AManasoHa Yepes gedpuc "-".

V TeKywumii cnucok VLAN Ha uHTepdeiice byaeT 3ameHEH Ha

YKa3aHHbI B KOMaHAe.

Yaanutb cnucok VLAN ansa untepoeiica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnncok VLAN ana nHtepoeiica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. AnanasoH HomepoB VLAN MOXHO 3a-
4aTb NepeyncieHrem Yyepes 3anaTyto UAKM yYKasaTb HavaibHOE U Ko-
HeYyHoe 3HaYeHus guanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauectse Default VLAN ana gaHHoro vH-
Tepdelica. Becb HeTermpoBaHHbIN TpadurK, NOCTyNaoLWMA Ha AaH-
HbI/ NOpPT, onpeaensercs B AaHHyto VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIKAOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro UH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe gobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nHtepoeiica.

- tagged — nopt byneT nepesaBaTb TErMPOBaHHble NakeTbl ANA
VLAN;

- untagged — nopt 6yAeT nepefasatb HETErMPOBAHHbIE NaKeTbl AN1A
VLAN.

-vlan_list —cnucok VLAN ID. inanasoH VLAN moKHO 3agath nepe-
ynucneHMem yepes 3anATYIO MM YKasaTb Havya/bHOE U KOHeYyHoe
3HayeHuna ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN gns untepdeliica.
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switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Hob6asutb naeHtupukatop VLAN nopta (PVID) AnAa OCHOBHOMO MH-
Tepdelica.
-vlan_id —vaeHTndukaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpaums
BK/tOYEHA

BbIKNOUNTL ANA OCHOBHOIO WHTepdelica GUabTPaLMIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HayveHusa VLAN ID.

BKAOUNTB 419 OCHOBHOTO MHTepdeiica uabTpaLmio BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HaveHma VLAN ID.

Ecnn dunbTpauma BrkAOYEHa, U NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTbpacbiBa-
erca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kaapos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TETMPOBaHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Y4anutb NpaBuao Knaccudurkauum.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBWUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npusaske K MAC-agpecy.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

Y4anuTb NpaBuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccuduraumm VLAN gns untepdelica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

Y[anuTb NPaBuao KnaccubuKkaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTbL NpaBuno Knaccubukaumm VLAN ana nHtepdeiica,
HOBaHHOe Ha npueA3sKe K IP-agpecy.

oc-

YanuTb NpaBuao KnaccuuKkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asuntb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.
-vlan_id — npeHTMduUKaLMOoHHbIN Homep VLAN.

[06aBnTb K BXOAALLMM HETETMPOBAHHbBIM NAKeTaM Ha KIMEHTCKOM
nopTy BHyTpeHHui 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHWi 802.1q 3aroNoBoK, coepKalimii pvid 4ONONAHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TOI KOMaHAbl HEO6XO4UMO BKIKOUYUTD [/10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOroafpecHbli TpadUK M3 yKasaHHbIX
VLAN (He aBnatowmxca VLAN nonb3osaTesnibcKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOAb30BaATENAMM APY-
r'MX MONb30BaTE/IbCKUX MOPTOB, NMPUHUMAIOLWMX MHOTOAPECHbIN
Tpaduk 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. Aunana3oH VLAN mMoKHO 334aTb nepe-
YMC/IeHUEM Yepes 3anATyH0 WM yKas3aTb HavyasbHOE U KOHe4yHoe
3HayeHuna ananasoHa yepes geduc "-".

3anpellaeT NPUHMMaTb MHOFOAAPecHbIM TpaduK Ha HacTpauBae-
mMoMm uHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAWT NOPT B PEKUM U30NALMM BHYTPU rPyNnbl NOPTOB.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.

90

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32




HELTEX

vilan

switchport forbidden default-

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIeHCTBO B AepOoNTHOM
VLAN paspeLieHo

3anpetutb gobasnerHne gedpontHoi VLAN nopry.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii 8 gepontHon VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

egress stag

no switchport dotlq ethertype

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1qg VLAN-Terax nakeTos,
UCXo4AWMX C AaHHOro nHTepdelica.
Donyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
H NoaaeprkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwero ¢ HTepdeica nakeTa Ha 3Ha-
YeHMe No YMONYAHHUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabaunuy knaccudumratopos VLAN.
[onyctumbie 3HaueHusa EtherType cm. MpunoxeHue B.
H NoapepxkmnBaemblie 3HaueHus Ethertype.

switchport dotlq ethertype

ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccuoukatopos VLAN.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 61 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show vlan

Moka3saTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKaTopy.

show vlan internal usage

MNokasatb cnucok VLAN gna BHYTPEeHHero MCcrnosib30BaHMA KOMMY-
TaTOpPOM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 62 — KomaHabl pexkmnma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[MokasaTb NOPTbI-UCTOYHUKN N NMPUEMHUKN MHOroagpecHoro Tpa-
¢uKa B aaHHoli VLAN. MopTbl UCTOYHMKM MOTYT Kak nepepasatb,
TaK U NPUHMMATb MHOrOaapecHbIV TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALLMIO O Fpynnax NPOTOKO/0B.

show vlan macs-groups

Mokaszatb uHbopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

| detailed]

hu_port | port-channel group

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MNokasaTb coctosHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKKN U MPUEMHUKU MHOFoagpecHoro Tpaduka s VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPv6) Ethernet

= [loKasaTb KoHbUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none
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Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoauTb pasrpaHuyeHue Tpaduka Ha BTOPOM
yposHe mogenun OS| mexay noptamm KOMMYTAaTopa, KOTOPble HAaXO4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AOMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIM cnocobeH 0OMeHMBATLCA AaHHbIMKM MeXay AtobbiMmu
nHTepdelicamun, Bkatoyas isolated n community-noptbl PVLAN;

— isolated — nopT, KOTOPbLIM NONHOCTBLIO M30IMPOBAH OT APYrMX MOPTOB BHYTPU OLHOFO M TOrO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupyloT Becb TpaduK, naywuii B
CTOpOHyY isolated-nopToB, Kpome TpaduKa CO CTOPOHbLI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoOryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0OMeHWBATbCA AaHHbIMW Mexay coboi u
promiscuous-nopTamu, 3TM MHTePPENChI OTAeNEHbI HA BTOPOM ypoBHe moaesnm OSI oT Bcex
oCTasbHbIX community MHTepdelicoB., a TakKe isolated-nopTtos BHYTpM PVLAN.

Mpouecc BbINONHEHMA GYHKLMN AONONHUTENBHOIO pa3aeieHnA NOPTOB C NOMOLLbIO TexHoormMmM Private
VLAN npeactaBneH Ha pucyHke 56.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
' A

- OO0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 56 — Mpumep paboTbl TexHonormum Private VLAN
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Bua 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumnm nHtepoeiica Ethernet, nHrepdeiica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group | range ({..}

| vlan vlian id}

console (config-if) #

Tabanua 63 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOAYAHMUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdec.
/! Ha opuH promiscuous uxtepgeiic Henb3a A06aBNTL

6onble ogHoM primary vlan.

YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
V Ha oauH host uHtepodeiic Henb3a f06aBUTH 60nbLIE

oAHoi secondary vian.
YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.

Tabnunua 64 — KomaHapl pexknma KoHourypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN uHTepdelica.

OTKNOUNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHnma TonbKo ans primary VLAN.

YpanuTe npueasky sTopocteneHHol VLAN K OCHOBHOM.

Y

ogHoi ocHoBHoM VLAN — 8.

5.9.4 Hacmpoiika unmepdeiica IP

MaKkcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256.
MakcumanbHoe Konandectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €

IP-uHTEPpdENC co3maéTcs npu HasHavyeHuu IP-agpeca Ha nobo M3 UHTepdelicoB yCTPOICTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel uau vlan.

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypaumnm nHtepdelica IP.

console# configure

console (config) # interface ip A.B.C.D

console (config-ip) #

94
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[aHHbIN peXxnm OCTyNneH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH Aaa 3a4aHuA napameTpos
KoHuUrypaummn nutepdeiica IP.

Tabnnuya 65 — KomaHapl pexxuma koHdurypaumm nHtepoeica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

directed-broadcast

no directed-broadcast

-/BbIK/IIOYEHO

BKkntouaeT pyHKUMIO nepeBoga IP directed-broadcast nakeTa B cTaH-
AapTHbIN LUMPOKOBELLATE/IbHbIN MaKeT U paspeluaeT nepegady ye-
pes BblbpaHHbIN HTepdeNc.

3anpeuwaeT TpaHcaaymio IP directed-broadcast nakeTos.

helper-address ip_address

no helper-address ip_address

ip_address: A.B.C.D

BkntouaeT nepeagpecaumio WwnpokoseLtatensHbix UDP-nakeTos Ha
onpeaeneHHbI agpec.

- ip_address — IP-agpec Ha3HayeHUs, Ha KOTopbIl ByayT nepeHa-
NPaBAATLCA NAKETbI.

OTKAOYaeT nepeagpecaumio wupokosewatenbHbix UDP-nakeTos.

[pumepbl 8bIN0AHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1

console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit
console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

JaHHbii  GYHKLMOHaANn MO3BONAET Ha OCHOBE CKOHPUIypuMpoBaHHbIX MNpasua GuabTpauMm no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHatb Customer VLAN, a TaKKe 3anpeLlatb NpoxoxKaeHue TpaduKa.

[ns ycTpolicTBa cO34aeTCA CNMCOK NPaBuM/, Ha OCHOBAaHWKM KOToporo b6yaet 06pabaTbiBaTbCs TpAdUK.

KomaHOwbI

pexuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u

Port-Channel

Buna 3anpoca KoMaHAHOM CTPOKM pexnma KoHuUrypaummn nHtepoeinca KoHpurypaumu:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port

console (config-if)#

| hundredgigabitethernet hu port | port-channel group | range {..}}

Tabnuua 66 — KomaHabl pexxnma KoHdurypauumn nHtepoeiica (amanasoHa nHtepdeliicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBmIO, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY MAKeTy
C BHelHen meTKol ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuio by-
OET MPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6b17IM NPUMEHEHbI Apyrue Npasua («NpPasuIo Mo YMOAYaHUION).

selective-qingq list ingress deny
[ingress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

CospgaerT 3anpelyatolLlee NpaBuIo, Ha OCHOBAHUMN KOTOPOFO BXO-
AAlLMeE NaKeTbl C BHeLHel MmeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBaTbea. Ecam ingress_vlan_id He ykasbiBaeTca — byayT oT-
6pacbiBaTbCA BCe BXOAALLME NAKETbI.
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selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuIo, Ha OCHOBAHUM KOTOPOro BXO-
OALMe NaKeTbl C BHELHeN MeTKoM Tera ingress_vlan_id 6yayT ne-
penaBaTbcA 6e3 nameHeHuit. Ecam ingress_vlan_id He yKasbiBa-
etca — byayT nepenaBaTbCa BCe BXOAALWME NaKeTbl 6e3 uameHe-
HUWA.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CospgaeT NpaBuiIo, Ha OCHOBaHWM KOTOPOFrO BHELWHAA MeTKa in-
gress_vlan_id BxogAuwero naketa byaer 3ameHATbcA Ha vlan_id.
Ecam ingress_vlan_id He yKasbiBaTb — npasBuio bygeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaM.

no selective-qging list ingress
[ingress_vlan vlan_id]

vlan_id: (1..4094)

Ypanset ykazaHHoe npasuo selective ging ansa Bxoaawmx nake-
ToB. KomaHga 6e3 napamertpa «ingress vlan» ygansert npasuio
N0 YMOAYaHUIO.

selective-ginq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaeT NpaBuio, Ha OCHOBAHUM KOTOPOrO BHELWIHAA MEeTKa in-
gress_vlan_id ncxopgauwero naketa byaeT 3ameHaTbea Ha vlan_id.

no selective-qginq list egress
ingress_vlan vian_id

vlan_id: (1-4094)

Ypanser cnucok npasua selective ging ans ncxogawmx nakeTos.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexknma EXEC:

console#

Tabanua 67 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ging

Oto6parkaeT cnucok npasun selective ging.

show selective-qinqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3paTtb npasuna0, Ha OCHOBAHUKN KOTOPOro, BHELWHAA MeTKa BXO4ALWEero nakeTa 11 6yLI,ET 3ame-

HATbcA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if)

# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lLTopm» BO3HWKaeT BC/AeACTBME Ype3MepHOro Kosaumdectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes OAMH MOPT, YTO NPUBOANT K Meperpyske
pPecypcoB CeTM M NOABAEHUIO 3a4epKeK. «LLUTopM» MOXKET BO3HUKHYTb MPU HANUUYMWN «3aKOJIbLLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTtop u3mepaeT CKOPOCTb MPUHMMAEMOrO LWWPOKOBELWATeNbHOrO, MHOFOa4pPecHoro u
HensBeCTHOro oaHoaapecHoro Tpad)m(a ANA NOpPTOB C BK/KOYEHHbIM KOHTpO/1IEM LWMPOKOBELWAaTE/NIbHOIO
«wTopma» n OT6paCbIBaeT NaKeTbl, eC/IN CKOPOCTb NpeBbllaeT 3a4aHHOEe MaKCMMa/ibHOe 3Ha4YeHue.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 68 — KomaHabl pexknma KoHourypaumm nHtepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaEeT KOHTPOIb MHOTOAAPECHOro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOrO.

- level — 06bem TpadumKa B NpoLLEHTaxX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps - o6bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeic moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anmch B XKypHan co-
obLieHuii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/ItOYAET KOHTPOIb MHOTOA4PECHOrO TpaduKa:

- registered — 3aperncTpMpoBaHHOrO;

- unregistered — He3aperucTpUPOBaHHOrO.

- pPS — KONNYECTBO NAKETOB B CEKyHAY.

Mpw 06Hapy»KeHMM MHoroaapecHoro TpadurKa MHTepdEnCc MoxKeT
6bITb OTKAtoYeH (shutdown) nnmn gobasneHa 3anuchb B XKypHan co-
obuweHui (trap).

BbIK1tOYAET KOHTPO/Ib MHOTOAAPECHOTO TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPO/Ib HEU3BECTHOTO OAHOAAPECHOTO TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNocobHOCTH
MHTepdeica;

- kbps — o6bem TpaduKa.

Mpu 06HapyKEeHUM HEM3BECTHOMO OA4HOAAPECHOrO TpaduKa UHTEp-
deic moxeT 6bITb OTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YypHan cooblueHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib O4HOaAPECcHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/Ib HEU3BECTHOTO OAHOAAPECHOTO TpaduKa.

- pps — KOANYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM HEU3BECTHOrO O4HOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb 0TKAoYeH (shutdown) naun gobasneHa 3anuch B
YKypHan coobuueHwuii (trap).

BbIKAtOYaeT KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaeT KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- level — 06bem TpaduKa B NPOLEHTAX OT NPOMYCKHON CNOCOBHOCTH
nHTepdenca;

- kbps — obbem Tpaduka.

Mpw 06Hapy»KeHUM WIMpoKoBeLLaTebHOro TpaduKa nHTepderic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuit (trap).

BbIKNtOYaeT KOHTPO/Ib LUIMPOKOBELLATENBHOTO Tpad)VIKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKAtOYaET KOHTPO/b LIMPOKOBELLATeIbHOro TpaduKa.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06Hapy»KeHUM WrpoKoBeLLaTebHOro Tpadmka nHTepderic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuit (trap).

BbIK/IlOYaET KOHTPOJIb WMPOKOBELLaTeNbHOro TpaduKa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 69 — KomaHab! perkmuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
show storm-control interface MoKa3biBaeT KOHGUTYPaLMIO GYHKLMN KOHTPONA «LITOPMa» ANA YKa-
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | 3aHHOro nopta AMBO BCEX MOPTOB.
tengigabitethernet te_port te_port: (1..8/0/1..32);
hundredgigabitethernet | hu_port: (1/0/1..6)
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAOYNTb KOHTPO/b LUMPOKOBELLLATE/IbHOTO, MHOTOaAPECHOTO M 04HOAAPECHOTo TpadumKa Ha Tpe-
TbeM UHTepdelice Ethernet. YcTaHOBUTb CKOPOCTb A8 KOHTpoAUpyemoro Tpaduka — 5000 K6/c:
ANA WwupokoselwwaTtensHoro, 30% nonocbl NponycKkaHWA ANnA Bcero mHoroaapecHoro, 70% ana He-
M3BECTHOro OAHOAAPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 I'pynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneymBaloT NoAAEPKKY rpynn arperauymn KaHanos LAG B KO/IMYECTBE COMIacHO
Tabauue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxagas rpynna nopToB A0/KHA COCTOATb U3 UHTEpdelicoB
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YBENNYMBAET MPOMYCKHYID CMNOCOBGHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMUCTBAMMU U
MOBbILLAET OTKA30yCTOMYMBOCTb. [Pynna NopToB ABAAETCA A4/17 KOMMYTAaTOPa OAHUM IOrMUYECKMM NOPTOM.

YCTpOWCTBO NoadeprKMBaeT ABa peXmma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLIEM pa3aene
KOHUrypaumnm.

/ Ecan ana nnrepdeiica npousseaeHbl HACTPOIiKK, TO AnA Ao6aBaeHUA ero B rpynny cieayet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

[obasneHune MHTepdecoB B rpynny arperauyn KaHao0B AOCTYMHO TO/IbKO B PEXKMME KOHOUrypaumm
nHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnmua 70 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
channel-group group mode [ob6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
mode group: (1..128); - on — no6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — no6aBuTbL NOPT B KaHan ¢ LACP B pexxnme «active».
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnel nopTos.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console# configure
console (config) #

Tabnnua 71 — KomaHabl pexkuma rnobanbHol KoHoUrypauum

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4arHuro

KomaHda

port-channel load-balance 3agaeT mexaHn3am 6anaHCMpPOBKM HArpy3Ku Ans cTpaternm
{src-dst-mac-ip | src-dst- ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

mac | src-dst-ip | src-dst- - src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA
mac-ip-port | dst-mac | Ha MAC-aapece v IP-agpece;

dst-ip | src-mac | src-ip} - src-dst-mac — mexaHun3m 6anaHCUPOBKM OCHOBbLIBAETCA Ha
[mpls-aware] MAC-agpece;

- src-dst-ip — mexaHn3m H6anaHcMpPoBKM OCHOBbLIBAETCA Ha IP-
appece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKN OCHOBbI-
BaeTcA Ha MAC-agpece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHM3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
—/src-dst-mac-ip MAC-agpece nonyyaTens;

- dst-ip — mexaHu3m 6anaHCcMpPOBKKM OCHOBbIBAETCA Ha IP-ag-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasutens;

- src-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BKatoueHue napcuHra L3/L4-3aronoBKos na-
KeTos ¢ MPLS-meTKkamu ga BCero ycTpoincTea. AKTyaibHO
TONILKO C pexxumamm 6anaHcnposkm no L3/L4-3aronoskam
nakera.

no port-channel load-balance B03BpaT K HacTporikam HanaHCMPOBKM HArpy3K1 NO YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 72 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show interfaces channel-group MokasbiBaeT MHGOPMaLMIO NO rpynne KaHanoB..

[group] group: (1..128)
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5.11.1 Cmamuyeckue 2pynnoel azpe2ayuu KaHan08e

dyHKUMen ctaTnyeckux rpynn LAG sasnaetcs o6beanHeHMe HECKOIbKUX GU3NYECKMX KaHAI0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNn NPUOPUTET UCNO/Ib30BaHMUS KaHanoB B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/ [nsa BknoueHna paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOM rpynnbl UCNONb3YIATE KOMaHAY
channel-group {group} mode on B pe;kume KoHpUrypauumn cooTeeTcTByIOLEr0 MHTEPdeiica.

5.11.2 NpomokKon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHafoB WCMNOAb3yeTcA AN YBEAWYEHMS NPOMYCKHOW
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonsdeT nepegasatb TpaduK no
06begNHEHHbBIM KaHaam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V Ona BKaloyeHua paboTtbl MHTepdeitica no npotoKony LACP ucnonb3yitiTe KomaHay
channel-group {group} mode auto B pexume KoHdUrypaumum cCOOTBETCTBYIOLLErO UHTEP-
deiica.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHon KoHbUrypaumm:
console (config) #

Tabnuua 73 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuio
lacp system-priority value YcTaHaBAMBaEeT NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBAET 3HaYEHWE MO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 74 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
lacp timeout {long | short} YcTaHaBAMBAET aAMUHUCTPATMBHBIM TanmayT npoTokona LACP:
Mo ymonyaHuio | o .
- long — anutenbHoe Bpems TailimayTa;
ucnonbsyetca o
- short — masioe Bpems TaiimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaET 3HaYEHWE N0 YMONYAHUIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
P port-p .y. value: (1..65535)/1 pvop pé
no lacp port-priority YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 75 — KomaHap! pexkuma EXEC

protocol-state]

hu_port: (1/0/1..6)

3HayeHue/3Haye-
KomaHoa Hue no ymon4a- Aelicmeue
Huo
show lacp {gigabitethernet gi_port . Moka3sbiBaeT MHPopmauuio o npotokone LACP gna nHtepdeiica
| tengigabitethernet te_port (1 i;g??t;4y Ethernet. Ecan pgononHUTenbHble NapameTpbl HEe WCMO/b3Y-
| hundredgigabitether'net hu_port "te po;t: ! toTCA, TOo ByAeT NnokasaHa BcA Hpopmaums. )
} [parameters | statistics | (1..8/_0/1..32); - parameters — NoKasbiBaeT MapameTpbl HAaCTPOWKM MpPOTO-

Kona;
- statistics — nokasbiBaeT cTaTUCTUKY paboTbl NPOTOKONA;
- protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

show lacp port-channel [group]

group: (1..128)

MokasbiBaeT MHopmaumio o npotokone LACP gns rpynnbl
nopToB.

[pumepbl 8b1N0AHEHUS KOMAHO

= Co3paTb nepsylo rpynny nopTos, paboTatollyto no npoTokosy LACP 1 BKAOYalOLLYHO ABa UHTEp-
¢eiica Ethernet —3 n 4. CKkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTb MPUOPUTET CUCTEMBI
— 6, npuopwuteTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel 1

console (config-if) #
console (config-if) #

speed 10000
exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) #

speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) #

exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

speed 10000

channel-group 1 mode auto
lacp port-priority 13

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

exit

5.11.3 Hacmpoiika mexHonoauu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL O4HY UM HecKonbKo Ethernet-nnuHnin gns
yBe/IMYEHMA CKOPOCTM M obecneyeHna oTKasoycTohumocT. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpn o06blMHOM LAG arperMpoBaHHble AMHUM [O/KHbI ObiITb HA OQHOM GU3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpermpoBaHHble IMHUM HAaX0AATCA Ha Pa3HbIX PUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BonaeT coeAnHUTL ABa PUINYECKMX YCTPOMCTBA B OAHO BUPTYasibHOE.

/ Mpun HacTpoiike VPC Ha 0A4HOPaHroBbiX KOMMYyTaTOpPax A0/KHa 6bITb 0AMHaKoOBasA Bepcus
nporpammHoro obecneuyeHus.

V VPC Port-Channel KOHTpoANPYIOTCA TONILKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3yet HacTpoiku Primary.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnunua 76 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa

Aelicmeue

vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
7 Ha ogHom ycTpoiictBe MmoXKeT 6bITb CO34aH TONbKO

6bITb 0gMHaKOBbIN VPC-g0MeH.

no vpc domain domain_id

oauH agomeH VPC. Ha napHbIX yCTPOMUCTBAX A0MKEH
Yaanaet VPC-goMeH ¢ ycTponcTsa.

vpc group group_id

group_id: (1..63)

Cospgaet VPC-rpynny. [lna KaXkaoro arperMpoBaHHOro nHTep-

delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-

HbIX ycTpoicTBax Homepa VPC-rpynn foMXKHbI COBNaaTh.
V' CymmapHoe konuuyectso VPC-rpynn He moXKet npe-

no vpc group group_id

BbICUTb 48.
Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc
—/BbIK/IOYEHO

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHdUrypaumm
VPC.

no vpc

Bbikntouaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC:

console (config) # vpe domain domain id

console (config-vpcdomain) #

Tabnunua 77 — KomaHabl pexkmma KoHourypaumm VPC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

peer link group
group: (1..48)

HasHauaet Port-Channel B kauectse peer-link.

no peer link

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHDbI MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

no peer detection

BbikntoyaeT peer detection protocol.

peer detection interval

msec
msec: (200..4000 )/700

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

no peer detection interval ms

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIo.

peer detection timeout

msec msec:

(700..14000)/3500ms

3apaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

no peer detection timeout

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpausaet IP-agpec nony4yatensa naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc LLeS0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMUCTBA. YCTPOMCTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHayeHo Primary.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnunua 78 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

MUckntouaet Port-Channel us VPC-rpynnbi.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 79 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT MHPopMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobparkaeT cocToaHue cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B
COOTBETCTBYHOLMX pas3gaenax AOKYMeHTaunu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunua 80 — KomaHapl perknma KoHbuUrypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHue 3agaHHOMY MHTepdeiicy IP-agpeca U mMacku nog-
cetu.
3HaueHMe MacKM MOKeT bbiTb 3anucaHo ambo B ¢op-
mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAuHUL, B 4BOVYHOM NpPeACcTaBNeHUU MacKu.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca ana loopback—uHrtepdeiica.

3anpeT ncnosab3oBaHMA npoTtokona DHCP gna nonyyeHua IP-
appeca BblbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |
loopback /oop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy mHTepdeicy sammcteosatb IP-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables
disable

no ip icmp unreachables
disable

-/BKIOYEHO

BbIkntoueHue oTnpasku icmp unreachable.

BkntoyeHune otnpasku icmp unreachable.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:

console (config) #

Tabnunua 81 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/LIJﬂlOS Nno YMONYaHUIO

3apaet anAa KOMMYTATOpa agpec Wwa3a no ymon4yaHuto.

He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec Wwn3a no yYMO/HaHUIO.
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ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoseluatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN aapec.

- ip_interface — IP-agpec nHTepdeica, aa KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEPdElich YCTPONCTBA;

- ip_address — |P-agpec HazHa4YeHuWsA, Ha KOTopbIi ByayT nepeHa-
npaBnATbca naketbl. 3HavyeHune 0.0.0.0 oTKkAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBseLwaTenbHbIi Tpa-
bUK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnn. MakcumasnbHoe obLuee KonmyecTso nop-
TOB M afipeCcOB Ha yCTpoMcTBo - 128.

OTMeHsAeT NepeaspecaLmio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 82 — KomaHabl perxkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaet us namAtv noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[annTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu ob6HoBNEeHUW IP-appeca 3arpyrkaerca
KOHPuUrypauma c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumio ip unnumbered gna yKasaHHOMO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 83 — KomaHabl perkmnma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip interface [vrf
vrf_name | all} |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

vrf_name: (1..32)
CUMBOAA;
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

Moka3sbiBaeT KoHUrypauumio IP-agpecaummn AnA yKasaHHOTO UH-
Tepderica unm obnactm BupTyanbHon mapwpytmsaumm (VRF).
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5.13 Hactpoiika Green Ethernet

Green Ethernet — TexHonoOrMA, NO3BONAIOLLAA CHU3UTL 3HepronoTpebneHne ycTpomcTea 3a cyeT
OTK/IIOYEHMA MUTAHUA AN HEAKTUBHbIX 3/EKTPUYECKMUX MOPTOB U U3IMEHEHUA YPOBHA MepenasBaemoro
CUrHana B 3aBMCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 84 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
green-ethernet energy-detect Bk/itoyaeT aHeprocbeperatoLLmin pexkUm 419 HEaKTUBHbIX MOPTOB.
no green-ethernet -/BbIK/IOYEH OTKAtOYaeT aHeprocbeperaowmii PeXKMmM A1a HEaKTUBHbIX Mop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii peXxum ana NnopToB, K KOTOPbIM
MOAKIOYAIOTCA YCTPOWCTBA C AJ/IMHOWM Kabensa NoAKAoYeHMA
MeHbLLEe MOPOroBOro 3Ha4YeHus, YCTaHaBAMBAEMOrO C MOMOLLbIO
-/BbIKNIOYEH
KomaHzbl green-ethernet short-reach threshold.
no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatowmnii PeXMM Ha OCHOBaHWUMU OJIMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnunua 85 — KomaHapl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue .
KomaHda Aeiicmeue
no ymoa4aHuro

green-ethernet energy-detect BKkntouaeT sHeprocbeperatowmii pexxmum ans nHtepdeliica.
no green-ethernet -/Brntoqen OTKANtOYaeT sHeprocbeperatowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexxMum Ha OCHOBAHWWM AJIUHbI

Kabens.

-/BkatoyeH —

no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatomin pexxMm Ha OCHOBAHMM AJIUHbI

Kabens.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 86 — KomaHapl pexkmma Privileged EXEC

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4YaHuro
show green-ethernet OTOb6parkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTH.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPve-agpecauumn

5.14.1 Npomokon IPv6

KommyTtaTopbl noaaep*kusatoT paboTy no npotokony IPv6. Mopaeprkka IPv6 aBnAaeTca BarKHbIM
[OOCTOMHCTBOM, MOCKO/bKY NMPOTOKOA IPv6 nMpu3BaH, B NMepcrnekTuBe, MOJHOCTbIO 3aMeHUTb agpecaumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeeT pacwmpeHHoe agpecHoe NpocTpaHcTeo — 128
6uT BMmecTo 32. Agpec IPv6 npeacTtaBnneT coboit 8 6/10K0B, pasaeeHHbIX ABOETOUNEM, B KaxKaom boKe
16 6U1T, 3aNMCaHHbIX B BUAE YETbIpEX LeCTHaALATEPUYHbIX YMCen.

MoOMMMO YyBEAMYEHMSA aZPEeCcHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMEeT MepapXmMyecKkyro cxemy
agpecaunn, obecneumBaeT arperauyio MapLUpyToB, ynpowaeT Tabauuy MapwpyTMsauuu, npu 3Tom
3bPEKTUBHOCTb PaboTbl MapLPYTU3aTOPa NOBbIWAETCA 338 CYET MEXAHM3MA 0OHAPYKEHUA COCEAHMX Y3/10B.
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NokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HayalTca WHTepdelicam, nostomy npu

ncnonb3oBaHuK IPv6Z-afpecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

rae:

interface-name — nma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1[2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

%

Ecau 3HaueHue rpynnbl UAN HECKOJIbKUX Fpynn noapaa B agpece npoTtokona IPve paBHo
Hyato — 0000, To AaHHbIe rpynMnbl MOTYT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6biTb COKpaLLEeH A0
FE40::AD21:FE43. CoKpalieHutio He MmoryT 6biTb NogBeprHyTbl 2 pasgesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHWUA HEOAHO3HAYHOCTM.

%

EUI-64 — 310 naeHTMduUKartop, co3gaHHbI Ha 6a3ze MAC-agpeca nHtepdeiica, asaatowmiica
64 maagwumm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha agBe yactu no 24 6ura,

meXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 87 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3afaeT 3HaYeHUe NOoKanbHoro agpeca IPv6-wnto3a no ymonya-
HUIO.

Ypanaet HacTpolku IPv6-wnto3a No ymonyaHuio.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..12);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

Co3paeT ctaTudeckoe cooTBeTcTBue mexgy MAC-agpecom co-
cefiHero ycTpoicTea 1 ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctaTudeckoe cooTsetcTeme mexgy MAC-agpecom co-
cefiHero ycTpoiicTea 1 ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoct ana ICMPv6-coobuweHuii 06
olImnbKax.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

Job6asneHune ctatmyeckoro mappyta IPv6

- prefix — ceTb Ha3HayeHus;

- prefix_length — npedurKc macku ceTn (KoiM4ecTBo eanHULL B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HayeHus;

- metric — MeTpuKa ANA AAHHOTO MapLIpyTa;

- distance — agMMHUCTPATUBHAA AUCTAHLMA MapLLpyTa.
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no ipv6 route
prefix/prefix_length [gateway]

YpaneHue ctatnyeckoro mapuwpyra IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

BkatouaeT nepeHanpasieHne 04HOAAPECHbIX NAKeToB.

OTkntovaet nepeHanpasaeHne ogHoaApPeCHbIX NAaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3HayeHWe agMUMHUCTPATMBHOM aucTaHuun (AD)
ONA BCeX MapLIPYTOB yYKazaHHOro Tuna.

- ospf inter-as — yctaHaBnuBaeT 3Ha4YeHWe AD ans MeXK30Hab-
HbIX MApLLPYTOB, NPUHATbLIX No npoTokony OSPF;

- ospf intra-as — yctaHasnnBaeT 3Ha4yeHue AD ana BHYTpU3O-
HaNbHbIX MapLpyTOB, NMPUHATbIX N0 NpoTokony OSPF;

- static — yctaHaBnmBaeT 3HauyeHune AD anAa ctaTMyeckmx mapu-
pyTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeica:

console

(config-if) #

Tabnunua 88 — KomaHabl perknma KoHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BkntouaeT noaaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHtepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuio
aBTOMaTUyecKas
KOHUrypaums
BKJ/IIOYEHa, afipeca He
Ha3HayeHbl.

BKntoueHMe aBTOMATM4YecKon KoHdurypauuu IPv6-agpecoB Ha
nHTepoerice. Aapeca HacTPanBaTCA B 3aBUCMMOCTM OT Npeduk-
COB, KOTOpPble Nosly4eHbl B coobueHunsax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHue IOKaIbHOTo
aapeca: (FE80::EUI64)

3apaeT nokanbHbIN IPv6-agpec nHTepdelica. Ctapwme 6UTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbin IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaeT Ko/MYecTBO COObLWEHMI-TpeboBaHUI, nepenaBaemblx
MHTepdecom B3aMMOLENCTBYOWEMY YCTPONCTBY B C/yyae 06-

no ipv6 unreachables

(0..600)/1 Hapy:eHusa aybaukauum (konnusum) IPv6-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHWe No YMOYaHUIO.

ipv6 unreachables BkntoueHne ICMPvV6 coobuieHnin 0 HeZOCTUKMMOCTM agpecaTta
-/enabled npv nepegaye NakeToB Ha onpeseneHHbIn nHTepdeinc.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpegeneHue Bepcun npotokona MLD ans nxtepdelica.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:

console#
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Tabnuua 89 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKa3sblBaeT HAacTPOMKKM NpoToKona IPv6 ansa ykasaHHOro UHTep-
deiica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet

gi_port | tengigabitethernet
te_port |
hundredgigabitethernet

hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32); hu_port:
(1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy IPv6-mapLupyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT uHboOpmaumo O cocegHux |IPv6-ycTpoiicTBax,

cofeprKalLyrocs B Kalue.

clear ipv6 neighbors

OuMuaeT Kaw, coaepxawmin uHGOpMaLMlo O COCeaHUX
yCcTpoicTBax, paboTaowmx no npotokony IPve. MHdopmauma o
CTaTUYECKMX 3aNnCAX COXPAHAETCA.

show ipv6 distance

MoKasaTb 3HayeHMe aAMUHUCTPATUBHOMN
PasNNYHbIX UCTOYHMKOB MapLLpyTa.

OUCTaHUMKM  ana

5.15 HacTtpoiika npoToKkonoB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agayeit npoTokosia DNS aBnsetcs onpegenenune IP-agpeca ysna cety (xocta) no 3anpocy,
cofepXawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA [AOMEHHbBIX WUMEH Y3/10B CeTU U
cooTeeTCcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHPUrypaumum:
console (config) #

Tabanua 90 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda Aeiicmeue

ip domain lookup Pa3spewaet ucnonb3osaHune npotokona DNS.

-/BKIOYEHO

no ip domain lookup 3anpeuaeT ncnonb3oBaHue npotokona DNS.

ip name-server Onpegensert IPv4/IPv6-agpeca gna goctynHbix DNS-cepsepos.
{serverl_ipv4 address |
serverl_ipv6_address | -
serverl_ipv6z_address}

[server2_address] [...]
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no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Ypansaet IP-agpec DNS-cepBepa M3 cnucKa AOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158)
CMMBO/I0B

Onpegenser 4OMEHHOE MMA MO YMO/IYaHuUIo, KoTopoe byaeTt uc-
Nonb30BaTbCA MPOrpaMMoi, ANA LOMNOAHEHWUS HemnpaBUAbHbIX
LOMEHHbIX MMeH (BOMEHHbIX UMeH 6e3 TouKM). [na LOMEHHbIX
nmeH 6e3 TOUKM B KoHeL, UMeHU byaeT A06aBNATLCA TOYKA U YKa-
3aHHOE B KOMaHAe AOMEHHOe UMS.

Ypanaet AOMEHHOE UMA NO YMOHYAHWUIO.

ip host name address1
[address2 ... address4]

no ip host name

name: (1..158)
CUMBO/I0B

OnpefenneTt cTaTU4eCKMe COOTBETCTBUA UMeH y3n108B ceTu IP-aa-
pecam, pobaBnseT yCTaHOB/JEHHOE COOTBETCTBME B K3l
PDyHKLMA nokanbHoro DNS. MoHo onpegenntb g0 BocbMu IP-
afpecoB Ha OAHO UMA.

Ypanaet ctatMyeckne COOTBETCTBMA MMeEH y3/10B ceTu |IP-agpe-
cam.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabanua 91 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaanaer 3anucb COOTBETCTBMA MMEHM y3n1a ceTu IP-agpecy Kawa
CUMBOJI0B nmbo Bce 3anucu (*).
show hosts [name] OTobparkaeT JOMeEHHOE UMSA NO YMOIYaHuto, cnmcok DNS-cepse-
08B, CTAaTUYECKME U K3LIMPOBAHHbLIE COOTBETCTBUSA UMEH Y3/108
name: (1..158) PO, P ¥
cetn u IP-agpecos.
CUMBOIOB

Mpu ncNoNb30BaHMM B KOMaHAE MMEHM Y3113 CETU, OTObpakaeTcs
cooTBeTcTBYOWMI emy IP-agpec.

[Mpumepbl UCM016308AHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Mo YMO/IYAHUIO — mes:

console# configure

console (config) # ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTMYECKOE COOTBETCTBUE:! y3en CeET C UMEHEM eltex.mes numeet IP-a,cl,pec

192.168.16.39:

console# configure

console (config)# ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus afpecoB) — NPOTOKOA KaHa/bHOro
YPOBHS, BbINOAHAOWMIA GyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM COAEpPXKaLLEerocs B 3anpoce

IP-agpeca.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 92 — KomaHab! perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

[ob6aBnaeT cTaTMyecKyto 3anucb cootsetcTeus IP- 1 MAC-aape-
coB B Tabsnuy ARP gna ykasaHHoro B KomaHze nHTepdeica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoOro B KomaHae uHtepdelica.

arp timeout sec sec: HacTpauBaeT Bpems KM3HWM AMHAMMYECKMX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBMBAaET 3HaYEHWE MO YMOMYAHUIO.
ip arp proxy disable OTKNOYaEeT pexkum npokcnposaHma ARP-3anpocos ans KommyTta-
. Topa.
-/OTK/IIOYEH

no ip arp proxy disable

BkntouaeT pexkum npokcmposaHua ARP-3anpocos gaa KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H nam H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTYanbHbIi MAC-
ajpec He 3a4aH

3apaeT BupTyanbHblt MAC-agpec, KOTopblit 3ameHseT 6aso-
BbIt MAC-agpec KommyTaTopa B ucxogsawmx ARP-nakeTax.
- mac_address — MAC-agpec.

B KauyectBe BuptyanbHoro MAC-apgpeca Henb3a Uc-

V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiii MAC-agpec KommyTa-
Topa, 6asoeblit MAC-agpec Kakoro-nu6o loHUTa U3
cTeKa.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

KomaHOwbl pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnuya 93 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear arp-cache

Ypanser sce AguHamuyeckue 3anucun ns ARP-tabaunubl (KomaHaa go-
CTYMNHA TO/bKO ANA NPUBUAETMPOBAHHOIO Nob30BaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H unn H:H:H:H:H:H

nnn H-H-H-H-H-H;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

MoKka3sblBaeT 3anuc ARP-Tabauubl: Bce 3anucu, ¢unbTp no IP-aa-
pecy; dounbTp no MAC-agpecy; dunbTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.
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show arp configuration

MokasbiBaeT rnobanbHyto KoHourypaumio ARP n KoHoUrypaumio
ARP pgns nHtepdelicos.

show ip anycast-gateway

Moka3biBaeT KOHOUrypaLmto anycast gateway.

KomaHObI pexcuma KoHguaypayuu uHmepdgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabanua 94 — KomaHab! perkmma nHtepdeica Ethern

et, rpynnbl nHTepdeicos nHTepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

ip proxy-arp

-/BKAOYEHO

Bkntoyaet pexmm npokcnposaHmMa ARP-3anpocoB Ha HacTpamsae-
MOM MHTepdelice.

no ip proxy-arp

OTKAOYaeT pexxmm npoKkcnposaHma ARP-3anpocoB Ha HacTpansae-
MOM MHTepdeice.

anycast-gateway

-/BbIKNIOYEHO

BkntouaeT onumio anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-nakeTtax 6a3oBbiit MAC-agpec KommyTaTopa 3aMeHseTca Ha
BUPTyanbHbin MAC-agpec.
V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
B[oW anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

[pumepbl UC016308AHUA KOMAHO

[Job6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,

YCTAaHOBUTb BpeEMA XU3HUN ANHAMUNYECKNX 3aNn

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config) # arp timeout 12000

MoKasaTb cogep:knumoe ARP-Tabnumubi:

console# show arp

cen B ARP-Tabnuue — 12000 ceKyHA;:

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1 0

HW address

2:00:2a:00:04:95

status

dynamic
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5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaummn. MpoToKosa nossonser
pacnpocTpaHntb no cetn maeHtuédumkatopbl VLAN. OcHoBHOM ¢yHKUMel npoTokona GVRP sBnsetcs
obHapyxeHune nHpopmaumm ob otTcyTcTByOWMX B 6a3e gaHHbIX KommyTaTopa VLAN-ceTax npu nosiy4yeHmm
coobueHnit GVRP. Moayums nHpopmaumio o6 otcytcreytowmx VLAN, KommyTaTop A00aBAAET ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 95 — KomaHabl pexkuma rnobanbHol KoHOUrypauum

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro
gvrp enable / BKkntouaeT ncnonbsosaHue npotokosa GVRP-KoMmyTaTopom.
-/BbIK/THO4YEH
no gvrp enable BbIkntoyaeT ncnonb3oBaHme npotokona GVRP-kommyTaTtopom.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
¢pelica epynnsl Nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | hundredgigabitethernet hu port | port-channel group}

console (config-if) #

Tabnnua 96 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnel HTepdeiicos

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuro
gvrp enable BkntoyaeTt ncnonb3osaHue npoTtokosna GVRP Ha HacTpansaemom
nHTEpdelice.
-/BbIKAOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
UHTepodeiice.
gvrp vlan-creation-forbid 3anpelaeTr gMHaMu4yeckoe usmeHeHne nan cosgaHme VLAN ana
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid PaspelwaeT AnHamuyeckoe nameHeHme unun cosganuve VLAN gns
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyanuio BbinonHAeT cHATUe pernctpaunmn ana scex VLAN n He gonyckaert co-
co3pgaHve n 34aHUA Unu pernctpaumm Hoebix VLAN Ha AaHHOM nHTepdelice.
no gvrp registration-forbid peructpauma VLAN Ha | YcTaHaBAMBaET 3HaUEHMe MO YMOYaHUIO.
nHTEpoelice
paspeLieHa

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnuua 97 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

OuuLiaeT HaKOMN/IEHHYIO CTaTUCTUKY NpoToKkosia GVRP.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 98 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MokasbiBaeT KoHdUrypauuto npotokona GVRP gns yKazaHHOro UH-
Tepdelica, inbo ana scex MHTepdencos.

MNoka3biBaeT HAKOM/IEHHYIO CTaTUCTMKY no npotokony GVRP ana
yKa3aHHoro uHTepdeliica, inbo gna Bcex nHTepdelicos.

MoKa3blBaeT CTaTUCTUKY NO OLMbKam npu paboTe npoTokona GVRP
AN yKa3aHHOro uHtepodelica, Mmbo gna Bcex UHTEPENCoB.

5.15.4 MexaHu3m obHapy»eHusa nemeno (loopback-detection)

,ﬂ,aHHblﬁ MeXaHN3M NO3BONAET yCTpOVICTBy OTC/NIeXXMBATb 3aK0/IbLLOBaHHbIe NopTbl. [leTna Ha nopTty
06HapymMBaeTcn I'IYTéM OTCbIZIKM KOMMYTATOPOM Kaapa C agpecom Ha3dHa4dyeHuA, cosnagatowmm ¢ ogHNmMm

n3 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #

Tabnnua 99 — KomaHab! perknma rnobanbHoM KOHPUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

BktouaeT mexaHu3m oBHapyKeHUs netenb A KOMMyTaTopa.

BoccTaHaBivBaeT 3HavYeHMe No YMOTHAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBavBaeT HTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #

Tabnunua 100 — KomaHabl pexuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos, nHTep-
delica VLAN

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
loopback-detection enable Jasinione BkatoyaeT mexaHN3mM 0bHapyKeHUA neTenb Ha NOPTY.
-/BbIK/TIOYEeH
no loopback-detection enable BoccTaHaBAMBaET 3HaYEHME MO YMOYAHUIO.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 101 — KomaHabl pexkmma EXEC
3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo yMOAYaHUIo
show loopback-detection OTobparkaeT coctosiHMe mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agavei npotokosa STP (Spanning Tree Protocol) aBnseTca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOLWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUOHHBbIMU COOBLLEHMAMM, MCMOAb3YA KaZpbl chneuwanbHoro ¢opmarta, U
BbIDOPOYHO BK/IOHAIOT M OTKKOYAOT Nepeaayvy Ha NopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MNpPoOTOKona STP, xapakTepusyetcs
MEHbLWMM BpPEMEHEM MNPUBEAEHUA CEeTM K APEBOBMAHOM TOMoMOrMM U uMeeT 6o0Jsiee  BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Haumbonee coBpemeHHoOM peanusauueinr STP,
nogaep:kmeatolleli ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KO/IMYEeCTBa 3K3eMNASAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBUCMMOCTU OT uncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAap MOXKeT coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTATOpax, B3aumoaencraytowmx no MSTP, 401KHbl 6bITb 04MHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcrMmanbHO fonycTMmoe KoanvecTeo aksemnaspos MSTP yKasaHo B Tabauue 9.
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MexaHun3m Multiprocess STP npeaHasHa4eH Ans co3gaHna Hesasncumblx gepesbes STP/RSTP/MSTP
Ha NopTax yCTPoMncTea. M3meHeHMa COCTOAHUA OTAE/IbHOMO AepPeBa He OKa3bIBalOT BAUMAHMA Ha COCTOsIHUE
ApPYrnx AepeBbeB, YTO NO3BOAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTL BPEMSA NepecTpoeHmna aepesa
B C/lydyae OTKa30B. Mpu KOHOUIypMpoBaHUKU cnedyeT UCKAHUYUTb BO3MOXHOCTb BO3HWMKHOBEHMA KoOJiel,
MeXKay NnopTaMmn-yneHamMm pasHbix gepesbeB. [18 06CNyKUBAHUSA M30NMPOBaAHHbLIX AEPEBLEB B CUCTEME
C034aETCA OTAENbHbIA Npouecc Ha Kaxaoe aepeBo. C Npoueccom COMNOCTaBAAKTCA MOPTbl YCTPOMCTBA],
npuUHagnexawme gepesy.

5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bu, 3anpoca KOMaHAHON CTPOKM pPexRMMa rno6asbHON KOHPUrypaLmu:
console (config) #

Tabanuya 102 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree

PaspelwaeT Mcnonb3oBaHUE KOMMYTAaTOPOM NpoToKkona STP.

- -/BKAOYEHO
no spanning-tree 3anpeLaeTt NCnoib30BaHNE KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaB/IMBaeT MHTEPBAA BPEMEHW, 3aTPa4yMBaEMblil Ha MPOCAYLLN-
BaHWe W U3y4yeHue COCTOAHMI Nepes, NepekNtoyeHnem B COCTOAHUE
nepegayu.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaB/MBaeT UHTEPBa BpeMEHM MeXAy nepesadamm WMpoKose-
LaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyolwmMm KommyTa-
TOpam.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeweHo

PaspelaeT 3awumTy, BbIKAHOYAOLWY WHTEpPdEeNc npu noayvyeHumn
csoero BPDU.

3anpewaeT 3awWuTy, BbIKAOYAOWY MHTepdeirc npu noayyeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAnBaeT BpeMs XU3HW cBA3ylowero gepesa STP.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaet npuopuTeT ceAsyoLLero gepesa STP.
3HayeHune npuopuTeTa AONKHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBaET METOZ OnpeseNeHUn LeHHOCTU NyTu.
- long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HayeHue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHUIO.
method
spanning-tree bpdu OnpegenseT pexxum o6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKo STP.
- filtering — Ha wuHTepdelice ¢ BbIKAOYEHHbIM NpPOTOKo/MOM STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha MHTepdeiice c BbIKNOYEHHbIM MPOTOKONOM STP HeTe-
rmpoBaHHble BPDU-naKeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTCA.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.
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CadR)

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHue

ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet, uHmepdpelica epynnsi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 103 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUryprMpyemom UHTep-
deiice.

- " -/paspelueHo
no spanning-tree disable /pasp Paspewaet paboTy npotokona STP Ha KOHGUTypUpyemom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIN UHTepdeiic.
) - cost — LLeHHOCTb NyTU.
i (1..200000000)/cm. 4 y
no spanning-tree cost TabauLy 96 YcTaHaB/IMBaET 3Ha4YeHWe, onpeaeiieMoe Ha OCHOBaHUM CKOPOCTU

nopTa U MeToa OnpeaesieHns LEHHOCTU NyTH, cM.Tabaunyy 104

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NnpuopuTeT nHTepdeiica B cBasyolem gepese STP.

V 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaET 3HaYeHue no YMOYaHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/ItOYaeT peum, B KOTOPOM MOPT MPU NOAHATUM HA HEM SIMHKA
Cpa3y CTaHOBWTCA B COCTOAHME Nepeaayu, He AO0XKMIAAACh ucTeye-
HUA Talmepa.

- auto — fob6asnAeT 3a4epKKy 3 CeKyHAbl Nepes Nepexosom B CO-
CTOAHME Nnepeaayu.

BbIKntoYaeT peXxmMm MOMEHTaNbHOMO nepexoaa B COCTOAHME nepe-
Aa41 N0 NOAHATUIO KIUHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3osaHne
rno6anbHOM HaCTPOKK

BK/ItOYaET 3aLUUTY KKOPHA» A1 BCEX CBA3YIOLMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT uHTepdercy ObiITb KOPHEBLIM MOPTOM KOMMY-
TaTopa.

Mcnonb3yeT rnobanbHyto HaCTPOWAKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/OYEHO

PaspelaeT 3awWuTy, BbIK/AOYAtOLLYIO HTEPdENC NpK NpUéMme nake-
TO0B BPDU.

3anpeLuaeT 3aLlmTy, BbIK/THOYaKoLLY0 MHTepdEec Npu Npuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/Bpna pynnexkcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «Pa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatolee coctosaHne un onpe-
JenseT TMN CBA3M ANA BblbpaHHOro nopTa:

- point-to-point — TOuKa-TO4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpegenseT pexnm obpaboTkn naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHBIM NpPOTOKO/MOM STP
BPDU nakeTbl $punbTpytoTCs;

- flooding — Ha uHTepdeiice c BbIKNOYEHHbIM MpPOTOKO/NOM STP
HeTermpoBaHHble BPDU-nakeTbl nepepalroTca, TermpoBaHHble —
dunbTpytoTCA.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHaeT MAC-agpec, C KOTOPbIM OTMPABAAIOTCA U MPUHUMAIOTCA
BPDU.

- dotld — otnpasnatoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHMmatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.
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spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢ 3anpewaet npvem BPDU c ¢pnarom TCN.
¢dnarom TCN paspe- Paspewaet npvem BPDU c ¢narom TCN.
weH

Tabnnuya 104 — LleHHOCTb NyTK, yCTaHOB/IEHHAsA MO YMOAYaHUIO (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

" "
Hmepcpeiic Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOs! pexcuma Privileged EXEC
BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#
Tabnunua 105 — KomaHabl perkuma Privileged EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue

110 yMOAYaHUIO

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

MokasbiBaeT coctoaHMe npoTokona STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT Nogpo6HY MHPOPMALMIO O HACTPOMKax NPOTOKoa
STP, MHPOpMaL MO 06 aKTUBHbIX NN 3a6JNOKMPOBAHHbIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32).

MepesanyckaeT NPoLEecc MUrpaLum NPOToKo1a. 3aHOBO NPOUCXO-
gi_port: (1..8/0/1..24); | auT nepecuyét gepesa STP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 106 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

MoKa3sblBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdericax.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32 119




HELTEX

5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnunua 107 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOPOM NpoTokona STP.

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

- -/pa3spelueHo

no spanning-tree 3anpew,aeT UCNoNb30BaHME KOMMYTAaTOPOM NpoToKoaa STP.

spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, OnpeaeeHus LEHHOCTU NyTu.

method {long | short} - long — 3HauyeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost YcTaHaBAMBaEeT 3HaYEHME NO YMOYAHUIO.

method

spanning-tree mst instance_id YcTaHaBAMBaeT NpUOPUTET ANA LAHHOTO KOMMyTaTopa nepej,

priority priority 0CTa/IbHbIMM, UCMONb3YHOLWMMM 0BWMi sKk3emnaap MSTP.

- instance_id — ak3emnaap MST;
- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU, Heobxoammbix ans GOpMUPOBAHUA AepeBa U
yAepKaHna nHdopmaLmMm o ero CTpoeHnn. Ecam naker yxke npowen
MaKCMMaNbHOE KO/IMYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha cneayto-
LLLem y4yacTKe OH oTbpacbiBaeTcs.

- hop_count — makcMManbHOe KONWYECTBO TPAH3UTHbIX Y4acCTKOB
Ana naketa BPDU.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSYAHUIO.

spanning-tree mst
configuration

Bxog B pexum KoHourypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:

console# configure
console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnunua 108 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY 3K3emMnaapom npotokona MSTP u
rpynnamm VLAN.

- instance-id — naeHTUPUKATOP 3K3emnnsapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXKAY 3K3eMNnaApom npotokona MSTP un
rpynnamu VLAN.
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name string 3agaeT ums KoHourypaumm MST.
string: (1..32) cumBona | - string — vuma KoHdUrypauumn MST.
no name Ypanaetr uma koHdurypaummn MST.

revision value 3apaeTt Homep peBu3nK KoHbUrypaumm MST.

value: (0..65535)/0 - value — Homep peBu3nn KoHdurypaumm MST.

no revision YcTaHaBAMBaeT 3HayeHue nNo ymonuaHuio (value).

MokasbiBaeT Tekyuyto (current) nMbo oxmngatowyto (pending) KoH-
odurypauuio MST.

show {current | pending}

exit Bbixog, 13 pexunma KoHpurypaumm npotokona MSTP c coxpaHe-
HUEeM KOHOUTYpaLuu.
abort Bbixoa 13 pexxuma KoHdurypauum npotokosna MSTP 6e3 coxpaHe-

HUA KOHOUTYpaLUH.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 109 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWNTa BblK/IKOYEHA

BKAtoyaeT 3aWmnTy «KOPHA» ANA BCeX CBA3YHOLWMX aAepesbeB STP Bbl-
6paHHOro noprta. [aHHaa 3alWuMTa 3anpewaer MHTepdency 6biTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3awWwmTa BbIKNOYEHa

BKkntoyaeT 3almTy «KOpHA» yKasaHHOro aksemnaapa MSTP gna Bbl-
6paHHOro MHTepdenca. [JaHHaa 3awuTa 3anpellaeTt nHTepdency
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTMdMKaTOp 3K3emnaapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYEHUE MO YMOSYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTteT nHTepdeiica B akemnasape MSTP.
- instance-id — naeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaAET LEHHOCTb NyTU Yepes BblbpaHHbI MHTepdeic ans
onpeaeneHHoro aksemnasapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- cost — LLeHHOCTb NYTHU.

YcTaHaB/nBaeT 3HavyeHue, onpeaendemoe Ha OCHOBaHUM CKOPOCTU
nopTa U meToaa onpegeneHna LeEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/! 3HaueHue npuopuTeTa AONKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npuem BPDU c dnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 110 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
instance_id: (1..63)

MokasbiBaeT KoHbUrypauuio npoTokona STP.
- instance_id — naeHTUdUKATOP 3K3emnaspa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3sbiBaeT NoApobHy0 MHPOPMALMIO O HACTPOMKe MPOTOKOAA
STP, nHpopmMaLmio 06 aKTUBHBIX UM 3a6/I0KMUPOBAHHDBIX MOPTAX.

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOPTaXx;

- blockedports — npocmoTp MHGopMauuUmM 0 3a6N1OKMPOBAHHbIX NOP-
Tax;

- instance_id — naeHTUdUKaTOP 3K3emnaspa npoTokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHUTYPMPOBAHHbIX IK3eMNAApax
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32).

MNepesanyckaeT npouecc MUrpauumn NPOToKoaa. 3aHOBO MPOUCXO-
OVWT NpocyéT aepesa STP.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKNounTb Nnoaaepkky npoTokona STP, yCTaHOBMTbL 3HAYeHMEe NpUOpUTETA CBA3YIOLWEro Aepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, UHTEPBaN BPpEMEHWN MeXAy nepenadyamm Wn-
pokoBeLaTenbHbix coobweHnin «Hello» — 5 cekyHA, Bpems *KMU3HM CBA3YOLLEro gepeBa — 38 ce-

KyHA. MoKa3aTb KOHPUrypaumto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pasHoBMAHOCTEN NPOTOKOAa Spanning
Tree, pacwupamowan ¢yHKUMOHaNAbHOCTb STP ana ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pu3yeTca MeHbWWM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONONOIMK U MMeeT bosiee BbICOKYHO
YCTOMYMNBOCTb.

.‘

.‘

.‘

.‘

Bcero noaaeprkaHo 65 PVST/RPVST-uHcraHca. Mpu aTom Hynesoit ncnonbsyetca ana scex
VLAN, B KOTOpbIX OTKAtoueH PVST/RPVST. Kaxxgomy VLAN c ekatoueHHbim PVST/RPVST co-
oreeTcTByeT oanH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 K 60onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpyIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumrtaTb
Konu4yectso ucnonbsyembix VLAN Ha KonbLeBbIX nopTax Kommytatopa. Ecam gaHHoe 3Ha-
YyeHue npesbiwaeTt 64, TO NepPBOHaYaNbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoi4 "no spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. MNoatomy B cnyyanax, Korga B KOJbLe UCNOJIb3YHOTCA KOMMYTATOPbl C KOuye-
cteom PVST/RPVST VLAN, npesblwaiowem 64, cnegayet paclwumputb AMmMuUTbl 06paboTkm
PVST bpdu-tpaduka Ha CPU. [ina 3Toro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouecce 3KcnyaTauumn noHagoburca yépatb VLAN ns PVST/RPVST-uHCTaHCOB 1 A0-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/leayoL e A4eUCTBUA:

1) Otknountb STP B HeHyXHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM perkume KOHGUrypupoBaHUa);

2) Bkntountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHOUrypuposaHus).

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 111 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BKkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
YMOJ/I4aHUIO BCE UHCTaHCbl | VLAN.
no spanning-tree vlan BKNIO4EHDI OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX

vlan_list

VLAN.

spanning-tree vlan vian_list
forward-time seconds

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaeMblli Ha NPOCay-
LWWMBAHWE U U3yYeHNe COCTOAHWUI Nepes NnepekntoyeHem B co-
CTOAHME nepegayn gnAa ykasaHHbix VLAN.
Taiimepbl A,01KHbI COOTBETCTBOBATDL C/leAyIo-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age = 2 * (Hello-
Time + 1).
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no spanning-tree vlan
vlan_list forward-time

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHW MEXAY Nnepesadyamu Wupo-
KoBelaTesbHbIX coobuweHuit «Hello» K B3anmogencTeyoWwmm
KOMMYyTaTOpam ANA yKa3aHHbIX VLAN.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa X13HW cBasytowwero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytouLero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexnma KoHburypaumm nHtepdeica:

console (config-if)#

Tabnnuya 112 — KomaHgbl pexxuma koHdurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb MyTU Yyepe3 AaHHbI MHTepdenc ana
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTH.

YcTaHaBAMBaeT 3HaYeHMe, onpeaenaemoe Ha OCHOBaHUKN CKOPO-
CTU NopTa U MeToZa onpeneneHnsa LLeHHOCTU NyTU ONA YKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBAET NPUOPUTET MHTEPECa B KOPHEBOM CBA3YIOLEM
nepese STP.
V 3HaueHue BblbUpaeTca U3 guanasoHa C LWa-
rom 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3pelueH;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npuem BPDU ¢ dnarom TCN ansa ykasaHHbix VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbIWEHUA YCTONYUBOCTH
M HAZEXKHOCTU CeTU Nepeaadun AaHHbIX, UMEeloLWer KO/bLEeBYO TOMO/IOMNIO, 33 CYET CHUMKEHUA BPEMEHU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NepPecTPoOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 113 — KomaHabl perkuma rnobanbHoM KoHPUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

erps
no erps

-/BbIK/IOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboTty npotokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOopol byaeT nepeaaBaTbca CAy*KebHaa nHbopmaLuma 1 ne-
pexos B peXxnm KoHdUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

Ypnanenune ERPS-konbua ¢ naeHtuourkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabnnuya 114 — KomaHabl perknma KoHourypaumm ERPS-konbLa

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
protected vlan add [obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.
vlan_list vian_list:(2..4094, all) -vlan_list — cnucok VLAN. inana3oH VLAN MoOKHO 3a4aTb ne-
peuncieHnem yepes 3anaTyio UM yKasaTb HayasbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".
protec.ted vlan remove vian_list:(2..4094, all) yp,anﬂeT amana3oH VLAN m3 cnucka 3awmueHHbix VLAN.
vlan_list - vlan_list — cnucok VLAN ansa yaanexums.
port {west | east}{ Bbibop west (east)-nopta KOMMyTaTopa, BKAKOYEHHOIO B
tengigabitethernet te_port KO/bL,O.
| hundredgigabitethernet te_port: (1..8/0/1..24);
hu_port | port-channel hu_port: (1..8/0/1..32);
group} group: (1..32)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro ponu.
neighbor} - west — RPL-nopTom byaeT HazHayeH west-nopr;
- east — RPL-nopTom 6yaeTt HazHayeH west-noprt;
-/no rpl - owner — KOMmyTaTop byaer ABnsATbCA Bnagenouem RPL-
nopTa;
- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHsi coobueHuii R-APS. Heobxogumo ans
) NPOXoXKAeHUA coobleHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobueHunii R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
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ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toueHne QyHKUMOHNPOBAHUA KO/bLA.

BbikntoueHMe GYHKUMOHNPOBAHUA KObLA.

version version

no version

version: (1..2)/2

BbI6Op pexrma COBMECTUMOCTU C APYrMMU BEPCUAMM NPOTO-
kona G.8032.
- version — BepcuaA npoTtokona G.8032.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KObLa.

YCTaHOBKA 3HAY€HWUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nogKosbLa A8 AAaHHOTO KoJbLa.
- vlan_id —Homep VLAN.

YpaneHne noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/11OYMTL OTNPABKY CMTrHaNa o4ncTkM MAC-Tabamubl B OCHOB-
HOE KO/bLLO NPV NepecTpoeHnn NoAKObLA.

OTKNOYNUTL OTNPABKY CUrHana o4ymcTkn MAC-Tabauubl B oc-
HOBHOE KOJ1bLLO NpU NepecTpoeHMm NoAKObLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Tavmepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa Talimepa 3a4,epKK1 peakuum KOMMyTaTopa Ha 13-
MeHeHMe B COCTOAHUW. BmecTo peakumm Ha cobbiTue BKIOYa-
eTcs Taimep, MO UCTEYEHUU KOTOPOro KommyTaTop MHOp-
MUPYET O CBOEM COCTOSIHMU. [peaHa3HayYeH ANA YMeHblue-
Hua Gayaa nakeToB Npy GAannUHre NOPTOB.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

no timer wtr

value:(1..12) MUH/5 MuH

YcTaHOBKa Talimepa, KoTopblid 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Wcnonbsyetrca ana
npeaoTBPALLEHNA YaCTbIX 3aLUMTHBIX MepeKatoYeHu K3-3a
CUTHa/I0B O HEUCNPABHOCTAX.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

CDopcmpyeT 3anyCK 3alUTHOrNoO nepeknryeHnAa Konbua, npu

-/no 3TOM H6J10KMPYETCA YKa3aHHbIN NOPT.
no switch forced OTmeHa GOopPCUMpPOBAHMNA NEPEKIIOYEHMA KOJbLLA.
switch manual {west | PyyHoe 6/10KMpoBaHMe yKasaHHOro west (east)-nopTa u pas-
east} -/no 610KMpoBaHue east (west).
no switch manual OTMeHa py4yHON 61O0KMPOBKU.
abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTa BXOAa B PEKUM

KOHUrypaLmm KosbLa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:
console#

Tabnnuya 115 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuro

KomaHoa

3anpoc nHdopmaumm 06 obem coctoaHumn ERPS nam cocto-
AHWUW YKa3aHHOTo KoJbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHOW ¢yHKuMel npoToKona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTuKax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HaKaniMBaeTca B YCTPOMCTBAX M MOKET ObITb 3anpoLLeHa ynpaBaatoWwmMm KOMMbOTEPOM
no npotokosy SNMP. TakMum 06pa3som, Ha OCHOBaHUM COBPaHHON WMHOOPMAUUM, HA YMPABAAIOLLEM
KOMMblOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOTUS CETU.

126 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32



HELTEX

KommyTaTopbl NOAAEpKMBAOT nepedadvy Kak CTaHAAPTHbIX MapamMeTpoB, Tak W OMUMOHA/MbHbIX,
TaKMX Kak:

—  WMSA YCTPOMCTBA M ero onuncaHue;
—  UMA MopTa U ero onuncaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanuya 116 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
lidp run /paspelero PaspelwaeT KommyTaTopy UCNOAb30BaHMe NpoToKoaa LLDP.
no lidp run pasp 3anpewaeT KOMMYTATOPY MCNOAb30BaHMeE NpoToKona LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepaenseT, Kak 4acTo yCTPONCTBO ByeT 0TNpaBaATb 06HOBNEHUE
nHpopmauum LLDP.

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNNUYMHY BPeMeHU AN NPUHMMAIOLLEro YyCTPOMCTBA, B Te-
YyeHne KOTOPOro HYXHO yAeprKneaTb NpMHMMaemble nakeTbl LLDP
nepeg ux cbpocom.

[aHHaa BenMunHa NepefaeTca Ha NPUHMMAEMyo CTOPOHY B LLDP
update nakeTax (naketax 06HOBNEHWSA), ABNAETCA KPAaTHOCTbIO A/1A
Tarimepa LLDP (lldp timer). Takum o6pasom, Bpems Km3Hu LLDP na-
KeToB paccumTbiBaeTca no popmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaEeT 3HAYEHUE NO YMONYAHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxuaatb nepes
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaEeT 3a4epKKy MeXay nocienyrowumy nepegadamu
naketos LLDP, MHULMUPOBAHHBIMM U3MEHEHUAMW 3HAYEHUN UK
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

V PekomeHayeTca, utobbl AaHHaA 3ajaepiKKa 6bina

MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseTt pexum ob6paboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — yka3biBaeT, yto LLDP-nakeTbl puabTpytoTCA, ecnm npo-
TOKoA LLDP BbIK/AOYEH Ha KOMMYTaTOpPE;

- flooding — yka3biBaeT, uto LLDP-nakeTbl NepepaoTca, eciv npoTo-
Ko LLDP BbIKAtOYEH Ha KOMMYyTaTOpe.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYaHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT ynucno nostopeHuin PDU LLDP gnaa 6bicTporo 3a-
nycKka, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpegenseT npasuio s napametpa network-policy (ceTesas no-
JINTUKA YCTPOWCTBA). JaHHbI NapameTp ABAAETCA ONUMOHA/bHbIM
ANna pacwmpeHua npotokona LLDP MED.

- number — nopaaKoBbIi HOMep npasuaa network policy;

- application — rnaBHaa GyHKUMA, onpeeneHHas ANA 4aHHOro npa-
Buna network policy.

- vlan_id — vwpentndukatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenser TerMpoBaHHON AN HETETMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemasn AaHHbIM NPaBUIOM.

- priority — npuopuTeT AaHHOro Npasuaa (Mcnoab3yeTca Ha BTOPOM
yposHe mogenu OSl);

- value — 3HauyeHne DSCP, ucnonbdyemoe gaHHbIM NPaBUIOM.

no lidp med network-policy
number

value: (0..63)

Ypanset cosgaHHoe npasuio 4nsa napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
ceK

YcTaHaB/MBaeT MaKCMMa/bHYO CKOPOCTb Nepeaayn yBeaoMNeHni
LLDP.

- seconds — nepuoa, BpemMeHu, B TeYEHNEe KOTOPOro YCTPOMCTBO MO-
YKeT 0TnpasuTb He 6osiee 0AHOrO yBeAOMEHWS.

no lldp notifications interval

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnnua 117 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lldp transmit

lidp receive

no lidp receive

Mo YMONYaHUIO pa3peLlleHo
MNCNonb3oBaHWe B 060mx
HanpasaeHUAX.

Paspewaet nepepayy naketoB no npoTtokony LLDP Ha wHTep-
delice.

3anpelaeT nepegayy naketos no npoTtokony LLDP Ha uHTep-
delice.

PaspelwaeT npvem nakeTtos no npoTtokonay LLDP Ha uHTepdelice.

3anpewiaeT npuem nakeTos No npotokony LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHNIO
onumoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nNepesaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKNHOUYUTb OT OAHOTO A0 NATU OMNLMOHANbHbIX
TLV.

TLV 802.3-power-via-mdi goctynHa TonbKO Ha yCTpoOii-
CTBaxX C NoaAepKKoit PoE.

YcTaHaBAnBaeT 3HaYeHUe rno YMOAYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuuoHasnbHble TLV He
BK/IOYEHDI.

Onpegenset, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepegaBaembliii LLDP-nakerT:

- pvid — PVID uHtepoeiica;

- ppvid — go6asutb/yaanuTs PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yaanuTb onpeaeneHHbIN NPOTOKO.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasasowmin agpec
onpegensaerca
ABTOMATUYECKMU.

OnpegenseT ynpaBaaowWwmini agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address —3apaetca ctaTnyeckuii IP-agpec;
- none — yKa3bIBaeT, YTO afpec He 06bAB/EH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastoLwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — ykasblBaeT, 4TO cMCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpasAsoWwmnin agpec, U3 CKOHPUrypmpoBaHHbIX a4 pPecoB 3a4aH-
Horo nHTepdelica.
Ecnu nHtepdeiic ethernet nnm nHtepdeic rpynnsl NOPTOB Npu-
HagnexaTt VLAN, To aaHHbii agpec VLAN He byaeT BK/AOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX a4 pecos.
B cnyyae Hannuua HeckonbKux IP-agpecos cucrema
Bbl6MpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muyeckux IP-appecos. Echm guHamuuyeckme agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HavyanbHbIii IP-ag-
pec U3 AgnanasoHa BO3MOXHbIX cTaTuueckux IP-agpe-
coB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpasKa
yBefomaeHunn LLDP
3anpelueHa.

Pa3peluaet/3anpeLyaeTt oTnpasKy ysegomneHuii LLDP Ha nHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnonb3oBaHUe pacwimpeHuna npotokona LLDP MED.

location, B KOMaHAy MOXHO BK/IOYUTb OT O4HOMO A0 TPEX CMEeLManbHbIX
inventory)/3anpetueHo TLV.
MCNO/Ib30BaHMe
paclmnpeHna NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy agaHHOMYy nHTepdeiicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — ygandaeT npasuo;

no lldp med network-policy

- number — HOMep npasuna.

Ypansaer npasuno network-policy c sgaHHOro uHTepodeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecToMNoJIOKEHWE YCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — afipec B cCTEME KOOPAMHAT;

- civic_address_data — apMMHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anr. Ypansaer HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspeluaeT/3anpeliaer oTnpaeky ysegomneHunit LLDP MED o6

topology-change {enable | N3MEHEHUW TOMONOTUN.

disable} /3anpelieHo - enable — paspeluaeT oTNPaBKy yBeAOMNEHWN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

v
v

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepes rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYA/IbHO MOPTaMM
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKOI0M STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTtaeT ¢ nOpTom TO/IbKO B C/lyyae, eciv oH

dBTOPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 118 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OunwaeT Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-KoHdUrypauumn Bcex GU3MYECKMX UHTepdelicos
ycTpoicTBa IMbo 3agaHHbIX MHTepdencoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKasbiBaeT KOHOUIypaunmn paclmpeHma npotokona LLDP — MED
ONA Bcex GU3nYeCcKnx nHTepdpencos NMbo 3aaaHHbIX MHTepdelicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MNoKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKasbiBaeT MHPOPMALMIO O COCeAHUX YCTPOMCTBAX, HAa KOTOPbIX
paboTaet npoTtoKoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6

MNoKasbiBaeT cTaTUCTUKY LLDP.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcrtaHoBuTb And noprta te1/0/10 cheayowme tlv-nons: port-description, system-name, system-de-
scription. na gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure
console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

= [locmoTpeTb KoHUurypaumio LLDP:

console# show 1lldp configuration

Timer: 30 Seconds

LLDP state: Enabled
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Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 119 — OnucaHune pesynbTaToB

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.

Onpepaenset BennumHy spemenu (TTL, Time-To-Live) Ana npuHMmaloLLero ycTpoicTsa, B
Hold Multiplier TEYEHNE KOTOPOTO HYXKHO YAEpPKMBaTb NPpMHMMaeMble nakeTbl LLDP nepea nx copocom:
TTL = Timer * Hold Multiplier.

OnpegenAaet MMHUMANbHOE BPEMSA, B TEHEHME KOTOPOro NopT 6y,D,ET OXHMOaTb nepen

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegendaeT 3a4epXKKy mexxay nuocnep,yrou.l,mmm nepegadyamu LLDP-KagpoB, HULUKUPO-
BaHHbIX U3MEHEHMAMM 3HAYeHUI 1Mbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuuu, KoTopble nepeaatotca
BO3MOKHble 3HaYeHUA:

PD — OnuncaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHUNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 120 — OnucaHne pesynbTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.
System name CucTemMHoe UMA yCTPOMCTBA.
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[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — MocrT (Bridge);

R —MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecrteH (Other).

Capabilities

System description

OnucaHune coceaHero ycTpomncTaa.

Port description

OnucaHWe NopTa coceaHEero ycTpoicTaa.

Management address

Afpec ynpasaeHus ycTpoWCTBOM.

Auto-negotiation
support

OnpegendeT, NOAAepPKMBAETCA /I aBTOMATUYECKOE onpeaesieHne pexmma nopra.

Auto-negotiation status | OnpegaenseT, BK/AOYEHA AW NOAAEPIKKA aBTOMATUYECKOTO ONPeaeieHUn pexmma

nopTa.

OnpepenseT pexunmbl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeseneHus
nopra.

Auto-negotiation
Advertised Capabilities

Operational MAU type Pabouunint MAU-TUN ycTpoWcTBa.

5.15.8 Hacmpoliika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKLUMN YypOBHSA
KaHana nepefayy AaHHbIX NPeacTaBAAloT cobol NPOTOKOA MOHUTOPWMHIA COCTOAHWMA KaHana. B atom
NpoTOKO/IEe ANA Nepeaaydn MHGOPMALMKN O COCTOSHUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbIMU
ycTpoictBammu Ethernet mcnonb3yioTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiictsa
OO/KHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepagelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:
console (config-if) #

Tabnunua 121 — KomaHapl pexkuma KoHpurypaumm nHtepdetrica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

ethernet oam BkatounTb nopaep:ky Ethernet OAM Ha noprty.

—/oTKnoYeHo
no ethernet oam / OTkntounTb Ethernet OAM Ha KOHdUrypupyemom nopry.
ethernet oam link-monitor BKntounTb noageprKKy «link-monitor».
supported
pp —/oTKAOYEHO

no ethernet oam link-mon-
itor supported

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame threshold count

YCTaHOBWUTb MOPOr KO/AMYecTBa OWMBOK 3a yKasaHHbIM nepuosg
(nepnopg, yctaHaBanBaetca komaHaon ethernet oam link-monitor

count: (1..65535)/1 frame window).

no ethernet oam link-mon-
itor frame threshold

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame window window window: (10..600)/100

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A/ MOoACYETa KOMYecTsa
owmnboK.

no ethernet oam link-mon- mc
itor frame window

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTtca KomaHgoi ethernet oam link-monitor frame-
period window).

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1
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no ethernet oam link-mon-
itor frame-period threshold

BoccTtaHOBUTb 3HaYEHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-mon-
itor frame-period window

window:
(1..65535)/10000

YCTaHOBUTb BpPEMEHHOM MPOMEXKYTOK ansa cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YctaHoBUTL nopor gna  cobbitna  «frame-period» (nepuog
yCTaHaBAMBaeTca KomaHzoi ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTb 3HaYEHWE NO YMOYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-mon-
itor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BpPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTL 3HaYEHWE N0 YMOYAHMUIO.

ethernet oam mode {active
| passive}

YcTaHOBUTL pexkum paboTbl npoTtokona OAM:
- active — KommyTaTop nocToaHHo oTnpasnser OAMPDU;

no ethernet oam uni-direc-
tional detection aggressive

—/active - passive — KommyTaTop HaunHaet oTnpasaaTb OAMPDU TonbKO
npu Haanumum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HaYEHWE N0 YMOIHAHUIO.
ethernet-oam remote-fail- BkntounTb nopaepkKy n 06paboTry cobbitnin «remote-failure».
ure
—/BKAOYEHO
no ethernet oam re- BoccTaHOBWTL 3HaUYEHWE MO YMOYAHUIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NopaepKy GyHKLMM 3aBopoTa TpaduKa.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYeHWe N0 YMOAYaHMUIO.
mote-loopback supported
ethernet oam uni-direc- BKkntounTb PyHKLUMIO OBHApYXKeHUs OAHOHANpPaBAEHHbIX CBA3eM
tional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam uni-direc- —/oTkniodeHo BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
tional detection
ethernet oam uni-direc- Onpenenntb peakuuld KOMMYTaTopa Ha OAHOHAMNpPaBAEHHYH
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B XKypHan;
—/log - error-disable — nepeBog nopta B coctosaHue «error-disable, 3a-
NUCb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3Ha4YeHWE N0 YMOHAHUIO.
tional detection action
ethernet oam uni-direc- BKNOUNTL arpeccuBHbIN pexum onpeaeneHns ogHOHanpaBieH-
tional detection agressive HOW cBA3W. Ecam OT cocesiHero ycTpoicTBa NepecTatoT NpUxoanTb
Ethernet OAM-coobLLeHNA — IMHK NOMeYaeTcA Kak O4HOHanpas-
—/oTKAOYEHO

JIEHHBbIN.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOI MHTEPBaN 414 onpeaesieHns TUna CBA3N
Ha nopry.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIo.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI ANA NPUBMAErMPOBAHHOIO MoJsib3oBaTena. Bua 3anpoca KomaHAHOM

CTPOKMU pexkmnma privileged EXEC:

console#
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Tabnmua 122 — KomaHabl pexumma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

Oumnctutb ctatucTuky Ethernet OAM pns ykasaHHOro WHTep-
deiica.

show ethernet oam discov-
ery [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTo6pasunTb cocTosiHMe npoTokona Ethernet OAM panAa yKkasaH-
Horo uHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTO6pa3nTb CTaTUCTUKY OOMEHA NPOTOKOIbHbIMU COOBLEHNAMM
ONA yKasaHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTo6pa3nTb HacTpoiku Ethernet OAM ana ykasaHHOro WHTep-
deiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

OTto6pasnTb COCTOAHME MexaHM3Ma onpeaeneHus oAHOHanpas-
NeHHbIX CBA3el ANA yKa3aHHOro nHTepodelica.

ethernet oam remote-loop-
back {start | stop} {inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port:(1..8/0/1..6)

3anyck/ocTaHOBKa yAaneHHOW NeTAn A1A YKasaHHOro WHTep-
deiica.

[pumepsi 8biM0AHEHUS KOMAHO

=  OT06pasnTb COCTOAHWE NPOTOKOIA ANA nNopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500
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Port status:

PDU revision:
Remote client

MAC address:

Vendor (oui) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

Loopback status:

Remote loopback:

Operational status:

operational
no loopback
3

a8:£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.15.9 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHMsA, NpegHasHayeHHasa aaa obecneyeHWs HaALEKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbca uHTepdelicol Ethernet u Port-channel. OguH 13
3TUX UHTepdencoB HaxoamnTca B 3ab1OKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
CNy4ae aBapuu Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepgeltica Ethernet, uHmepagelica 2pynnsl NIOpPMos

Bug 3anpoca KOmMaHAHOW CTPOKU B pPeXMMe KOHPUrypupoBaHua wuHTepdenca Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 123 — KomaHabl perkmuma KoHourypmposaHus nHtepdelica Ethernet, rpynnbsl noptos

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

flex-link backup {gigabitether-
net gi_port | tengigabitether-
net te_port | hundredgiga-
bitethernet hu_port | port-
channel port_channel}

no flex-link backup {giga-
bitethernet gi_port | tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHayaeT BbIGPAaHHOMY UHTep-
deiicy ponb backup-uHtepoderica B flex-link nape.

BoikntoyaerT flex-link Ha MHTepdeiice u yaansaeT BbIbpaHHbIN UHTEp-
deiic us flex-link napol.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaet aeicreme Npy NoAHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn nogHaBWMIiCA MHTepdenc HacCTPOEH Kak master, To
OH CTaHET aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUM MHTEpPdEiCa aKTUBHBIM CTaHET UHTEP-
deic c 6onbLIein NPonyCcKHOW CNoCcoBHOCTbLIO;

- off — nogHaBWMIicA nHTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUW.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3asaeT Bpems OT nNepexoa OTKAOYEHHOTO MOPTa B COCTOSHUE «UpP»,
Mo NPOLECTBUM KOTOPOro BbINOIHAETCA A4ENCTBME, YCTAaHOBNEHHOE
komaHgoii flex-link preemption mode.

- delay — nepvopg BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3Ha4YeHMe No YMOIYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabanuya 124 — KomaHzabl pexkmma EXEC

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
o ymon4aHuro

show interfaces flex-link

[detailed] {gigabitethernet gi_port: (1..8/0/1..24);

gi_port | tengigabitethernet te_port: (1..8/0/1..4); .
te_port | hundredgiga- hu_ port: (1..8/0/1..32); MokasbiBaeT KoHdurypaumio dyHKumm flex-link.
bitethernet hu_port | port- port_channel: (1..48)

channel port-channel}

5.15.10 Hacmpolika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyXebHble MaKeTbl
pa3nunuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, 4YTO NO3BOJIAET MPO3PaYyHO CBA3aTb
K/IMEHTCKNE CErMEHTbI CETU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaToOpa, rPaHNYallLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeEObXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIH
OXMAaeT MHKAMNCY/IMPOBaHHble Kagpbl, a 3aTem AeKancyampyeT MX. ITO NO3BOAAET Mo/sb30BaTesiam
nepefasaTb MHPOPMaUMIO 2-T0 YPOBHA Yepe3 ceTb npoBaigepa. KommyTtatopbl npenocTaBaatoT
BO3MOXHOCTb MHKAMNCY/IMPOBATb CAy»KebHble nakeTbl npoTokosaos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAtoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT 06beanHeHbl B 04HO
CBA3yloLLee AepeBo, HECMOTPSA Ha TO, YUTO KOMMYTaTop A He coeaAUHEH HanPAMYI0 C KOMMyTaTopamu B,
C v D. UHPopmauma 06 nameHeHUN TONONOTMKN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaliaepa.

CeTb
npopamngepa

LIl ] switen2

PucyHok 57 — Mpumep paboTbl dyHKunmM L2PT
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Anroputm paboTbl GyHKUMOHaNA cieayowmi:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Noacuctema L2PT onpeaensaeTt L2-npOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, U
npoBepsAeT, BKAOYEHA /1M HA NOPTY, C KOTOpPOro NpuHAT 3ToT PDU, HacTpowka I2protocol-
tunnel ans gaHHoro L2-npoToKona.

Ecau HaCTpOVIKa BK/TlO4EHaQ, TO!

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IOYEHO TYHHEeAnpoBaHue, oTnpasaaetca PDU-kaap;

— Bo Bce noptbl VLAN, Ha KOTOpbIX BbIK/JAIOYEHO TyHHE/IMPOBaHWe, OTNpaBaAeTcA
WMHKancynnpoBaHHbi  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
— PDU-Kagp nepeaaetca B 06paboTyMK COOTBETCTBYIOLLENO NPOTOKONA.
Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHud, 3a4aHHbIM
npu nomowm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaeTCA
TO/IbKO TOTZa, KOrga XoTa 6bl Ha 04HOM NOPTY BK/IKOYEHA HacTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. [pw nepexsaTte naketa c MAC-aapecom Ha3HaAYEeHMA XX-XX-XX-XX-XX-XX, OH CHayana nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronoBsky,
W npoBepsAeT, BKAOYEHa /iU Ha MOPTY, C KOTOPOro MPUHAT WHKANCyanMpoBaHHbIM PDU,
HacTpolika I2protocol-tunnel gnsa ganHoro L2-npoTokona.

Ecnu HacTpolika BKOYEHa], TO:

—  MOPT, C KOTOPOro 6bln NoNyYeH MHKaNCyAMpoBaHHbIA PDU-Kaap, 610KMpyeTcsa ¢ npuyYnHoOm
[2pt-guard.

Ecnu HaCTDOVIKa BbIK/TKOYEHA!

— Bo Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHE/NIWpOBaHWe, OTNpaBaAeTcA
AeKkancynmpoBaHHbIn PDU-Kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TYHHENUPOBaHWE, OTNpaBAAeTCA
WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32 137



HELTEX

Tabnuua 125 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda Aeiicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayeHUAa Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

I2protocol-tunnel ad-
no I2protocol-tunnel ad 01:00:ee:€:00:00

dress

YCTaHOBWUTb 3HAYeHME NOo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHuuaLLEM C OKOHEUYHbIM YCTPOUCTBOM, He noagepusaowmm STP,
V DONXeH bbITb OTKAIOUeH NpoToKoa STP (spanning-tree disable) n BkaoueHa punbrpauua
BPDU (spanning-tree bpdu filtering).

BuAa 3anpoca KOMaHAHOM CTPOKKU B pernme KoHdurypaumm nntepoeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 126 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIKNIOYEHO

BkAtoueHuMe pexkmma nHKancynaummn naketos STP BPDU.

BbikntoueHne pexuma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

no I2protocol-tunnel cos

cos: (0..7)/5

3apaTb 3HaveHne CoS ana 3anakoBaHHbIXx PDU-Kaapos.

YctaHoBKa CoS B 3HaYeHMe N0 YMOYaHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpo¥ika noporosoro 3Ha4eHua cKopocTn Bxoaawmx PDU-Kkag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX UHKAN-
cynsumu. MNpu npesbiweHnn nopora PDU oTbpackiBatoTcs.

OTK/IOYaEeT peXKMM KOHTPOA CKOpOCTH BXxogAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpoiika noporoBoro s3Ha4eHus CKopocTu Bxogalwmx PDU- kaa-
poB (B MaKeTax B CEKYHAY), MONYYEHHbIX U NOANENKALLMX UHKAN-
cynauun. NMpwu npesbilieHMW Nopora nopT byaeT nepeBeseH B CO-
ctosiHue Errdisable (oTkntoueH).

OTK/IOYaEeT peXKMM KOHTPOIA CKOpOCTM BXxoaAwmx PDU-Kagpos.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnnua 127 — KomaHgabl perkuma Privileged EXEC

3HayeHue/3Ha4yeHue

KomaHnoa Aelicmeue
no yMonYaHuto

show I2protocol-tunnel OTobparkaeT nHbopmaumio L2PT ana yKasaHHoOro uMHTepodeica
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); WY ANA Bcex MHTepdeincoB, Ha KOTOPbIX BKAtoYeH L2PT, ecium uH-
tengigabitethernet te_port te_port: (1..8/0/1..24); Tepdelic He yKaszaH.
| hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group: (1..48)
group]
clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHtepdeica nnm ana
;a:::tr;ci [gigabitethernet gi_ port: (1..8/0/1..24); zcee;é:;:?dmmcos, Ha KOTOpbIX BKAtoYeH L2PT, ecam uHtepodeiic
te_ngigabitethernet te_port te_port: (1..8/0/1..24);

oo - hu_port: (1..8/0/1..32);
| hundredgigabitethernet i
hu_port | port-channel group: (1..48)
group]

[pumepbl 8b1M0AHEHUS KOMAHO

= YCTaHOBUTb TyHHeNbHbI MAC-aapec B 3HayeHuMe 01:00:0c:cd:cd:d0, BKAtounTb 0TNpaBky SNMP
traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHne drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUNTb pemm TyHHenupoBaHuAa STP Ha uHTepdeiice, ycTaHOBUTL 3HavyeHMe CoS-nakeTos
BPDU paBHbIM 4, BK/IIOUMTb KOHTPOIb CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if)# 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLLeHMUN 0 cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1
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5.16 Voice VLAN

Voice VLAN wucnonb3yetca ana BblaeneHua VolP-obopyaoBaHua B otaenbHyto VLAN. Ons VolP-
KagpoB MoryT bbiTb Ha3sHauyeHbl QOS-aTpubyTbl AnA npuopuTusauum TpadpuKka. Knaccndbumkauma Kaapos,
OoTHOCALMXCA K Kagpam VolP-obopypoBaHua, 6a3mpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaveHue Voice VLAN pans noprta npoucxoaut
aBTOMATMYECKM — Korga Ha nopT noctynaeT Kaap ¢ OUl u3 tabauubl Voice VLAN. Koraa nopt onpeaensercs,
Kak npuHagnexxawmit Voice VLAN — aaHHbIM nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyoWmnX CXem:

— VolP-0bopygoBaHMe HacTpamBaeTcsi, YToObl paccbinatb TermpoBaHHble nakeTsl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopynoBaHue paccbinaet HetermpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepBepa npucytcteyeT onuma 132 (VLAN D), ¢ nomolibio KOTOPOM YCTPOMCTBO
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkuposku TpaduKa (Voice VLAN).

/ Ona HasHaueHuA Voice VLAN Ha cTOpOHe OKOHeYyHoro o6opyaoBaHua Heobxo4MMo UCNo/b3o-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoauntenei VolP-o60pyaoBaHuA, AOMUHUPYIOWMX HA PbIHKE:

oul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo3KeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (confiqg) #

Tabnnua 128 — KomaHab! perknma riobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4vaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMmayT Ana nopTa, NpUHagexKalero K voice-
timeout timeout: vlan. Ecav ¢ nopTa B TeueHue 3a,a,aHHo.ro BpemeHM He 6blN0 Kag-
(1..43200)/1440 pos ¢ OUl VolP-obopyaoBaHusa, To voice vlan yaansercs ¢ aaH-
HOro nopTa.
no voice vlan aging-timeout BoccTaHaBAMBaeT 3HaYeHME MO YMOYAHUIO.
voice vlan cos cos [remark] YcTaHaBAMBAET BbIXOAHYIO oyepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBUM C HAcTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 coS. .
- remark — BkAtoYaeT nepeHasHavyeHne CoS Ha yKasaHHbIW Ana
Tpadmka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaeT 3Ha4YeHME N0 YMONYAHUIO.
voice vlan id vian_id vlan_id: (1..4094) YcraHasnvBaet naeHtudumrkatop VLAN gna Voice VLAN
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no voice vlan id

Ypanset ugentuoukatop VLAN gns Voice VLAN
Ana ypanenma uaeHtudukatopa VLAN Tpebyertca
npeaBapuUTeNbHO OTKAOUYMTbL PyHKUMIo voice vlan Ha
BCEX noprax.

voice vlan oui-table {add oui |
remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BonseT pegakTMposBaTb Tabanuyy OUL.
- oui — nepsble 3 6alita MAC-agpeca;
- word — onuncaHue oui.

Ynanser Bce Nonb3oBaTebckue nameHeHma OUI-Tabanubl.

voice vlan state {oui-enabled |
disabled}

no voice vlan state

-/BbIKNOYEHO

BkatounTb/oTKAOUMTb Voice VLAN.

BepHyTb 3HaUYeHME N0 YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 129 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/oTKNOYEHO -
no voice vlan enable OTKkntoyaeT Voice VLAN gns nopTa.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCeX Kagpos, B0 TONbKO
-/src ANA UCTOYHMKA.

BoccraHaBnnBaeT 3HaYeHMe N0 YMOYAHUIO.

5.17 FpynnoBas agpecauus

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoM paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping sBAsAeTcs NpeAoCTaBNEHWME MHOroaApecHoro TpaduKa TONbKO Ans Tex MNOPTOB, KOTOpble

3anpocunnau ero.

%

IGMP Snooping MoXeT UCNO0/1b30BaTbCA TONLKO B cTaTuuecKoii rpynne VLAN. NMogpepKusa-
toTca sepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbTpaumm “bridge multicast
e filtering” pomxHa 6biTb BKAOYeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum
(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOFOQ4pPECHbIEe MapLIPYTU3aTOpPbl, OCHOBAHO Ha

cneayolmx cobbITuaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— nakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NakKeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOpTY;

— nakKetbl NnpoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpPTY.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnua 130 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

PaspewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping kKommyTa-
TOpoM.

3anpeuaet ncnonb3osaHne ¢yHKUMKM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKLMA BbIK/IOYEHA

Paspewaet ncnonb3osaHune ¢yHkunmn IGMP Snooping KommyTa-
TOpPOM AN18 AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaeT ucnonb3osBaHne eyHKUmMmM IGMP Snooping kKommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMU U CTaTUYECKN [06aBNAET UHTepdeNCbl U3 rpynnbl ANA TEKY-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHBIM Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.

MNepeuncneHne nHTephEcoB OCyLLECTBAACTCA YEPEe3 «—» U «,».

Ypanset rpynnosou IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanuio
paspelueHo

Paspewaet gna gaHHon rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAK/AOYEHbl MHOroaapecHble
MapLLpPyTU3aTOPbI.

-vlan_id — naeHTUOUKaUMOHHbIM Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBTOMaTtMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbl MHOroafpecHble
MapLLpPyTU3aTOPbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Onpepensaetr MNOpT, K KOTOPOMY MNOAK/OYEH MapLupyTM3aTop
MHOTroaZpecHOM PaccblIKM Ans 3agaHHomn VLAN.
-vlan_id — naeHTMdUKauMOHHbIM Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAKNOYEH MApPLLIPYTU3aTOP MHOrO-
afpecHol paccblIKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

YcTaHaBAMBAET 3anpeT Ha onpejeneHne nopra (cTaTuyecku, au-
HaMMWYECKM) KaK NOPTa, K KOTOPOMY NOAKNOYEH MApPLLPYTU3ATOP
MHOroaZpecHoi Paccblnku.

- vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.
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no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

CHMMaeT 3anpeT Ha onpeaeneHne NopTa Kak nopTa, K KOTOPomy
NOAKNOYEeH MapLIPYTM3aTOP MHOTO3aAPECHOW PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vian

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BkatoyaeT noaaep KKy Bbl4aumn 3anpocoB igmp-query KOMMyTaTo-
pom B gaHHoi VLAN.

OTKNIOYaeT NOAAEPKKY BblAauM 3aMpOCOB igmp-query KOMmmyTa-

. R OTK/ItOYEHa M
vlan_id querier TOpom B AaHHoOW VLAN.
ip igmp snooping vlan vian_id YcTtaHasnauBaet Bepcmio IGMP-NpoTOKOa, HA OCHOBAHWM KOTO-
querier version {2 | 3} poii byayT dopmuposaTbea IGMP-query 3anpocbl.

-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHWe No YMOHAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegpenseTr ucxogHbli IP-agpec, KoTopblt byaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTNpPaB-
naet IGMP-3anpocbl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymon4aHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca uctodHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTUOUKaUNOHHBIN HoMep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpbIn byaeT npov3BeseHa 3aMeHa
SRC IP.
3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npou3BoauTbca He 6yaer.

OTkntovaeT 3ameHy IP-agpeca uctouHmKa B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeANEHHO YAaNeH U3
rpynnel IGMP nocne nonyyeHuns coobueHma IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnyyae, Korga Bce NOAKAOYEHHble K JaHHOMY MOpTy NO/b30Ba-
TEAW OTNMCANUCh OT rpynnbl (CYETYMK NONb30BaTENeN BeAEeTCA HaA
ocHoBaHuK Source MAC-agpecos B 3aronoskax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

Bkntountb GyHKUMIO proxy report B onpeseneHHom VLAN. Mpu
BKNOYEHUM 3TOW OYHKLUMM KOMMYTaTop Ha npuwegwue IGMP
query byaeT oTBeYaTb OT cBOero MmeHu. Knmentckme IGMP report
npu sTom oTbpacbiBatoTca.

- version — ycTaHaBsauBaeT Bepcuio IGMP ana oTnpasKK NakeTos.
Mo ymonuyaHuio Bepcua onpeaenseTca No npuweglemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeaeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS oS

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBAMBaeT 3HayeHue CoS A/1f UCXOAALLMX B NOPT
mrouter IGMP-coobLeHunii B ykazaHHon VLAN.
-vlan_id — naeHTMdUKaumMoHHbI Homep VLAN;

- €COS — Knacc 06CNyKMBaHMA.

YcTaHaBAMBaET 3HayeHWe CoS A/18 UCXOAALLMX B NOPT mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU perxnma KoHourypaumm VLAN:

console (config-if) #
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Tabnnua 131 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3Ha4YeHue yctonumnsoctu gns IGMP.
Ecnu Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HAYEHUE YCTOW-
YUBOCTU AJO/IKHO BbITb yBENIUYEHO.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaB/AMBaeT TaimayT, Mo KOTOPOMY cucTeMa OTMpaBAAeT oc-
HOBHbl€e 3aNpOoChbl BCEM Y4aCTHUKaM Fpynmnbl MHOroagpecHow ne-
peaauu ans NPoBEPKU UX aKTUBHOCTMU.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip igmp
gquery-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBaeT 3Ha4YeHMe N0 YMOYAHUIO.
query-max-response-time
ip igmp YcTaHaBAMBaeT KOIMYECTBO 3aNPOCOB, NOC/E PACCbIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHune

KOMMYTATOp onpeaenAaeT, YToO Ha AaHHOM NOPTY HET XKenakwnx

count nepemeHHoi y4acTBOBATb B MHOTrOaApeCcHOM paccbliike.
no ip igmp robustness YcTaHaBAMBAET 3HaYEHMeE N0 YMONYAHMIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTePBaA 3anpoca ANA NOCAeAHEro y4acTHUKaA.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YCcTaHOBUTL BEpPCUIO NpoToKona IGMP.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nHtepoeica:

console (config-if)#

Tabanua 132 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHme IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».

l DOna paboTbl AaHHOW PYHKUMMU TpebyeTca BKAKOYe-
- Hue ip igmp snooping He TONbKO rno6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocoB ¢ KIMEHTCKUX
Vlan B8 Multicast Vlan gna nntepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN gnn
nHTepoeiica B pexxume «trunk». Multicast-Tpaduk nepega-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT Napametpa tagged. NMapameTp tagged yKkasbiBaeT Ha
7O, Yto Multicast-TpadumK fonKeH OTNPaABAATLCA B MOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. MopT ucKA4aeTca M3 rpynn MHOroafpecHom pac-
cbinku B Multicast VLAN.
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switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN ann
nHTepderica B pexxume «general». Multicast-Tpaduk nepega-
€TCs Ha NOPT HETErMpPOBaAHHbLIM U TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT napameTpa tagged. NMapameTp tagged yKka3biBaeT Ha
7O, YTo Multicast-TpadumK foNKeH OTNPABAATLCA B MOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. MopT WCKAOYaeTca M3 rpynn MHOroafpecHoM pac-
cblnikm B Multicast VLAN.

KomaHObl pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NOJ1b3oBaTenA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 133 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT WHPOpPMaumio 06 U3yYEHHbIX MHOrOaLPECHbIX
MapLupyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiaeT MHopmauuto IGMP-snooping ansa AaHHOMO UHTEpP-
deiica.

[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

show ip igmp snooping groups

vlan_id: (1..4094)

Moka3sbiBaeT UHbOPMaLMIo 06 U3yUYeHHbIX MHOTOaAPEeCHbIX rpyn-
nax, y4acTBYIOLLMX B FPYMNMNOBO paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabnauuy cootsetcTBMiA mexay VLAN obopynosa-
HUA, YCTaHOBAEHHOro y nonb3osaTend, u VLAN ana tenesewa-
HUA.

[pumepbl 8b1N0AHEHUS KOMAHO

Bkntountb pyHKUMi0 IGMP snooping Ha KommyTaTope. a5 VLAN 6 paspewmnTb aBTOMaTMyYecKoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3ApEeCcHble MapLLPYTU3aToOpPbl. YBENYUTb 3Ha-
YyeHue yCTOMUMBOCTM A0 4. YCTaHOBUTb MAaKCMMAJIbHOE Bpems OTBETa Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoseoii adpecayuu (multicast addressing)

[aHHbIM Knacc KOmaHA npefHasHayeH ANA 3afaHWA NpPaBuA FPYnnoBOM ajpecauuu B CeTU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHurypaumm nHtepoeiica VLAN:

console (config-if) #
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Tabnuua 134 — KomaHapl pexxmuma KoHopurypaumnm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepefayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTPaLLmm, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv4;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
0ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare |Pv4.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

LOobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnoeoi agpeca-
LU U cTaTUYeCKM A06aBAAET UK yaanaeT uHTepdeincol U3 rpynneoi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asnseT cTaTuyeckyto nognucky K rpynnosomy MAC-ag-
pecy AnanasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yZansaeT cTaTM4eckyto Noanucky K rpynnosomy MAC-ag-
pecy.

MepeuncneHne nHTepheicoB OCyLLLECTBAACTCA YEpes «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpeLLaeT NoAK/IOYEHWE HAaCTpanBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |IP-agpec MHOroaapecHoO’ paccbinku;

- add — go6asneHune nopTa/NOPTOB B CMNCOK 3aMpPeLLEHHbIX;

- remove — yzaseHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIx. Me-
peuncneHne MHTePhencoB OCYLLECTBAAETCA YEPEes «—» U «,»

Ypanset 3anpeuatolee npasmao aaa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Mo ymonyanumio
nepegava Bcex
MHOTOaZpecHbIX
NaKeToB 3anpeLLieHa.

PaspeluaeT nepesayy BCEX MHOTOaAPECHbIX MAKETOB Ha NopTy.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX pa3pelleHa nepeaaya BCcex rpynnoBbiX NakeTos;

- remove — y6upaeT rpynny noptos/o6beanHEHHbIX NOPTOB M3 pas-
pelatoLLero npasuna.

MepeuncneHve nHTepdEncoB OCYLLECTBASETCA YEPES «—» U &, ».

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Mo ymon4yaHuio noptam
He 3anpeLeHo
ANHAMUYECKN

npUCcoeanHATLCA K
MHOroaapecHom
rpynne.

3anpeLyaeTt nNopTy AMHaMMUYECKM A06aBAATLCA K MHOroaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLLero npasuna.

MepeuncaeHve MHTEPPENCOB OCYLLLECTBAAETCA YEPEs «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Peructpupyert IP-agpec B Tabavue rpynnoBoi agpecaumm u ctatm-
yecku pobasnset/yaanaet uHtepdeincobl U3 rpynmb.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gob6asnaeT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncieHne MHTEPPENCOB OCYLLLECTBAAETCA YEPES «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpelyaet NOpTy AMHAMMUYECKM [06aBAATbCA K MHOTOaApecHom

rpynne.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — fo6asneHne NopTa/NoOPTOB K CAMUCKY 3anpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.

MepeuncneHve MHTepdeincoB OCYLLLECTBAAETCA Yepes «—» U «,»
Mpexxae uyem onpegenuTb 3anpeLwieHHble MNOPThI,
rpynnbl MHOrOaApecHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-aapecom nosib3oBatens u
rpynnoBbIM agpecom B Tabavue rpynnoBoi agpecaLuu, u ctatnye-
cku gobasnaer/yaanaeT uHtepdencobl U3 rpynnbl.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 rpynnbl UCXogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne cooTBeTcTBUA
mexay IP-agpecom nosib3oBaTesns M rpynnoBbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

te_port | o hu_port: (1..8/0/1..32): | - add — 3anpeT Ha gobasneHne nopTa B rpynny ucxogHoro IP-aa-
hundredgigabitethernet peca;
group: (1..32)
hu_port | port-channel group} - remove — 3anpeT Ha yAajseHne nopTa M3 rpynnbl ucxogHoro IP-
agpeca.
no bridge multicast forbidden BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.
source ip_address group
ip_multicast_address
bridge multicast ipv6 mode 3afaeT pexum rpynnoBoi nepepayn AaHHbix ana IPv6-nakeTtos
{mac-group | ip-group | MHOrOaZpPecHOM PacchbiNku.
ip-src-group} - mac-group — MHoroagpecHas nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;
-/mac-group - ip-group — MmHoroagpecHas nepegaya ¢ TMNIOM GUAbTPALMK, Oc-

no bridge multicast ipvé mode

HOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare |Pv6;
- ip-src-group — MHoroaapecHan nepegaya ¢ TMNOM GUAbTPaLUM,
0oCHOBaHHbIM Ha VLAN 1 agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

PerucTpupyert rpynnosoii IPv6-agpec B Tabnuue rpynnosoli agpe-
caumu, 1 ctatuyeckn fobasnset/yaanset uHTepdeincol U3 rpynnbi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rPynmbl.

MepeuncneHme MHTePHENCOB OCYLLECTBAAETCA YEPES &= U «,».

YaansaeT rpynnosoi IP-agpec us Tabauubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

3anpeLaeT NoAKNOYEHNE HAacTpanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — fobaBneHne NopTa/NOPTOB B CINCOK 3aMNpeLLEHHbIX;

- remove — yaasneHune nopta/nopToB U3 CNMUCKA 3aNpPeLLEHHBIX.
MepeuncneHne NHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»
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no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTtaHaBAuBaeT cooTeeTcTBMe mexKay IPvb-aapecom nonb3oBatens
1 FpynnoBbIM agpecom B Tabauue rpynnosBon agpecaunu, U ctatu-
yecku gobasnset/ypanaeT untepdelicsl U3 rpynnbi.

- ipv6_address —vicxopHbin IP-appec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asuTb NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove — yAaanTb NOPTbI U3 rpynnbl ncxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

YcTaHaBAMBaeT 3anpeT Ha pobaeneHune/ypaneHne COOTBETCTBUA
mexay IPv6-agpecom nonb3osaTens v rpynnoBbiM agpecom B Tab-
/ivue rpynnoBoi agpecaunn ans onpeaeseHHoro nopra.

- ipv6_address — vcxopHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- add — 3anpeT Ha gobaBneHuMe nopTa B rpynny ucxoaHoro IPve-aa-
peca;

- remove — 3anperT Ha yganeHuve nopTa U3 rpynnbl ucxogHoro IPve-
agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port | hundredgigabitethernet hu port | port-channel group |

console (config-if) #

range {..}}

Tabnunua 135 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBUIO Nepeaayn NakeToB C HE3aPErnCTPUpPO-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepesaBatb He3aperncTpMpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — dunbTpOBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 136 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKAOYEHO

BkatouaeT GpuabTPaLMIO rPynnoBbIX afpecos.

OTKAoYaeT GUNbTPALMIO rPYNNOBbIX a4Pecos.
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mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3apaet Bpema xpaHeHua MAC-agpeca B Tabaumue rnobancHo.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BKJ/IOYEHO

Bkntountb nsydyeHne MAC-agpecos B gaHHom VLAN.

OTKAOYNTb M3yyeHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet

Job6asnaeT ucxoaHbli MAC-agpec B Tabnmuy rpynnosoi agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

te_port | vlan_id: (1..4094); - permanent — gaHHbI MAC-agpec MOXKHO yAanuTb TONIbKO C

hundredgigabitethernet gi_port: (1..8/0/1..24); | nomolbio KomaHAbl no bridge address;

hu_port | port-channel group} te_port: (1..8/0/1..32); | - delete-on-reset — gaHHbIV agpec yganutca nocne nepesa-

[permanent | hu_port: (1..8/0/1..32); | rpy3Ku ycTpolicTBa;

delete-on-reset | group: (1..32) - delete-on-timeout — gaHHbIV agpec yaanmTca no Takim-ayTy;

delete-on-timeout | secure] - secure — AaHHbIN agpec yAanuTCs TObKO C NOMOLLbIO KO-
maHZabl no bridge address nau nocne Bo3BpaleHUs nopTa B pe-
UM 06yyeHua (no port security).

no mac address-table static Ypanser MAC-agpec 13 Tabanupl rpynnoBon agpecaunu.

[mac_address] vlan vian_id

bridge multicast Onpepenset fencrTene 414 NaKETOB MHOI0a4pPEeCHOW PacCbiIKK

reserved-address C 3ape3epBUPOBAHHOrO aapeca.

mac_multicast_address - mac_multicast_address — rpynnosoit MAC-aapec;

{ethernet-v2 ethtype | lic sap | - ethtype — Tvn naketa Ethernet v2;

lic-snap pid ] {discard | bridge} ethtype: - sap —™in naketa LLC;

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

- pid —™mn naketa LLC-Snap;
- discard — cbpoc nakeTos;
- bridge — nakeTbl nepeaatoTca B pexkume bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 137 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

Yaanaer cratmdeckue/aMHamuueckme 3anucu us Tabaunupl
rpynnoBoi agpecaumu.

- dynamic — yaaneHve AMHammM4Yeckux 3anucen;

- secure — yaaneHne cTaTMYyecKux 3anucei.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnmua 138 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MokasbliBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro nHtepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmMoTp TONbKO AUHAMUYECKMX 3anucei;

- static — npocmoTp ToNbKO cTaTMYECKKX 3anucei;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIx 3anucei;

- vlan_id — vaeHTndUKaumnoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKa3sblBaeT KoAM4ecTso 3anuceit B Tabanue MAC-agpecos gns
YKa3aHHOro uHTepdeiica nmbo ana scex MHTepdencos.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipbv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy rpynnoBbIX agpecos ANs YKa3aHHOro HTep-
delica nmbo Bcex uHTepdeiicos VLAN (KomaHaa AOCTYMHA TONbKO
AN TPUBUNETMPOBAHHOIO NONb30BaTENS).

- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]
[source ipv4_source_address |
ibv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MokasbiBaeT TabauLy cTaTUYECKUX FPYNnoBbIX afPecoB ANA YKa-
3aHHOro uHTepodelica 1Mbo Bcex nHTepdericos VLAN.
- vlan_id — wpeHTndnKaunoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-appec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHWUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHWUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nosnHoM TabanLbl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MoKa3blBaeT KoHoUrypauuo GpuabTpa rpynmnosbiXx aApecoB ana
yKaszaHHoro VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

Moka3sbiBaeT KoHoUrypaumio GpuabTpa ANA HE3aperncTpupoBaH-
HbIX FPYNMNOBbIX 3aAPECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBAET pPeKUM rpynnosoi agpecaumn AnA YKa3aHHOro WH-
Tepdelica nnbo Bcex nHtepoeiicos VLAN.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTobparkaeT NpaBuna, yCTaHOBNEHHbIE ANA TPYNNOBbLIX 3ape3ep-
BMPOBAHHbIX 3l PeCcoB.

[pumepsbi 8biM0AHEHUS KOMAHO

= BKAKOUUTb GMAbTPALMIO FPYNNOBbLIX aAPecoB KOMMYTAaTOpoM. 3aaaTb Bpema xpaHeHna MAC-aa-
peca 400 cekyHA, pa3pelwmnTb nepesady He3aperncTpUpoBaHHbIX MHOTOaApecHbIX NakeTos Ha 11

nopTy KOMMyTaTOpa.

console # configure
console (config)

# mac address-table aging-time 400
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# bridge multicast filtering
# interface tengigabitethernet 1/0/11
# bridge multicast unregistered forwarding

console (config)
console (config)
console (config-if)

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMponsa MHo2o0adpecHo20 mpaduka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobLeHnit, no3BONAKLWMI

MWHMMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

paccbIKn

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 139 — KomaHabl rnobanbHOro pexmma KoHburypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipv6 mid snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIKOYEHO

Bkntouaet MLD snooping.

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipv6 mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

Pernctpupyert rpynnosoit IPv6-agpec B Tabnumue rpynnosoin agpe-
caumm u ctatmdeckn gobasnset/yaanser nHtepdeincol U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

MepeyncneHne HTephencoB OCyLLECTBAACTCA YEPes «—» U «,».

Ypansaet rpynnosow IP-agpec n3 tabauubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

[ob6asnaeT npaBmno, 3anpeLLatowiee NopTam 13 CNncka pernctpu-
poBaTtbcA Kak MLD-mrouter.
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no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

Ypanaet npaBuo, 3anpellatowiee nopTam M3 CMCKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mlid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3yyaTb NopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NoAKAtOYeHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

group: (1..32)

[o6asnseT cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTkntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwien
VLAN.

ipvé mid snooping querier

no ipv6 mld snooping querier

-/BbIKNIOYEHO

BkntouaeT noaaepiKKy BblAaun 3anpocos igmp-query.

OTKAKOYaeT NOALEPHKKY BblAAUYM 3aMpocoB igmp-query.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgetica VLAN

Bua 3anpoca KOMaHAHOWM CTPOKM B pexume KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl noptoB 1 nHtepderica VLAN:

console (config-if) #

Tabnuvua 140 — KomaHapl pexknuma KoHourypaumm nHtepodeiica (gmanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

ipvé mid

3apaet MaKCUMaNbHYKO 3a4epXKKy OTBeTa nocneaHero 4iaeHa

last-member-query-interval interval: rpynmnbl, KOTOPas MCMO/b3yeTca A/A BblYMCAEHUA KOAA MaKCU-
interval (100..25500)/1000 MasibHOM 3a4epKn oTeeTa (Max Response Code).

no ipvé mid MUINCEKYHA, BoccTaHaB/IMBaEeT 3HaUYeHMe No YMONYaHUIO.
last-member-query-interval

ipvé6 mid YcTaHaB/MBaET KOIMYECTBO 3aNPOCOB, NOC/E PACCHIIKU KOTOPbIX,

last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HaueHune
nepemMeHHomn
robustness

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HEeT XKenakwnx
y4acTBOBaTb B MHOFOBAPECHOVI paccbliKe.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipvé mld query-interval value

no ipvé mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepPBan PacCbiIKM OCHOBHbIX MLD-3anpocos.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10
CeKyHA,

3afaeT MaKcMMabHYHO 3aZieprKKy OTBETA, KOTOPasA UCMOb3yeTcs
ONA BbIYUCIEHNIA KOLA MAKCMMabHOW 3a4eprKKM OTBETa.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

152

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32



HELTEX

ipvé mld robustness value

no ipvé mld robustness

value: (1..7)/2

YcTaHaBAMBaeT 3HayeHne KoadpduumeHTa OTKa3oyCTOMYMBOCTY.
Ecnv Ha KaHane HabnogaeTca NoTepa AaHHbIX, KO3POULMEHT OT-
Ka30yCTOMYMBOCTU A0/KEH BbITb yBEAUYEH.

BoccTaHaBnmBaeT 3HavYeHMe No YMOHAHWUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/IMBaeT BEPCUIO NPOTOKOA, AEWACTBYIOWYIO HAa AaHHOM
UHTepodeiice.

BoccTaHaBnvBaeT 3HavYeHMe No YMOAYAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 141 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OtobparkaeT MHOPMALMIO O 3aPErMCTPUPOBAHHBIX FPynnax B Co-
OTBETCTBMM C 33laHHbIMM B KOMaHAE NapameTpammn GUnbTpaLum.
- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT mHdopmaumio o KoHourypauum MLD-snooping ana
paHHol VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT MHGoOpMaLMo 0 mrouter-nopTax.

5.17.4 ®yHKyua oeparuyeHua multicast-mpaduka

®YHKUMM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotTcs gna yaAobHON HACTPOMKM OrpaHuMuYeHus
NPOCMOTpPA ONpeaeneHHbIX FPynn MHOrOaAPECHOMN PACcChINKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnunua 142 — KomaHabl pexkrma rnobanbHOM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexog, B pexxum KoHdurypaumm multicast-npoduna.

YaanuTb yKaszaHHbIii multicast-npoduns.
Multicast-npopunb moxKeT 6bITb yAaneH ToNbKO no-
. c/le Toro, Kak 6yzeT oTBA3aH OT BCEX MOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32

153




HELTEX

Tabnuua 143 — KomaHap! pexxmuma KoHourypaumnm multicast-npopuna

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

match ip low_ip [high_ip] low_ip: BanuaHbiin mul-

ticast-agpec;

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

no match ip low_ip high_ip: BannaHbii mul-

Ypanser cooTBeTcTBME NPOodUAs yKasaHHOMY AmanasoHy |Pv4

[high_ip] ticast-anpec multicast-aapecos.

match ipv6 low_ipv6 low_ipv6: BanuaHbiit IPv6 | 3aAaet cooTBeTCTBUE NPOdGUAIA YKasaHHOMY AnanasoHy IPv6 mul-
[high_ipve] multicast-agpec; ticast-agpecos.

no match ipv6 low_ipv6 high_ipv6: BannaHeiin IPV6 | Ypanset cooTsetcTeue npodwna ykasaHHOMy AuanasoHy IPv6
[high_ipv6] multicast-agpec multicast-agpecos.

permit B cnyyae HECOOTBETCTBMA OAHOMY M3 3aflaHHbIX AManas’oHOB,

. IGMP-report 6yayT nponyckaTbcs.
- -/no permit
no permit B cnydae HECOOTBETCTBMA OAHOMY M3 33afaHHbIX AWaNa3oHOB,

IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnnua 144 — KomaHabl pexkuma KoHourypaumm nHtepdelica (amanasoHa nHtepdeitcos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

multicast snooping max-
groups number

number (1..1000)/-

OrpaHu4MBaeT KOAMYECTBO OAHOBPEMEHHO MpocMmaTpuBae-
MbIx multicast-rpynn gna nHtepdeiica.

no multicast snooping
maxgroups

CHUMaET orpaHMYeHue Ha KOIMYECTBO OAHOBPEMEHHO NPo-
CMaTpMBaeMbIX rpynn Ana uHTepodeiica.

multicast snooping add

profille_name profile name: (1..32)

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

multicast snooping remove CMMBONOB

{profille_name | all}

YaanaeT cootsetcteve multicast-npopuna (scex multicast-
npodunen) untepoeiicy.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 145 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aelicmeue

show multicast snooping
groups count -

OTo6pakaeT MHPOPMALMIO ANA BCEX NOPTOB O TEKYLLEM KO-
NINYecTBE 3apPerncTpUPOBaHHbIX IPYMM, @ TaKKe MaKCcMmalsib-
HOE BO3MOXHOE KOMYECTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOJI0B

OTobparkaet nHdopmaumio o multicast-npodunax, Kotopblie
6b1I CKOHPUTYPUPOBaHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbI MexaHM3M NO3BOAAET NPOU3BOAUTL aBTOPM3ALLMIO 3aNpocoB NpoToKona IGMP ¢ nomolbto
RADIUS-cepBepa. [Ana obecneyeHns HaZeXHOCTU U pacrnpefeneHus Harpyskm MOMKET WCNo/ib30BaTbCA
HeckonibKko RADIUS-cepsepoB. Bbibop cepBepa 4na OTNPaBKM 0O4yepenHOro 3anpoca aBTopusaLmu
NPOUCXOAMUT Cy4anHbIM 06pasom. Ecim cepeep He OTBETUI, OH MOMEYAETCA KaK BPEMEHHO Hepabounit, n
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nepecraet y4yacTBOBaTb B MeXaHM3Me onpoca Ha onpegeseHHbI nepuoa, a 3anpoc OTCblNaeTcs Ha
cheayrowmii cepsep.

I‘IonyquHble dBTOPU3aUNOHHbIE [AaHHble XPaHATCA B K3W-MaMATU KOMMYTATOpPa B Te4dyeHue
33[3HHOTO0 nepuosa BpPemMeHU. ITO NO3BONAET YCKOpPUTb MOBTOPHYO 06paboTky IGMP-3anpocos.
MapameTpbl aBTOPU3aLMM BKAOYALOT B CeOA:

=  MAC-agpec KNIMEHTCKOro yCTPOMNCTBa;
=  WpeHTndUKaTop NnopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

=  PeweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnunua 146 — KomaHabl pexkuma rnobanbHoro KoHGUrypuposaHua

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
ymMon4aHuio
ip igmp snooping authoriza- YcTaHaBAMBaeT BpemA XU3HW B Kawe. Ecam 3HaveHune
tion cache-timeout timeout PaBHO HY/IIO — OTCYET BPEMEHM KU3HM OTK/IOYEH (3anuch

timeout: (0..10000) He yaanaeTca co BpemeHem).

. " " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perMma KOHOUIYpUpPOoBaHUA NHTepdeinca:
console (config-if)#

Tabnuua 147 — KomaHabl pexkuma KoHoburypmposaHua nHtepdeiica Ethernet

3HayeHue/3HayeHue

KomaHoa Aeiicmeue
no ymosn4YaHuro
multicast snooping Bkntoyaet aBtopusauuto 4yepes RADIUS-cepsep. Ecam
authorization radius yKasaH napametp required, To B c/lyyae HeAOCTYNHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKI04EHO B npotuBHom cnyyae |IGMP-3anpoc 6yaetr obpaboTaH

Aaxe npu oTCyTCTBUKN OTBETA CepBepa.

no multicast snooping OTKAlOYEHME aBTOPU3aLLUN.
authorization

BKntouaeT npeasapuTensHyto ob6paboTky IGMP-3anpocos
Ha nopty go otseta RADIUS-cepsepa. Mo noayyeHuun
oTBETa OT CepBepa B C/y4yae MNOJIOKMUTENbHOTO OTBEeTa
noAnMcKa OcCTaeTca, B C/lyvyae OTPULATENbHOrO —
-/oTKNtO4EHO ;

yAanaeTca, ecnim AONONHUTENIbHO HAacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

multicast snooping
authorization forwarding-first

no multicast snooping
authorization forwarding-first BoccTaHaBMBaEeT 3HaYeHWe N0 YMONYAHMIO.
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KomaHOb! pexcuma EXEC

Bce KOMaHAbl AOCTYMHbI TO/ZIbKO A4 NPUBUNETMPOBAHHOIO NOJ1b30BaTeNA.
BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 148 — KomaHabl pexkmma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

show ip igmp snooping au- OTob6parkaeT cofepRMmoe Kala aBTopusauumn IGMP.

t.horization-.caclje gi_port: (1..8/0/1..24); Ecnn B KOMaHAge ykasaH uHTepdelic — To oTobparkatoTca

[interface gigabitethernet TONbKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
. te_port: (1..8/0/1..4); .

?;_Zzz |I theunngz::igtiegl;lzernet h_u_port: (1/0/1..6) ! yKa3aHHOM nHTepdelice.

bitethernet hu_port ]

clear ip igmp snooping au- OuunLLaeT KL aBTOpU3aLLUMN.

thorization-cache . . (1..8/0/1..24); Ecnm B KomaHAe yKasaH WHTepdelic — Kaw-3anucu
[interface gigabitethernet gtle_poc::'.c-((lu 8/0/1“ 4))_’ OUMLLAIOTCA A1 YKa3aHHOro MHTepdeiica.

gi_port | tengigabitethernet h_up po.rt' ("1/0/1 "6) ! Ecan nHTepdeiic He yKasaH — KLl OYMLLLAETCA NOHOCTbIO.
te_port | hundredgiga- - ) -
bitethernet hu_port]

5.18 MapLpyTusaumna mMHoroagpecHoro Tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon MmHOroazpecHom mapLupytusaumm ans IP-ceteit, cosgaHHbIn Ans peleHns npobaem
rpynnosoi mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLWpPYTHBIX MPOTOKOMAX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, ytobbl co3gaBaTb COBCTBEHHYIO ceTeBylo TonoJsioruio. PIM
ucnosblyet unicast-tabavuy MapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLIpyT13aTopamm, YTobbl ybeamTbes, YTo nepesadya MHOrOaApPecHOro Tpaduka BbIMOJHAETCA NO NyTH
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi OyayT PerucTpuMpoBaTbCA MCTOYHUKMU
MHOToaZpecHbIX MOTOKOB M CO34aBaTb MapLIPyT OT UCTOYHMKA S (cebs) go rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, opMnpoBaHUM CNMCKA
RP pna Ka)kgo MHOroaZpecHon rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypaums
MHOroaapecHon mapLupyTusaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (config) #

Tabnnua 149 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymoa4aHuro
ip multicast-routing pim -/To ymonuaHuio BKNOUMTL MHOrOaApecHy0 MapLpyTusaumio, npotokon PIM Ha
dYHKLMA BbIKNOYEHA BCEX MHTepdeicax.
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no ip multicast-routing pim

OTKNIOUYUTb MHOTOAAPECHYHO MapLLPYTU3aLMIio U NPOTOKoA PIM.

ipvé multicast-routing pim

no ipvé multicast-routing pim

-/To ymon4aHuio
DYHKLMA BbIKAKOYEHA

Bkatountb gna IPvé mHOroaapecHyto mapLupyTusauuto, NpoToKO
PIM Ha Bcex uHTepdericax.

OTKAOYNTL ANnAa IPv6 MHOroagpecHyo MmapLpyT13aumio U NpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKAKOYEHMEe JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb yCTPOMCTBO Kak KaHauaaTta B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-agpec KommyTaTopa;
- mask — macka noacety;

(0..192)/0 - priority_num — npuopuTeT.
no ipv6 pim bsr-candidate OTKAlOYEHME JaHHOro NapameTpa.
ip pim dm {range BKAOUMTL MapLIpyTU3aLMIo 3a4aHHOIO AMana3oHa MyJIbTUKACT-
multicast _subnet | default} HbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mHoroaapecHasn noacetb;
- default — onpegenset ananasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKONIbKO ANana3oHoB.

no ip pim dm {range OTKNOYUTD AAHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
unicast_address MOHO YKa3aTb MHOroagpecHyto NoaceTb s aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-agpec;

- - multicast_subnet — mHoroapecHas noaceTb.
no ip pim rp-address YpaneHue ctatuyeckolt RP unu yganeHue RP ans ykasaHHou noa-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ibv6_unicast_address MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-aapec;

- - ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckon RP unv yaaneHue RP ansa ykasaHHoM noa-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate Co3pgaHune KaHguaata ansa Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. L. . acc_list: (0..32) . o

acc_list] [priority priority] AMEONa - acc_list — cnucok MHoroaspecHbix NpeduKcoB, 3a4aBaemblit C

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

NoMOLLbIO cTaHAapTHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATA;
- Secs — nepuog, oTNpPaBKK COOBLLEHMIA.

no ip pim rp-candidate ceryRA OTKNtoYEeHMe JaHHOro NapameTpa.

unicast_address

ipv6 pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_:‘sv:c‘;(()(})-l.a.‘SZ) - acc_list — cnMCOK MHOoroaZpecHbix NpedurKcoB, 3a4aBaemblil C

priority] [interval secs]

no ipv6 pim rp-candidate
ibv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

nomolupbto ctaHaapTHoro ACL;
- priority — NPUOPUTETHOCTb KAHANAATA;
- secs — nepuog oTNpPaBKM COOBLWEHUN.

OTKAloYeHMe AaHHOro napameTpa.

ip pim ssm {range
multicast_subnet | default}

no ip pim ssm [range
multicast_subnet | default]

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKasaTb MHOr0apecHYIo NoACETb;

- multicast_subnet — mHOroagpecHasn noaceTb;
- default — ykasatb ananason 8 232.0.0.0/8.

OTKAlOYeHWe AaHHOrO NapameTpa.

ipv6 pim ssm {range
ipv6_multicast_subnet |
default}

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKa3aTb MHOr0apPeCHYI0 NoACETb;

- ipv6_multicast_subnet — mHOTrOaapecHan NoaceTb;
- default — ykasatb agnanasoH B FF3E::/32.
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no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKNtOYEHMEe JaHHOro NapameTpa.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKAOYEHO

BKNOUMTL paclunmpeHHbiit pyHKLUMOoHan rendezvous point (RP).

OTKNOYUTL paclUMpeHHbli GyHKUmMoHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew $yHKUMSA, NoACYMTaHHAA Ha OCHOBE afpeca rpynnol, Ae-
nntca no mogynto Ha N, rae N — KoanyecTso JOCTYNHbIX RP.

BbllweyKa3aHHbI meToa Heo6XxoaUM AN KOPPEKTHOM
' pa6oTbl 6anaHCcUpOBKMU npu CMNONb30BaHUU
- EVPN/VXLAN. Ha npaKTuKe OH NPUBOAMUT K «CUHXPOHU-
3aumn» VTEP n Bbibopy oaHoro u Toro e RP gna ot-
npaBKK TPadPUKa KOHKPETHOM rpynnbl.

- group-next-hop — meTog 6a1aHCMPOBKK, NPU KOTOPOM MNOA-
cyet xew ¢yHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonyaHuio B cnyyae HanuuuA B Tabauue mapupyT-
! TM3auum 6onee ogHoro mapwpyta Ao RP, PIM Join ot-
npasnsetca B cTopoHy PIM coceaa ¢ Hanbonbwum IP.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 150 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HaveHue/ 3HayeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuro

ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.

— - -/BKAtOYEHO —
no ip (ipv6) pim BoikntoueHue PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHuii c MHTepdeiica.

— -/oTKAtO4EHO
no ip pim bsr-border OTKNloYeHWe AaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKaszaHwue npuopuTeta gna sbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpesenstowmii, KTo U3 Kom-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB cTaHeT DR-poyTepom. KommytaTop ¢ Hambonbwmm
3HavyeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeT 3Ha4yeHne No YMONYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuogaa otnpasku hello-naketos.
- sec — nepuog otnpasku hello-nakeTos.

Bosspau.l,aeT 3Ha4YeHne No ymon4aHuio.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb MHTepBas, B Te4EHNE KOTOPOro KOMMYTATOp OTCblNaeT
join unm prune-coobueHuns.
- interval — nepvog, BpemMeHn oTNpPaBKM join, prune coobLieHUA.

— - CeKyHA,

no ip (ipv6) pim Bo3BpallaeT 3Ha4YeHMe No YMONYaHWIO.

join-prune-interval

ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobLueHumii.

acc_list acc_list: (0..32) - acc_list — cnMCOK aApecoB, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBona dunbTpaums.

no ip (ipv6) pim neighbor-filter

OTKAloYeHWe AaHHOrO NapameTpa.
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ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKAtOUUTL CTaTUYECKUI 3anpoc multicast-rpynnbl Ha UHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

’ Ha uHtepdeiice aomxeH 6biTb BKAKOUEH PIM.
.

BbIKNtOUMTb CTaTMYeCcKMI 3anpoc multicast-rpynnbl.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 151 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OtobparkaeT akTMBHbIe RP, cBA3aHHble C MapLIpyTHOM nHdopma-
umen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT nHpopmaumio o PIM-coceasnx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT MHPopmaumto no PIM-uHTepdencam:
- state-on — oTobparkaeT Bce nHTepdelicol, rae BkAoyeH PIM;
- state-off — oTobparkaet Bce MHTepdeiichl, rae BbikatoueH PIM.

show ip (ipv6) pim group-map
[group_address]

OTob6parkaeT TabauLy NPUBA3KM MHOTOaAPECHbIX rpynn.
- group-address — agpec rpynnbl.

show ip (ipv6) pim counters

OTobparkaet cogepmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election

OTobparkaeT MHPopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6pakaeT MHOGOPMALLMIO O U3YHeHHbIX KaHauaaTax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaer cocTosHWe KaHaMaaTos B RP.

clear ip (ipv6) pim counters

O6Hynset PIM-cyeTymku.

[Mpumep ucrnonb308aHUI KOMAHO

= Ba3oBas HacTpoiKka PIM SM c ctatuyeckum RP (1.1.1.1). NpeasapuUTenbHO A0MKeH BbITb HACTPOEH
NPOTOKOA MapLIpyTM3aL K.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.18.2 ®dyHkyua PIM Snooping

®dyHKUMA PIM Snooping ncnonb3yeTca B CETAX, r4e KOMMYTATOP MCMO/HAET poab L2-ycTpoicTea
mexay PIM-maplpyTtusatopamu.

OcHoBHoW 3agayelt PIM Snooping aBnaeTcs npenoctaBieHne MHOroaapecHoro TpadmKka ToNbKo
ONA TeX NoOPTOB, C KOTOPbIX 6blaK nosydeH PIM Join, PIM Register.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pesKuUme r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnuya 152 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HauveHue o
KomaHoa / Helicmesue
no ymosn4aHuro
ip pim snooping PaspewunTb ncnonbsosaHune ¢yHKUMM PIM Snooping KommyTaTo-
—/BbIKNOYEHO pom.
no ip pim snooping 3anpeTuTb ncnonb3oBaHue GyHKLUUM
ip pim snooping vlan PaspewunTtb ncnonbsosaHue ¢yHKUMM PIM Snooping KommyTaTo-
vlan_id pom ans gaHHoro nHtepderica VLAN.
vlan_id: (1..4094) vlan_id — naeHTUdUKaUMOHHBI Homep VLAN.
no ip pim snooping vlan 3anpetuTb ucnonbzoBaHue GpyHKumm PIM Snooping KommyTaTo-
vlan_id pom ans gaHHoro nHtepderica VLAN.
KomaHOob! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 153 — Komanapl pexkuma EXEC
3HayeHue/3HaueHue "
KomaHoa / Aeilicmeue
no ymos4aHuro
show ip pim snooping — MoKa3aTb 06yt MHPOPMALLMIO O HACTPOMKAX.

show ip pim snooping vlan MoKa3aTb CTAaTUCTUKY KOHTPO/IA MHOFOaApecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoW vian.
show ip pim snooping groups — MoKa3aTb CMUCOK 3aperncTpUpPOBaHHbBIX rpynm.
sh ip pim snooping neighbors — MoKa3aTb CNMCOK 3aperucTpUpOBaHHbIX yH4acTHUKOB PIM.
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5.18.3 lpomokon MSDP

MpoToKon O6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca ans
obmeHa MHPopmaumeint 06 nctodHnkax Multicast-tpadmka mexgy pasHoimu PIM-gomeHamm. MSDP-
coeanHeHne 0bbIYHO yCcTaHaBAMBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06anb6Hol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 154 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4vaHuio

Aelicmeue

router msdp

no router msdp

Bkntountb npoTokon MSDP 1 nepeiiTn B pexXum ero KoH-
dburypaumm.

OcTaHoBUTb NpoTOoKoN MSDP 1 yaanutb BCO ero KOHUry-
paumto.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSDP

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnuua 155 — KomaHapl pexkuma KoHpurypaumm npotokona MSDP

KomaHOoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

connect-source ip_address

no connect-source

-/IP-agpec He Ha3HayeH

HasHauntb IP-agpec, koTopblit ByaeT Mcnonb3oBaH B KayecTse
ncxoaaLero npu coeagmHeHnun ¢ MSDP-nupom.

YCTaHOBWTb 3Ha4YeHune no YMONYaHUIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs: (150..3600)/150
ceK

YCcTaHOBUTb Bpems xu3Hu SA-3anucu B KaLe.

YCTaHOBUTb 3HAYEHME NO YMONYAHMIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTaHoBUTbL Tamep holdtime. Eciv B TeyeHme 3Toro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
HeHue c cocegom cbpacbiBaeTcs.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTb WHTepBan Mexay oTtnpaskoi keepalive-
coobueHun.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMIO.

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HayeH

HasHauuTb IP-agpec, ncnonbayemolt B Kayectse agpeca RP
B MCXO4ALMX cO0bLeHnax SA.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMIO.

peer ip_address

no peer ip_address

[o6aBunTb B KOHOUrypaumto MSDP-nup 1 BONTK B pexum
ero KoHdurypaumu.

Yaanute MSDP-nnp.
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KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunuya 156 — KomaHabl pexmuma KoHpurypaumm MSDP-nnpa

3HayeHue/3HayeHue
Mo yMoAYaHuo

KomaHoa

Helicmesue

connect-source ip_address
—/IP-aapec He Ha3Ha-

HasHauuTb IP-agpec, KoTopblit 6yAeT MCNoAb30BaH B KayecTBe UC-
xogAawero npu coegmuHeHnmn ¢ MSDP-nupom.

YyeH
no connect-source

YCTaHOBWUTb 3HaUEHME MO YMONYAHMIO.

description text

3apaTb onucaHne MSDP-nunpa.

— text: (1..160) cumBona
no description

Yaanntb onucaHue.

mesh-group name

LOob6asutb cocepga K MESH-rpynne.

name: (1..31) cumBona
no mesh-group

Ypanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3patb Npasuao puabTpaumm SA-coobLLeHNI:

- permit — paspelatoLiee npasuao GuUbTPaLmm;

- deny — 3anpeuatouiee npasmno GuUAbTPaLmu;

- Sec_num — HoMep CeKLUn NpasBuna;

- ip_addr_rp — ¢unbTpaums no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnobi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmka Multicast-
TpaduKa.

no sa-filter {in | out }
sec_num

YaanseT co3gaHHy CeKLMIo NpaBuaa.

shutdown
—/BbIKAOYEHO

AZMUHUCTPATUBHO BbIKAOYUTL ceccuto ¢ MSDP-nupom, He yaa-
NnAna ero KoHdUrypauuu.

no shutdown

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 157 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
o ymosn4aHuro

KomaHoa

Aelicmsue

show ip msdp peers [ ip_addr]

MNokasatb MHOpPMaLMIO O HAaCTPOEHHbIX NMpax, cTaTyce coeam-
HEHMSA, HACTPOIKAX NMMPOB, A TaKXKe CTaTUCTUKY obMmeHa coobue-
HMAMM NpoToKona MSDP

- ip_addr — IP-agpec nupa.

show ip msdp source-active

MNMoKa3aTb cogepkmmoe Kawwa SA.

show ip msdp summary

MNMoKasaTb cymmapHyto MHopmauuto npotokosa MSDP.

clear ip msdp counters

OBHYNUTb CHETUUKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTb coeanHeHnusa ¢ MSDP-nnpamu
- ip_addr — |P-agpec nupa.
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5.18.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOoroagpecHon mapwpyTtmnsaumm IGMP Proxy npegHasHayeHa QAna peanusaummu
YNPOLLEHHOW MapLpyTM3aLMM MHOFOALPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMoin Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAslwMecs B OAHOM CETU C cepBepom
MHOT0a4pPeCHON PaCcCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAHYATECA K MHOFOQAPECHbIM FPYNNam.

MapLwpyTmsauma ocywecTBAseTcs MexKay WHTepdelicom BblwecTtoAwen cetn  (uplink) w
nHTepdelricamm Hukectoawmx cetent (downlink). Mpu atom Ha uplink-uHTEpdEitce KommyTaTop BeaeT cebs
Kak 0bblYHbIN MosyyaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyetr cobcreeHHble
coobuweHnsa npotokona IGMP. Ha mnHTepdeicax downlink KommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOroaapecHo paccbliikm 1 obpabaTbiBaeT coobueHnA npoTokosa IGMP oT ycTpoiCcTB, NOAKAOYEHHbIX K
3TUM NHTepdemcam.

V’ KonuuectBo noaaepKuBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
YyKa3aHo B Tabauue 9.

V IGMP Proxy nogaepusaet go 512 downlink-unrepdeiicos.

V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;
- MOXKeT 6bITb onpeaeneH T0/1bKO OA4UH UHTePdEC BbILLIECTOALLLEN CETH;

- Npu ucnonb3osaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeicax K HUXKecToALein ceTu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) v include (*,G).

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 158 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip multicast-routing PaspewaeT paboTy mapLupyTU3aLMM MHOFOaAPECHbIX AaHHbIX HA
igmp-proxy -/MNo ymonyaHnuio CKOHPUIypUpOBaHHbIX MHTepdecax.
no ip multicast-routing bYHKUMA BbIKNIOYEHA 3anpeuaeT paboTy MapLwpyTM3aLMmM MHOIOagPeCHbIX AaHHbIX Ha
CKOHPUIYpUpPOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypaumm wuHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 159 — KomaHabl pexkmma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

KoHourypupyembiit nHTepdeiic aBnaerca MHTephencom K HuKe-
cToAwen cetn. KomaHaa HasHavyaeT cBsA3aHHbIM uplink-nHtepdelic,
YYaCTBYIOLWMIA B MapLIPYTU3aLLMK.

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)
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ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

Tpaduk, nocTynatowmii Ha HTepdelic, He ByaeT nepeHanpaseH.

BKNOUMTL 3aWmTy No HUcxoaawemy nHtepdeiicy. IPv4d multicast-

OTKNIOUUTD 3aLUMUTY NO HUCXOZALLEMY UHTepdEelCy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKntounTb cTaTMyeckuit 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHUKA rpynnbl.

' Ha untepdeiice aonxkeH 6biTb BKAOueH IGMP Proxy.
.

BbIKNtOUMTb CTaTMYeCKMI 3anpoc multicast-rpynnbl.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 160 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip mroute
[io_multicast_address
[ip_address]] [summary]

KomaHaa npeaHasHayeHa AN NPOCMOTPa CMMCKOB MHOroagapec-
HbIX rpynn. Bo3moxkeH BbI6Op rpynn no agpecy rpynnbl Uav no
aflpecy UCTOYHMKA MHOTOAPECHbIX AAHHbIX.

- ip_multicast_address — IP-agpec rpynnbl;

- ip_address — IP-appec UCTOYHMKA;

- summary — KpaTKoe COAep’KaHue Kax4oMi 3anncu B MHOroas-
pecHol Tabvue mapwpyTmsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

NHdpopmauma o ctatyce IGMP-proxy npUMeEHUTENBHO K UHTEp-
deitcam.

[pumepbl 8b1M0AHEHUS KOMAHO

consolet#show ip igmp-proxy interface

* - the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy 1is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -
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5.19 ®yHKuMM ynpaBaeHuUsA

5.19.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbl MCMOAb3yeTca MexaHusam AAA (ayTeHTudMKaums,

aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyLecTByollel yYETHON 3a-
nucu B cucteme 6e3onacHoOCTu.

— Authorization (aBTopu3auma, NpoBepKa ypoOBHA A0CTyNa) — CONocTaB/eHMe YY4ETHOW 3anmcu
B cucteme (npowealueit ayTeHTMdOUKaLNIo) 1 onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4éT) — cnexxeHue 3a noTpebaeHnem pecypcoB Nnosib3oBaTeNeM.

Onsa WwndpoBaHMa AaHHbIX UCNONb3YETCA MexaHn3m SSH.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN peXKnma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnunua 161 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

{default | list_name}

no aaa authentication login

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCyLLLeCTBAAETCA NMPOBEpPKa
no fioKkanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMKM ANA BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAEeHUe aBTOPM3aLLMM No
OMUCaHHbIM HUXKE METOZAM;
- default — ucnonbsoBatb s ayTeHTUOMKALUMM OMUCAHHblEe
HUXKe MeToAbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, Koraa noab3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;
- line —ucnonb3oBaTb Naponb TEPMUHANG ANA aYTEHTUDUKALUWK;
- local — vcnonb3oBaTb NOKanbHYtO 6a3y MMeH Nosb3oBaTesein
ans ayteHTUdMKaumu;
- none — He UCMNob30BaTb ayTEHTUPUKALMIO;
- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB Ana ayTeHTU-
duKaumu;
- tacacs — ucnonb3osatb cnucok TACACS cepBepoB ANA ayTEHTU-
duKaumm.

V Echn metop ayteHTMdUKauuu He onpepeneH, To

BAOCTYN K KOHCOMM BCeraa ycnewHbli.

V Co3paHue cnNUCKa OCyLLLeCTBNAETCA KOMaHAO0M:
aaa authentication login list_name method._list.
WUcnonb3oBaHuMe cNUCKa:
aaa authentication login list-name

’ Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
e HeobXoAUMbIIi MMHMUMYM HacTpOeK ANA yKasbiBa-
eMoro meTtoga ayTeHTMdUKauun.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa

YcTaHaBAMBaeT cnocob ayTeHTUOMKALMM NP MNOBbILEHUM
YPOBHA NPUBU/ErUIA ANA BXOAA B CUCTEMY.

- authorization - paspeLuaeT NPOXoXKAeHMe aBTopU3aLmMm no
OMUCaHHbIM HUXKE MeToLaM;

- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMUCAHHbIE
HUXKe MEeToAbI;
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no IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default

- list_name — vuma cnncka ayTeHTUGUKALMOHHbIX METOL,0B, aKTU-
BM3MPYIOLLLEroca, KOraa nosib3osaTtesib BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPOb A5 ayTEHTUDUKALUY;

enable) - line — ucnonb3oBaTb NAPOb TEPMUHANG ANA ayTEHTUPUKALUMK;
- local — ncnonb3oBaTb NoKanbHyt0 6a3y MMeH Nosb3oBaTesein
ANA ayTeHTUGUKaLmuu;
- none — He UCNO/Ib30BaTb AayTEHTUDMKALMIO;
- radius — ncnonb3oBaTb cnMcok RADIUS-cepBepoB Ans ayTeHTU-
duKaumu;
- tacacs —ncnonb3oBatb cnmcok TACACS-cepBepoB 414 ayTeHTU-
duKaumm.
V Ecan meTop, ayTeHTUUKALUMN He onpeeneH, To
AOCTYN K KOHCOU BCeraa ycnewHbli.
V Co3paHue CNUCKa OCyLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Wcnonb3oBaHue cnucka:
aaa authentication login list-name
Bo usbexkaHue notepu goctyna cneayeTt BBOAUTb
! Heo6X04UMbIA MUHMMYM HAaCTPOEK ANA YKa3blBa-
emMoro meToAa ayteHTUpuKaumu.
no aaa authentication YcTaHaBAMBaEeT 3HaYeHME N0 YMONYAHUIO.
enable authorization
{default | list_name}
enable password password level: (1..15)/1; YcTaHaBAMBAET Naposib AJ1A KOHTPOSA U3MEHEHUA NPUBUIETUIA
[encrypted] [level /evel] password: (0..159) [0CTyna nosib3oBaTenen.
CMMBO/OB - level — ypoBeHb npuBunerui;

no enable password [level
level]

- password — naponb;

- encrypted — 3a4aTb 3aWndpPOBaHHbIM Napob (Hanpumep, na-
ponb B 3aWMPPOBAHHOM BMAE, CKOMMPOBAHHLIA C ApPYroro
YCTPOICTBA).

YpanseT naposib AN COOTBETCTBYIOLLETO YPOBHA NMPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBOIOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[obaBnseT Nnonb30BaTeNA B IOKANbHYO 633y AaHHBbIX.

- level — ypoBeHb npuBuaervii;

- password — napons;

- name — UMA No/b30BaTeNs;

- encrypted_password — 3awndpoBaHHbIA Napoab (Hanpumep,
naposb B 3aWWbpPOBaHHOM BWZE, CKOMWPOBAHHbIW C APYroro
YCTPOICTBA).

Ypanaet nonb3oBarena us JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymon4aHuio BegeHune
yyeTa 3anpeLLeHo

PaspelwaeT BegeHWe yyeTa (aKKayHTa) 418 ceccuin ynpasaeHus.
BeaeHue yyeta paspelueHo TONbKO ANA NoJjb3oBaTte-
V Neii, BoleALWNX B CUCTEMY O UMEHU U NAPOAIO, ANA
nonb3oBaTesiel, BOWeALWMX N0 NApoa0 TepMUHaNa,
BeAeHue yyeta 3anpeLueHo.
BepeHue yyeTa aKTMBUpYeETCA U NpeKpallaeTca, Korga
V no/ib3oBaTe/lb BXOAMUT U OTKIOYAETCA OT CUCTEMBbI, YTO
COOTBETCTBYET 3HaueHuam start u stop B coobuieHuax
npoTtokona RADIUS (napameTpbl, cogepiKalumeca B co-
o6weHuax npotokona RADIUS, npuseaeHbl B Tabauue
162).

3anpelaeT BefeHMe yyeTa (akKayHTa) 41s BBefeHHbIX B CLI Ko-
MaHz.

aaa accounting dot1x
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

Pa3pewaeT BegeHue yyeTa (akKkayHTa) gna ceccuin 802.1x.
BepeHue yueta aKTUBUPYETCA U NPeKpallaeTca, Korga
V no/nb30BaTe/ib BXOAUT U OTK/IIOHAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaueHuaMm start u stop B coobuieHnsax
npoTtokona RADIUS (napameTpbl, cogep:Kalumeca B co-
obweHunax npotokona RADIUS npuseaeHbl B Tabanue
162).
B pexkume Multiple sessions coobueHus stat/stop no-
V CbINAIOTCA ANIA KaXKAO0ro nosib3oBaTens, B pexume
Multiple hosts — Tonbko gna nonb3oBatens, npowes-
wero ayreHTMdUKaumio (cm. pasgen no 802.1x).
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no aaa accounting dotlx
start-stop group radius

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenset metos ayTeHTUOMKauum npu aoctyne K HTTP-
cepsepy. [pun ycTaHOBKe CNNCKa METOA0B AOMNOHUTE/bHBIN
MeToZ byaeT NPUMEHATLCA TONbKO B TOM C/ly4ae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BPaLLEHA OLLIMOKaA.
- method_list — metopg ayteHTUdUMKaumm:

local — no umeHM 13 NoKanbHOM 6asbl AaHHbIX;

none — He UCNO/b3yeTCH;

tacacs —vcnonb3oBaHne cNcKos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHuWe cnunckos Bcex RADIUS-cepBepos.

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT afiroputM Onpoca MeToAo0B ayTeHTUdUKa-
umn.

- chain — nocne HeyaayHoM NOMbITKM ayTeHTUOMKALUKM NO
nepBoMy MeToAy B CNMCKe c/iedyeT NomnbiTka ayTeHTUduKa-
LMK MO CaepyroLemy MeToay B LernoyKe;

- break — nocne HeygauHoW ayTeHTUGUKaLUMKM NO NepBoMy
MeToAy NpoLuecc ayTeHTUdMKaL MM ocTaHaBAMBAETCA. AyTeH-
TUOUMKALMA MO caeaylolemMy mMeTody AONYyCTMMA TO/IbKO B
CNy4Yae HEeBO3MOMKHOCTU ayTeHTUGUKALMM NO NpeablayLiemy
MeToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymon4aHuio BegeHune
yyeTa KOMaHZ, BbIK/HOYEHO

Bkntoyaet BegeHue yyeta BeegeHHbIx B CLI KomaHa no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

Dns Toro yto6bl KNMEHT NONYYUN [OCTYN K YCTPOUCTBY, AaXKe eCnu BCe MeToAbl ayTeHTUHU-
e Kaluuu BepHyaAM olnBKy, UCNoNb3yiiTe 3HAaUEHUE NoCAeAHEro MeToga B KOMaHA4e — none.

Tabnunua 162 — ATpmnbyThl coobLieHMIt BeaeHnn yyeTa npoTokona RADIUS ana ceccuit ynpasneHums

Hanuuue Haauvue
ampubymae | ampubyma e
Ampubym PUoYy POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKaLMs nosb3oBaTens.
IP-appec KommyTaTOpa, KOTOPbIM WUCMNO/b3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
ana ceccuin ¢ Radius-cepsepom.
MpounsBonbHOe 3HaYeHne, BKIIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHna yyeTa ceccuit.
. IP-afpec KommyTaTopa, UCNOb3yeMblA ANs cec-
Called-Station-ID (30) Ectb Ectb v,qp Y P y &
CUIA ynpaBaeHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKasblBaeT MeToA, N0 KOTOPOMY KAWEHT A0JIKeH
Acct-Authentic (45) EcTb EcTb A poMY A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3blBaeT, KaK A0Aro nosb3osaTtenb Hbia Noa-
Acct-Session-Time (46) Het Ectb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
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Tabnunua 163 — ATpmnbyThbl cooblleHUIt BeaeHMa ydeta npotokona RADIUS ana ceccnin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMAICA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTeNb.
Mpoun3BonbHOE 3HaYeHMeE, BK/IKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nosb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console (config-line)#

Tabnuua 164 — KomaHabl pexnma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CMMBOJIOB

no login authentication

3agaet meTog ayTeHTUdMKaLMKN Npu Bxoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb30BaTb CNMCOK «MO YMONYAHUIO®, CO3A4aHHbIN
KOMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaH4ON aaa
authentication login list_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

enable authentication
{default | /ist_name}

list_name: (1..12)
CMMBOJIOB

no enable authentication

3apaeT metog, ayTeHTMOUKALMM NOMb30BaTeNA NPU NOBbILWEHUU
YPOBHS NpuBMUAEruMii ana KoHconu, Telnet, SSH.

- default — ncnosb30BaTb CNMCOK «MO YMONYAHUIOY, CO3A4aHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaH4ON aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

password password

encrypted
[encrypted] password: (0..159)

CMMBOJIOB

no password

3afaeT naponb AnA TepMuHana.

- encrypted — 3agaTtb 3aWwMdpPoOBaHHbIA Naposb (Hanpumep, na-
ponb B 3awWndpPOBaHHOM BMAE, CKOMUPOBAHHbLIA C APYroro
yCTPOICTBA).

YpanseT naponb AN8 TEpMUHaANa.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 165 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show authentication methods

MoKasbiBaeT nHbopmaumio 06 ayTeHTUGUKALMOHHBIX MeToaax
Ha KoMMyTaTope.

show users accounts

MoKa3bIBaeT N0Ka/ibHY0 6a3y AaHHbIX N0Nb30BaTeNeN U UX MPU-
BUJIETUNA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAbl 4aHHOTO pasaena AOCTYMHbI TO/IbKO ANA MPUBUNETMPOBAHHbIX NMO/b30BaTENeN.

Tabnnuya 166 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHUn
yyeTa (aKkkayHTa).

5.19.2 pomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMdUMKaummM, aBTtopusaumm u ydeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNei, KOTOpas COAEPMKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA

KaXXa4oro noJsb3oBaTtena.

Takum  obpasom,

ncnoab3oBaHue

npotokona RADIUS obecneunsaet

AONONHUTENBHYIO 3aLLMTY NPU AOCTYNE K PECYPCAM CETH, a TaK¥Ke Npu AOCTYMNe K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6Hol KOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #

Tabnunua 167 — KomaHabl pexkrma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);

[JobaBnaeT yKasaHHbI cepBep B CNUCOK Mcnosibdyembix RADIUS-
cepsepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa ANA nepefayn ayTeHTUGUKALNOHHDBIX
LaHHbIX;

- acct_port — Homep nopTa A4 nepefayn AaHHbIX YYeTa;

- timeout — UHTepBaN 0XUOAHWUA OTBETA OT CEPBEPa;
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encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]

time (0..2000) muH;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
type: (login, dotl.x,

- retries — KOAMYECTBO NOMbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MMHYTaX, B TEYEHWE KOTOPOTrO HeJoCTyMHble cep-
Bepa He byayT onpawmsaTtbcs RADIUS-KAMEHTOM KOMMYTATOpPa;

- secret_key — kntoy ansa ayteHTUGMKaumm 1 wndposBaHms Bcero 0b-
MeHa gaHHbimu RADIUS;

[retransmit retries] [deadtime all)/all - priority — npuopuTeT ncnonbzoBaHuMa RADIUS-cepBepa (Yem HuKe
time] [key secret_key] [priority 3HauyeHue, TemM NPUOPUTETHEE CepBep);
priority] [usage type] - type — TMn ncnonb3osaHna RADIUS-cepsepa;
- encrypted — 3a4aTb KAtoY B 3alIMPPOBAHHOM BUE.
B cnyyae oTCyTCTBMA B KOMaHAe NapameTpoB timeout, retries, time,
secret_key nna paHHoro RADIUS-cepBepa MCNO/b3yOTCA 3HaYEHUS,
HACTPOEHHbIE C MOMOLLbIO KOMAHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT ykasaHHbIV cepBep U3 cnmcka ncnonbsyembix RADIUS-cep-
{ipv4-address | ipv6-address | BEPOB.
hostname}
[encrypted] radius-server key YcTaHaBAMBAET K/OY, UCNOJIb3YEMbIM MO YMOJIYAHUIO, ANA ayTeH-
[key] key: (0..128) TMdMKaumm m WwudpoBaHus Bcero obmeHa aaHHbimM RADIUS
CMMBON0B/MNO

no radius-server key

YMOYAHUIO KoY —
nycTas CTpoka

MeXay YCTPOMUCTBOM N OKpyKeHnem RADIUS.
- encrypted — 334aTb Kntoy B 3alUMPpPOBaHHOM BUA,.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAVMBAET MHTEPBA OXKMUAAHWUA OTBETA OT CEpBepa, UCMoJb3y-
€Mbli1 N0 YMOIYAHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpegenaeT KOIMYECTBO NOMbITOK, UCNOJ/Ib3yeMOe MO0 YMOJIHYAHUIO,
noucka RADIUS-cepsepa n3 cnucka cepsepos. lpu oTKase ocy-
LeCTB/AETCA MOWUCK CriedyloWero no npuoputeTy cepeepa U3
crnucka.

YcTaHaBAMBaeT 3HaYeHue Mo YMOAYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMH

Mo3sonaeT onTumunsnposaTtb Bpemsa onpoca RADIUS-cepsepos, Ko-
raa HekoTopble cepBepa HeAOCTYNHbI. YCTaHaBIMBaeT Bpems B MU-
HyTax, UCNOJ/Ib3yemoe Mo YMO/HaHUIO, B TEYEHME KOTOPOro Hedo-
CTynHble cepBepa He byayT onpawmsatocs RADIUS-KAneHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id: (1...64);
group: (1..32)

3agaeT uHTepdeinc ycTpoicTtsa, IP-agpec KoToporo byaeT ucnosb-
30BaThCA MO YMOIYAHUIO B KaUecTBe afpeca MCTOYHWUKA nepesaBa-
emoro B coobLueHnax npotokona RADIUS.

YaanaeT untepoeiic ycTponcTea.

radius-server host
source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id: (1...64);
group: (1..32)

3agjaeT uMHTepdenc yctpoictea, IPv6-agpec KoToporo byaer uc-
No/Ib30BaTbHCA NO YMOYAHMIO B KaYecTBe agpeca UCTOYHMKA nepe-
[aBaemoro B coobueHuax npotokona RADIUS.

Ypanaer untepderic yctponcraa.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

170

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5520-32




HELTEX

Tabnmua 168 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show radius-servers [key] OTobparkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
) [AOCTyMHa TONbKO A4/1A NPUBUIETMPOBaHHbIX NONb30BaTeei).
show radius server {statistics | OTobparkaeT cTaTUCTUKY NpoTokona Radius, HGopmaumto o nosb-
group | accounting | 3oBaTenax, koHpurypaumio RADIUS-cepsepa
configuration | nas | rejected )
| secret | user}

[pumepbl UC016308AHUA KOMAHO

= YCTaHOBMUTb rnobasbHble 3HAYEHNA ANA NAPAMETPOB: MHTEPBA OXKMUAAHUS OTBETA OT cepBepa — 5
CEeKyHZA, Koan4ecTBo nonbIToK noncka RADIUS-cepBepa — 5, Bpems, B Te4eHNE KOTOPOro HeaoCTyn-
Hble cepBepa He byayT onpawwunBaTbcst RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CeKpeTHbIi
Kntoy — secret. [lobasuTb B cnncok RADIUS-cepBep, pacnosiosKeHHbIn Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa A1a ayTeHTudnKaumm — 1645, KoanmyecTso NOMNbITOK AOCTyNa K cep-
Bepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645

retransmit 2

= [lokasaTb NapameTpbl HacTpoikn RADIUS-cepeepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LLEHTPA/NIM30BaHHYIO cucTemy 6e30macHOCTM AN NPOBEPKM
nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOWCTBY, MPU 3TOM NoaaepuBas coBmectumoctb ¢ RADIUS u
APYrMMUM npoleccammn npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneayouime cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXo4a B CUCTEMY MO
MMeHaM NoJsib30BaTeNeit n onpeaeneHHbIM NONb30BATENAMMU NAPOAAM;

— Authorization (aemopusayus). ObecneumBaeTrca BO Bpems Bxoga B cuctemy. [ocne
3aBepLIEHMA CeaHCca MNPOBEPKM MNOAJNMHHOCTM 3aMyCKAaeTcA CeaHC aBTopu3auuMuM C
MCNONb30BaHMEM MNPOBEPEHHONO MMEHW MNO/b30BaTe/A, TAKKe CEepBEpPOM MPOBEPAOTCA
npuBMAErMM NoNb30BaTENS.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 169 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6aBnseT yKasaHHbI cepBep B CMMCOK Mcnoabdyembix TACACS
cepBeposB.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B KaXgbl MOMEHT BpPEMEHM WUMETb He
6onblie ogHOro coeanHeHna ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa Ans obmeHa gaHHbiMu ¢ TACACS-cepsepom;
- timeout — HTepBaN OXUAaHNA OTBETa OT CepBepa;

- secret_key — Kntou gna ayteHTMdUKaumm n wndposaHma Bcero ob-
meHa gaHHbimun TACACS;

- priority — npuopuTeT ucnosb3obaHua TACACS-cepBepa (Yem HUuKe
3HauyeHue, TeM NpMopUTeETHEE Cepaep);

- encrypted — 3HaueHwue secret_key B 3alumdpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNob3yOTCA 3HAYEeHMA, HAaCTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXe.

Ypanaet ykasaHHbI cepBep M3 cnucka ucnonbsyembix TACACS-cep-
BEPOB.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBON0B/MNO
YMOHAHMIO KoY —
nycTas CTPOKa

YcTaHaBAMBaET KAKOY, UCMONb3YEMbI MO YMOAYAHWUIO, ANA ayTeH-
TUOUKALMM U WNPpOBaHMA Bcero obmeHa fAaHHbimM TACACS
MeXay YCTponcTBom u okpykeHuem TACACS;

- encrypted — 3HaueHwue secret_key B 3alumdpoBaHHOM BUAE.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXMUAAHWA OTBETa OT cepBepa, NUCNonb3y-
emblii No YMONYaHUIO.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | tunnel
tunnel | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id (1..64);
tunnel (1-16);
group: (1..32)

3apaeT uHTepodeic yctTpoicTea, IP-agpec KoToporo 6yaeT ucnosb-
30BaTbCA MO YMO/YAHUIO B KayecTBe agpeca UCTOYHWKA ansa 06-
meHa coobuieHmnamm ¢ TACACS-cepsepom.

Ypanaer uHtepdelic yctpoicTsa.

KomaHOobl pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexxkunme EXEC:

console#

Tabnnuya 170 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CMMBO/I0B

OTobparkaeT HACTPOIKY U CTaTUCTUKY anA cepBepa TACACS+.
- ip_address — IP-agpec TACACS+ cepsepa;
- hostname — nma cepsepa.
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5.19.4 Mpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHAaA obecneynTb ynpaBAeHWE W KOHTPOAb Hagh YCTPOMCTBAMWU U
NPUNOXKEHUAMM B CETM CBA3M NyTEM O0OMeHa ynpaBaAwowendn WHOOPMAUMEN MeXKOY areHTamu,
pPacnoNoXeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAKEPAMM, HAXOAALUMMMCA HA CTAHUMAX YyNpaBaeHUs.
SNMP onpeaensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOLINX CTaHLUMUA U SNEMEHTOB CeTU (rnaBHble
MalLUMHbI, LWA3bl U MapLLpPyTU3aTOPbl, TEPMMUHA/IbHbIE CEepPBEpPbI), KOTOPble COBMECTHO obecneymsatoT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPABAAOLWMMU CTAHLMAMMU U CETEBLIMU areHTamMm.

KommyTaTtopbl No3BONSAIOT HAcTpouTb paboTty npotokona SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaBaeHnA yCTPOMCTBOM. YCTPOMCTBO NoaaepKuBaeT NnpoTokoabl sepcuiit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxRnma rnobanbHoM KOHPUrypaLumm:

console (config) #

Tabanuya 171 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaxuio
noaAepKKa NnpoToKona
SNMP oTkntoyeHa

BkntounTb noagepKy npotokona SNMP.

OTKAO4aeT noaaepKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CMMBO/IOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOI0B

YcTaHaBAMBaeT 3HauyeHWe CTPOKM coobuiectBa Ana obmeHa AaH-
HbiMM no npoTtokony SNMP.

- community — cTpoKa coobLectsa (Naposb) Ana f0CTyna no npoTo-
kony SNMP;

- encrypted — 3a4aTb CTPOKY coobuiecTsa B 3alUMPPOBAHHOM BUAE;
- ro — OCTYN TO/IbKO AN1A YTeHUs;

- rW — JOCTYN A8 YTEHUA U 3anucuy;

- SU — JOCTYN aAMUHUCTPATOPA;

- view_name — onpegenset uma ana npasuna obospeHuns SNMP, Ko-
TOpOe AONKHO ObITb NPeABapUTEIbHO ONpeaeneHo C MOMOLLbIO KO-
MaHAabl snmp-server view. OnpegenseT 06beKTbl, AOCTYNHble CO06-
LecTay;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec ycTpoicTsa;
- mask — macka agpeca |IPv4, koTopas onpegensaeT, Kakne buTbl ag-
peca MCTOYHMKA NaKeTa CPaBHMBAIOTCA C 3aAaHHbIM IP-agpecom;

- prefix_length —uncno 61T, KoTopble cocTanAloT npeduKc IPv4-aa-
peca;

- group_name — onpejenseT UMA Pynnbl, KOTOPOE AOKHO ObIiTb
npefBapuTeNbHO OnpesesieHO C NOMOLLBbIO KOMaHAbl snmp-server
group. Onpepenaet 06beKTbI, AOCTYNHbIE COOBLLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3pgaeT nau pegaktupyet npasuao obospeHuns ana SNMP — paspe-
LatoLee nNpasmao, 1Mbo orpaHunymMBatoLLee cepsepy-obo3pesatento
poctyn K OID.

- OID — npeHTMduKaTop obbekTa MIB, npeacTaBNeHHbI B BUAE Ae-
pesa ASN.1 (cTpoka Bupa 1.3.6.2.4, moxeT BKAtoYaTb B ceba 3ape-
3epBMpPOBaHHbIe C/10Ba, Hanpumep: system, dod). C nomoLubo cum-
BoMa * MOXKHO 0603HaYNTL cemeiicTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuio ana 0603peBaHusn;

- exclude — OID uckntoyeHa 13 npasuaa gaa o6o3pesaHus.

Ypansaer npaBuio ob6o3peHus ans SNMP.
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encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBONOB
groupname: (1..30)
CMMBO/10B
engineid-string: (5..32)
CMMBONOB
password: (1..32)
cMmBOAa
md5:

16 wnm 32 6ant
sha:

20 nnn 36
6anT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X:: X%<ID>

Co3paet SNMPv3- nonb3oBatens.

- username — UMA NO/b30BaTeNs;

- groupname — UMa rpynnbl;

- engineid-string — vaeHTudukaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY M0J1b30BaTe/Ib MPUHAAENKMUT;

- auth-password — naponb pna ayTeHTUOUKALMU U reHepauumu
KNtoYa;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocra.

Ypanaetr SNMP-v3-nonb3osartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/I0B;
notify_view: (1..32)
CMMBO/10B;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonos

Cosgaet SNMP-rpynny nav tabauuy cootsetcteuit SNMP-nosb3oBa-
Tenel n npasun 06o3penHnii SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogenb 6e3onacHocTu;

- noauth, auth, priv — Tun ayteHTUdMKauumn, ncnonb3yemblii NpoTo-
konom SNMP v3 (noauth — 6e3 ayteHTudMKaumm, auth — ayteHTUdPU-
Kaumsa 6e3 wudposaHus, priv — ayTeHTUdMKauus ¢ wndpoBaHUEM);
- notify_view — nma npasuna ob603peHUs, KOTOPOMY paspeLleHo
onpeaenatb coobweHna SNMP-arenTa — inform wu trap;

- read_view — vmsa npasuna 0603peHUs, KOTOPOMY paspeLlleHo
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopPa;

- write_view — umsa npaBuia 0603peHuUs, KOTOPOMY pPaspeLLEeHO BBO-
OUTb faHHbIE U KOHOUTYpUpoBaTb cogeprkmumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaer SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}1}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Co3paet SNMPv3-nonb3oBaTens.
- user_name — MMs NO/1b30BaTeNs;
- group_name — UMsA rpynnoi.

Ypanaer SNMPv3-nonb3oBaTens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJI0B

Co3gaet unm pegaktmupyet npasuao SNMP-dunbTpa, KOTopoe No3so-
naet ¢unbtposatb inform wu trap-coobuweHun, nepengaBaemblie
SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- OID — npeHTUdMKaTop 0b6bekTa MIB, npeacTaB/ieHHbIV B BUAE Ae-
pesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B ceba 3ape-
3epBUpOBaHHbIe C10Ba, Hanpumep: system, dod. C nomoLwblo cum-
BoMa * MOXKHO 0603HaAUYNTL cemeicTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuao GuUAbTPaLLUK;

- exclude — OID uckntoyeHa ns npasuaa GuUAbTPaLMK.

Ypnansaet npasuao SNMP-¢unbtpa.
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snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWKK ANA nepesayn coobLLeHnn yBeaoMAeHNA
inform n trap SNMP-cepsepy.

- community — cTpoKa coobuiectsa SNMPv1/2c ana nepeaaymn coob-
LeHWI yBeAOM/EHMSA;

- username — ums nonb3osaTtens SNMPv3 gns ayteHTUdUKaumm;

- version — onpegenat TmMn coobuweHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKkasbIiBaeT Noa/IMHHOCTL NakeTa 6e3 WndposaHus;

- noauth — He yKa3bIBaeT NOANMHHOCTb NAKeTa;

- priv — yKa3blBaeT NO4/IMHHOCTb NaKeTa ¢ WwudpoBaHMem;

- port — UDP-nopT SNMP-cepsepa;

- seconds — nNepuoa, OXnAaHUA NOATBEPKAEHWUI nepes NOBTOPHOM
nepegaveit coobueHuii inform;

- retries — KONMYECTBO NONbLITOK Nepegaun coobueHuii inform, npu
OTCYTCTBUW UX NOATBEPKAEHMUA.

YaanaeT HacTpoMKM Ana nepegsayn coobuieHuid yBesomMaeHus
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CUMBOJI0B

Co3gaet uaeHTndukaTop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTsa;

- default — npu ucnonb3oBaHMKM gaHHOW HacTpoiKKM engine ID byaeT
aBTOMATUYECKM co34aH Ha ocHoBe MAC-aapeca ycTpoicTsa.

YaanaeT nugeHtnédukatop nokanbHoro SNMP-ycTpoictsa — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32)

3agaeT nHTepdeiic ycTpoiicTea, IP-agpec Kotoporo 6yaeTt ncnosnb3o-
BaTbCA MO YMOJIYAHUIO B KAaYecTBe afpeca UCTOYHMKA Ana obmeHa
coobuweHnamm c SNMP-cepsepom.

YaanaeT untepoeiic ycTponcTea.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32)

AHanormyHo gna IPv6.

YaanaeT untepoeiic ycTponcTea.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paeT naeHTuoukaTop yaaneHHoro SNMP-ycTpoictBa — engine
ID.

hostname} engineid_string CMMBOJIOB; - engineid_string — waeHtudukatop SNMP-ycTpolicTea.
no snmp-server enginelD engineid_string: (5..32) | Ypanser ugeHtudukatop yaaneHHoro SNMP-yctpoiictea — engine
remote {ipv4_address | c1mBosI0B ID.
ipv6_address | hostname}
snmp-server enable traps BkntouaeT noaaepky SNMP trap-coobuieHui.
no snmp-server enable traps /Briovero OTkntoyaeT noagepky SNMP trap-coobLueHuii.
snmp-server enable traps ospf BkntouyaeT otnpasky SNMP trap-coobuweHuii npotokona OSPF.
no snmp-server enable traps -/BKNtOUEHO OTkAtoyaeT otnpasky SNMP trap-coobLueHui.
ospf
snmp-server enable traps ipv6 BktoyaeT otnpasky SNMP trap-coobuieHnit npotokona OSPF (IPv6).
ospf
-/BKIOYEHO -
no snmp-server enable traps OTKntoyaeT otnpasky SNMP trap-coobuieHni.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpasky SNMP trap-coobuieHnin npotokona ERPS.
no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobLeHunit npoTokona ERPS.
erps
snmp-server trap /paspeuero PaspeluaeT nepesasaTtb coobleHuna trap-cepeepy, KOTOPbINA He Npo-

authentication

Wwen ayTeHTUdMKaLuio.
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no snmp-server trap
authentication

3anpelyaeT nepeaasaTb cO0bLLEHUSA trap-cepBepy, KOTOPbIW He Npo-
Wwen ayTeHTMOUKaumIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

Onpegenset KOHTAKTHYO MHOPMaLMIO YCTPOMCTBA.

YanaeT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset UHPOPMALUIO O MECTONOJIONKEHMM YCTPOMCTBA.

YaanseT HGOPMaLMIO O MECTOMOJIOKEHUM YCTPOICTBA.

snmp-server set variable_name
namel valuel [name2 value2

[.1]

variable_name, name,
value go/KHbI
3afaBaTbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BONAET YCTAaHOBUTb 3HAYEHUA NepemMeHHbIX B 6ase gaHHbIx MIB
KomMmyTaTopa.

- variable_name — numsa nepemMeHHo;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHME.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 172 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAKOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLieHnin Nnpu N3meHeHuUn co-
CTOAIHWA HACTPaMBaEeMoro nopTa.

BbiktoyaeT otnpasky SNMP trap-coobuieHunii npu nsmeHeHUn co-
CTOAHWA HAaCTPanBaemoro nopra.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #

Tabnunua 173 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coeguHeHWN.

show snmp enginelD

MokasbiBaeT maeHTUOUKATOpP nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

MoKa3sblBaeT npasuna o6o03peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBO/I0B
show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-duabTpbI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJIOB

MokasbiBaeT SNMP-nonb3oBatenei.

5.19.5 Mpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sBnsetca paclumpeHnem npotokona SNMP, nossosas
npeaoctaButb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoAnA ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHbopmauum — aaHHble cobupaemble RMON B nepsyto ouvepegb

XapaKTepusyloT TpaduK Mexay Yy3namu CceTu.

npunoxeHune ynpasaeHMA CeTblo.

MHdopmauma, cobpaHHas areHTom, nepeaaeTcs B
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 174 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBOJIOB;
desc_text: (0..127)
CMMBO/I0B;
name: CTpoKa

HacTpaunBaeT cobbiTvA, UCNob3yemble B CUCTEME YAANEHHOTO MO-
HUTOPUHra.

- index — nHpEKC cobbITUA;

- type — TN yBeAOMAEHWA, FTEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY
cobbITUIO:

none — He reHepMpoBaTb YBEAOMNEHUS,

log — reHepupoBaTb 3anuchb B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabaunue u otcoinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ansa nepecobiniku trap;

- desc_text — onucaHune cobbiTuA;

- name — uMsa co3patens cobbITus.

Ypansaet cobbiTve, UCNOb3yemoe B CUCTEME YAA/IeHHOTO MOHUTO-
pwvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
CEK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpansaeT ycnosus Bblgaum aBapuUnHbIX CUTHANO0B.

- index — nHQEKC aBapuiiHOro cobbITus;

- mib_object_id — naeHTUPUKaTOp nNepemeHHOW 4YacTu obbeKTa
OID;

- interval — vHTepBan, B Te4EHUE KOTOPOro AaHHble OTOMpaoTCA U
CPaBHMBAOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHMLAMU;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — UHAEKC COBbITUA, KOTOPOE UCNONb3YeTCA NPU nepeceye-
HUWN BOCXOAALLEN FPaHULLbI;

- fevent — nHpEKc cobbITUA, KOTOPOE UCMO/b3YETCA NPU nepeceye-
HUW HUCXOAALLEN rPaHuLbl;

- type — meToZ, 0T6OPa YKa3aHHbIX MePEMEHHbIX M NoAcYeTa 3HaYe-
HUA ONA CPABHEHMA C rPaHULLAMMU:

MeTop, absolute — abcontoTHoe 3HayYeHWe BbIbPaHHOM nepemeH-
HOM ByAeT cpaBHEHO C rpaHULLEl Ha KOHLE UCCeayemoro uHTep-
Bana;

Metog delta — 3HayeHMe BbIbpaHHOM NepeMeHHONM Mpu nocnea-
Hem oTbope ByAeT BbIMTEHO M3 TEKYLLEro 3HAYEHMA U pasHULa by-
OET CpaBHEHA C rpaHuLamMu (pasHMLA MeXay 3HaYeHUAMU nepe-
MEHHOW B KOHLLe M B HaYasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA Ans reHepauuun cobbiTUn Ha NEPBOM KOH-
TPONbHOM MHTepBane. OnpenenseT Npasuaa reHepaLun aBapuii-
HbIX COBbLITUI ANA NEPBOrO KOHTPO/ILHOTO MHTEPBANA NYTEM CpaB-
HeHMA oTobpaHHOW NepemeHHOoM ¢ 04HOMN, NMbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuiiHoe cobbIThe NO BOCXO-
OAWEN rpaHnLe, ec/iv 3HaYeHe oTObpaHHOM NepemeHHOM Ha nep-
BOM KOHTPOJ/IbHOM UHTepBasie 60/blie NMMH60 PaBHO 3TOW rpaHULLE;
- falling — reHepupoBaTb egMHUYHOE aBapuiMHOe cobbiThe No HUC-
XOAAWeN rpaHuLe, ecin 3HayeHne oTobpaHHOM NepeMeHHoM Ha
nepBOM KOHTPO/bHOM MHTepBasie MeHblue 1M60 paBHO 3TOM rpa-
HULE;

- rising-falling — reHeprpoBaTh eanHMYHOE aBapuiiHoe cobbiTMeE No
BOCXOAALEN U/UAN HUCXOAALLEN TpaHWULLe, eCM 3HAaYeHue OTo-
6paHHOV nepemeHHOM Ha NEepBOM KOHTPOJAbHOM WHTepBane
6osbwe Mbo paBHO BOCXoAAlLEN rpaHuLe M/Man meHblie NMbo
paBHO HUCXOAALLEN rPaHULLE;

- owner — UMA co3aTtens aBapumHoOro cobbiTus.

Ypanaer ycnoBue Bblgaun aBapuinHbIX COBbITUIA.
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rmon table-size {history hist_entries: 3aZaeT MakcMmasbHbI pasmep RMON-Tabauy,
hist_entries | log (20..32767)/270; - history — makcMmanbHOe KoIM4ecTBo CTPOK B Tabunue UcTopuu;
log_entries} log_entries: - log — maKkcmanbHOE KOMYECTBO CTPOK B TabauLe 3anucei.
(20..32767)/100 | 3HauyeHue BCTYNUT B CWIY TONbKO NOCAe nepesarpysku
H ycTpoiicTea.
no rmon table-size {history YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHMUIO.
| log}

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpMmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 175 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
rmon collection stats index BkntoyaeT popmmpoBaHME UCTOPUM MO FPYNNam CTAaTUCTUKK ANA
[owner name] [buckets index: (1..65535); 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
bucket_num] [interval interval] name: (0..160) - index — UHQEKC Tpebyemol rpynnbl CTaTUCTUKK;
CMMBOJIOB; - name — BNageneL, rpynnbl CTaTUCTUKMK;
bucket-num: - bucket_num — 3HayeHWe, acCOLUMPYEMOE C KOIMYECTBOM AYEEK
(1..50)/50; AN cbopa UCTOPMM NO Tpynne CTaTUCTUKK;
interval: - interval — nepuog onpoca ana GopMMpoBaHUA UCTOPUM.
no rmon collection stats index (1..3600)/1800 cek BbIktouaeT GopmMMpoBaHME UCTOPMM MO PYMNam CTaTUCTUKK A
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>

Tabnunua 176 — KomaHabl pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show rmon statistics { MNMoKasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
gigabitethernet gi_port | TOB, UCMOJIb3yEMYIO ANA YAANEHHOrO MOHUTOPUHTA.
tengigabitethernet te_port |
hundredgigabitethernet gi_port: (1..8/0/1..24);
hu_port | port-channel group} te_port: (1..8/0/1..32);
show rmon collection stats hu_port: (1..8/0/1..32); | OtobpamaeT HbOPMaLMIO MO 3anpaliMBaembiM rpynnam cratu-
[gigabitethernet gi_port | group: (1..32) CTUKM.
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
show rmon history index MNokasbiBaeT uctoputo Ethernet ctatuctnkn RMON.
{throughput | errors | other} - index — 3anpolueHHas rpynna CTaTUCTUKMK;
[period period] - throughput — nokasbiBaeT CYETYMKM NMPOU3BOAUTENBHOCTU (MpO-

index: (1..65535);
period:
(1..2147483647) cek

NYCKHOM cnocobHocTH);

- errors — NoKasbIBaeT CYETYMKN OLUINBOK;

- other — NnokasbIBaeT cHETYMKM 0OPLIBOB M KONNU3UNA;

- period — noKasblBaeT UCTOPUIO 3a 3anpoLLEHHbIM Mepuos Bpe-

MeHMW.
show rmon alarm-table - MoKasbiBaeT CBOAHY Tabanuy aBapUinHbIX COBbITUIA.
show rmon alarm index MoKa3sblBaeT KOHUIypaLMIO HACTPONKMN aBapPUMHBIX COBLITUIA.

index: (1..65535)

-index — MHAEeKc aBapuiiHOro cobbiTus.
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show rmon events

- MNokKasbiBaeT Tabanuy cobbiTUil yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

Moka3sblBaeT TabauLy 3anucei yganeHHoro MoHuTopmHra RMON.

index: (0.-65535) - index — nHaeKc cobbiTua.

[pumepebl 8b1M0AHEHUA KOMAHO

= [lokasaTb cTaTucTuKy 10 nHTepdeica Ethernet:

console#

show rmon statistics tengigabitethernet 1/0/10

Broadcast:

Undersize
Fragments:
64 Octets:

Port te0/10
Dropped: 8
Octets: 878128 Packets: 978

CRC Align Errors: 0 Collisions: 0

128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

7 Multicast: 1

Pkts: 0 Oversize Pkts: 0
0 Jabbers: 0
98 65 to 127 Octets: 0

Tabnuua 177 — OnucaHue pesynbLTaTos

Mapamemp OnucaHue

Dropped Ko/iMyecTBo 3a4eTEKTUPOBaHHbIX COBbLITUIM, KOraa NakeTbl 6bIAM OTOPOLLEHDI.

Octets Konunuectso 6aiT gaHHbIX (BKAtOYasa 6aiTbl NIOXMX NAKETOB), NPUHATbLIX U3 CETU (UCKAIO-
Yyan ppeimoBble BUTbI, HO BK/IOYAs BUTbI KOHTPOJIbHOM CyMMbI).

Packets Ko/iMyecTBo NPMHATbLIX NAaKeToB (BKAOYaA NIOXMeE, LWMPOKOBELLATEIbHbIE U MHOroaApec-
Hble MaKeTbl).

Broadcast Ko/IMyecTBO NPMHATLIX LWMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NMaKeTbl).

Multicast Ko/iMyecTBO NpMHATLIX MHOTOAAPECHbIX MAaKeTOB (TONbKO KOPPEKTHbIEe NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATbIX NAKeToOB ANMHOW OT 64 Ao 1518 6ailT BKAOUYMTENBHO, UMEIOLWMX
HEBEPHYIO KOHTPOJ/IbHYIO CYMMYy B0 C LEenbim Yuciom 6anT (OWMBKM NPOBEPKU KOH-
TponbHOM cymmbl — FCS), nnbo ¢ Heuenbim Ynciom 6aiT (owmnbKn BbipaBHMBaHMA — Align-
ment).

Collisions

OueHKa KomyecTsa Konu3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

KonnyecTso NpUHATLIX NaKeToB ANMHON MeHblue 64 6aiT (Mckatovaa perimosble 6UTHI,
HO BK/1t0Yan 6UTbl KOHTPOJIBHOM CYMMbI), HO B OCTa/IbHOM MPaBUAbHO CHOPMUPOBAHHbIX.

Oversize Pkts

KonnuyecTBo NpuHATLIX NaKeToB A/ nHOMN 6onbwe 1518 6aliT (Mckatoyan dppeimoBble 6UTbI,
HO BK/tOYan 6BUTbI KOHTPOIBHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Konnuectso NpuMHATLIX MaKeTOB AANHOM MeHblle 64 6alT (McKatoyas GppelimoBblie BUTHI,
HO BK/tOYAA BUTbI KOHTPONLHOM CyMMbl), UMEIOLLUX HEBEPHYHO KOHTPObHYIO CyMMY 60

Fragments o .
C LenbiM Yyncnom 6ainT (oWmMBbKM NPOBEPKU KOHTPObHOM cyMmbl — FCS), anbo ¢ Hewenbim
ynciom 6ainT (owKn6bKM BbipaBHUBaHUA — Alignment).
KonnuecTBo NpuHATLIX NaKeToB A/ nHOM 6onbwe 1518 6aliT (Mckatoyan dppeimoBble 6UTbI,
Jabbers HO BK/tOYAA BUTbI KOHTPONLHOM CyMMbl), UMEIOLLUX HEBEPHYHO KOHTPObHYIO CyMMY 60
C UuenbiM ynciom 6ainT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nMbo ¢ Helenbim
unciom 6ainT (owMbKM BbipaBHUBaHUA — Alignment).
64 Octet KonnuecTBo NpuHATLIX NaKeToB (BK/tOYas N0XMe NaKeTbl) ganHol 64 6aiita (Mckntovas

dpelimoBble 6UTbI, HO BK/OYAsA BUTbI KOHTPO/IbHOM CYMMBbl).

65 to 127 Octets

Konnuyectso NpUHATLIX NakeToB (BK/AOYaA MAOXMe MakeTbl) AMHOW oT 65 ao 127 6ait
BK/IIOUNTENbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKAOUYan 6UTbl KOHTPOIbHOM CyMMbl).

128 to 255 Octets

Konnuectso NpUHATbLIX NAKeTOB (BKAKOYAs NJIOXME NaKeTbl) AnvMHol oT 128 go 255 6anT
BK/IIOUNTENBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).
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256 to 511 Octets

KonnuyecTBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME MaKeTbl) ANMHOM oT 256 go 511 6ait
BK/IIOUUTENIbHO (MCKNtoYas pperimoBble BUTbI, HO BKOUYAs BUTbI KOHTPO/IbHON CyMMbl).

512 to 1023 Octets

Ko/iMyecTBo NPUHATBLIX MaKeToB (BK/IOYas Niaoxue nakeTbl) ganHown ot 512 go 1023 6aunt
BK/IIOUNTENBHO (MCKtoYasa dpeiMmoBble BUTbI, HO BKIOYan 6UTbl KOHTPOIbHOM CyMMbl).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MAKeTOB (BKAKOYAA NAOXMe NaKeTbl) ganHol ot 1024 ao 1518 6ant
BK/IIOUUTENIbHO (MCKNtoYas pperimoBble BUTbI, HO BKOUYAs BUTbI KOHTPO/IbHON CyMMbl).

= [loKa3aTb MHGOPMALMIO NO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnvua 178 — OnucaHue pesynbLTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B cekyHAax mexay onpocamm.

Requested Samples

3anpoleHHoe KO/INYeCTBO OTCYETOB, KOTOPOE MOMKET 6bITb COXpPaHeHOo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFl) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, faHHOM 3anucu.

- lMoKa3aTb cHeTYMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnuya 179 — OnucaHune pesynbTaToB
Mapamemp OonucaHue
Time [aTta u Bpema co3gaHma 3anucu.
Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKETOB) NPUHATLIX U3 CeTU (UCKtoYas
dpelimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOIbHOM CYMMbl).
Packets Konnuyectso NpuHATLIX NaKeToB (BK/OYas NAoXMe NakeTbl) B TedeHne nepmnoga GpopmMmmnpo-
BaHWSA 3anucu.
Broadcast KonnuyecTBo NpUHATbIX XOPOLUMX NAKETOB B TeyeHue nepuoaa GopMMpPOBAHUS 3anucu
HanpaB/IEHHbIX Ha LUMPOKOBELLATE/IbHbIE agpeca.
Multicast Konnuyectso NpUHATLIX XOPOLIMX NAaKeToB B TeyeHue nepuoaa GOpMMPOBAHUA 3anucu
Hanpas/ieHHbIX Ha MHOroagpecHble agpeca.
OueHKa cpeaHei NponycKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice
Utilization B TeyeHue nepuoga popmmnpoBaHma 3anumcu. NponyckHas cnocobHOCTb OLLEHMBAETCA Be-
JINYNHOM [0 TbICAYHOM NPOLEHTA.
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KonnyecTBo NpUHATbIX B TeYeHWe nepunoaa GopmMmmMpoBaHMA 3anncy NakeTos AANHOW OT 64
[0 1518 63T BKAKOYMTENIBHO, UMEIOLLUX HEBEPHYHD KOHTPOIbHYIO CyMMYy B0 C LLenbim

CRC Align . N
yncnom 6aliT (OWMBKM NPOBEPKU KOHTPOJIbHOM cyMmMbl — FCS), 1160 C HeLenbim YncaIom
6aliT (oWwmMbKM BbipaBHMBaHMA — Alignment).

Collisions OueHKa KonuyecTsa KoNnmnsuii Ha aaHHom Ethernet cermeHnTe B TeueHue nepuoga ¢op-

MUPOBAHUA 3aMunUcCK.

Undersize Pkts

Konnuyectso NpuUHATBIX B TeYeHWe nepuoaa GoOpMMPOBAHMA 3aNMCKU NAKETOB AJIMHOMN
MeHblle 64 6aiT (UcKkAoYan ¢pelimoBble BUTbI, HO BKItOYan BUTbI KOHTPOILHOW CyMMbl),
HO B OCTa/IbHOM NPaBU/IbHO CHOPMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpMMPOBAHMA 3anNUCKU MAKEeTOB ANMHOM
6onbwe 1518 6aiiT (Mckaoyaa ¢permoBble BUTbl, HO BKAKOYAA OGUTbI KOHTPOAbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMMPOBAHHDIX.

Fragments

Ko/iMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMUMpPOBaHMA 3anucu MaKeToB AMHOWM
MeHblle 64 6aiT (UcKkAoYan dpelimoBble BUTbI, HO BKAtOYAn BUTbI KOHTPOJIbHOW CYMMbl),
NMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CymMy MBO C Lenbim Yncaom 6aiT (owmbKku npo-
BEPKM KOHTPO/IbHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6anT (owmbKU BbipaBHUBA-
Hua — Alignment).

Jabbers

Ko/iMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMUMpPOBaHMA 3anucu MaKeToB AMHOWM
6onbwe 1518 6alT (MckNoyaa ¢peirmoBble BUTbI, HO BKAOYAA OGUTbI KOHTPOJLHOM
CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYHO CYMMY IMBO C LieNbIM YNCOM 6alT (OLMBKM
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim yncnom 6aiT (owmMbKM Bbipas-
HuBaHusA — Alignment).

Dropped

Ko/iMyecTBo 3a4,eTEKTUPOBaAHHbIX CODbITUM, KOraa nakeTbl 6blAn OTOPOLIEHbI B TeYeHUe
nepvoaa $popmMmnpoBaHUSA 3anuncu.

- HOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 180 — OnucaHne pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
oID OID KOHTpOANpYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLUNIN 3aMUCh.

® [loKasaTb KOHOUIYpaLMIO aBapUMHbIX COBLITUIN C MHAEKcoMm 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI
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Tabnnua 181 — OnucaHne pesynbTaTos

MNapamemp

OnucaHue

OoID

OID KOHTPONMPYEMOI NepeMeHHON.

Last Sample Value

3HayeHne NnepemMeHHoI Ha NocaegHeEM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHUe nepemeHHon, ecan delta — 1o pas-
HULA MeXKAY 3HAaYEHUAMM NePEeMEHHOM B KOHLLE U B Haya/le KOHTPOIbHOIO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TeYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCSA C BEPX-
Hel M HUXKHEWN rpaHnLamu.

Sample Type

MeTog, oTbopa yKasaHHbIX NEPEMEHHbIX U NoAcYeTa 3HAYEHUS A1A CPAaBHEHUA C rpaHu-
uamu. Metog absolute — abcontoTHoe 3HayeHMe BbibpaHHOM NepemeHHONM byaeT cpas-
HEHO C rpaHuMLEe Ha KOHLLe uccnegyemoro nHtepsana. Metoz delta — 3HaueHue BbIbpaH-
HOM NepemMeHHOM Npu nocaegHem otTbope byAeT BbIYTEHO M3 TEKYLLEFO 3HAYEHUA, U pas-
HUUa ByaeT cpaBHeEHa C rpaHuLaMuM (pasHMLA MeXay 3HAaYeHUAMU NePeMeHHON B KOHLLE
M B Ha4asne KOHTPOJIbHOTO MHTEPBANA).

Startup Alarm

WHCTPpYKLMA ONs reHepauymn cobbITUiA Ha MepBOM KOHTPOJIbHOM MHTepBasie. Onpeaensaer
npaBuia reHepaLymu aBapuiHbIX COBLITUI A1 MepBOro KOHTPO/IBHOTO MHTEpBaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IMb60o 0benmm rpaHULAMMN.

rising — reHepupoBaTb egMHUYHOE aBapuiiHOEe CObbITUE MO BOCXOASALLEN rpaHuLe, ecau
3HayeHWe oTobpaHHOM NepeMeHHOM Ha NePBOM KOHTPOJIbHOM UHTepBane 6onbluem Anbo
paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb egMHMYHOE aBapUiMHOe COBbITUE NO HUCXOAALLEN FPAHULLE, ECAN
3HayeHMe 0TOBPaHHOWM NEPEMEHHON Ha NePBOM KOHTPOJ/IbHOM UHTEPBAJIE MeHbLUe MB0o
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eanHu4YHOe aBapwuiiHoe cobbiTWe MO BOCXOAALEN M/uau
HUCXOAALEN TPaHULLE, €CNN 3HAYeHUEe O0TODPaHHOM NepeMeHHOM Ha NePBOM KOHTPOJIb-
HOM MHTepBane 6onblue AMBO PaBHO BOCXOAALLEN rpaHnLe, U/ Man MmeHble IMbo pPaBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHMe BocxoaAalLel rpaHuubl. Korga sHaueHme oTobpaHHOM nepemeHHON Ha npeabi-
OyLLEeM KOHTPOJIbHOM MHTepBasie OblI0 MeHblUe AAHHOM rPaHMLbl, @ Ha TEKYLLEM KOH-
TPOSIbHOM MHTepBasie 60/bliem NMH60 PaBHOM 3HAYEHUIO FPaHULbI, TOTA4a eAUHUYHOE CO-
6biTHe reHepupyeTcs.

Falling Threshold

3HavyeHue HUcxoaALlen rpaHuLbl. Koraa 3HaueHne oTobpaHHOM nepemeHHOM Ha npeapl-
OyUWleM KOHTPOJIbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuULbl, a Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMLbI, TOraa eamHnYHoe cobbl-
The reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNOb3YIOLLErocs, Koraa BoCXoAALLas rpaHnLa nepeceyeHa.
Falling Event MHAeKc cobbITUA NCNONb3YIOLWErocs, Koraa HUCXoAAlLan rpaHnLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnua 182 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOUUMPYIOLWNIA CObbITHE.
Description KommeHTapuit, onvcbiBalowWmn cobbiTue.
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Tun yBeLOMNEHUSA, FeHePUPYEMOro YCTPOMCTBOM MO 3TOMY COBbITUIO:
- none — He reHepnpPoBaTh YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anuch B Tabauue;

- trap — otcbinate SNMP trap;

- log-trap — reHepupoBaTb 3anncb B Tabaunue un otcbinatb SNMP trap.
Community CTpoka coobuectsa SNMP ana nepecbinku trap.
Owner Monb3oBatesnb, CO34aBLLUMI COOLITUE.

Last time sent

Bpems M aata reHepupoBaHuUA nocnegHero cobbitua. Ecin He BbIIO CreHepupoBaHo co-
6bITUIA, TO 3TO 3HaYeHue ByeT paBHO Hy 0.

MoKasaTb Tabanuy 3anucen yaaneHHoro mMoHMTopuHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnunua 183 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aMNnCh.
Description KommeHTapuit, onucbiBaloWwmn cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOpPOB MO3BOAAET Pa3pewwunTb AMbO OrpaHMyunTb AOCTYN K
ynpaB/ieHNo YCTPONCTBOM Yepes onpegenieHHble noptbl nan rpynnbl VLAN. [na 31Ol uenm cosgarorca
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 184 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue Aelicmeue
110 YyMOAYAHUIO

management access-list name

Co3paer CNUCOK focTyna Ana ynpasaeHus. Bxoa B pexum koHowu-
rypauum cnucka AocTyna Asis ynpasiaeHus.

no management access-list
name

name: (1..32) cumsona
Yaanaer cCnncoK AocTyna A/1s ynpasieHus.

management access-class
{console-only | name}

OrpaHuuMBaeT ynpasieHWe YCTPOMCTBOM MO onpeaeneHHomy
cnucky goctyna (access list). AKTUBMpPYET yKasaHHbIN CNMCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpassieHue yCTPOMCTBOM JOCTYMHO TOJIBKO C KOH-
conu.

no management access-class

OTMeHsAET orpaHuMyeHne Ha ynpas/ieHue yCTPOMCTBOM No onpese-
NeHHOMY CMUCKY gocTyna (access list).
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KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexnume KOHPUrypaumm cnmcka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnunua 185 — KomaHabl perkMma KoHbMrypaumm Cnucka 4octyna aia ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe ANa YNPaBAAIOLWEro Cnucka 4o-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3apaeT 3anpeLatollee ycaioBue ANA yNpaBaatoLLero Cnucka ao-
cTyna.
- service — TN foCTyna,

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 186 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasblBaeT cnucku goctyna (access list) gna ynpasnexuma.

show management
access-class

MokasbiBaeT MHPOPMaUMIO 06 aKTUBHbLIX CMMCKax AocTyna
(access list) gns ynpasnexums.
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5.19.7 Hacmpoiika docmyna

5.19.7.1

[JaHHble KomaHAbl

Telnet, SSH

npeaHasHayeHbl

ONA  HACTPOWMKW CcepBepoB AoCTyna AAA ynpasieHus

KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA
K HEMY 418 MOHUTOPUHIA U KOHPUrypauuu.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 187 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HavyeHue no ymonya-
Huio

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonuanutio Telnet cepsep
BK/IIOYEH

PaspelwaeTt yganeHHoe KoHdurypuposaHue YCTPOW-
cTBa yepes Telnet.

3anpewaer yaajeHHoe KOHOUrypupoBaHWE YCTPOM-
cTBa yepes Telnet.

ip ssh server

no ip ssh server

Mo ymonyanuio SSH cepsep OTKAKOYEH

PaspewaeT yaaneHHoe KOHOUrypupoBaHue YCTPOW-
cTBa yepes SSH.
Jlo Tex nop, NoKa Kaw4 ana wnppoBaHUA He
V creHepupoBaH, SSH-cepBep 6yaer Haxo-
AuTbcA B pesepse. Mocne reHepauuu Kaoua
(ucnonbsyemble  KomaHgbl crypto  key
generate rsa u crypto key generate dsa) cep-
Bep nepeinpet B pabouee cocrosHue.

3anpewaeT yaaneHHoe KOHPUrypupoBaHue YCTPOi-
cTBa yepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHtepdeiic ana SSH-ceccuin.

Ypansaet untepdeiic.

ipv6 ssh-client
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3apaet nHtepdeiic ans IPv6 SSH-ceccui.

Ypansaet untepdeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio ncnonb3oBaHne
ny6/IM4HOrO KAtoya 3anpeLleHo

PaspewaeT ucnonb3oBaHue MNybANYHOrO Katoua Ans
Bxoasawmx SSH-ceccuit.

3anpewaet ncnonb3oBaHWe nybAUYHOrO Kakoya Ana
BXoAAwmx SSH-ceccum.

ip ssh cipher algorithms

algorithms: (3des, aes128,
aes192, aes256, arcfour, aes128-ctr,

3aflaeT CNUCOK paspeLleHHbIX anroputmos Wwndposa-
HWA ONA cepBepa.
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no ip ssh cipher

aes192-ctr, aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com) /paspe-
LWeHbl Bce
aNropuUTMbl, KPOMe none

BoccTaHaBnMBaeT CNUCOK paspelleHHbIX aaropuTmos
obmeHa Ka4ammn no YMONYaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal, curve25519-
sha256@libssh.org, diffie-hellman-

group-exchange-sha256, diffie-
hellman-group16-sha512, diffie-
hellman-group18-sha512, diffie-
hellman-group14-sha256, diffie-

hellman-group14-shal)/

paspelueHbl BCe MeToabl

3aflaeT CMUCOK paspelleHHbIX MeTogoB obmeHa Kito-
yamu ans cepsepa.

BoccTaHaBnMBaeT CNUCOK paspelleHHbIX ajropuTmos
obmeHa K/touamm no YMONYaHUIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuio BKAKOYEHO

BK/tOYaET perKMM ayTeHTUdMKALLMM NO NapPOI0.

OTK/IIOYAET peXxnm ayTeHTUdMKaLMM NO Naponio.

crypto key pubkey-chain ssh

[0 ymoAn4aHUIO KNty He co3aaH

BXO4UT B peMM KOHOUrypauum nyb6aMYHOro Kaoya.

crypto key generate dsa

leHepupyeT napy Kntouent DSA —yacTHbIN M Ny6ANYHbBIN
ana SSH-cepsuca.
Ecnu xoTa 6bl 04MH U3 Napbl KNLOYE yxKe co-
V 3/1aH, TO cMCTeMa NPeANoXUT Nnepe3anucaTb
KoY.

crypto key generate rsa

leHepupyeT napy Kawoden RSA —yacTHbI U Ny6ANYHbIN
ona SSH-cepsuca.
V Ecnm xoTa 6bl 04MH M3 Napbl KAKOuei yxKe co-
34,aH, TO CUCTEMA NPeaIoKUT NepesanucaTtb
KAtou.

crypto key import dsa

encrypted crypto key import
dsa

MmnopTtupyet napy kntoyen DSA.
- encrypted — B 3aWwMppoBaHHOM BMAE.

crypto key import rsa

encrypted crypto key import
rsa

MmnopTtupyet napy Kntodeit RSA.
- encrypted — B 3aWwmnppoBaHHOM BUAE.

ip http server

no ymonyanuto HTTP-cepsep

PaspelwaeT yganeHHoe KOHOUIypuMpoBaHWe YCTPOW-
cTBa Yepes web.

no ip http server BK/IOYEH 3anpewaet yaaneHHoe KOHPUrypupoBaHue YCTpOn-
cTBa yepes web.

ip http port port 3apaet nopt HTTP-cepsepa.

PP portp 1..59999/80 A P e

no ip http port

BoccTtaHaBanBaeT 3HaYeHMe No YMOAYAHUIO.

ip http secure-server

no ip http secure-server

no ymon4yanuto HTTPS-cepsep
BK/ItOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TaiimayT HTTP-ceccuu.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2}
import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmkar.

MmnopTtupyet SSL-cepTUdUKAT, Ha3HAYEHHDbIN LEHTPOM
cepTudMKaLmm.

BocctaHaBnausaeT SSL-cepTUdUKAT NO yMONYaHUIO ANA
yKasaHHoro cepTuduKara.

/ Knioum, creHepupoBaHHble KomaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA Nosb30BaTena ¢aitne KoHoUrypauuu.
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KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypauumn nybanyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 188 — KomaHabl perkmuma KoHbuUrypaumm nybamMyHoro Kawda

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
user-key username {rsa | dsa} BX0f, B peKMM CO34aHUA UHAMBUAYANbHOIO Ny6ANYHOrO KAto-
] ya.
username: (1..48) - rsa — co3gatb RSA-Katoy;
CMMBO/IOB - dsa — co3gatb DSA-Kntou.
no user-key username Yaanaet ny6AnyHbIi KNtod Ans onpeaeneHHoro noab3osarens.

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXXnume CO3L4aHUSA MHAMBUAYANbHOTO NYH6ANYHOrO KAtova:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnvua 189 — KomaHapb! pexknma co3gaHus MHAMBUAYANAbHOTO NYH6/IMYHOIO KAato4a

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuro
key-string - Cosgfaet nybAnYHbBIN KNKOY AR oNpesesieHHOro No/b3oBaTesns.
key-string row key_string Co3pgaeT ny6MYHbIN KAOY ANA onpesesieHHOro Nob30BaTens.

BBoZ, K/1HOYa OCYLLECTBAAETCA MOCTPOYHO.
- key_string —4acTb Kntova.
[na Toro 4Tobbl CUCTEMA NOHANA, YTO K/IOY BBEeAEH
V NONHOCTbIO, HeobxoAaMMoO BBecT KomaHay key-string
row 6e3 cuMBONOB.

KomaHOowb! pexcuma EXEC

KomaHabl JaHHOro pa3gena AOCTYMNHbl TONbKO A1A NPUBUIErMPOBaHHbIX nonb3oBaTesnen.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 190 — KomaHabl pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show ip ssh Moka3biBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble
) Bxoaalwme SSH-ceccun.
show crypto key pubkey-chain username: (1..48) MoKa3sblBaeT NnybanyHble SSH-KA0UM, COXpaHeHHble Ha KOMMYTa-
ssh [username username] cumBonos.Mo Tope.
[fingerprint {bubble-babble | YMO/IMAHUIO OTNEYATOK | - username — UMA YAANEHHOTO K/INEHTa;
hex}] K/lloYa B WeCTHagLua- - bubble-babble — oTneuaTtok kntoua B Koge Bubble Babble;
TepuyHom popmarte. - hex — oTneyaToK KntoYa B WeCTHAALATEPUYHOM KOAE.
show crypto key mypubkey MoKa3sblBaeT nyb6anyHble Katoun SSH-KommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - Otobparkaet SSL-ceptudmkatol gna HTTPS-cesepa.
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Hpumepbl 8blMNo/IHEeHUA KOMGHG

BkntounTb cepsep SSH Ha KommyTaTope. PaspewnTb UCNONb30BaHWe Nyb6anYHbIX Katodel. Co3paTthb
RSA-kntou ans nonb3osaTens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZx JHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/zfw0O11gkTwml750Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TIExQWu081icglk02LYciz+Z24TrEU/9FJIx
wP1VQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D171+w3fNiOA6w9044t6+AINEICB
CCA4YcFo6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1IgWmNzNRADYDvSzg01lDnwCACS
Oh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHpuU2ypayuu mepmuHana

KomaHZabl KOHOUTypauumn TepMMUHANA CAYKaT AN HACTPOWMKM NapaMeTPOB JIOKa/bHOM U yAaNeHHOM
KOHCOAN.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (confiqg) #

Tabnunua 191 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HavyeHue/3Ha4vyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

line {console | telnet | ssh} BXoZ, B peXXnm cCOOTBETCTBYHIOLLErO TEPMMUHANA (NOKaNbHAsA KOH-
- CONb, YAaneHHaa KoHconb — Telnet nan yganeHHasa 3awmLLeH-
Has KoHconb — SSH).

KomaHObI pexcuma KoHguaypayuu mepMmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXMmMe KOHPUrypaLmm TepMmmnHana

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnnua 192 — KomaHabl pexkMma KoHoUrypaumm TepmuHana

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuwo

speed bps YcTaHaBAMBaET CKOPOCTb A0CTYMNa NO IOKaNbHOW KOHCOAM (KO-

bps: (4800, 9600, MaHAa AOCTYMHA TONbKO B PeXMme KOHOUIypaLum N0KanbHOM
19200, 38400, 57600, KOHCONM)

115200)/115200 604,

no speed YcTaHaBAMBAET 3HAYEHME MO YMOTYAHMIO.
autobaud BKAtouaeT aBTOMaTMUYeCKoe onpeaesieHne CKopocTM A4oCTyna no
NIOKa/IbHOM KOHCOM (KOMaH1a OCTYMHa TO/IbKO B PEXKMME KOH-
-/BKAIOYEHO durypaummn NoKanbHOM KOHCOAN).
no autobaud BbIKtouaeT aBTOMaTUUYECKoe onpeaesieHMe CKOpoCTM AOCTyna

MO JI0KaZIbHOM KOHCONN.
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exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;

3ap,aeT WUHTEpBa/, B TeHeHNUE KOTOPOro CUCTEMa OXKUAaeT BBOAA
nonb3osartena. Ecan B TedeHMe AaHHOroO MHTEpPBana NoJib3oBa-
Te/b HUYEro He BBOAUT, TO KOHCO/1b OTK/NIKOYaEeTCA.

seconds: (0..59)/0 cek

no exec-timeout

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 193 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
10 yMon4aHuio

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

lNoKa3blBaeT NapameTpbl TepMUHANA.

5.20 XXypHan aBapun, npotokon SYSLOG

CUCTeMHbIe }KypHa/bl NO3BOJIAIOT BECTU UCTOPUIO COBbITUIA, NPOM3OLLIELINX Ha YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBATbL Mpou3olealwme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATcA cobbiTusa cemmu
TUMNOB: Ype3BblYaiiHble, CUrHa/bl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLWMBKK, NpeaynpeskaeHus,

yBegoMneHns, MHPOPMaLMOHHbIE U OTIaA0uHbIE.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHOM KOHPUrypaumm:

console (config) #

Tabnuua 194 — KomaHabl pexxknma rnobanbHon KoHPUrypaumm

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

logging on

no logging on
-/perucTpaums BKAOYEHa

BKAtOYaeT perucTpaumio 0T1ag0uHbIX COOOLWEHN U COODOLLLEHWI
06 owunbKax.

BbIK/IlOYaeT perucTpaumnio oTaafouHbIX coobLieHni u coobuie-
HUI 06 owmnbKax.
7 Tpu BbIKNIOYEHHOW pPerucTpauum oTnagouHble co-

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text] host: (1..158) cumBonOB;
port: (1..65535)/514;
level: (cm.
Tabnauua 195);
facility: (local0..7)/local7;
text: (1..64) cumsonos

no logging host {ip_address |
host}

o6wweHunA n coobuieHnsa 06 owmnbkax byayT nepesa-
BaTbCA Ha KOHCOb.

Bk/toyaeT nepefavy aBapuiHbIX U OTAaA04YHbIX COOOLEHNIA Ha

yAaneHHblt SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-aapec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepBsepa;

- port — HOmep nopTa A41a nepefayn coobLeH No NPOTOKONY

SYSLOG;

- level — ypoBeHb BaXHOCTW COOOLLEHMI, NepeaaBaemMblX Ha

SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOOOLWEHUAX;

- text — onucaHune SYSLOG-cepsepa.

Ypansaet BbibpaHHbIV cepBep M3 CNMcKa ucnosibdyembix SYSLOG-
cepBepoB.

logging console [level] level:

Tabnnua
195)/informational

no logging console

BkatouaeT nepegady aBapuitHbIX MW OTAAA0UHbIX COOBLLEHWI
BbIGPAHHOIO YPOBHA BAaXXHOCTU Ha KOHCO/b.

BbIKkAtouaeT nepesayy aBapuiiHbIX UM OTNAA0UHbIX COOBLLEHNI
Ha KOHCO/b.
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logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabnnua
195)/informational

BK/toYaeT nepesady aBapUMHbIX UM OTNALO0UHbIX COOBLLEeHUM
BbIOPaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BbIK/IlOYaET Nepeady aBapuiiHbIX UM OTaA04HbIX COOBLLEHMI
BO BHYTPeHHU bydep.

logging cli-commands

no logging cli-commands

-/oTKAOYEHO

BkntouaeT nornposaHue BBegeHHbIX B CLI KomaHA.

OTKAKOYaeT ornpoBaHne BBegeHHbIX B CLI KomaHg,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAeT KOAMYecTBo COOBLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HWTCA NOCNe nepesarpysKkun ycTponcTsa.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabanua 195) /errors

BKAtoyaeT nepegady aBapuiHbIX UM OTNALOUYHbIX COOBLLEeHUM
BbIGPaHHOIO YPOBHSA Ba*KHOCTM B Galin KypHana.

BbIK/ItoYaeT nepesady aBapuiiHbIX MW OTA3A0YHbIX COOBLLEHM
B $aiin KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B XKYpHasibl COBLITUA ayTeHTUGUKALLMM, aBTOPMU3aLUM
n ydeta (AAA).

He 3aHOCUTb B XKypHasibl cObbITUA ayTEHTUDUKALMK, aBTOPU3a-
UK 1 yyeTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonuyanHutio
perncTpauma BraoveHa

BkntouyaeT pernctpaymto cobbiTuii ¢painioBomn CUCTEMBI.

- COpY — perucTpaumsa coobLLeHUI, CBA3aHHbIX C onepauuamm
KonupoBaHus ¢alinos;

- delete-rename — pervctpaumsa coobLieHuni, CBA3aHHbIX C yaa-
NeHnem GpalinoB U NepenmeHoBaHNEM Onepaymii.

BbIKk/tOYaeT perncrpaumio cobbitnii Gpatnosolt cuctemol.

logging aggregation on

no logging aggregation on

-/OTKNIOUEHO

BkntoyaeT KOHTpOb arperaymm syslog-coobuieHni.

OTKAoYaeT arperaumto syslog-coobLieHuni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YcTaHaBAMBaET BPemMA XpaHEeHMsA CrpynnMpoBaHHbIX syslog-co-
obLeHnn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpvé-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

BKtOYAET KOHTPO/Ib OFPaHNYEHNA CKOPOCTU BXOAALLMX KaapoBs
AN onpegeneHHOro Tuna Tpaduka.

OTKAtOYaeT 1oru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3asaeT napameTp, KOTopbli ByAeT UCNONb30BaTLCA B KayecTse
naeHTnduKaTopa xocTa B syslog-coobLueHusx.

Mcnonb3osaTtb 3HaYeHWe no YMONYaHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vian_id}

no logging source-interface

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonbsosatb IP-aapec ykasaHHOro nHTepdelica B Kayectse uC-
TOYHUKa B IP-nakeTax npotokona SYSLOG.

Mcnonb3osaTb IP-agpec ucxoasuero nHtepdeliica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

no logging source-interface-
ipv6

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3osaTb IPv6-aapec yKkasaHHOro nHtepdeiica B Kayecrtse
UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Ucnonb3oBaTb IPv6-agpec ncxopsauero nHtepoeica.

Kaxaoe coobuieHne nmeeT cBON ypoBeHb BaXKHOCTU — B Tabauue 195 npuseaeHbl TUMNbI COOBLLEHWI
B nopAaKe ybbiBaHNA NX BaXKHOCTU.
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Tabnunua 195 — Tunbl BaXKHOCTU COOBLLEHUM

Tun eaxcHocmu coobuweHuli OnucaHue
. . B cucTeme npousowia KpUTUYeckan owmnbKa, cuctema MoXKeT paboTaTtb
YpesBbluaiHble (emergencies)
HenpaBWJIbHO.
CurHanol Tpesoru (alerts) Heobxoanmo HemeaneHHoe BMeLLaTe/IbCTBO B CUCTEMY.
Kputnueckme (critical) B cucTeme npoun3oLuna KpUtTuyeckan owmnbKa.
OwwnboyHble (errors) B cucteme npousowwna owmnbKa.
MpegynpexaexHua (warnings) MpeaynpexaeHve, HeaBapunHoe coobleHme.
YBegomneHus (notifications) YBegomMieHme cMCcTeMbl, HeaBapuiiHoe coobuleHume.
NHpopmauymoHHble (informational) MHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.
. OTnazouvHble coobLeHns, NpenoCcTaBaAsAOT No/ib30BaTeNtO MHPOPMALUIO
OthagouHble (debugging) A . W L peA bopmay,
A9 KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:
console#

Tabnunua 196 — KomaHaa pexkmma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
clear logging - YpansaeT Bce coobLeHnA us BHyTpeHHero bydepa.
clear logging file - Ypanset Bce coobuieHns us ¢aina xKypHana.
show logging file ) OTO6parkaeT COCTOAHME XKypHaNa, aBapuiMHble U OTNAA04HbIE COo-
obueHunn, 3anmcaHHble B dpaline XypHana.
show logging OTO6parkaeT COCTOAHME KypHaNa, aBapuinHble U OTIaf04YHbIe CO-
) obLeHuA, 3anncaHHble BO BHYTpeHHeM bydepe.
show syslog-servers - OTobparkaeT HAaCTPOMKM ANA yAanéHHbIX syslog-cepsepos.

[Mpumepbl UC1016308AHUS KOMAHO

= BK/IOUYAUTb PErUCTPaLMIO OWMOOYHbIX COOBLLEHMIA HA KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OuunctuTb daiin KypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epKanupoBaHue (MOHUMTOPUHT) NOPTOB

®YHKUMA 3epKANMPOBaHMS MOPTOB NpeAHasHayYeHa A9 KOHTPOAs ceTeBoro TpaduKa nytem
NepecblIKU KONWUiA BXOAALMX U/UAN UCXOSALLMX MAKETOB C OLHOMO WMAM HECKObKMX KOHTPOAUPYEMBbIX
NOPTOB Ha OAMH KOHTPOJIMPYIOLWMI NOpPT.

K KOHTpoMpyloLweMy NopTy NPUMEHSAIOTCA Ceaytowmne orpaHuYeHns:
— TopT He MOXKEeT HbITb KOHTPOMPYIOWMUM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;

— [opT He MOXKeT 6bITb Y1EHOM rPyMnbl MOPTOB;
—  IP-uHTepdeic A0NKeH OTCYTCTBOBATL A/1A 3TOro NopTa;
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— MNpoTtokon GVRP gonrKeH 6biTb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyemMbiM NOPTaMm NPUMEHAIOTCA CAeayowme orpaHMYeHnA:

— MopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (config) #

Tabnunua 197 — KomaHab! perkuma rnobanbHo KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6)

YKa3blBaeT 3epKanupyowWwmnin nopT Ana BblIbpaHHOW ceccum MOHUTO-
puHra.
- network — no3sBonseT BeCTM 06MeH JaHHbIMMK.

BbikntoyaeT GyHKLMIO MOHWUTOPUMHIA Ha HacTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port network

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKa3blBaeTca CAyKebHbIl vlan gns 3epkanvMpoBaHuAa TpaduKa C 3a-
[aHHOro pedneKkTop-nopTa AN BbI6paHHOM ceccuu.

- remote vlan — cnyxebHbliii vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — dp13nyecknit NopT ANa Nnepesayn 3epKaampyemoro
TpaduKa, Ha 3ITOM UHTepdelice He JoMKeH Bbln NponucaH remote
vlan.

BblkNOYaeT GYHKLMIO MOHWMTOPUHFA Ha HacTpPaMBaemMoOM MHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);

hu_port: (1/0/1..6)

[obaBnaeT yKasaHHbIM 3epKanvpyemblii NopT ana BbIbpaHHOM cec-
CUW MOHWUTOPUHTA.

- IX — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbBIM NOPTOM;

- tX — KOMMPOBATb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — konnpoBaTb BCe NakeTbl C KOHTPOMPYEMOTO NOPTA.

Bbikntouaer d)yHKLI,VIIO MOHUTOPUHIAa Ha HaACTpanmBaeMOM WHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnseT yKasaHHbIN 3epKanvpyemblit vlan ana BblbpaHHOM cec-
CUW MOHWUTOPUHTA.

BbIkntouaeT QYHKLMIO MOHWTOPVHIa Ha HACTPaMBaeMOM WHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lo6aBnser B KauecTBe UCTOUHMKA Vlan ¢ yiKe paHee 3epKannpyembim
TpaduKom AnA BbIGPAHHOW CECCUM MOHUTOPUHTA.

Bblk/toYaeT QYHKLMIO MOHWUTOPUHIA Ha HacTpPaMBaemMOM MWHTep-
deiice.
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5.22 ®dyHKuma sFlow

sFlow — TexHONOMMA, NO3BONAOLLAA OCYLLECTBAATD MOHUTOPUHI TPAadMKA B NAKETHbIX CETAX Nepesayn
OAHHbIX NyTEM YAaCTUYHOM BbIBOPKM TpadumKa ANa nocneayowein MHKancynaummn B cnewmanbHble cooblue-

HWA, NepeaaBaemble Ha cepsep cbopa CTaTUCTUKMN.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnnua 198 — KomaHabl pexkmma rnobanbHol KoHuUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa ctatmucTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxutenbHoe
uenoe 4ncno/1400;
dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMA XOCTa;

- port — HOMep NopTa;

- byte — MakCcMMaibHOE KOIMYECTBO BANT, KOTOPOE MOKET BbITb OT-
npaBieHo B OAMH NaKeT AaHHbIX.

XX Xo X X;
dopmar ipvbz_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos

Ypanset agpec cepsepa cbopa ctatnuctukm sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} { tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vlan
vlan_id | oob}

no sflow receiver source-inter-
face

vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

loopback_id: (1..64)

3apaeT nHTepdeiic ycTpoicTsa, IP-agpec KoToporo 6yaet cnonb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cratu-
CTUKM.

group: (1..32)

YpanaeT ABHOe 3afiaHue nHTepdeiica, c agpeca Kotoporo byaer oT-
npasnATbCcA cTatucTuka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabnunua 199 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

no sflow flow-sampling

3afaeT cpesiHIo CKOPOCTb BbIGOPKM NaKeToB. MTOroBas CKOpPOCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TEKYLLaA CPeaHAn CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — maKcMManbHoe Konnyectso 6aiT, KoTopoe byaeT ckonu-
posaHo 13 o6pasuia nakera.

OTKNKOYAET CYETYMKM BbIBOPKM Ha NOPTY.
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sflow counters-sampling sec id Onpeaensaetr MaKCMMabHbI MHTEPBAN MEXKAY YCMewWHbIMU Bbl-
60pKamMu NaKeToB.

sec: (15..86400) - SeC — MaKCMMa/IbHbIV MHTEPBAN MeXKAY BbIBOPKaMM B CEKYHAAX;

CEeKYHZ; . o .
i \E) '5;3" - id — Homep sflow-cepBepa (3apaetca komaHaol sflow receiver B
id: (0..
(0.8) rnobanbHOM pexmme KoHdUrypauum).
no sflow counters-sampling OTKNOYaEeT CYETYMKM BbIOOPKM Ha NopTy.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;
console>

Tabnnua 200 — KomaHAabl, A4OCTYNHbIe B pexkume EXEC

3HayeHue/3HayeHue
o ymMmon4aHuio
show sflow configuration BbiBOAMT HacTponku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]
clear sflow statistics Oumnwaet ctatuctuky sFlow. Ecam mHTepdeiic He yKasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); | maHAa ouMLLa@eT BCE CYUETUMKM CTATUCTMKK SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port]

KomaHda Aeiicmeue

show sflow statistics OtobparkaeT cTatUcTuky sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1M0MHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepeepa 1 ana cbopa cratuctukm sflow. Ons ethernet-
nHTepodelicos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHIO CKOPOCTb BbI6OPKM NakeToB — 10240 K6uT/c
N MaKCMMabHbIA MHTEPBAN MeXKAy ycrnewHbiMK BbibopKamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®OYHKUMU AUNArHOCTUKU GU3NUYECKOro YPOBHSA

CeTeBble KOMMYTATOpPbl COAEP:KAT annapaTHble M NPOrpamMHble CPeacTBa ANA AWArHOCTMKM
dU3nYecKMX MHTepdencoB 1 MHUI cBA3M. B NnepeyeHb TeCTMPYEMbIX MAaPaMeTPOB BXOAAT Ceaytowme:

[Ns aneKkTpuyecknx nHTepdencos:

— [A/vHa Kabens;
—  paccTosiHMe 40 MecTa HeMcnpaBHOCTM — 06pbIBa UM 3aMblKaHUA.

Ona ontuyeckmx nutepdencos 1G n 10G:

— nNapameTpbl NTNTAaHNA — HAaNpPAXEeHNE U TOK;
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— BbIXOAHaA onNTU4eCKaAa MOLWHOCTb,
— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.23.1 fluaezHocmuKa onmu4yecKko2o0 mpaHcuesepa

DyHKUMA AMArHOCTUMKM MO3BOJIAET OLEHUTb TEKylllee COCTOsiHME OMTMYECKOro TpaHcuBepa U

ONTUYECKOMN NUHUU CBA3MU.

Bo3moxeH aBTOMaTU4YecKuni

KOHTPOJ/Ib COCTOAHUA JINHUIA  CBA3M.

Ona astoro KommyTatop

nepuoanyeckn onpawmBaeT napameTpbl ONTUYECKUX WUHTEPPEncoB U CPaBHUBAET MX C MOPOroBbIMU
3HaYEeHUAMMW, 3a[4aHHbIMW MPOU3BOAUTENSIMU TPaHCMBEpOoB. pu Bbixoge NapameTpoB 3a AOMYCTUMblE
npeaesnbl KOMMmyTaTop GopMUpyeT NpeaynperkaatoLlme n aBapuitHblie coobuieHms.

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnvua 201 — KomaHaa ANArHOCTUKM ONTMYECKOTO TpaHCcUBepa

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OTO6paskaeT pesynbTaTbl 4UArHOCTUKM ONTUYECKOrO TPaHCMBEPA.

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Output Power -
Input Power -
LOS -
N/A - Not Available,

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm

Transfer distance: 20000 m
Diagnostic: supported

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts/dBm
Measured RX received power in milliWatts/dBm
Loss of signal

N/S - Not Supported, W - Warning,

E - Error
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Tabnuua 202 — MapameTpbl AMarHOCTUKN ONTUYECKOTO TpaHCMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpaxeHue nuTaHunA TpaHcuBeepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTepsa curHana.

3Ha4yeHuA Pe3ynbTaTtoB ANAarHOCTUKKU:

— N/A - HegocTynHo;
— N/S - He nogaepxusaetca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun 06 yposHe obcnyxunBaHua B IP-ceTax) — TEXHONOMMA aKTUBHOIO MOHUTOPWHTA,
MCNONb3YIOWAACA A8 M3MEPEHUs MapameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbIX CeTelt U KayecTBa
nepegayn AaHHbIX. AKTUMBHbIA MOHUTOPUHI NpeactaBaseT cobol MNPOAOKUTENbHYIO LMKANYECKYHO
reHepaumio Tpadumka, cbop MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTATUCTUKM.

Ha paHHbIN MOMEHT M3MepeHMe MapamMeTpPOB CEeTU MOXKET OCYLLeCTBAATbCA C UCMOJ/b30BaHMEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoayYeHUn coobenuns ICMP Echo reply B TeyeHWe 3agaHHOIO
WMHTepBasa BPEMEHM.

C ogHoW IP SLA onepaLmeit MOXKHO CcBA3aTb HecKo/IbKo 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCS B MOMEHT M3MeHeHUs cocToAHKsA IP SLA onepaumm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpu M3MEHEHUM COCTOAHMA TPeKa BO3MOXKHO BbIMNOJHEHME MAKPOKOMaHA. MaKpoKomaHAabl
BbINO/IHAOTCA B peXnme rnobasbHOro KoHoUrypmposaHus. [aa BbINONHEHUA KOMaHZ, pexxunma privileged
EXEC KomaHapl Heobxoammo AononHuTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpPOKOMAHA,
npuseaeHbl B Tabaunue 29.

[ns ucnonbsosaHua GyHKLMM IP SLA He0b6X04AMMO BbINONHUTL CeAyolmne AeACTBUA:

— CosgaTb onepauymto icmp-echo 1 ckoHpUrypupoBaTh eé.

— 3anyctutb BbIMOJIHEHME OMNepaLyu.

— Co3pgatb TRACK-06beKT, cBA3aHHbI C KOHKpeTHOM IP SLA onepaumein u cCKOHGUrypupoBaTb
ero.

- I'IpM HEO6XOFI,I/IMOCTI/I, CO34aTb MaKpOChbl, BbiIMmo/IHAEMbIE NPU USMEHEHUN COCTOAHUA obbeKkTa
TRACK.

- HDOCMOTpeTb CTaTUCTUKY, Npu HEO6XOAVIMOCTVI, O4YnUCTUTL €e.
— NMpun HeO6XOAMMOCTM, NPeKpPaTUTb BbIMOJIHEHNE ONepaunn.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnmua 203 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
o ymosn4aHuro

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexkMm KoHpurypmuposaHusa IP SLA onepaumu.
- operation — Homep onepauuu.

Ypansaert IP SLA onepauuio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinoaHeHue IP SLA onepauuio.

- operation — Homep onepauuu.

- life — Bpems, B TeueHMe KoTOporo onepauua byaet Bbinon-
HATbCA.

- start-time — Bpema 3anycka.

Mpekpawaet BbinonHeHue IP SLA onepauumu.
- operation — Homep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64); operation:
(1..64)

Co3paeT TRACK-06beKT, KOTOpbI ByaeT oTCAeXMBaTb COCTOA-
Hue IP SLA onepauuu.

- object — Homep TRACK-06beKTa.

- operation — Homep IP SLA onepauuu.

Ypnansetr TRACK 0b6bekT.
- object — Homep TRACK-06bekTa.

Tabanua 204 — KomaHgbl pexxuma co3gaHus onepaumit IP SLA

KomaHOoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumsonos

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe 1MmsA y3na ceTu.

KomaHObl pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepayuu

Bupg, 3anpoca KOMaHAHOM CTPOKK B perknume KoHourypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnunua 205 — KomaHabl pexuma KoHpurypuposaHua onepaumm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
o yMon4YaHUKo

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT YyactoTy nosTopeHma ICMP ECHO onepauuw.
- Secs — 4acToTa, B CEKYHAAX.

YcTaHaBAMBaeT 3HayYeHWe 4acToTbl I'IOBTOpEHVIVI no ymosn4ya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT AAuHY TalimayTa, Mo UCTeYeHUW KOTOoporo,
ecnu He npuwen ICMP-oTBeT, onepauna 6yaer cunTaTbCs He-
YO3AYHOW.

- msecs — TaliMayT, B MUIANCEKYHAAX.

YcTaHaBAWBaeT 3HaYeHue TaﬁmayTa Nno YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTb KonyecTso 6aliT, nepenasaembix 8 ICMP-nakeTe
B KayecTBe AaHHbIx (payload).
- bytes — KonuuecTtso 6alT.

YCTaHOBWTb 3HaYeHMe KoanyecTa 6anT no YMONYaHUIO.

[Ona HopmanbHOro BbinoaHeHUA onepauunn ICMP Echo peKkomeHagyeTca ycTaHaBAUBATb 3HA-
o YeHMe YacToTbl BbINOJIHEHMA onepaunmn 601bWKMM, YEM 3HAUEHUE TallMayTa onepaLuu.
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KomaHObI pexxcuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUTIyprupoBaHUa Tpeka:

console (config-track) #

Tabnnuya 206 — KomaHabl pexkuma KoHPUrypauum Tpeka

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Hlelicmesue

delay {up secs down secs | up

secs | down secs}
secs: (1..180)/0

delay {up secs down secs | up
secs | down secs}

YcTaHaBAMBaeT 3a4epXKKy Ana cmeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHnn cocTosiHuA IP SLA onepaumu.

- secs — 3a/lepXKKa, B CEKYHAaAX.

- up — 33jepKKa M3MeHEeHMA COCTOAHMA, NPU NPU U3MeHe-
HWUKU onepauuun B coctoaHme OK;

- down — 3agepKKa U3MEeHEHUA COCTOAHUA, NPU USMEHEHUN
onepaumu B coctoaHue Error.

Ypanaet 3afepKKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 207 — Komanapl pexkmuma privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

show ip sla operation

[operation] operation: (1..64)

OTobparkaeT MHGOPMALLMIO O HACTPOeHHbIX IP SLA onepauuax.
- operation — HoMmep onepaluu.

show track [object] object: (1..64)

OTobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep 0b6beKTa.

clear ip sla counters

ion: (1..64
[operation] operation: (1..64)

O6HynseT cyeTynkm IP SLA onepauum.
- operation — HOMmep onepauuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON ANA KOHTPOAA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKoi
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc u

pasmepom AaHHbIX 92 6aliTa; 3a4ep’kKa CMeHbI

coctoAHuAs TRACK-obbekta — 3 ceKyHAbl; npu

n3meHeHUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST _DOWN u TEST _UP:

console# configure
console (config)# interface vlan !

console (config-if) # ip address 10.9.2.80 255.255.255.192

console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down

Enter macro commands one per line.
int gil/0/11

no shutdown

@

console (config) #

End with the character '@'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla I

End with the character 'Q'.

console (config-ip-sla)# icmp-echo 10.9.2.65
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console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKKU ana onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe

— Operation state — TekyLee COCTOAHME Onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOJIHEHHON onepayuu:
= OK — ycnewHoe 3aBepLueHne npeablayLiein onepaymm;
= Frror — HeypayHoe 3aBepLueHne nocneaHer NonbiTKM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — Konn4ecTBo NoayyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpaXKatOWMIA KONYECTBO U3MEPUTENbHBIX OMnepaLmii, 3aKOHYMBLUNXCA

C COOTBETCTBYHOWMM KOO0M OoWwNBKM.
5.24 ®dyHKUMK obecneueHnsa 6esonacHocTH

5.24.1 ®yHKyuu obecneyeHus 3awWUMosl NOPMOB

C uenbio NoBbIWEHUA 6esonacHocTK B KOMMYTaTOpe CylecTtByeT BO3MOXHOCTb HaCTPOUTb KaKomn-

nMbo MnopT TaK, 4Tobbl AOCTYN K KOMMYyTaToOpy 4yepe3 3TOT MOPT MNPenocCTaBAAancA TO/IbKO 33a4aHHbIM
ycTpoiicTtBam. yHKLMA 3aLLMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-aapecoB, KOTOPbIM paspeLlaeTca
poctyn. MAC-agpeca mMoryT 6bITb HacTPOEHbI BPYUYHYHO MAW U3yYeHbl KOMMyTaTopom. locne msydyeHus
HeobxoAMMbIX aapecoB NOPT cneayer 3abNOKMPOBaTb, 3alUMTMB €ro OT MOCTYNAeHWUA MaKeToB C
HeunsyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT NoayyaeT naket, 1 MAC-
aApec UCTOYHWKA MaKeTa He CBA3aH C STUM NOPTOM, aKTUBU3UPYETCA MEXaHU3M 3aLUUTbI, B 3aBUCMMOCTHM OT
KOTOPOro MOryT 6biTb MPUHATLI Cleaylolme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMPOBaHHbIV NOPT, NepecbliatoTcs, oTbpacbiBatoTcA, NMOO e NOPT, NPUHABLLMIA NAKET, OTKAOYAETCA.
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dyHKuuA 6e3onacHoctn Locked Port no3sBonsieT coxXpaHUTb CAUCOK M3ydeHHbix MAC-aapecos B dainne
KOHUrypaummn, Takmm 06pasom, sTOT CMMCOK MOXKHO BOCCTaHOBUTb NOCAE Nepe3arpy3Kkm yCTPOMnCTBa.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyecrso MAC-agpecoB, KOTOpoe MOXeT U3yuUTb NOPT, UC-
NoNb3yoWMi GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 208 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoAYaHuto
port security BkntoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet dyHK-
LMIO M3yYEeHUA HOBbIX aapecoB AN uHTepdelica. MakeTbl C HeU3y-
-/BbIK/IOYEHO yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanornyHa KomaHge port security discard.
no port security OTKAtoYaeT GYHKUMIO 3aLLMTbI HA UHTepdelice.
port security max num 3apaeT MaKcMMasibHOe KOJIMYeCTBO afpecoB, KOTOPOE MOXKeT
num: (0..32768)/1 M3y4nTb NOpT.
no port security max YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
port security routed YcTaHaBAunBaeT 3awwmueHHblt MAC-agpec.

secure-address mac_address ®opmat MAC-appeca:

H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanaet 3awmweHHbln MAC-agpec.

secure-address mac_address

port security {forward | BkAtouaeT PyHKUMIO 3aWwmTbl Ha UHTepdelice. Baokupyet dyHK-

discard | discard-shutdown} LMIO M3yYeHMA HOBbIX a4pPecoB Ans uHTepdelica.

[trap freq] - forward — nakeTbl ¢ HensyuyeHHbIMM MAC-agpecammn UCTOYHMKA
nepecbINakoTcs;

- discard — naketbl ¢ HensyuyeHHbIMM MAC-agpecamu UCTOUYHMKA
oTbpacbiBatoTCs;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKA OTOPACbIBALOTCA, NOPT OTK/IOYAETCH;

- freq — yactoTa reHepupyembix cooblieHuli npotokona SNMP
trap Npy NOCTYNAEHUU HEeCaHKLMOHMUPOBAHHbIX NAKETOB.

freq: (1..1000000) cek

3afaeT 4yacToTy reHepupyembix coobLieHuii npotokona SNMP
trap Npu NOCTYyN/IeHUU HECAHKLMOHNPOBAHHBIX MAKeToB.

port security trap freq freq: (1..1000000) cek

port security mode {secure 3ajaerT pexuMm orpaHuuyeHusa wusydyeHus MAC-agpecoe ans
{permanent | delete-on-reset} HacTpauMBaemoro nHTepdeiica.

| max-addresses | lock} - secure — HacTpauMBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue aaxe
nocne nepesarpysku yCTpOMCTBa;

- delete-on-reset — faHHbIV agpec yaanmTca nocse nepesarpysku
YCTPOMCTBA;

- max-addresses — yganser Tekywme AUHAMUYECKU U3YyUYEHHble
aapeca, cBA3aHHbIe C nHTepdencom. PaspeweHo
M3yyeHMEe MaKCMMaNbHOrO Ko/AWMYecTBa afApecoB Ha NopTy.
MoBTOpPHOE U3yyeHUe U CTapeHMe paspeLleHbl;

- lock — coxpaHseT B KOHOUIYpaLMio TEKyLIME ANHAMUYECKN U3Y-
yeHHble agpeca, CBA3aHHble C MHTepdeicom v 3anpeLLaeTt obyye-
HWe HOBbIM agpecam M CTapeHUe yKe U3yUYeHHbIX a4pecos.

-/lock

no port security mode YcTaHaBAMBAET 3HAaYEHME MO YMONYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 209 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
show ports security MoKa3blBaeT HACTPOMKKN PYHKUUM He30nNacHOCTM Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..24); | Hom nHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | port-channel group | group: (1..32)
detailed}
show ports security addresses MoKa3sblBaeT Tekylwme AMHamMyeckme agpeca ansa 3abnokupo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..24); | BaHHbIX NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | port-channel group | group: (1..32)
detailed}
se?inteﬁaceacﬁvg gi_ port: (1..8/0/1..24); AKTUBU3UPYET UHTEPdENC, OTKAOUYEHHDbIN GYHKLMEN 3almTbl
{gigabitethernet gi_port | te_port: (1..8/0/1..32): nopTa (KomaHga AO0CTynHa TO/bKO AN NPUBUIETMPOBAHHOMO
tengigabitethernet te_port | = o "7 | nonb3osarens).
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | port-channel group} group: (1..32)

[pumepbl 8bIN0AHEHUS KOMAHO

= Bratountb GyHKLMIO 3aWmTbl Ha 15 nHTepdeiice Ethernet. YcTaHOBUTL OrpaHMyeHne Ha U3yyeHme
agpecos — 1 agpec. Nocne nsyyeHnsa MAC-agpeca 3a6/10KMpoBaTb GYHKLUMIO U3YyYEHUS HOBbIX aa-
pecoB gns uHTepdelica ¢ Lenbto oT6pPocUTb NakeTbl ¢ HensyyeHHbIMM MAC-aapecamn UCTOYHMKA.
CoxpaHuTb B paiin n3yvyeHHbIN agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKNtoUYUTb KAKEHTa K nopTy n nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lMpoeepka nodauHHOCMU KnueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.24.2.1 bazosas nposepKa nodauHHocMuU

AyTeHTUdMKauMa Ha oOcHoBe cTaHgapta 802.1x obecneynMBaeT MPOBEPKY MNOAJMHHOCTU
Nnosib30BaTeNeEN KOMMYTATOPA Yepes BHELLHUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAKNOYEH KAUEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/b30BATE/IM CMOTYT Nepesasatb M NPUHUMATb
AaHHble. NpoBepKa NOAAMHHOCTM NoAb30BaTeIe NOPTOB BbiNo/iHAeTCcA cepBepom RADIUS nocpeacresom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 210 — KomaHab! perknma rinobanbHoM KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymonyaHuro

KomaHoa

Aelicmeue

dotlx system-auth-control

BKkntouyaeT perkmum ayTeHTudmKaumm 802.1X Ha KommyTaTope.

-/BbIK/OYEHO
no dotlx system-auth-control

BbikntouaeT pexum ayteHTMdUKauum 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

-/radius

3apaeT 0gMH UK ABa MEeTOAA NPOBEPKM NOAMHHOCTU, aBTOPU3a-
uMn 1 yyeta (AAA), ana ncnonb3oBaHUsA Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB Ansa ayTeHTU-
duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, eciv No nepeomy ayteHTUdPUKauma bbina He-
yCneLwHoii.

no aaa authentication dotlx
default

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME K

console (config-if) #

v/

Tabnnua 211 — KomaHabl pexkMma KoHbUrypauum u

MpoTtokon EAP (Extensible Authenticat

oHburypaummn nHtepodeiica Ethernet:

ion Protocol) BbinonHsAeT 3agaun Ana ayreHTudUKa-

UMUN yaaZ1IeHHOro K/ineHTa, npu aTom onpepgenaa mexaHnsm GYTEHTVId)MKaLI,MM.

HTepdeiica Ethernet

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LWIAeT Py4YHOM KOHTPOb 33 COCTOAHMEM aBTOPM3ALLMM NOpPTa.

- auto — ncnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA KNU-
eHTa MeXay aBTOPM30BaHHbIM U HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
nHTepdeiice. MopT nepexoaAnT B aBTOPU30BaHHOE COCTOAHUE
6e3 ayTeHTUdUKauuu;

time: (1..32) - force-unauthorized — nepeBoguT NopT B HEaBTOpM30BaHHOE
cocToAaHue. UrHopupyroTCcA BCe NONbITKU ayTEHTUPUKALUN Kn-
eHTa, KOMMYTaTOp He NpeAoCTaBAAET CePBUC ayTeHTUDMKALUM
[ONA 9TOro NopTa;
- time — vHTepBan BpemeHu. Ecav faHHbIM napameTp He onpe-
AeneH, To NopT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.
dotlx reauthentication -/neproguyeckme BkatoyaeT nepuogmyeckne nNoBTOPHblE MPOBEPKU MOAJNHHO-
NOBTOPHbIE MPOBEPKU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOAJIMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOAIUHHO-
BbIK/IFOYEHbI cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 0 NOBTOpPHOM ne-
peaaum 3anpoca.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuog BpeMeHu, B TeYeHMe KOTOpPOro 3anpalwimsato-
WMM KAEeT A0 Nepe3anycka ayTeHTUdUKaLUm nocie noayvyeHus
oteeTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT Nepuos MexAy MOBTOPHbIMM NPOBEPKaMu
NOANNHHOCTMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mnepuos, B TeYeHUEe KOTOPOro KOMMYTaTop
0CTaeTcs B COCTOAHWMM MOJIYAHMA NOC/Ae HeyAauHON NPoBepKu
NOAJ/IMHHOCTU.

B TeyeHue nepuoda MONYaHMUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHMe KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMOMKaLMIO Mo NPOTOKOY
EAP OT KnneHTa, Nnepes, NOBTOPHOM OTNPaBKOM 3anpoca.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCcTaHaBAMBAET MaKCMMAsIbHOE YMC/IO MOMbITOK nepesayun 3a-
npocoB NpoToKona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NnpoBepKkn NoAAMHHOCTH.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuosa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocoB NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAVWBaET Nepuog, B TeYEeHNE KOTOPOro KOMMYTATOP OXKMK-
[aeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YcTaHaBAVMBAET NEpUOA, BPEMEHM HEaKTUBHOCTM KAMEHTa, no
NCTEYEHNE KOTOPOTrO K/IMEHT CTaHOBUTCA HEaBTOPU30BAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 212 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6)

Bpy4Hyl0 OCYyWeCcTBASET MOBTOPHYHO MPOBEPKY MNOAJMHHOCTU
YyKa3aHHOro nopTa B KOMaHge, IMbo Bcex NopToB, NoAAepKMUBa-
towmx 802.1X.
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dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

3ab10KMpPOBaTb KNMEHTA C YKasaHHbIM MAC-agpecom Ha nopTy
Npu AOCTUNKEHUU MOPOra MaKCMMANAbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLmMu.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MokasbiBaeT coctonaHue 802.1X ana KommyTtaTopa 1Mbo gns yka-
3aHHOro UHTepdelica.

show dot1x users [username

username: (1..160)

MoKa3bIBAaET aKTUBHbIX ayTEHTUOULMPOBAHHBIX NO/Ib30BaTE/NEN

username] CMMBO/10B 802.1X KommyTaTtopa.

MokasbiBaeT cTaTUcTUKy no 802.1X ana BblbpaHHOro WHTEp-
deiica.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/AKOUYUTb pernm ayTeHTudpuKaumm 802.1x Ha KommyTtaTope. Mcnonw3osatb RADIUS-cepsep ana

NpPoOBEPKM NOAJMHHOCTU KANEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet nc-
No/Ib30BaTb peXMUM ayTeHTUdMKauumn 802.1x.

console# configure

console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default radius

console (config) # interface tengigabitethernet 1/0/8

console (config-if) # dotlx port-control auto

= [lokasaTtb cocToaHuMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status:
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max req: 2
Authentication success: 0
Authentication fails: O

auto

30 sec

Tabnnuya 213 — OnucaHune pesybTaToB BbINOJHEHUA KOMaHZ,

Mapamemp OnucaHue

Port Homep noprTa.

Admin mode Pexxum ayteHTndmkaymm 802.1X: Force-auth, Force-unauth, Auto.
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Oper mode

OnepauymoHHbIA PeXnm NopTa: aBTOPU30BaHHbIW, HEABTOPM30BaHHbIN, IMBO BbIKNHOYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/b NnepeayTeHTUOUKALUN.

Reauth Period

Mepuoa mexay NOBTOPHLIMU NPOBEPKAMM NOSJANHHOCTU.

Mmsa nonb3oBatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username €TCA MMA TEKYLLEro noab3oBaTens. Ecan nopT He aBTOPM30BaH, TO OTO6paXKaeTca MMs Mno-
cnegHero ycnewHo aBTOPM30BaHHOIO NO/b30BaTENA Ha NOPTY.
Quiet period Mepuog, B TeYeHWE KOTOPOro KOMMYTATOP OCTAeTCA B COCTOSHUM MONYAHUA NOC/ie He-
p yAa4yHO NPOBEPKN NOANNHHOCTH.
Tx period Mepuog, B Te4EeHME KOTOPOro KOMMYTATOP OXWAAET OTBET Ha 3anpoc MM6o naeHTUdUKa-
uMto no npotokony EAP oT KNMeHTa, nepes NOBTOPHOM OTNPaBKOIM 3anpoca.
Max req MaKcumanbHOe YMCA0 NOMbITOK NepeAayn 3anpocos NpoTokona EAP KnneHTy nepes Ho-

BbIM 3aMyCKOM MnpoLecca NPOBEPKU NOAJUHHOCTH.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMU Nepeaadamm 3anpocoB NpoTokoaa EAP KaneHTy.

Server timeout

Mepuoa, B Te4eHUE KOTOPOro KOMMYTATOpP OXKMAAET OTBETA OT cepBepa ayTEHTMd)VIKaLI,MM.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUKN YCTaHOBAIEHHOM CECCUM.

Termination Cause

anI‘-IMHa 3aKpbIThA CceCCnun.

State

TeKywee 3HayeHMe aBTomaTa COCTOSIHUN onpeaenntena NOANNHHOCTU U BbIXOAHOIO aB-
TOMaTa COCTOAHMIA.

Authentication success

KonnyecTBo nonyveHHbIx coobueHnii 06 ycnewHom ayTeHTMdMKaLUmM oT cepsepa.

Authentication fails Ko/imyecTBo nonyyeHHbIX COOBLLEHMI O HeyCNeLHOW ayTeHTUGUKAL MM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3osaTesnto.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmu.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnuya 214 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHZ,

Mapamemp OnucaHue
EapolFramesRx KonnuyectBo KOppeKTHbIX NakeToB toboro tuna npoTtokona EAPOL (Extensible Au-
thentication Protocol over LAN), npuHATbIX 4aHHbIM OnpeaenuTenem noganHHoCTH.
KonnyectBo KoppeKTHbIX naketoB atoboro Tmna npoTokosa EAPOL, nepegaHHbIX
EapolFramesTx PP P » EPEA
OaHHbIM onpeaennTenem nNogIMHHOCTW.
Konnyectso naketos Start npotokona EAPOL, NpMHATbIX AaHHbIM onpeaenntenem
EapolStartFramesRx P » NP A PEA
NOAJIMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpuHATbLIX 4aHHbIM onpeaenuTenem
EapolLogoffFramesRx & P » NP A peA
NOA/IMHHOCTHU.
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Konnyectso naketoB Resp/ld npoTtokona EAPOL, npuHATbIX AaHHbIM onpeaenuTe-

EapolRespldFramesRx

nem NoASIMHHOCTY.

Konnyectso naketos otBeToB (Kpome Resp/Id) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/1d) np P A

HbIM onpegenutenem NoAANHHOCTU.

Konunyectso naketoB Resp/Id npotokona EAPOL, nepefaHHbIX 4aHHbIM onpeaennTe-
EapolReqldFramesTx p/id np PeA A PeA

nem NoASIMHHOCTY.

Konnuectso naketoB 3anpocoB (Kpome Resp/ld) npoTtokosna EAPOL, nepegaHHbIxX
EapolReqFramesTx P (kp p/id) np » NEPEA

OaHHbIM onpeaennTenem NOAIMIHHOCTW.
InvalidEapolFramesRx Konnuectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATBIX AaH-

HbIM onpegenntenem NOATMHHOCTU.

EapLengthErrorFramesRx

Konunuectso naketos npoTokona EAPOL c HeKOpPPEKTHOW AJIMHOM, NPUHATLIX AaHHbIM
onpegenntenem NOAJMHHOCTHU.

LastEapolFrameVersion

Bepcua npoTtokosa EAPOL, NpuHATas B caMOM NOCAeAHEM Ha AaHHbI MOMEHT na-
KeTe.

LastEapolFrameSource

MAC-agpec UCTOYHMKA, ﬂpl/IHFlTbIl‘;I B CAMOM NocnegHeM Ha AaHHbI MOMEHT NaKeTe.

5.24.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwupeHHble HacTpoiku dotlx No3Bo/AT NPOBOAMTL MPOBEPKY MOAJMHHOCTM Al HECKOIbKUX
K/IMEHTOB, NOAK/IOYEHHbIX K MopTy. CywecTByeT AB8a BapuaHTa ayTeHTMOMKaUMK: NepBblid, Koraa NnpoBepka
NOA/IMHHOCTM Ha OCHOBe MnopTa TpebyeT ayTeHTUPUMKALMKM TONbKO OAHOrO KAMEHTa, 4Tobbl JOCTyn K
cucTeme UMeNn Bce KaumeHTbl (pexkmm Multiple hosts), BTopoi, Korga npoBepKka NoA/JIMHHOCTM TpebyeT
ayTeHTMOUKALMM BCEX MOAKNOUYEHHDBIX K MOPTY KAMeHTOoB (pexunm Multiple sessions). Eciv nopt B pexume
Multiple hosts He npoxoauT ayTeHTUOMKALMIO, TO BCEM NOAK/IOYEHHbIM XOCTam byAeT 0TKa3aHo B AOCTyne

K pecypcam ceTu.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 215 — KomaHabl perkunma rnobanbHoM KoHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelaeT oTnpasky trap-coobuieHuit, Korga KAMEHT ycnewHo
NpOXoAmnT ayTeHTudMKaumio.

-/BbIKNOYEHO
YcTaHaBAMBAET 3HAYEHME MO YMOTYaHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTNpaBKy trap-coObLEHWNIA, KOTAa KANEHT He npoluen
ayTeHTUdUKaLmio.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HAYEHME N0 YMOAYAHMIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

Bk/touaeT oTnpaBKy trap-coobLeHui Npyu NPEeBbIlEeHUM Nob30-
BaTe/leM MaKCMManbHO AOMYCTUMOro KonaudecTBa 6esycneLuHbix

-/BbIK/lOYEHO NonbITOK ayTeEHTUDMKALMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepdelica Ethernet:

console (config-if) #
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Tabnuua 216 — KomaHap! pexxmma KoHourypauum nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT Hainune 0fHOro/HECKObKUX KMEHTOB Ha aBTOpPM30-
BaHHOM nopTy 802.1X.

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3agaeT [feictBue, KoTopoe HeobXxoAMMO BbINONHWUTbL, KOrga
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
[trap freq] K/IMEHTA, OCYLLECTBASAET NONbITKY AOCTyNa K MHTepdeincy.
- restrict — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
K/IMEHTa, NepecblaaloTca, Npu 3TOM agpec UCTOYHMKA He U3yda-
ercs;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, OT6paCb|Ba|’OTCﬂ;
cek - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/iny-

no dotlx single-host-violation

HbiMm oT MAC-agpeca KnneHTa, oTbpacbiBatoTcs;
- freq —yacToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYN/IEHUN HECAHKLMOHNPOBAHHbIX NAKETOB.

V KomaHpga urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHa

Bk/toyaeT ayTeHTUGUKaLmto

- mac — BK/OYAET ayTEHTUDMKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;

- 802.1x — BK/IOYaET ayTeHTUPMKALMIO, OCHOBAHHYIO Ha 802.1x;

- web -BkntouaeT mexaHnsam Web-based ayteHTuduMKaumm.

’ | - He AoMKHO 6bITb cTaTMUECcKUX NpuBa3oK MAC-agpecos.
. - GyHKUMA NOBTOPHOI ayTeHTUOMKAUUU AOMKHA BbITb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdUKaumio, OCHOBaHHyt0 Ha MAC-agpecax
nosb3osaTesnen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3a/aeT MaKCMManbHOE KOJIMYEeCTBO XOCTOB, NPOLIEeAWNX ayTEeHTH-
duKaumto.

Bo3Bpalyaer 3HaYeHMe No YMOUAHMIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a4aeT KONNYECTBO HeyAauHbIX NMOMbITOK BBOAA JI0FMHA, NOC/E KO-
TOPbIX KAMEHT BNOKMpyeTCs.
- 0 — 6ecKoOHeYHOoe YNC/I0 NOMbITOK.

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/OYEHa

BkntouaeT ¢pyHKumto rocteBoit VLAN Ha Tekylem nHTepdeiice.

BbikntoyaeT PpyHKuMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumnm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vian id

Tabnunua 217 — KomaHabl perknuma KoHourypaumm nHtepderica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymonyanutio VLAN
He onpefeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbIM NOAb30BaTeNAM MHTepdeica ao-
cTyn K roctesoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WweHa, nopT byaeT aBTOMATUYECKU NPUCOEANHATLCA K Hell, Koraa
He aBTOPM30BaH, W MNOKWMAATb, KOrga NpPoOMAeT aBTOPU3aLMIO.
410661 UICNONBL30BATH AAHHbIV GYHKLMOHA, NOPT HE JO/IKEH ObITh
cTaTUYeckMm yneHom roctesont VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 218 — KomaHgb! pexkuma Privileged EXEC

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro
show dot1x interface { HacTpolikn npoTtokona 802.1x Ha nHTepdelice (KomaHga AOCTYMHa
gigabitethernet gi_port | gi_port: (1..8/0/1..24); | ToNbKO ANA NPUBUAETMPOBAHHOIO NOJib30BaTeNA).
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | oob}
show dotlx detailed - MoKa3blBaeT pacluMpeHHble HAaCTPOMKKM NpoTokoa 802.1x.
show dotlx credentials CTpyKTypa y4yeTa AaHHbIX oTobparkaeT napameTpbl aBTOPU30BaH-
i HbIX K/IMEHTOB.
show dotlx users [username] username: cTpoka MoKa3blBaET aBTOPU30BAHHbIX K/IMEHTOB.
show dot1x locked clients MoKa3blBaeT HEaBTOPU30BAHHbBIX KAUEHTOB, 3a6/I0KMPOBAHHbIX MO
i Tankm-ayTy.
show dot1x statistics interface MokasbiBaeT cTaTUCTUKY 802.1X Ha UHTepdericax.
{gigabitethernet gi _port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | oob}

5.24.3 KoHmponas npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NMpPOTOKOA, MO3BOAIOWMUIA KAMEHTY MO
3anpocy nony4atb IP-aapec 1 apyrue Tpebyemble napameTpbl, HeobxoanMmble ana pabotbl 8 cetn TCP/IP.

MpoTokon DHCP moeT Mcnonb30BaTbCA 3/10YMbILNEHHUKAMW ANA COBEPLUEHWA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAueHTa, 3acTaBnAa DHCP-cepBep BblaaTb BCe AOCTYMHble afpeca, Tak U CO CTOPOHbI
cepBepa nyTem ero noameHsbl. NporpammHoe obecrneyeHme KOMMyTaToOpa NO3BOASET 06ecneYnTb 3aLmnTy
YCTPOMCTBA OT aTak C UCNosib3oBaHMem npoTokosa DHCP, ana yero npumeHsaeTca QyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
NCNO/Ib30BaHME TOMbKO HAa «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb JOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue cooTBETCTBUNA.

Onuma 82 npotokona DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHseTca ANA YCTaHOBNEHUA COOTBETCTBUIN IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKXKe ANA 3aLUThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeactasnsaetr cobo AOMNOAHUTENbHYIO
nHbopmaumio (Mma ycTpolictBa, Homep nopTta), AobaBasemytd KOMMYTAaTOPOM, KOTOpbiA paboTaeT B
pexknume DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KAMEHTCKUIA nHTepdelic) nnm eyHkumm DHCP
Snooping (Npu ycnosum BKAOYEHUA KomaHabl ip dhcp information option). Ha ocHoBaHuK gaHHOM onuumu,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOpTy KOMmyTaTopa.
Monyume Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bblaenset IP-aapec KAMEHTY, a TaKxe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.
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Tabnuua 219 — dopmat nonei onuunm 82

lMone

lMepedasaemas uHgpopmayusa

Circuit ID

MmaA xocTa ycTponcTsa.
Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepgHuin 6aNT — HoMep NOPTA, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPABAAIOLLEE
dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-aapec ycTpoWncTsa.

' | AnAa ucnonb3oBaHUA onuumn 82 HA YCTPOMCTBE A0/13KHA 6bITb BKAOUeHa ¢yHKLua DHCP relay
- areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUIA nHTepdeiic) nnm epyHkuma DHCP Snooping
(npm ycnosumn BkAtoueHna KomaHabl ip dhcp information option).

.‘

Dna KoppeKkTHoit pabotbl ¢pyHKuun DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BOMKHbI BbITb NOAKAIOUYEHDbI K «AO0BEpPEHHbIM» MOPTam KommyTaTtopa. Ans pobasneHusA

nopTa B CMMCOK «A0BepPeHHbIX» ucnonbsyerca komaHga IP dhcp snooping trust 8 pexxume
KoHourypaumum uHtepdeiica. Ana obecneyeHns 6€30nacHOCTYN BCe OCTa/bHbIE NOPTbI KOMMY-
TaTopa AO0/IXKHbI 6bITb «HEA,0BEPEHHBIMMN Y,

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 220 — KomaHabl perkuma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNIOYEHO

BkatoyaeT KOHTpoAb NpoTokona DHCP nytem BegeHua
Tabanubl DHCP snooping 1 0TNpaBKM KNMEHTCKUX
wmpoKoselaTenbHbix DHCP-3anpocos Ha «A0BepeHHbIe»
nopTbl.

BbIKAto4yaeT KOHTpPOAbL NpoTokona DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtO4EHO

PaspelwaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTposb npoTtokona DHCP B npeaenax yKasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢
onuuer 82 ot
«HEHALEeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npuHnumatb DHCP-nakeTbl ¢ onumei 82 oT «HeHazeX-
HbIX» MOPTOB.

3anpewaeT npuHMMaTe DHCP-nakeTbl ¢ onumen 82 OT «HEeHaAex-
HbIX» NMOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHutio
BepuduKaums
BK/IIOYEHa

BkntouaeT Bepudumkaunio MAC-agpeca knneHta u MAC-agpeca mc-
TOYHMKa, NpuHATOro 8 DHCP-nakeTe Ha «HeA0BepPeHHbIX» NOpPTax.

Bbikntouaet Bepuoukaunio MAC-agpeca knmeHta n MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBepPEeHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

Pe3sepBHbIi dpain He
ncnosb3yerca

PaspelwaeT ucnonb3oBaHue pesepsHoro daina (6asbl) KOHTpoNA
npoTtokona DHCP.

3anpeLLaeT UcNoib3oBaHWe pesepBHOro daiina (6asbl) KOHTPONA
npoTtokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspeLaeT ycTpolicTBy aobasneHne onunm 82 npu paboTe npoTo-
Kona DHCP.

3anpeLwyaeT ycTpocTey gobasneHune onumm 82 npu paborte npoTo-
kona DHCP.
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ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBOJI0B/system
description

YctaHaBnauBaeT naeHtndmratop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHue No YyMON4YaHuo

ip dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

HacTpaunsaeT ¢popmat DHCP onuum 82.

dopmar:

- Sp — HOMep cnoTa 1 NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOHO HacTpouTb WabaoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabaoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: anvHHOE MMmA mopTa, Hanpumep, gigabitethernet 1/0/1 B8
ASCII;

%t: TMn nopTa (3Ha4yeHue nons ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtudukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%C: MmaK-agpec KnumeHTa B popmate H-H-H-H-H-H 8 ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 — agpec ¢
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon S B ASCII

St: TMN nopTa (3HaveHue nons ifTable::ifType B
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 HEX;

SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta 8 HEX;

Sv: uaeHtudpukatop VLAN B HEX;

Sc: mak-agapec KnneHTa 8 popmate H-H-H-H-H-H 8 HEX;
Sb[XY]: nobasnatoTca Nnpon3soabHblie 6ainTbl XY B HEX (Sb13)

3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YctaHasnausaeT ugeHtnudukatop Remote agentID onuum 82.
[NnA HacTPOMKM BO3MOXKHO WMCMO/b30BaTb WAbMOHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIKNOYEHO

[ob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
6aliTa (Type v length).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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Tabnuua 221 — dopmat noneit onumnm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemas uHghopmayus

MmsaA xocTa ycTpoicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepHWin 6aT — HOMep NOpPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTMPaBAsAOLEee
3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

Remote agent ID MAC-aapec ycTpouncTsa.

Tabnnuya 222 — dopmat nonen onumm 82 pexkmma custom

Mone Mepedaeaemas uHghopmayus

Onvna (1 6aiT)

Tun Circuit ID

Onuna (1 6anT)

VLAN (2 6aiiTa)

Homep moayns (1 6aiiT)
Homep nopTa (1 6aiiT)

Circuit ID

OnvHa (1 6anT)

Tun Remote ID (1 6aiT)
Onuna (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

CyLecTByeT BO3MOXKHOCTb BK/OUNTb f06aBAeHMe onumm 82 AnsA oTAeNbHbIX MHTepdeicoB 1 NopTOB.
MpUopUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHSA K BbICOKOMY: r106a/1bHasA HAaCTPOMKa, HacTpolKa Ha
MHTepdelice, HAaCTPOMKA Ha NOPTY.

dopmaTt onuuu 82 Npu 3TOM ONPeSENAeTCA TONbKO B FN06aNbHOM pexnme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 223 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuwo

ip dhcp snooping trust [JobasnaeT MHTepEeNC B CMUCOK «A0BEPEHHbIX» MPU UCMO/Ib30-
BaHUM KOHTponAa npotokona DHCP. DHCP-tpaduKk «aposepeH-
HOro» MHTepderica cumTaeTca 6e30nacHbIM U He KOHTPOUPY-
eTca.

Mo ymonyanuio
MHTepoeic He ABnaeTca

- - [0BEPEeHHbIM "
no ip dhcp snooping trust Yaanaer uHTepdenc M3 cnmucka «40BepeHHbIX» MPu UCnob3o-

BaHMK KOHTpoAA npoTtokoaa DHCP.

ip dhcp information option PaspelwaeT gobasneHune onumm 82 Ha BbIBpaHHOM MHTepdeice

[global] -/global npwv pabote npotokona DHCP.

global — rnobanbHas HacTpolika Ans NnpuMeHeHus onuum 82.
Mpuoputet pabotbl KomaHAb! ip dhcp information op-

V tional — nopr, interface vlan, rno6anbHas KoHpurypa-

ums.

no ip dhcp information option 3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice

npu pabote npoTtokosa DHCP.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 224 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
seconds:
(10..4294967295) cek

LOobasnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHAEe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIUEHT He OTNPaBuUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4yeHus OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTyNHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHUYeHo.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npotokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 225 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnonb3oBaHUM onuun 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24)

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MUHGOPMALMIO NO ONLLMM 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MokasbiBaeT WHPOPMaLMIO O
HACTPOWMKM WwabnoHoB B onummn 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasbiBaeT KoHduUrypaumio GyHKLMM KOHTPONSA MNPOTOKOAa
DHCP.

show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vian_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT cooTBeTCTBMA U3 ¢daiina (6asbl) KOHTPONSA NPOTO-
kona DHCP.
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[pumepbl 8b1MNOAHEHUS KOMAHO

= Paspewwntb ncnonbzosaHmne DHCP onunm 82 B 10 VLAN:

console# configure
console (config) # ip dhcp snooping

console (confiqg)
console (config)
console (config)
console (config)

#

#
#
#

ip dhcp snooping vlan 10

ip dhcp information option
interface tengigabitethernet 1/0/24
ip dhcp snooping trust

= [loKa3aTb BCE COOTBETCTBMA U3 TabauLbl KOHTPOIA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awyuma IP-adpeca knueuma (IP source Guard)

dyHKUMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHauyeHa ana puabTpaumm TpadpuKa, NPUHATONO
C uHTepdelica, Ha ocHoBaHUWU Tabauubl cooTseTcTBMii DHCP snooping u ctatuyeckux coorseTcteuii IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

Y
Y

uHTepdeiica.

DHCP snooping,

Mockonbky (YHKUMA KOHTponAa 3awutbl IP-agpeca mucnosnb3yer Tabauubl COOTBETCTBUM
MMeeT CMbICT UCNONb30BaTb AAHHYIO (QYHKLMUIO,
HacTpous u BKkAtouns DHCP snooping.

npeaBapuTenbHO

dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6x0a4MMO BKAOUYUTL rNO06anbHO U Ana

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config)

#

Tabnuua 226 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio
bYHKLMA BbIKNIOYEHA

Bk/itoyaeT GpyHKLMIO 3awuThl IP-agpeca KAMEHTa A9 BCEro KOMmMy-
TaTopa.

BbIK/toYaeT GpyHKUMIO 3aLmTbl IP-agpeca KAMeHTa 4As BCEro Kom-
MyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

Co3paHue cTaTU4ecko 3anucuy B Tabavue cooTBETCTBUA Mexay |IP-
aapecom KnneHTa, ero MAC-agpecom v rpynnoit VLAN ans ykasas-
HOTO B KOMaHZAe uHTepdelica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6nmu,e COOTBETCTBMUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLe/1bio 3aMMCcK B NaMATb HEAKTUBHbIX 3alUmLLeHHbIX |P-aapecos.

- never — 3anpeLaeT 3an1cb B NaMATb HEAKTUBHbIX 3aLLULLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgetlicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 227 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel uHtepdericos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyanumo
dYHKLMA BbIKNOYEHA.

BkatoyaeT GyHKUMIO 3awmThl IP-agpeca KnneHTa ana HacTpam-
Baemoro nHtepdeiica.

BbiKk/toyaeT GyHKLUMIO 3aWwmTbl IP-agpeca KneHTa ansa HacTpa-
nBaemoro nHtepdelica.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 228 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ip source-guard tcam locate

BpyyHyto 3anyckaeT npouecc obpalieHms yCTpoMCTBa K BHYT-
PeHHMM pecypcam C Lie/iblo 3annCK B NaMATb HEAKTUBHbIX 3a-
LW MLEHHbIX IP-agpecoB. KomaHAa fOCTYMHa TObKO ANS NPUBK-
NEerMpoBaHHOro MnoJsib3oBaTess.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 229 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32);

KomaHga oTobparkaeT HacTpoliky dyHKUmMK 3awmTbl IP-agpeca
Ha 3ag4aHHOM IMbO Ha Bcex MHTepdeicax ycTpoicTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094);

KomaHza oTobpakaeT cTaTUCTURY QyHKLMM 3awwmnThl IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

KomaHza otobparkaeT ctaTyc oyHKUMM 3awmTsl IP-aapeca ana
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nauv rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa otobpaskaeT He akTUBHble IP-agpeca oTnpasuTens.
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[pumepbl 8b1MNOAHEHUS KOMAHO

= [lokasaTb HAcTPOMKY GYHKUMM 3aWwmThl IP-agpeca ana Bcex UHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

= BKAOUAUTb GYHKLMIO 3aWwmThl IP-agpeca gaa dpunbTpaumm TpaduKka Ha OCHOBaHUM TabaumLbl COOTBET-
ctBuii DHCP snooping n cTtaTudeckux cootseTcTBuin IP Source Guard. Co3aaTh CTaTUYECKYHO 3aMu1ch B
Tabnnue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec kKnneHTta — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdenc B TpeTbel rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 KoHmponb npomokKona ARP (ARP Inspection)

®dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npegHasHayeHa Ans 3alMTbl OT aTak C
ncnosnb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTseTcTeuit IP- u MAC-agpecos, 3aaaHHbIX Ans
rpynnol VLAN.

’ ' NopT, CKoHUrypupPoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, AonKeH Tak}Ke
e 6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping unu coorsercteue MAC-agpeca u IP-
appeca ANA 3TOro NOpTa A0MKHO 6bITb CKOHPUrypupoBaHO cTaTUUecKU. MHaue AaHHbI nopT

He byaeT oTBeuaTb Ha 3anpocbl ARP.

V Ona HeHagEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06aa6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 230 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Leiicmeue
no yMmoa4YaHUro
ip arp inspection Mo ymonuyaHuio BkntoyaeT KOHTpoIb NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection bYHKLMA BbIKNIOYEHA BbIKNtOYaeT KOHTPOIb NpoTokona ARP (dyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewaeT npoBepKy npoTtokona ARP, ocHoBaHHylo Ha 6a3e cooT-

vian_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

- - - Mo ymonyaHuio
no ip arp inspection vlan GYHKUMA BLIK/IOYEHA 3anpewaeT nposepKy npotokona ARP, ocHoBaHHylo Ha 6ase cooT-

vlan_id BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
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ip arp inspection validate

no ip arp inspection validate

MNpepocTtaBnset cneunduryHble NMPOBEPKM AN KOHTPOAA NPOTOKOAA
ARP.

MAC-agpec nctouHmka: na ARP-3anpocoB n oTBeTOB NposepAaeTca
cootBeTcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy unc-
TOYHMKA B coaepXMmom npotokosa ARP.

MAC-agpec Ha3HayeHuAa: Ona ARP-oTBeTOB nNpoBepAeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B coAepKMmom npoTtokona ARP.

IP-apgpec: MNMpoBsepsaeTtca cogepxumoe ARP-nakeTa Ha Hanuuune He-
KOppeKTHbIX IP-agpecos.

3anpeuaeT cneunduyHbie NPoBEPKM A1 KOHTPOAA NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTaTuyeckux ARP-cooTBETCTBUN.
2. Bxog B pexkum KoHdurypaumm ARP-cnncKos.

YpaneHue cnucka ctatuyecknx ARP-cooTBeTCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatnyeckux ARP-cOOTBETCTBMIA AR YKa3aHHOM
VLAN.

OTMeHAET Ha3zHaYeHMe CNucKa ctaTuyecknx ARP-coOOTBeTCTBUIA Ann
yKasaHHowu VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
cek

3afaeT MUHUMAbHbIA MHTEPBAN MEXKAY COOBLLEHNAMM, COAEPIKa-
WMMK MHGOopMaLmio NpoToKona ARP, nepesaBaemMbiMu B XKypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, 4TO cooblieHua b6yayT reHepupo-
BaTbCA HE3AMEA/IUTENBHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 231 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
MHTepdeiic He ABnseTcA
[0BEepeHHbIM

[obasnaeTt nHTEpdEnc B CNUCOK «A0BEPEHHBIX» NMPU UCNO/Ib30Ba-
HUK KOHTPONA NpoToKkona ARP. ARP-TpaduK «a0BEPEeHHOro» UHTEp-
deiica cumtaetca 6e30nacHbIM U HE KOHTPOAMPYETCS.

YpanaeT nHTepdeinc 13 cnucka «JoBepeHHbIX» NPU NCNONb30BaHUN
KOHTponA npotokona ARP.

KomaHObI pexcuma KoHgu2ypauyuu ARP-cnucKkos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 232 — KomaHabl perkruma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnsaeT ctatnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanset ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 233 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

MoKasbiBaeT KOHOUrypaumo ¢GyHKLMKM KOHTpoAs npoTokosia ARP
Inspection Ha BbIBpaHHOM UHTepdeitce/Bcex UHTEpdENCcax.

show ip arp inspection list

MoKasblBaeT CNUCKKM cTaTUYECKUX cooTBeTCTBUI IP- 1 MAC-agpecos
(KomaHga AOCTynHa TONbKO A/1A MPUBMAETMPOBAHHOMO NOJIb30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MOKasbIBaeT CTaTUCTUKY AN1A CNEAYOLMX TUMOB NAaKETOB, KOTOPbIe
6b1n11 06paboTaHbl Npy nomowm dyHKuun ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTsl (dropped);

- owmnbKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOUNTb KOHTPOJIb NPOTOKONA ARP 1 106aBUTL B CNMCOK spisok cTaTuyeckoe cooTeeTcTBune: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnmcok spisok ctatnyeckux ARP-
cooTBeTcTBUIA ana VLAN 11:

console# configure
console (config)# ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKuX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD

5.25 ®dyHKuuu DHCP Relay areHTa

KommyTatopbl nogaepxusatot ¢pyHKkumm DHCP Relay areHTa. 3agadveirt DHCP Relay areHTa siBnsietca
nepeaava DHCP-nakeToB OT KAMeHTa K cepBepy U 06paTHO B cnydae, ecnm DHCP-cepBep HaxoaMTcs B 0AHOM
CeTH, a KAWeHT B apyron. Opyroi ¢dyHKumMel ansetca gobasneHue A0MNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOpP NPUHUMAET OT KameHTa DHCP-
3anpocbl, NepesaeT 3TM 3anNpoChl cepBepy OT UMEHMU KAMeHTa (OCTaBassA B 3anpoce onuumn ¢ Tpedbyembimm
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KAMEHTOM NnapameTpamu 1, B 3aBUCMMOCTM OT KOHOUrypaumm, aobasnaa ceou onuuu). Noayyms oteeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 234 — KomaHab! perkuma rinobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

ip dhcp relay enable Mo ymonuyaHuio BkntouyeHne pyHKumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BbIKNtOYeH BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay address vlan_id: (1..4094) 3apaét IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
ip_address [vlan vian_id] V MosxeT 6bITb areHTa.
no ip dhcp relay address 3a4aHo Ao Ypansaet |IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay
[ip_address] BOCbMMU areHTa.

cepBepoB B BUAe

AnanasoHa uau

nepeuncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepgpetica VLAN

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexxnme KoHPurypaumm nHtepoerica VLAN:

console# configure
console(config)# interface vlan vlan id

console (config-if) #

Tabanuya 235 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

ip dhcp relay enable BkntoyeHune ¢yHKumlii DHCP Relay areHTa Ha HacTpaMBaemom

Mo ymonuaHuio areHT | MHTepdeiice.
no ip dhcp relay enable BbIK/IFOYEH BobikntoueHue pyHKumit DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

Mo3BoNAET HACTPOWUTb KOHKPETHbIA aApec WCTOYHMKA Ans
dhcp naketoB 13 kaneHTckoro Vian.

ip dhcp relay gateway-address

ip_addr Mo ymonuaHuto agpec

He BblbpaH

no ip dhcp relay gateway-address Bo3Bpalaer B pexxmMm paboTbl N0 yMOIYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 236 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

OTtobparkaeT KoHoUrypaumo HactpoeHHol ¢yHKumMu DHCP Relay
- areHTa ANA KOMMYyTaTopa M OTAENbHO ANA MHTeppeincoB, a TakKe
CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep oCyLLECTBAET LLEHTPA/IM30BaHHOE yNpaB/JeHNe CETEBbIMU aApPecaMm U COOTBETCTBYO-
WMMUN KOHPUIYpPaLMOHHbIMK NapaMeTpamm, aBTOMATUYECKM NPEeAOCTaBIfAa UX KAMeHTam. ITo no3sosseT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU MU YMEHDBLUAET KOJIMYECTBO OLLINOOK.

Ethernet-kommyTaTopbl MmoryT pabotatb Kak DHCP-kaneHT (nonyyeHune cobcteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 237 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BkntoyeHune pyHKumnmn DHCP-cepBepa Ha KommyTaTope.
MNepep, BkAouyeHnem DHCP-cepsepa npepBsapm-
TeNbHO AONXHbI 6biTb OTKAOYEeHbl DHCP-KAMeHTbI

e Bo Bcex VLAN. B Tom yucne BK/IHOYEHHbIA NO YyMOJI-

yaHuio DHCP-knueHT B VLAN 1.

BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMmMyTaTope.

Bxopn, B pexkum KoHpurypaumm cratuyeckux agpecos DHCP-cep-

Bepa.

Ypnansaet koHourypaunto DHCP-knaneHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp server

-/BbIK/IIOYEHO

no ip dhcp server

ip dh | host
P chep poothost name name: (1..32)

CMMBO/1I0B

no ip dhcp pool host name

Bxopg, B pexxum KoHdpurypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.
MaKcumanbHo gonyctumoe KoaumdectBo DHCP pool
N YyKasaHo B Tabnuue 9.

ip dhcp pool network name

name: (1..32) cumBonos

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT IP-agpeca, kotopbie DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

Ynanenue IP-agpeca 13 CnMCKa UCKAOYEHUIA AR Ha3HAYeHuA
ero DHCP-knueHTam.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32
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KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnnuya 238 — KomaHabl perkMma KoHouUrypaumm

3HayeHue/3Ha4yeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyyHoe pesepsupoBaHue IP-agpecos ana DHCP-knumeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctaBneH ¢ ¢pusmn-
YeCKMM agpecom KNNEHTa;

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — du3myeckunin agpec (MAEHTUPUKATOP) CETEBOW KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3apesepBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumsonos

no client-name

Onpegenset uma DHCP-knuneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnuua 239 — KomaHabl pexxnma KoHburypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAMBaeT HoMep NOACETU M MACKy NOACETU ANA Nyna aa-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;

- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/anuHa npedukca.

no address Ypansaet koHourypaunto DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpemsa apeHab! IP-aapeca, KOTOpbIi HazHayeH oT DHCP.
infinite} - infinite — Bpems apeHAgbl He OrpaHNYeHo;

- days — KONMYecTBo gHel;

-/1 neHb .

- hours — KOnNYecTBo 4acos;

- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnmua 240 — KomaHap! pexkxmuma KoHbUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aelicmeue

default-router ip_address_list

no default-router

Mo ymonuyaHuio cnmucok
MapLLPYTU3aTOPOB He
onpegeneH.

OnpeaenseT CNMCOK MapLpyTM3aTOpPOB MO YMOAYaHUIO ANns
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLipyTM3aToOpoB, MO-
YKET coAepKaTtb A0 8 3anunceit, pasaeneHHbix npobenom.
IP-agpec mapLpyTusatopa AO/MKEH 6biTb B TOW e
e NOACETH, YTO U K/INEHT.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

dns-server ip_address_list

Mo ymonuyaHuto cnmucok
DNS-cepsepos He

Onpegenset cnncok DNS-cepBepoB, AOCTYMHbIX A4 KIVEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT

onpeaeneH. cogepxaTtb 4o 8 3anwce17|, pa3aeneHHbIX npo6en0M.
no dns-server YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
domain-name domain domain: (1..32) Onpegenset gomeHHoe ums gns DHCP-knuneHToB.
no domain-name CMMBO/I0B YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenset cnucok WINS-cepsepoB, AOCTYMHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn
y3na NetBIOS He
onpeaeneH.

Onpegenset Tmn y3na NetBIOS Microsoft s knneHnTos DHCP:
- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rnbpuaHbIiA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Ucnonb3yetca anAa ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO0MXKEH BbITb NONY-
YeH 3arpy3ouHblii dpaiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHma DHCP-knneHTy nma cepsepa, € Ko-
TOPOro A0/KeH bbITb NOMYYeH 3arpy304Hbli dpaiin.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bootfile filename

no bootfile

filename: (1..128)
CUMBOIOB

YKasblBaeT uma ¢aiina, UCnonb3yemoro Aas HavyanbHoOW 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBepoB He
onpeaeneH.

Onpepenser CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
KeT cogepaTb A0 8 3anuceit, pasgeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBOJI0B

Hactpansaet onuum DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NONOXUTENbHOE YNCAO;
- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanaet onumn gna DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#
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Tabnuua 241 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Yaanenue 3anuceit n3 Tabanubl COOTBETCTBUA GUINYECKUX Aa-
pecos 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepBepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
4yatb gna DHCP-knueHTOB.

show ip dhcp pool host
[lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-appec KnueHTa;

- name — vma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHourypaumm DHCP-nyna agpecos DHCP-cepsepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C GU3NYECKUMU
afipecaMu K/IMEHTOB, a TaKXKe BpemA apeHAbl, cnocob HasHaue-
HUA 1 cocToAHKe IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctmkm DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTnBHbIX IP-agpecos, BbligaHHbix DHCP-cepsepom.

[pumepbl 8b1N0AHEHUS KOMAHO

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-KnneHToB: Mma gomeHa — test.ru, Wwnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.27 KoHdwurypauua ACL (cnuckn KOHTpona aocrtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuna

bunbTpaLMmM BXoAALLEro U nUcxoaawero TpadmMKa Ha OCHOBAHWMW NepeAaBaemblX B MaKeTax MPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v
Y

ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl UMEeTb OAWHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnucku moryT pabotatb BmecTe Ha ogHom ¢usnueckom uHrepdeiice. CNnUcok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLaTbCa co cnuckamu gna IPv4 unm IPv6. iBa
CMUCKA 04MHAKOBOro TMNA He MOryT paboTaTb BMecTe Ha MHTepdeiice.

KomaHapl ana co3fgaHua U pefakTupoBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol

KOHUrypauum.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #
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Tabnuua 242 — KomaHap! Ans co3gaHns u KoHourypaumm cnmckos ACL

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaYaHuro

ip access-list access_list Co3paHue cTaHaapTHoro cnmcka ACL.

{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHUE NAKEeTOB C YKa3aHHbIMWU MNapa-

ip_address [ip_address_mask]} MeTpamu;
- permit — paspeLmnTb NPOXOKAEHNE NAKETOB C YKAa3aHHbIMK Napa-
meTpamu.

no ip access-list access_list YaanuTb CTaHZapTHbIN cnncok ACL.

ip access-list extended Co3paHune HOBOro paclimpeHHoro cnucka ACL gns agpecauum IPv4

access_list N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHPUrypaLmmn paHee co-
3[0,aHHOTO CMMUCKa.

no ip access-list extended YaaneHue pacwmpeHHoro cnncka ACL ana agpecauuu IPv4.

access_list

ipv6 access-list access_list Co3paHune HOBOro cTaHZapTHoro cnucka ACL gns agpecauyum IPv6.

{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MAKETOB C YKa3aHHbIMW MNapa-

ipvé_address access_list: (0..32) MeTpamu;

[ipv6_address_prefix]} cMMBONa - permit — paspelwmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
meTpamu.

no ipv6 access-list access_list YpaneHue ctaHgapTHoro cnucka ACL ana agpecaumu IPv6.

ipv6 access-list extended Co3paHune HOBOro paclwmpeHHoro cnucka ACL gns agpecauum IPve

access_list W BXOZ, B PEXUM €ro KOHOUIrypaLmm (ecv CNUCOK € AaHHbIM UMe-
HeM elLlle He co34aH) Mbo BXo4, B peXKMM KOHPUrypaLmmn paHee co-
3[4,aHHOrO CMUCKa.

no ipv6 access-list extended YaaneHue pacwmpeHHoro cnncka ACL ansa agpecauum IPv6.

access_list

mac access-list extended Co3paHue HoBoro crnvcka ACL Ha 6asze MAC-agpecaunn v Bxog B

access_list PEXUM ero KoOHGUrypaumm (ecam CNUCoK C AaHHbIM UMEHEM elue
He co34aH) MMbo BXOA B PeXUM KOHOUTYpaLnUn paHee CO34aHHOMo
CrucKa.

no mac access-list extended Yaanenue cnucka ACL Ha 6aze MAC-agpecaumm.

access_list

time-range time_name Bxog, B pexkum KoHbUrypaumm time-range v onpegeneHne BpemeH-

time_name: (0..32) HbIX MHTEPBaNOB ANA CMMCKa A0CTyna.
cMMBOA - time_name — uma npodunsa HacTpoek time-range.
no time-range time_name YaaneHve 3agaHHoOM KoHOUrypauum time-range.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnmncok ACL, Heobxogumo cBA3aTb ero c MHTepdeincom.
NHTepdeiicom, MCNOob3YIOLLMM CNIMCOK, MOKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepderica Ethernet, VLAN, rpynnbl nopToB nmeet
BMA;

console (config-if)#
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Tabnuua 243 — KomaHaa HasHaveHua cnucka ACL-nHtepdeicy

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMMBO/IA

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NpuUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTpoMKa ANA NpUMeHeHusa onuun 82.
MNopg pevicteue ACL, HasHayaemoro Ha interface vlan, no-
V nagaeT He TO/NbKO MapLIPYTU3MPYeMblid TPadUuK, HO U

MNopg pevicteue ACL, HasHayaemoro Ha interface vlan, no-
napaeT Becb BXO4ALMI B NOPTbl TpadPuK B AaHHOM VLAN.

TpaduK BHYTpM ceTu.
YaaneHue cnucKa ¢ nHtepdelica.

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnuua 244 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMMBO/IaA

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTaTope.

MokasbisaeT cnuckm ACL, co3gaHHble Ha KOMMYTaTOpe, KOTOpbIe B
HacTosLLee BpeMA ABNAOTCA aKTUBHBIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

MokasbiBaeT cnucku ACL, HazHayeHHble nHTepdeiicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

O6HYNUTbL BCe cYETYMKM cnmckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094);

lMoKa3biBaeT CYETYMKM CNUCKOB A0CTyNa.

KomaHObl pexcuma EXEC

KomaHaHas cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnnuya 245 — KomaHab! gnsa npocMmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaLumio time-range.
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5.27.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbLIX NMAPAMETPOB, UCMO/b3YEeMbIX B
coCTaBe KOMaHA, HacTpoMKM cnmnckoB ACL, ocHoBaHHbIX Ha agpecaumn IPvd. Co3gaHue M BXO4, B PEXUM
pefakTuposaHnA cnuckos ACL, oCcHOBaHHbIX Ha agpecauuun IPv4, ocywectBnAaetrca nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, gns cosganus cnucka ACL nog HasBaHuem EltexAL
HEeob6X0A4MMO BbINOJHUTL CleayolmMe KOMaHOb!:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnunua 246 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [OeiictBue ‘paspewwnTs’ Co3pgaet paspelatouee npasuno ¢uabTpaumm B cnmcke ACL.
deny [ewncTteue ‘3anpetuts’ Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
protocol Mone npeagHasHavyeHo Ana yKasaHuA NPOTOKoAA (MK Bcex NpoTo-

KOJ/I0B), Ha OCHOBE KOTOPOro byAeT ocyliecTsaseTcs puabTpaums.
Mpw BbIGOpE NPOTOKO/1Ia BO3MOXHbI CiegytoLme BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, "MbBO UncNoOBOE 3HAYEHNE NPOTOKONA, B ANanasoHe
(0—-255).

[na cooTBeTcTBMA NIO6OMY NPOTOKONY MCNOb3yeTcA 3HaveHue IP.

MpoTokon

source Aapec UCTOYHMKA Onpepensaet IP-agpec UCTOYHMKA NaKeTa.

source_wildcard BuTtoBas macka, npumeHsiemas K IP-aapecy MUCTOYHMKA MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pu1poBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOMKHbI BbITb 3anK-
Wildcard-macka agpeca CaHbl eauHuubl. Hanpumep, UCNONb3ya MACKy, MOXHO onpese-

WUCTOYHMKA NUTb ana npasuna ¢unotpauum IP-cetb. Ytobbl f06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHue mackm 0.0.255.255, To ecTb COriacHO AaHHOM Macke Mo-
cnegHue 16 6uT IP-agpeca 6yayT UTHOPUPOBATLCA.

destination Appec HasHayeHus Onpepensert IP-agpec HasHavyeHMA NakeTa.

destination_wildcard BuTOBas macka, npumeHsaemas K IP-agpecy HasHayeHMA maketa.
Macka onpegensaet 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-

Wildcard-macka agpeca
punpoBaTh. B 3HaYeHUs UrHopmpyembix 6UTOB A0MKHbI BbITb 3aMK-

HasHayeHus
CaHbl eAuHUUbl. Macka MCMo/b3yeTca aHa/lofMYHO Macke
source_wildcard.

vlan NaeHTudumkaTop Vlan Onpeaenser Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBUIO.

dscp None DSCP & saronoske L3 Onpe,a,e}lﬂeT 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHuit nons dscp: (0 —63).
precedence MpuopwuTet IP Onpegaenset npuopwuteT IP-Tpaduka: (0-7).
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MUHTEPBA/OB.
KOHdUrypaumm time-range
icmp_type Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-

umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
- timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHus, B guanasoHe (0 — 255).
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Tun coobuieHns NnpoTokona
IGMP

icmp_code Kog coobueHunii npotokona ICMP, ncnonbsyembln ans punbtpa-
Kopg, coobuieHuns npoTokona .
umMm  ICMP-naketoB. Bo3moskHble Kogbl CcoO0bLEeHUI nona
ICMP .
icmp_code: (0 — 255).
igmp_type un cooblueHuii NpoToKkona , Ucnonbayemblit ansa dbuabTpa-
j t T 6 7 IGMP 7

UMM naketos |IGMP. Bo3MOKHble TuMbl co0bLIEHMIA noAA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMb0o YncNOBOE 3HaYeHME
TMna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaueHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HaueHusa nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecnn gna ycnosua dunbtpaumm dnar fonxkeH 6biTb YCTAHOBIEH,
TO nepea, HUM CTaBUTCA 3HaK «+», €CNN He A0/KeH BblTb YCTaHOB-
NleH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvsosarHun
HECKOJIbkMX ¢naros B ycnosum punbtpaumm, dnaru obbegmHa-
loTCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobLeHni

disable_port BbIKntoYaeT NopT, € KOTOPOro BblN NPUHAT NaKeT, yA0BNETBOPAIO-
OTKNtoYeHMe nopTa LMK ycnoBmAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTo-

pov 6bl10 onucaHo none.
log_input BkatoyaeT oTnpasKy MHGOPMALMOHHbLIX COOBLLEHWNI B CUCTEMHDIV

YKYPHaN NPy NOy4EHUM NaKeTa, KOTOPbI COOTBETCTBYET 3aMnCH.

offset_list_name

HanmeHoBaHuWe cnucka
WwabnoHOB Nonb3osaTens

3apaeT UCNo/1b30BaHMe CNMCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHWA NakeToB. [N KaxKaoro cnncka ACL moskeT bbITb onpe-
OeNeH CBOW CNUCOK WabnoHoB..

ace-priority MHAeKc 3a4aeT NonoXKeHne NpaBuaa B CNMCKe M ero NpuMopuTerT.
MpuopuTeT 3anucu Yem meHblle MHAEKC — TeM npuopuTeTHee npasuo. [uanasoH
A0NYyCTUMbIX 3HauYeHui (1..2147483647).
/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca na-
pameTp «any».

Ecnu nakeTt nonagaet nog Kputepuit npasuna 8 ACL, To Hag, HUM BbINOAHAETCA AeAcTBUE
aToro npasuna (permit/deny). JanbHeliwan nposepKa He NPOU3BOAUTCA.

cooTtBeTcTBUE Npasunam IP ACL, notom MAC ACL (B cnyuyae, ecam He nonagér noa peiictemne
HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL HasHaueH

V Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHayasibHO NaKeT byaeT npoBepeH Ha

Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan
nopa, Ae CTBME HU OAHOTO U3 NPAaBUA, TO Hag AaHHbIM NaKeTom GyAeT NPMMEHEHO AelicTBue
"deny any any".
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Tabnuua 247 — KomaHapl, ucnonbayemble ans Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauunm

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obaenser paspelatolyto 3anmcb GpuabTpaumMm ana nNpoToKoa.
MakeTbl, OTBEYaloLMe yYCA0BMAM 3anucu, byayT obpabaTtbiBaTben
KOMMYTaTopOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Yaanaer co3faHHyo0 paHee 3anuc.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obaenser paspelsatotyto 3anuce GunbTpauumM 414 NPOTOKoNA
IP. MakeTbl, oTBeYatlowue ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Yaanaer co3gaHHyo paHee 3anuch.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnsaeT paspelaroLLyto 3anuce GUAbTPaUUK AnA NPOTOKo/a
ICMP. MaKeTbl, oTBeYatoWwue ycnoBmuam 3anmcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YanseT co3gaHHyH paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[JobasnsaeT paspelaroLLyto 3anuce GuUabTpaLmmM a4na NpPoToKoNa
IGMP. MakeTbl, 0OTBEYAtOLLME YCNOBUAM 3anucK, byayT o6pabatbl-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnaeT paspeluatoLLyto 3anmcb GUAbLTPALUN ANA NPOTOKONA
TCP. NaKeTbl, oTBEYatoLWMe ycnoBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[JobaBnaeT paspeluatoLyto 3anncb GuAbTPaLUKU ANA NPOTOKOAA
UDP. MakeTbl, oTBEYatlowWwme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuchb.

deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asnser 3anpeLaoLyto 3anncb GuUabTPaLMm 4ns NpoToKoAa.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucy, byayT 610KMpoBaTLCA
KomMMyTaTopom. Mpu ncnonbaoBaHuK Knkodesoro cnosa disable-
port dp13myecKkuii MHTepdEenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaer
OTNPaBAeHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanseT co3faHHyH paHee 3anuch.
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deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeluatolyyto 3anucbk GUAbTPaLUKM ANA NPOTOKOAA
IP. MakeTbl, oTBevyalolwme ycnoBuam 3anucu, 6yayt 6aokupo-
BaTbCA KOMMYyTaTOpom. lpu MCNONb30BaHMM KAOYEBOTO C/10BA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BbikAtoYeH. Mpu MCNoib30BaHMU Katodesoro ciosa log-
input 6yaeT oTnpaBieHo coobLLeHMe B CUCTEMHBIV KypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLLatowyio 3anMcb GUAbTPaUUKN gna NPoOToKoNa
ICMP. MaKeTbl, oTBeYaOWme ycnoBmMam 3anucu, 6yayt 610kupo-
BaTbCA KOMMyTaTopom. pu Mcno Nb30BaHUKM KAOYEBOTO C/10Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
byaeT BbikAoyeH. Mpu 1cnonb3oBaHWM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpelyatollyto 3anuce GUAbTPaALMM A4 NPOTOKO/A
IGMP. MakKeTbl, oTBEYatloWMe yCcA0BUAM 3anmcu, byayT 610Kupo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUMU KAOYEBOro CNOBA
disable-port ¢usmyecknii HTepdelic, NPUHABLUMIA TaKOW NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cniosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLuatoLyto 3anmucb GUAbTPALUKN ANA NPOTOKONA
TCP. MNakeTbl, oTBevalolWme ycaoBUAM 3anucu, byayt 6nokupo-
BaTbCA KOMMYTAaTOpPOM. MpU MCNONb30BaHUM KAOYEBOrO CAOBa
disable-port ¢pusmyecknin nHTEpdeElic, NPUHABLIMIA TaKON NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNE B CUCTEMHbIV XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnsaeT 3anpeLlatoLyio 3anucb GUAbTPaLUKN ANA NPOTOKOAA
UDP. MaKeTbl, oTBeYaloLWwme ycnosusam sanucu, byayt 6nokupo-
BaTbCA KOMMyTaTopom. lMpn MCNoNb30BaHUU KAKOYEBOrO CN0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BbikAoYeH. Mpu 1cnonb3oBaHWK Katoyesoro cnosa log-
input 6yneT oTnpaBneHo coobLLeHNE B CUCTEMHBIN XKypHan.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanaet co3gaHHyo paHee 3anuchb.
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value} ...

offset-list offset_list_name {offset_base offset mask

Co34aéT cnucok WabnoHoB Nonb3oBaTensa ¢ umeHem name. Uma
MOKeT BK/oYaTb oT 1 40 32 cumBONOB. B 0AHOM KOMaHae MoXKeT
copepKaTbCs A0 TPMHAALATU WaboOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnMma HacTPOIMKM CNMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/IlOUaOWMX Cneaytowme napameTpbl:
- offset_base — 6a3o0Boe cmelleHne. BO3MOXKHble 3HaYeHun:

I3 — Hayano cmeleHuns ¢ Havyana IP-3aronoska;

14 — Hayano cmelweHus ¢ KoHua IP-3aronoBKa.
- offset — cmewieHue baiiTa faHHbIX B Npeaenax nakera. basosoe
cMelLeHre NPUHMMAETCA 33 HaYvalo OTCYeTa;
- mask — macKa. B aHan13e nakeTa NPUHMMALOT y4acTue TO/IbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nCKOMOe 3HayeHue.

no offset-list offset_list name

YpanseT co3gaHHbIN paHee CrUCOK.

5.27.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAaPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHZ HacTpolikm cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B peXum penaktnpoBaHma cnmuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCYLLECTBAAETCA NO KOMaHAae:

ipv6é access-list access-1ist. Hanpumep, gna co3gaHua cnncka

ACL nog, HazBaHMem MESipv6 HeobxoAMMO BbINOMHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (config) # ipvé access-list MESipv6
console (config-ipve-al) #

Tabanua 248 — OCHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [JelicTBme 3anpeTuTb Coszpaer 3anpelyatoliee npasuno GunbTpaumm B cnucke ACL.
protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-

KOJ10B), Ha OCHOBE KOTOpOoro byaeT ocylecTsaserca GpuabTpaums.
Mpu BbIGOPE NPOTOKOAA BO3MOXHbI C/IeAytoLmMe BapuaHTbl: icmp,
tcp, udp Mbo uMcnoBOe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[Ona cootseTcTBuA Nt06OMY NMPOTOKOAY MCMO/b3YeTCA 3HauYeHue
IPv6.

source_prefix/length

AZpec oTnpaBuUTens u ero
ANMHa

Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-
CTBO CTapwmx 6MT agpeca) MCTOYHUKa NaKeTa.

destination_prefix/length

Afpec HazHayeHuA n ero

Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-

Kona ICMP

ANVHa CTBO CTapLimx 6UT afipeca) HazHaYeHUs nakera.
dscp None DSCP & saronoske L3 OI'IpE,CI,EIlﬂET 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUIYPaLMIO BPEMEHHbIX UHTEPBAOB.
umm time-range
icmp_type Ucnonbsyetca ana punstpaumm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Koga, coobuieHnin npoto- Ucnonbsyetca gna ¢unbtpaumm ICMP-naketoB. Bo3MoKHble 3Ha-

yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun
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source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HayeHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

®naru npotokona TCP

Ecau gna ycnosua ¢unbTpaumm dnar fonxeH 6biTb YCTaHOBEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NaKeT, yA0BAETBOPAIO-
OTKNtoYeHMe nopTa WM ycnoBmaAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTO-

po#, 66110 onncaHo none.
log-input . BKtoyaeT oTnpaBKy MHGOPMaLMOHHbIX COOBLLEHNI B CUCTEMHbIN

g-inp OTnpaBKa coobuieHni PaBKy uH$opmaL, N W
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
ace-priority NHaeKkc npaBuaa B Tabnuvue, Yem MeHbLIEe UMHAEKC — TEM NPUOPU-
MHaekc npasmna
A P TeTHee npaswuno: (1..2147483647).
/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».

/ Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHUMM B CNUCOK A,0-

6aBnAloTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLblo npoToKona IC-
MPv6, a nocheaHAAa O3Ha4YaeT UTHOPUPOBaHUE BCEX MaKeTOB, He YA0B/1ETBOPAIOWMUX YCNO-

suam ACL.

Tabanua 249 — KomaHabl, cnosibayemble aaa HacTpoiriku ACL cnuckos Ha ocHoBe IPv6-aapecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence

precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeLatoLyto 3anncb GUAbLTPaL MM 41A NPOTOKOAa.
MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCa
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GpUaAbTPaALUKN aNa NPOTOKONA
ICMP. MNakeTbl, OTBEYatowWMe ycnoBmMam 3anucu, byayT obpaba-
TbIBAaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeLuatoLyto 3anvce GunbTpauum ana NpoTokona
TCP. MakeTbl, oTBEYAlOLME YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanaet CO34aHHYIO paHee 3anucb.
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permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTpaLUN ANA NPOTOKOAA
UDP. MakeTbl, OTBEYaOLWME YCN0BUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobanaeT 3anpeLyatoLLyto 3anncb GUabTPaL M Aaa NPoToKoNa.
MakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. lMpu ncnonb3oBaHMmM Kntodesoro caosa disable-
port dusnyeckmit nHTepdeiic, NPUHABLINIA TaKoKM nakeT, byaeT
BbIKtoYeH. Mpu ncnosib3oBaHMKM Kntoyesoro caosa log-input by-
[eT OTNPaBNEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ana NpoToKoaa
ICMP. MNaKeTbl, oTBEYAtOWME YCOBUAM 3anucK, byayT 610Kkupo-
BaTbCA KOMMYyTaTOpOoMm. MpK MCNOIb30BaHMM KAOYEBOTO CNOBA
disable-port ¢um3myeckuii MHTEPDENC, NPUHABLLMIA TaKOW NaKerT,
6yaeT BbikAloueH. MNpy ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTnpae/ieHo coobLeHMe B CUCTEMHBIN KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpeLLatoLLyto 3anucb GuabTpaLumn Ana NpoToKoa
TCP. NaKeTbl, OTBeYalOLLME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYyTaTOpPOM. MpK UCNONb30BaHUM KNHOYEBOro C/I0Ba
disable-port pusnuecknii HTepdenc, NPUHABLLMIA TaKoM NakKerT,
6yaeT BbikatouyeH. Mpu ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTNpaB/iieHo cOOBLEHME B CUCTEMHBIN KypHan.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnser 3anpeLiatoLyto 3anuce GunbTpaLummn ana NpoToKona
UDP. MakeTbl, OTBEYAOLWME YCNOBMAM 3anncu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM. lMpPU UCNONb30BaHUM K/OYEBOTO C/NI0BA
disable-port pusnueckuii HTepdeic, NPUHABLLMI TaKoM NakKerT,
6yaeT BbikAtoYeH. Mpu ucnonb3oBaHUK KatoueBoro cnosa log-
input 6yaeT oTnpasneHo coobLEeHNE B CUCTEMHBIV KYPHaI.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYI paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3aaéT cnucok WwabnoHos nosb3oBaTens c umeHem name. Uma
MOMKET BK/toYaTb 0T 1 40 32 cMMBO/10B. B 0gHOM KOMaHAe MoKeT
coAepKaTbCs A0 TPUHAALUATK WabnoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pekMma HaCTPOMKM CNUCKOB AOCTyna (KomaHaa set
system mode), BKAtoYaloLWmMX cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmeleHne. BO3mMoKHble 3HaYeHus:

I3 — Havano cmeweHuns ¢ Havyana IPv6-3aronoBkKa;

14 — Hayano cmeweHnA ¢ KoHua IPvb-3aronoskKa.
- offset — cmeweHmne 6aiiTa gaHHbIX B Npeaenax naketa. basosoe
CMeLleHMe NPUHUMAETCA 3@ Hayaso OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPUHMMAIOT y4acTue TObKO
Te paspagbl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

YpanseT co3faHHbIl paHee CUCOK.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32

231




HELTEX

5.27.3 Kondpuzypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmposaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 250 — OcHOBHblE NapamMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnncke ACL.
deny [Oevicteue 3anpeTuTb Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO Ur-
HOPMPOBATb. B 3HAaUYEHMA UTHOPUPYEMbIX BUTOB J0MKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya Macky, MOXHO onpeae-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
806asuTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, He0obxoA4MMO 3a4aTb 3HAYEHWEe MaCKu
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHoOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpegenaetr MAC-agpec HasHaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO Ur-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB A0/MKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNBbTPYEMBIX NAKETOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eanHuLbl. Hanpumep, 4Tobbl Mcnonb30BaThb B Npasuae GpuabTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTb 3HayeHue 6, inbo
7, a B none macku 3HayeHue 1 (7 B ABOMYHOM NpeSCTaBNEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), "Anbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyembix NaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NAKeT, yA0BAETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNIN B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky urbopmay, N W
YKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

MobaliToBOE CMelLeHne OT
K/TIO4EBOM TOYKM

3apaeT UCNoNb30BaHMe CNMCKA WabnoHOB Nosib3oBaTensa gaa pac-
Nno3HaBaHWA NakeToB. A Kaxporo cnucka ACL moKeT bbITb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.

ace-priority MHaekc npasuna B TabnuLe, 4em MeHblLe UHAEKC — TeM NpUopu-
"
HAEGKC Npasuna TeTHee npaswno 1-2147483647.
/| AnaBbibopa Beero AManasoHa NnapameTpos, kpome dscp u IP-precedence, ucnonbayetcs na-
y pameTp «any».
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Ecnu naket nonagaet nog Kputepui npasuna 8 ACL, To Hag, HUM BbINOAHAETCA AelcTBue
atoro npasuna (permit/deny). anbHeiiwan npoBepka He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT 6yaeT npoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuae, ecnm He nonagér noa aeiicreme

HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL Ha3HauyeH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
noa, AeicTBMe HU OAHOro U3 NPaBUJ, TO Hag AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnuua 251 — KomaHapl, ucnosibayemble aas Hactponkn ACL-cnmckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obasnsaeT paspeluatoLyto 3anucb puabtpaumu. NMaketbl, oTee-
Yatolme ycaosuam 3anucu, byayt obpabatbiBaTbca KOMMYyTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Yaanser co3gaHHylo paHee 3anmch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[JobasnsaeT 3anpeLuaroLLyto 3anuce dpunbTpaumu. MNakeTsl, oTee-
YaloLme ycnoBMAM 3anucK, byayT 610KMPOBATLCA KOMMYTATO-
pom. Mpu ncnonb3oBaHuK Kntouyesoro cnosa disable-port, dpu-
3MYeCcKuit HTepdelc, NPUHABLLMIM TaKoM NaKeT, ByaeT BbIKO-
YeH.

Mpu ncnonb3oBaHUK KNKOYEBOTo cNoBa log-input byaeT oTnpas-
/IeHO coobLLEeHME B CUCTEMHbIV KypHan.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanaer co3gaHHyo paHee 3anuce.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucoK WwabnoHOB MoNb30BaTENA C UMEHEM name.
Mma moxkeT BKAoYaTb oT 1 40 32 cumB0oA0B. B ogHOM KOMaHae
MOXET coAepKaTbCs A0 TPMHAALATY WabOHOB B 3aBUCUMOCTH
OT BbIGPAHHOrO pPe)XMMa HaCTPOMKM CMUCKOB AocTyna (Ko-
maHaa set system mode), BKAlOYalOWMX creayowme napa-
MeTpbl:
- offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUs:

12 — Hayano cmeweHun ot EtherType;

outer-tag — Hauyano cmeueHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Havano cmelleHmna ¢ MAC-agpeca UCTOUYHUKA;

dst-mac — Hauano cmeleHua ¢ MAC-agpeca HazHayeHus.
- offset — cmelleHMe baliTa AaHHbIX B Npegenax nakerta. baso-
BOE CMeLLeHne NPUHUMAETCA 33 Hayaso oTcyeTa;
- mask —macKa. B aHann3e naketa NPMHMMAIOT y4acTUe TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbLIX B COOTBETCTBYIOLMX pa3psaLax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

Ypanaet CO3,C|,aHHbIl\/‘I paHee CNUCOK.
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5.28 KoHdwurypauumsa 3awmTtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 252 — KomaHap! Ans HacTponky 3awmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeLLaeT NPOXOXKAEHUE KAafPOB C HEAONYCTUMbIMU («MapcUaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OtbpacbiBaeT naketbl TCP ¢ O4HOBPEMEHHO YCTAaHOB/IEHHbIMU
SYN- u FIN- pnaramu.

BbIktoyaeT PpyHKUMIO oTbpacbiBaHMA nakeTtoB TCP c ogHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspelsaeT NPOXoKAEHNE ONpeaeneHHbIX TUMOB Tpa-
dV1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbIMm 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/toYaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAIOYaEeT KNacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpansaet pexkmm 3awmTbl oT SYN-aTak:

- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynpexatowee cooblieHme npu npu-
xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
Hbim pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpanBaeT pexxmm nNo yMOAYaHUIo.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

Onpepenser UHTepBas, NO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpegenser CKOPOCTb (KO/IMYECTBO MAKeTOB B CEKyHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BKkatoyaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHune cTaTMcTMKkM SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsi nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnuya 253 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CosgaeT npaBu/o, 3anpeluatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

Ypanset 3anpeuatolLee npasusio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — |P-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaeT nopor syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTs,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHaBnMBaeT 3HavYeHMe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 254 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OTob6parkaeT HacTPOMKK 3aWwmnTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..24);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HacTPOlKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..24);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HACTPOMKM CTaTUCTUKM 3aLLmTbl OT SYN-aTaK M UH-
bopmaumio 06 UCTOUHMKAX aTaKu.

- detailed — oTobparkaeT AONONHUTENBHYIO MHDOPMaUUIO 06
WUCTOYHUKE aTaKu;

- source-ip — oTobparkaeT MHPOPMaLMIO ANA YKa3aHHOIO ip-
agpeca UCTOYHMKA;

- interface — oTob6pakaeT UHGOPMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

V B craTtuctuke coxpaHaetca MHpopmauums o 512 no-
cnegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OunwaeT cTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.29 KauecTtBo 06cnyuBaHusa — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YETCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKkeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTon, OpraHuUsylOWMi odepesn no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 255 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE MO YMOIYAHUIO.

YcTaHoBWTb 3HaveHue nona DSCP gna naketos, popmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

IOLLMI MOHBIN NepeYyeHb KOMaHA HacTpokn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO 04Yepesb Ha OCHOBaHUM MO/el B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-
NATCA B oyepeslb, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOHO MOCMOTPEeTb KomaHaoi «show qos interface queuing»),
017 OTNPaBKK B Apyrue ouepeam TpebyeTca HasHauTb Ha BXOAHOW
UHTepdeic cTpaTernto Knaccudurkaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/oTKAIOuEH - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YcTaHaBAMBaEeT MeToA, N0 YMONYAHMIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMNoNb3yeTcsa onuus
match-all

1. Co3paeT cnucoK Kputepunes KnaccuduKkaumm Tpaduka.
2. BXOoAWT B peXnm pefaKTUPOBAHUA CMIUCKA KPUTEPUEB KNAccu-
duKaumm Tpadumka.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oauH, no6oli KpUTepUin aHHOTO CMMCKA LO/IKEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxuma gos advanced.

YfanseT cCNUCOK KpuTepues KnaccuduKaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3paert cTpaternio Knaccudumrkaumm Tpaduka.
2. BXoAWT B peXxMm peaakTMpPOBaHMA CTpaTermm Knaccuoukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT npasuao knaccudpmrkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbuT/C;
excess_burst_byte:
(3000..19173960) 6aiir;
peak_rate_kbps:
(3..57982058) kbuT/C;
peak_burst_byte:
(3000..19173960) 6aiit

Onpegenset WabnoH HaCTPOEK, KOTOPbIM NMO3BOAET OFPAHNYUTD
nosocy NPONycKaHUA KaHana.

Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NPUHATHE
pelleHuna: nepeaatb NakeT uan oTbépocuTb. MapameTpamu anro-
putMa ABAATcA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».

- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[laHHasA CKOPOCTb rapaHTUpyeTca Npu nepegade nHbopmaumu;

- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOP3UHa» NepenoNHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;

- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMM 3HaYeHnamu DSCP;

- violate-action — yctaHOBWTb AeiicTBME Hag NakeToM nocae npe-
BbILLIEHMA MOPOroBOro 3HaYeHus.

Henb3sa yaanutb WwWabnoH HACTPOEK, €C/IM OH UCNONb3Y-

V eTca B ctpaterum policy map, nepeps yaaneHmem cnegyer
y4anuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
LWweHUn 3HayeHna committed_rate unu peak_rate nepe-
AaTb NaKeT Aanblue, USMEHUB B HemM MeTKy dscp, KoTo-
V pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cnyuyae c
peak_rate. Mpwu atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Ypansaet wabaoH HaCTPOEK PerynnmpoBaHmn CKOPOCTU KaHana.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpepgensaeT WabnoH HacTpoeK, KOTOPbI NO3BONAET OrPaHUYNTb
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpegenieHHy CKOPOCTb Nepeaayn AaHHbIX.

Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3MHbI». 3a4a4el anroputma ABAAeTCcA NPUHATUE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
puTMma ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».

- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenoiHeHnn KKOP3MHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.

Henb3s yaanutb WabnoH HaAcTpoeK, ecau OH UCNO/b3y-

V eTcA B cTpateruu policy map, nepea yganeHmem cheayer
YAAnUTb Ha3HaueHue wWabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WeHUn 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblie, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesblweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypanaet wabnoH HaACTpOeK peryamposaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunAa DSCP gna scex

BXOOALLMX NAKETOB
OCTaAOTCA HEM3MEHHbIMU

3anonHset Tabaunuy nepemapkuposku DSCP. [na BxoasaLwmx nake-
TOB C yKa3aHHbIMK 3HavyeHnamu DSCP 3agaeT HoBOe 3HayeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3agaTb HoBOe 3HaueHMe DSCP B nakeTe Npu npesbiLle-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHus CoS no
YMONYaHUIO Ana
ouepenen:
CoS=1-ouepegp 1
CoS =2 — ouepepp 2
CoS =0-ouepegp 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—ouepesb 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

Onpegenset 3HaueHus CoS ana ovepeseit ncxogawero Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKgoM oyepeam paseH 1

MpuceanBaeT BEC UCXOAALMM O4YepesaM, UCMOb3yemMblii Mexa-
Huamom WRR (Weighted Round Robin — BecoBoit mexaHu3m pac-
npeaeneHns HarpysKku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepeael.
V Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

BaTbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeau paBHONPaBHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwunx oyepeaen ydacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/OYEHO

Mcnonb3osaTtbh 3agaHHylo Tabauuy nepemapKMpoBKM O AoBe-
PeHHbIX MOPTOB KOMMYTaTOpa.

He ncnonb3osath TabnLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknpoBku DSCP. 3ameHsaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkupoBku CoS. 3ameHAET 3HaYeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAaPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHset Tabaunuy nepemapkuposkun DSCP. [ina BxoaaWwmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HayeHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpefenset HoBoe 3HavyeHwue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HaveHuamm DSCP Bxoas-
LLMX NAKETOB M oYepesaMu.

- dscp_list — onpenenset go 8 3HayeHnin DSCP, 3HaYeHuA pasgens-
1oTCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXMM J0BEPMA KOMMYTaTopa B 6a30BOM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNacCUPUKALMIO BXOAALLMX NAKETOB MO 3Ha-
yeHuam CoS. 1na HeTerMpoBaHHbIX NAKETOB UCNONb3yeTCA 3Haye-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCUPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/AMBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos..

V [eiicTByeT TONbKO ANA peXxuma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BonAaeT NPUMeHUTb TabanLy M3MeHeHUI dscp K COBOKYNHOCTH
dscp-aoBepeHHbIX NOpPTOB. Mcnonb3oBaHne Tabauubl MU3MeHeHW
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoaALliero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT ucnonb3oBaHue KapTbl N3MEHeHUN dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo yMmon4aHUio KapTa u3-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3HayeHunA DSCP gna

BCEX BXOAALLMX NAKETOB

OCTalOTCA HEM3MEHHbIMM

3anonHseT Tabavuy nepemapkmuposkm DSCP. [ns BXoAALMX NaKe-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenseT no 8 3HayeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEeHUE CKOPOCTM ANna Bxoasawero Tpaduka
onsa 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHu4eHne ckopo-
cTu) B banTax.

CHUMaET orpaHnYeHne CKOPOCTM BXoaaLero TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125.. 19531250)
pps
burst_pps: (1..19531250)
nakeTos

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTM O/1s BXOAsALLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune
CKOPOCTM) B NaKeTax.

CHATb orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
- kbps — orpaHuuyeHue BXoAAWMX KUNOBUT B CEKYHAY;
- ppS — OrpaHNYeHune BXOAALLMX MAKETOB B CEKYHAY;

V [laHHaA KomaHAa U3MeHsAeT peXxum paboTbl Ana cnegy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuuyeHus TpaduKa MHauye orpaHuye-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHpga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
TpaduK, ecnm BeepaeHa KomaHga traffic-limiter mode
PPps.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukayuu mpaguKka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtnposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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HELTEX

Tabanua 256 — KomaHAabl pexnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[LobasnaeT Kputepuit Knaccudmrkaunm Tpaduka. Onpepenset npa-
BuAa dunbTpaumm Tpaduka no cnncky ACL ana kKnaccudurkaumu.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaer Kputepuii Knaccudmkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHma cTpaTernmn knaccudumkaumm tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanua 257 — KomaHabl perkMma pefakTMpoBaHuA cTpaTernm KnaccudpuKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBOJ/I0B

OnpeaenaeT NpaBuao KnaccudurKaLumm TpadurKa U BXOANUT B PEXUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegenseT npasuna ¢éunbTpauum Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccMdUKaLmMm ONLMOHANbHbIM NapameTp access-group obssaTte-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pekume KoHdurypauum nHrepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npasuno knaccudumrkaumm Tpaduka class-map us crparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdUrypaLumm npasmnia Knaccubmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 258 — KomaHabl perkMma KoHbUrypaumm npasuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUs He YCTaHOBNEH

OnpepaensieT pexxum AoBepusa K onpegeneHHoMy TUny TpaduKa
COTNacHO rNo6anbHOMY pPexXUMy A0BepUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYyeHuA ana IP-nakera.
KomaHaa set ABnseTca B3aMMoMUCKAOUaloLWe ¢ Ko-
V MaHZAoI trust ana ogHoM u Tol XKe cTpaternm policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..32);

hu_port: (1..8/0/1..32);
group: (1..32)

HanpaBnaeT nakeTbl, yA0BNeTBOpAIOLME NPaBUAY Knaccuodu-
Kauum TpaduKa, B yKasaHHbIN NOpPT.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;

committed_burst_byte:

(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6auT

Mo3BoNsET OrpaHNYUTL NOAOCY NPONYCKAHMA KaHana.

Mpu paboTte ¢ NonOCOM NPONYCKaHUA UCNOJIb3YETCA aNrOPUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAAETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAATCA CKOpocTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06bEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpefHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
baiiTax;

- drop — naket byaeT oTbpoLLeH, Korga «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaeTt nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKOpocTH TpaduKa
nepeonpeaenieHHbIMU 3HaYeHnamm DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npeBsblLeHNA NOPOroBOro 3HaYeHUs.

V [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauYeHuAa committed-rate wuam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMAaHAOM qos
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuyae c peak_rate. Mpu atom npu npe-
BbilleHUM committed_rate u peak_rate moXKHO
HacTpauBaTb pa3Hble 3HayeHus dscp.

HasHauyaeT npasuny knaccudukaumm Tpaduka wabnoH
HaCTpoeK, KOTOPbI/ NO3BO/AET OrPaHUYUTL NOAOCY NPONYCKa-
HWA KaHana.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

Ypanser wabnoH HacTPOeK peryiMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KEepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu aTom npu npe-
BbllWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTH KaHana
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure

console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnuya 259 — KomaHabl perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHOro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B ouepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeica Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnnua 260 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio Knaccudurkaumm Tpadumka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxKaeHue Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanaet cTpaTtervio KnaccupuKkaunm tpaduKa ¢ nHtepdeliica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YcTaHaBAMBaET OrpaHMYeHne CKOpoCTn A ncxoaaiero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe cKopocTu) B baliTax.

CHVMMaeT orpaHUYeHne CKOPOCTU UCXoasALLero TpaduKa yepes UH-
Tepoelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
KoUT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTM TpaduKa Yepes nHTepoelic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTK) B baiTax.

CHUMaeT orpaHuyeHune ckopoctu Tpaduka yepes nHtepderic ana

no qos trust

-/BKNIOYEHO

queue_id ncxogALWEen oyepean.
qos trust [cos | dscp | BkntoyaeT 6a30Bbili MexaHM3M (OS ANA UHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopt gosepsAeT 060Mm ypoBHAM, ogHako DSCP nmeet
npuopwuTteT Hag 802.1p.

BbikntoyaeT 6a30BbI MEXaHU3M OS A/1A UHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..19173960)
6ainT/128 K6ant

YcraHaBauBsaet orpaHu4yeHune CKopoctn AnAa exoaAawero Tpad)l/IKa.

CHUMaeT orpaHuYeHne CKOpoCTH BxogsalLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps: (125..

19531250) pps

burst_pps: (1..
19531250) nakeTtoBs

YCTaHOB/IMBAET OrpaHMYeHne CKOPOCTH A1 BXoAdALLero Tpaduka B
pps.

no rate-limit

CHMUMaeT orpaHuYeHne CKOpoCTU BxogsaLLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3HauYeHue CoS no ymonyaHuio ansa nopta (CoS, npwm-
MeHAeMbIA ANA BCEro HeTerMpoBaHHOIO TpaduKa, NPoxoaALLero
yepes nHTepdeic).

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb yKaszaHHbI Npoduab K HTepdeiicy.

Y6paTb NnpuBA3KYy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHdurypaumm nHtepdeica VLAN:

console (config-if)#
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Tabnuua 261 — KomaHap! pexxmuma KoHourypaumnm nHtepoeiica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YcTaHaBAMBaeT 3HadYeHWe napameTpa nosaa npuoputeta 802.1p
01 UCXOAALLErO TErMpoBaHHOro Tpaduka, GopMUpyemMoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 262 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasbiBaeT pexxnum QOS, HaCTPOEHHbIN Ha ycTpolicTee. B 6a3o-
BOM PeXMME MNOKa3blBaeT «A0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasbiBaeT nNpasuaa Knaccuduraumm Tpaduka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3biBaeT HACTPOMKM CpeaHeit CKOPOCTM M OrPaHUYEHUA Mo-
NOCbl MPONYCKaHWUA 4NA NpaBua Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ouepeaen (WRR mnam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHua Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTernm KnaccuduKkaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3blBaeT MHPOPMaLMIO O 3aMeHe NoJsieil B NaKeTax, UCNob-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHuin dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1..8/0/1..32);

Mpocmortp tail-drop nHpopmaLmm no KOHKPeTHOMY MopTy (BCem
noprtam).
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show qos tail-drop unit unit_id

MpocmoTp tail-drop MHGOpPMauUKM NO KOHKPETHOMY YCTPOWCTBY B

unit_id: (1..8) crexe

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pexkum QoS advanced. Pacnpegenutb Tpaduk no odyepeasm, naketbl ¢ DSCP 12 B
nepsyto ovepeapb, naketbl ¢ DSCP 16 Bo BTOpY0. Bocbmas ouepeab — npuoputeTHasa. Co3gaTb cTpa-
Terno knaccuodukaumm Tpadmka no cnmucky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP
12 1 16 ¥ orpaHNUYMBaAIOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiT. Ucnonb3oBaTb AaHHYHO CTpaTernto Ha nHtepdencax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# qgos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnunua 263 — KomaHabl pexkuma rnobanbHOM KoOHGUrypauum

3HayeHue/3HayeHue
Mo yMmoa4YaHuo

KomaHoa Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBO/10B/BbIKNOYEHO

Bkntouaet QOS-CTaTVICTMKy Nno OorpaHnN4YeHU0O NonocC nponycka-
HUA.

OTkntovaer QOS-CTaTVICTVIKy Nno OrpaHNU4YeHno NoaoC NponycKa-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IOYEHO

BKkntouaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.

BbikntoyaeT cbop QOS-CTaTUCTUKM HA BCex MHTepdelicax.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 264 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

clear qos statistics

OyuLLaeT cTaTUCTUKY QOS No Bcem MHTepdeicam.

clear gos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OumuiaeT ctaTucTMKy QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasbiBaeT cTaTUCTMKY QOS no Bcem MHTepdelicam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3blBaeT cTaTUCTUKY QOS yKasaHHOro nHTepodelica.

5.30 KoHdurypauma npoToKoN0B MapLUpyTU3aLUn

5.30.1 KoHjpu2ypayua cmamu4yeckoli mapwpymu3sayuu

CTaTnuyeckana MapLipyTmMsauma — BUA MapLUpyTM3aumMmn, NpyM KOTOPOM MapLUpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHIUTYpaLuUmM mapLlipyTnsaTopa. Bca mapLipytnsauma npm sTom nponcxoguT 6es yyactus
KaKnx-1mbo NpoToKON0B MapLUPYTU3aLIUN.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnuua 265 — KomaHabl pexkuma rnobanbHoN KOHPUrypawmm

3HayeHue/ 3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

Co3pgaeT cTaTMyeckoe NpaBuio MapLupyTU3aLun.

- prefix — IP-apgpec ceTM HazHauyeHus;

- prefix_length — macka npeduKca HazHayeHUa UK eé AnHa;

- reject-route — 3anpeLaeT MaplpPyTU3aLMIO K CETU Ha3HaYeHun
yepes BCe L/O3bI;

- gateway — IP-agpec wno3a Ana focTyna K CeTM HasHavyeHus;

- metric — MeTpWKa ANA JaHHOTO MapLUpyTa;

- vrf_name — ums aksemnnapa VRF;

- track — Homep 06bEKTA OTCNEKMBAHUSA;

- distance — agMMHUCTPATMBHAA AUCTAHLMA MApLLPYTa.

ip route prefix prefix_length
{reject-route | gateway [met-
ric metric] [track track] [vrf

vrf_name] [distance distancel} prefix: (A.B.C.D);

prefix_length: (A.B.C.D
nwan /n);
gateway: (A.B.C.D)
metric (1..255)/1;
vrf_name: (1..32)
CUMBON3;
track: (1..64);

- - - distance (1..255)/1 —
no ip route prefix prefix_length YaanaeT npasuao us Tabanubl CTaTUYECKON MapLipyTU3aLmm.
{rejectroute | gateway} [vrf

vrf_name]
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as} | static} distance

distance {ospf {inter-as | intra-

YcTaHaBAMBaeT 3HayeHWE agMUHUCTPATUBHOW AucTaHuuu (AD)
AN1A BCEX MApPLLPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBAunBaeT 3Ha4yeHne AD AnA MeXK30HaNbHbIX
MapLLpPYyTOB, NPUHATbLIX No npoTtokony OSPF;

- ospf intra-as — yctaHaB/nMBaeT 3HayeHne AD anA BHYTPU3OHA/b-
HbIX MapLIPYTOB, NPUHATbIX MO NpoTokony OSPF;

- static — ycranaBavBaeT 3HayeHne AD ana cTtaTUYecKMXx mapLipy-
TOB.

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

intra-as} | static}

no distance {ospf {inter-as |

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 266 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3Ha4yeHue

Aelicmeue
o yMmon4YaHuro

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3sblBaeT TabanLy MapwpyTu3aumm, yA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEpPUAM.

— connected — NOAK/IOYEHHbIN MapLpPYT, TO €CTb MapLIpPyT, B3ATbIN
- C HernocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLErO HTep-
delica;

— static — cTaTUyYecKuit MapLUpyT, NPONUCaHHbIN B Tabanue mapLipy-
TM3aumm.

show distance

MoKa3aTb 3HaYeHWe aAMUHUCTPATUBHOWN AUCTaHLMM A5 PA3/IUYHBIX
WUCTOYHWKOB MapLUpyTa.

[pumep 8b1M10HEHUS KOMAHObI

= [loKasaTb TabanLy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnunua 267 — OnucaHune pesyabTaTa BbINOJHEHUA KOMaHAbI
lMone OnucaHue
MoKa3bIBaeT NPOUCXOKAEHME MaPLLPYTA:
c C — Connected (MapwpyT B3AT U3 HEMNOCPEACTBEHHO NOAKAOUEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKkunii mapLpyT, MPONMCAHHbIM B Tabanue MaplupyTmusaumm).
10.9.1.0/24 Aapec cetu.
MepBoe 3HayeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHUMA (CTeNeHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BblllE, TEM MEHbLUE JOBEPUE K UCTOUYHUKY), BTOPOE YUCAO — MET-
puvKa mapwpyTa.
via 10.0.1.2 Onpegaenset IP-agpec cneayowero maplipyTM3aTopa, Yepes KoTopblid NPOXOAUT MapLu-
o pyT A0 ceTu.
00:39:08 Onpeaensiet Bpema nocnegHero 06HOBAEHMA MapLlpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 OnpepenseT nHTepdeliic, Yyepes KOToPbIN NPOXOAMUT MapLUPYT A0 CETH.
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KomaHObI pexcuma KoHguaypauyuu VRF

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHodurypaumm VRF:

console (config-vrf) #

Tabanuya 268 — KomaHabl perkmuma KoHourypaumm VRF

KomaHOoa

3HayeHue/ 3Haye-
Hue no ymonua-
HUo

Aelicmeue

ip route prefix {mask | pre-
fix_length} {gateway [met-
ric distance]

Co3faTb cTaTMYECKOE MPaBMI0 MapLIpyTU3aLmm.
- prefix — ceTb HazHavyeHun (Hanpumep, 172.7.0.0);
- mask — macka ceTu (B popmaTte 4eCATUYHON CUCTEMbI MCUUCAe-

HuA);
prefix_length: (0..32); - prefix_length — npeduKc MackM cetu (KO/AMYecTBO eauHuL, B
distance (1..255)/1 Mmacke);

- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;
- distance — Bec mapLpyTa.

no ip route prefix {mask | YpanuTb npasuao 13 Tabmubl CTaTUYECKOM MapLIpyTU3aLmu.

prefix_length} {gateway}

ip default-gateway {gate- 3afaTb ANA KOMMYyTaToOpa aApec Wak3a no ymonvaHuio yepes VRF.

way} —/Wwnio3 no ymonua-

no ip default-gateway YOanuTb HasHauyeHHbIM agpec W3a No YMOAYaHMIO.

{gateway}

HUKO HE 3a4aH

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 269 — KomaHabl pexkuma EXEC

3HayeHue/ 3Haye-
Hue ro ymonya-
HUro

KomaHda Aeilicmeue

MokasaTb Tabnuuy MapLpyTU3aLmMK, yA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEPUAM.

- connected — NoAKAOYEHHbI MAPLUPYT, TO €CTb MapLpyT, B3ATbIN C
HenocpeacTBEHHO MOAKAYEHHOTO U GYHKUMOHUPYIOWEro UHTep-
delica;

- static — cTaTUyecKkuii MapLIpyT, NPONUCaHHbIV B Tabanue MapLipy-
TM3aumu;

- vif — 06nacTb BMPTyanbHOW MapLipyTM3aLMK, B KOTOPOW Haxo-
ANTCA MapLUpyT.

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]] —

5.30.2 Hacmpoliika npomokona RIP

MpoTokon RIP (aHra. Routing Information Protocol) — BHyTpeHHWI NPOTOKOA, KOTOPbLIM NO3BOASET
MapLLpyTM3aTOpam AMHAMUYECKM OOHOBAATL MapLUpyTHYO MHOOPMaLMIO, MOAy4Yas ee OT COCenHMX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOJ1, OCHOBAHHbIM Ha NPUMEHEHWUWN AUCTAHLMOHHONO BEKTOPA
MapLpyTn3aumnn. Kak AncTaHUMOHHO-BEKTOPHbIA npoTokoA, RIP nepuogumyeckn nocbliaeT o6HOBAEHMA
MeXay cocefammu, CTposA, TakMm ob6pa3om, TOMOAOrUKIO ceTu. B Kaxaom obHOBAeHMM nepepaetca
MHbOPMaLMA O AUCTaHLMM [0 BCEX CETEM Ha coceaHu mapupytusatop. KommyTaTop noaaepskuBaet
npotokon RIP Bepcum 2.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (confiqg) #

Tabnunua 270 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

Yaanenue rnobanbHol KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-rip) #

Tabnunua 271 — KomaHabl pexkmuma KoHburypaumm npotokona RIP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

default-metric [metric]

metric: (1..15)/1

no default-metric

YcTaHaB/MBaeT 3HaYeHNe MeTPUKM, C KOTopoW ByayT aHOHCK-
pOBaTbCA MapLIPYTbl, MO/yYEHHblE APYTMMU MPOTOKONAMM
MapuwpyTtusaummn. bes napameTpa ycTaHaBNMBaeT 3HaYeHme no
YMOJIYAHMIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

network A.B.C.D
A.B.C.D: IP-appec

YcTaHasnuBaeT IP-agpec nHtepdeiica, KoTopsblit byaeT yyacTso-
BaTb B NPOLECcce MapLLpyTU3aLuu.

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdelica, KoTopbli byaeT yyacTBoBaTh B
npouecce MapLpyTM3aLmm.

redistribute {static | PaspellaeT aHOHCMpOBaHMe MapLipyTos yepes RIP.

connected } [metric - 6e3 mapameTpoB — O3HayaeT, YTo OyAeT MCNosb30BaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauaeT, YTo 6yAeT MCMNo/b30BaThCA

- MEeTpPMKa U3 Tabnubl MapLIpyTU3aL MK,

no redistribute {static | 3anpeLwaeT aHOHCMPOBaHME CTaTUYECKMX MapLIpPYTOB uepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLiaeT UCNONb30BaTb METPUKY U3
TabAMLbI MapLIPyTU3aLUMN.

redistribute ospf [metric metric: (1..15, Pa3pewaeT aHoHcMpoBaHue OSPF-mapLupyTos Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — NpOU3BOANTL AHOHCUPOBAHME TONLKO ANA YKA3aHHbIX
TMnos OSPF-mapLupyTos;

- route-map_name — NpoOW3BOAUTb aHOHCMPOBAHWE MapLLPY-
TOB nocne ux GuNbTPaLMmM Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3pewaet aHOHcupoBaHme BGP-mapwpyTos yepes RIP.

- metric — 3Ha4YeHMe METPUKU ANA UMNOPTUPYEMbIX MapLL-
PyTOB;

- metric transparent — o3HayaeT, 4To 6yZeT UCNO/b30BaTLCA
MEeTPUKA U3 TabAuLbl MapLLPYTU3ALLUN.

be3 napameTpoB 3anpeluaeT aHOHCMpoOBaHMe mapLpytos BGP
yepes RIP. B cnyyae yKasaHua napameTpa BO3BpaLLLaeT ero ae-
bonTHOe 3HaueHwe.

redistribute isis [level] [match
match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;

Pa3spewaet aHoHcupoBaHue IS-IS mapwpyTtos yepes RIP.
- level — ycTaHOBWTb, U3 KAaKOro ypoBHsA IS-IS 6yayT aHOHCK-

[transparent] . pPOBATbLCA MapLLPYThI;
match: (internal,
- match — npoun3BoAUTb aHOHCMPOBAHME TOJIbKO A8 YKa3aHHbIX
external);
TMnos IS-IS mapwpyTos.
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metric: (1..15,
transparent)/1

be3 napameTpoBs 3anpellaeT aHOHCMpPOBaHUe mapwpyTos IS-IS
yepe3 RIP. B cnyyae yKasaHuAa napameTtpa BO3BpallaeT ero

no redistribute isis [/evel]
[match match] [metric metric]

[transparent] aedonTHoe 3HayeHue.
shutdown / BbIkntoYaloT NpoLuecc mapLpyTtusaumm no npotokony RIP.
-/BKNOYEHO
no shutdown BkntoyatoT npouecc maplpyTtusaumm no npotokony RIP.
passive-interface OTKNOYUTL 0BHOBNEHUA MapLIPYTU3ALUN.
-/BKAOYEHO

no passive-interface BK/IOYMTE OBHOBNEHUA MAPLLPYTU3ALMN.

default-information originate
no default-information
originate

[eHeprpoBaTb MapLLPYT MO YMOYAHUIO.

-/MapuwpyT He

BoccTaHOBMTb 3HaUEHME MO YMOYaHMIO.
reHepupyerca

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bua, 3anpoca KOMaHAHOMN CTPOKMU:
console (config-ip) #

Tabnnuya 272 — KomaHab!l perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKNIOYEHO

BbIK/tOUaoT Npouecc mappyTmsaumm no npotokony RIP Ha gaH-
HOM mHTepdeiice.

BkAatoyatoT npouecc mapwpytmsaummn no npotokony RIP Ha gaH-
HOM uHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
oTnpaBKa 06HOBNEHMUI
BK/IOYEHA

BbIkNtoYaeT oTnpaBKy 0B6HOBAEHMIA Ha UHTepdelice.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obasnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
bYHKUMA OTKNIOYEHa

YcTaHaBAMBaeT METPUKY A1A MapLLIPYTa MO YMONYAHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaHuio
ayTeHTMdMKaumA
OTK/tOYEHa.

BkntoyaeT ayTeHTUOUKaumio B RIP 1 onpepenseT ee Tun:
- text — ayTeHTMOMKaALMA OTKPBITHIM TEKCTOM;
- md5 — ayteHTMdUKaumm MD5.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOIOB

Onpegenser Habop KNtouen, KOTOPbIM MOMKET MCNo/b30BaThCA
Ana ayTeHTMduKaumm.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CMMBOJIOB

Onpep,enﬂeT KN4 onA ayTeHTMd)VIKa LWN OTKPbITbIM TEKCTOM.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHaBauBaeT cTaHAapTHbIN IP ACL ans ¢unbTpaLmMm aHoHCUpY-
eMbIX MapLLPYTOB.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 273 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
show ip rip [database | MpocmoTp nHdopmaumm o RIP-mapLipyTmsaumm:
statistics | peers] - database — nHpopmaLua o HacTpoitkax RIP;
i - statistics — cTaTUCTUYeCKUe faHHblE;
- peers — MHbGOPMaLWA yHaCTHUKaA CETU.

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTek-
TMduKaumo MD5 yepes Habop Kntoueit mykeys:
console#

console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5
(

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMUYECKOM MapLlpyTM3aLuMmM, OCHOBAHHbIM Ha Tex-
HONOMUK OTCNEeXMBaHMA cocTonaHMA KaHana (link-state technology) u ucnonb3ylowmii ana HaxoXxaeHusa
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpOTOKOA BHYTPEHHErO
wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMNHbIX MapLIPYTaX MeXKAY MapLLpyTu-
3aTopamu O4HOM aBTOHOMHOW CUCTEMDbI.

YCTpoicTBO NoAAepKMBAET O4HOBPEMEHHYIO PabOoTy HECKONbKMX HE3aBMCUMbIX 3K3EMMNAPOB NPO-
ueccos OSPF. HacTpoliika napameTpos ak3emnaspa OSPF nponssoanTca NyTem yKasaHua naeHTUduUKaTopa
aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnnua 274 — KomaHab! perkuma riobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
router ospf [process_id] process_id: BkAtouaeT maplupyTusaumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaeT naeHTMdMKaTop Npouiecca.
no router ospf [process_id] vrf_name: (1..32) BbIkNtOYaeT mapLupyTusaumio no npotokony OSPF.
[vrf vrf_name] cumBoNna
ipv6 router ospf [process_id] BkatoyaeT mapwpyTusaumto no npotokony OSPFv3.
process_id: 3apaet naeHTndUKaTop npotiecca.
no ipv6 router ospf (1..65535)/1 BbIK/lOYaeT MapLupyTU3aLmio no npoTokoay OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT aAMUHUCTPATUBHYIO AUCTAHUMIO Ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AN BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTpY aBTOHOMHOM CUCTEMBbI.
no ipvé6 distance ospf Bo3BpalyaeT 3Ha4YeHUA NO YMOYaHUIO.
{inter-as | intra-as}
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KomaHOb1 pexcuma npouyecca OSPF

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexume KoHurypaunm npouecca OSPF:

console(router_ospf_process)#

console (ipv6 router ospf process)#

Tabnunua 275 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..255)
CYMBOJIOB

PaspelaeT aHOHCMpOBaHMe connected mapLpyToB:

- metric — 3Ha4YeHEe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOAUTUKN MMMNOPTA, No3BoAOWelN GUnbTpoBaTh U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit ByaeT uc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLlaeT yKasaHHyo GyHKUMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatnyeckmnx mappytos B OSPF.

- metric — yCTaHaBAMBaET 3HAYEHNEe METPUKKU ANA UmnopTupye-
MbIX MapLIpPyTOB;

- name — NpUMeHAEeT NOJIMTUKY MMNOPTA, NO3BONAOLLYIO GUb-
TPOBaTb U BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapPLLPYTbI;

name: (1..255) - acl_name — uma crangaptHoro IP ACL, KoTopbiit byaeT uc-
CUMBOIOB NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATbL NOACETH.
no redistribute static [metric 3anpeLaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnMBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyer c nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnoptupyeT ¢ nomeTkon Kak OSPF
external 2;
- match internal — umnopT1pyeT mapLpyTbl B Npesenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match t?xternal-z — umnopTtupyet mapuwpyTbl Tuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03BO/NIAET MMNOPTMPOBATL NOACETH;

-name — NMPUMEHAET YKasaHHYl MOAWUTMKY MMMNOpPTa, MNO3BO-
naowyo GUAbLTPOBATb U BHOCUTb M3MEHEHMS B UMNOPTUPYEMbIE
MapLLpyTbl;

- metric — ycTaHaBAMBAET 3HAYEHME METPUKKU 41A UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpelaeT ykasaHHyo GyHKLMIO.
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redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos u3 RIP B OSPF.

- metric — 3HaYeHVWe METPUKM ANA UMNOPTUPYEMbIX MapPLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUNLTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nnonb30BaH ANA GUALTPALUKN UMMNOPTUPYEMBIX MAPLLPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeLlaeT yKasaHHY GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoNna

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBUTb M3 KaKoro ypoBHsA IS-IS 6yayT aHoOHcupo-
BaTbCA MapLUpPyThl;

- match — npon3BoAUTL AHOHCUPOBAHUE TOILKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHMe MeTPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 411 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.

be3 napameTpoBs 3anpeLwiaeT MMNOPT MapLwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
YMOJIHAHUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB;
- name — UMaA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb M
BHOCUTb M3MEHEHMUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

name: (1..255) - acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
cMmBONa; 30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLIPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNopTMPOBaTL NOACETY.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLaet uMnNopT mapwpyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list ac/_name] [subnets] YMONYaHMIo.
router-id A.B.C.D A.B.C.D: YcTaHaBMBaeT UAeHTUGMKATOP MapLLIPyTM3aTopa, KOTOPbIN YHU-
naeHTudUKaTop KanbHO MAeHTUOULMPYET MapLLPYTU3ATOP B Npesenax ogHowu as-

no router-id A.B.C.D

MaplupyTh3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNOUUTL) aK3emnasp OSPF Ha IP-uHTepdelice (ans
1Pv4).

Ypanset IP-agpec nHtepdeitca.

default-metric metric

no default-metric

metric: (1..65535)

YctaHaBaunsaet meTpuKky OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMU.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudumkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT 4a yKasaHHOW 30Hbl TMR stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpPyTU3aTOPOB, MMEKWMX OANH U TOT Ke
naeHTuduKaTop.

- no-summary — He oTNPaBAATb MHGOPMALMIO O CYMMMPOBAHHBIX
BHELLHWUX MapLIpyTax.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNI0XKUTENbHOE YNC/IO

YcTaHaBAMBaeT ANs yKa3aHHOM 30HbI TUN NSSA.

- No-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbBIX
BHELWHMX MapLUpyTax BHYTPb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemMeHM (B CEKyHAaxX), B Te-
YeHne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYKWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHBI MapLLpyTU3aTOop;

- translator-role — onpegenset, KakKMM 06pa3om Ha MapLLpyTU3a-
Tope byaeT PYHKUMOHMPOBATL PEXKMM TPAHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyANUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxume y4yacTua B BbiIbopax TpaHcasTopa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paHue BMPTYaNbHOTO COEOUHEHUA MEXIy OCHOBHOM W Apy-
TMMU yAaneHHbIMU 0BNacTAMK, KOTOPble MMEIOT MeXAY HUMU
obnactu.

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHbIMU Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3afepKKu;

- dead-interval — yka3aTb dead-uHTtepsan;

- null — 6e3 ayTeHTUOUKaLNY;

- message-digest — ayTeHTMdMKauMA ¢ WNdpoBaHNEM;

- word — naponb AN ayTeHTMdUKaumm.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Ypanset BupTyanbHOE COEAUHEHME.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaB/AMBAET 3HAYEHME CTOMMOCTM CYMMApHOro MapLlipyTa,
naeHTudumKaTop ncnonbzyemoro ans stub- n NSSA-30H (ans IPv4).

no area A.B.C.D default-cost

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

cost: uenoe
NONOXKUTENIBHOE YNCIO0
area A.B.C.D authentication A.B.C.D: BKntoyaeT ayTeHTMdMKauMIO AnA Bcex WHTepdeicoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (gnAa IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BbIKNOYEHO

- message-digest — c wnpposaHnem MD5.

OTKAtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co3aaeT CyMMapHbI MapLipyT Ha rpaHuLe 30Hbl (ana IPv4).
- advertise — aHOHCMPOBATbL CO3AAHHbIN MapLIPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapPLLIPYT.

Ypansaer cyMMapHbIii MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHasauBaeT GUALTP Ha MapLIPYTbl, aHOHCUPYEMbIE B YKa3aH-
prefix_list in naeHTudukaTop HYI0 30HY M3 ApYruX 30H (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

YpanseT GuUAbTP Ha MapLIpPyTbl, aHOHCUMPYEMble B YKasaHHYHO
30HY U3 ApYrux 30H (gna IPv4).

cMmBoNna
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT ¢GUAbTP Ha MApLIPYTbl, aHOHCUMPYEMble U3 yKa-
prefix_list out naeHTuduKaTop 3aHHOW 30HbI B Apyrue 30Hbl (g1a IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

Ypanser GuUAbTP Ha MapLIpyTbl, aHOHCMPYEMble M3 yKasaHHOW
30HbI B Apyrue 30Hbl (gnn IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTMduKaTop BkntoyaeT npouecc OSPF ans 30HbI.

MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
-/BKNOYEHO

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpewaet Bcem IP-uHTepdelicam, yyacTsyroLmMm B npoLecce
OSPF, 06MeHMBATLCA NPOTOKOAbHBIMK COOBLLLEHUAMMU C COoCe-
AAMM (BKNOYAET NAaCCUBHbIN Pemm).

V Mpu npMMmeHeHUN JAHHOK KOMaHAbl HaCTPOMKa ip

YaHUIO.

ospf passive-interface yaanserca co Bcex ip uHtep-
YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

shutdown

no shutdown

-/BKOYEHO

deiicoB u ctaHOBUTCA ANA HAX 3HAYEHUEM NO YMON-
OTtkntovaet npouecc OSPF.

BkatoyaeT npouecc OSPF.
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KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnunua 276 — KomaHabl perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip ospf shutdown

BbIkntoyaeT maplwpytusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKAtOYEHO
no ip ospf shutdown Bkntoyaet mapuwpytusaumio no npotokony OSPF Ha wHTep-
deiice.
ip ospf network {broadcast | Bbi6paTb TMN ceTu:
point-to-point} - broadcast — wupoKoBewaTenbHas CeTb C MHOXECTBEHHbIM
-/broadcast AOCTynom;

no ip ospf network

- point-to-point — ceTb «TO4YKa-TOYKa».

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

BKkatoyaeT ayTeHTUdMKaymio B OSPF ¢ ncnonb3oBaHuem 3agaH-
HOTro Napo/iA B HeWNnppPoBaHHOM BUAE.

- message-digest — BK/toyaeT ayTeHTUdMKauuto 8 OSPF ¢ umc-
nosb3oBaHMEM 334aHHOro Habopa Kntouel u anroputma MDS5.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes Tekywmit nHTepdeliic. Maponb 3agaetca B HelwMdpoBaH-
HOM BUAE.

Maponb, yKkasaHHbIN Takum obpasom, byaeT BHeApPEH B 3aroso-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTse
KNto4a ayTeHTUDUKALMK.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6anT/naponb He 3agaH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes TekyLWmin MHTepdeic. Maponb 3agaeTca B LUMGPOBAHHOM
Buae.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
KNtOYa ayTeHTUDMKaLMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3agaeT uma Habopa Katoyer, KoTopblli ByaeT Mcnoab3oBaTbeA
npu ayTeHTUdUKaumu.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKAKOYaET MCMO/b30BaHME ayTeHTUMKALMMN Ha TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcs
YCNOBHbIM NoOKa3aTesniem "CToMmMocTn" nepecbiNKK AaHHbIX No
KaHany.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535) ce-
KYHZ,
minimal — 1 ceK

YCTaHaBAVBAET MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo coceg, 6yAeT cuuTaTbca HeaKTUBHbIM. ITOT MHTepPBan
[0NKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT UHTepBa BPEMEeHW B CEKYHAAX, MO UCTeYeHUU
KOTOPOro MapLupyTM3aTop oTnpasaser cnegyowuii hello-na-

CEKYHA, KeT ¢ uHTepdeica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
ip ospf mtu-ignore OTKAtoveHune nposepkn MTU.
-/BKIOYEHO

no ip ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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3anpewaeT IP-uHTepdelicy obMmeHMBaTLCA NPOTOKONbHBIMM CO-
06LEeHUAMM C coCeaAMM (BKKOYAET NMACCUBHDBIN PEKUM).

ip ospf passive-interface

no ip ospf passive-interface YcTaHaBAMBAET 3HAYEHUE NO YMOIYAHMIO.

Echn npumeHeHa HacTpoiika passive-interface B pe-

V }ume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-

MaHAA BbIBOAUT AaHHbINA IP-uHTepdeiic u3 naccms-

YcTaHaBAMBaeT NPUOPUTET MApLUPYTM3aTopa, KOTOPbIN MC-
nonb3yetca Ana sbibopa DR v BDR.

HOro peXxuma.
YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

-/BbIK/IIOYEHO

ip ospf priority priority
priority: (0..255)/1

no ip ospf priority

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-if) #

Tabnnua 277 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbikntoyaeT mapuwpyTtmusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

Bkntoyaet mapwpyTtusauymio no npotokony OSPFv3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMoUKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BKAtounTb (oTKAOUMTL) OSPF npouecc ans onpeaeneHHOM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPMKY COCTOSHUA KaHana, KoTopas fBaseTcs
YC/IOBHbIM NOKa3aTtesieM "cToMmocTu" nepecbiNiKM AaHHbIX MO Ka-
Hany.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaB/MBaeT MHTEPBaAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KoToporo coceg, 6ygeT cUMTaTbCA HEaKTMBHbIM. ITOT MHTEpBan
DOMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKyHAaX, MO UCTEYEHMUU
KOTOPOro MapLipyTu3aTop oTnpasaseT cneayrowmin hello-naker ¢

CeKYH[, nHTepderica.
no ipv6 ospf hello-interval YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.
ipv6 ospf mtu-ignore . OTKAtoveHme nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipv6 ospf neighbor 3apaer IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor i Yaanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIA UCNO/b-

no ipv6 ospf priority

priority: (0..255)/1

3yeTca gna sblbopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaEeT MHTepPBaN BPEMEHU B CEKYHAAX, MO UCTEYEeHUMU
KOTOPOro MapLIpyTM3aTOp NOBTOPHO OTNPABMT NAKeT, Ha KOTO-
pblii HEe NONYYMN NOATBEPKAEHUA O NoNydyeHun (Hanpumep, Da-
tabase Description naket uau Link State Request naketbl).

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaEeT NpUMepHOe Bpems B CeKyHAax, Heobxoaumoe
[NA Nepefayn NakeTa COCTOAHWA KaHana.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHONM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 278 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTtobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTtobparkaeT MHdopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepna
vrf_name: (1..32)
cumBona

OTobparkaeT nHoopmauum o6 OSPF-cocege € yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMMBONA

OTobparkaeT KoHdUrypaumm scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
HundredGigabitEthernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cumBona

OTobparkaeT KoHOUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBONa

OTobparkaeT coctoaHMe 6asbl faHHbIX NpoTokoia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cvmBoNa

OTo6pa)KaeT napameTpbl U Tekyulee COCTOAHUE BUPTYa/NIbHbIX
JINHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBoNa

Pa3prBaeT coceacTtBa U yganAaeTt COOTBETCTBYHOLWME MapLWIpPYThbl.

[Tpumepbl UCNoAb308aHUS KOMAHO

e T[okasaTb OSPF-coceneit ans onpeneneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-cocepeit ansa onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process
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5.30.4 Hacmpoliika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO LWAK03a) ABAAETCA MPOTOKO/IOM MapLLpy-
TU3aLMM MeXay aBTOHOMHbIMKU cuctemamu (AS). OcHoBHOM ¢yHKUMen BGP-cucTembl saBnseTca obmeH
nHpopmauuelnt o AOCTYNHOCTU ceTel ¢ Apyrumu cuctemamm BGP. MHbopmauma o AOCTYNHOCTU ceTei
BK/IOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXoAUT 3Ta MHPopmaLms.

BGP ABnseTcA NPOTOKOJIOM MPUKNAAHOIO YPOBHA U PYHKLMOHUPYET NOBEPX MPOTOKO/A TPaHC-

nopTtHoro ypoBHa TCP (nopt 179). MNocne ycTaHOBKM

coeanHeHun nepepaérca nHpopmauma obo Bcex

MapLUpyTax, NnpeaHasHavyeHHbIX A5 3KcnopTa. B aanbHelwem nepenaérca To41bKo nHdopmaumsa o0b mns-

MEHEHNAX B Ta6nmu,ax Mapuwpytmnsaunn.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MueHsun.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnunua 279 — KomaHabl perkrma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkatoyvaeT mapLupyTtusaumio no npotokony BGP.

3apaet naeHTuouKaTop AS 1 NnepexoamT B perKUm eé KoHoury-
pupoBaHuA.

-as_plain_id —vnaeHTMPUKATOP aBTOHOMHOM CUCTEMBI, UCMOJb-
3yemMblii MapLlUpyTU3aTOPOM NPU YCTAaHOBJEHWU COCEACTBA W
obmeHe MapLUpyTHON MHbOPMaLmelt;

- as_dot_id — naeHTMdMKaTOp aBTOHOMHOM cUCTeMbl B 32-6UT-
Hom popmare.

no router bgp
[as_plain_id_| as_dot _id]

OcTaHaBnuBaeT BGP-maplpytnsaTtop, yaanaer Bcto KOHUry-
pauuio npotokona BGP.

KomaHObI pexcuma KoHguypayuu AS

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHpurypaumm AS:

console (router-bgp) #

Tabanuya 280 — KomaHabl perkuma KoHourypaumm AS

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

bgp router-id ip_add

3agaTtb naeHTudumkaTop BGP-mapwpyTtusaTopa.

no bgp router-id

Ypanute naeHtnourkatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

3apeicTByeT cuctemy obosHayeHue HomepoB AS B dpopmate

-/asplain asdot.
no bgp asnotation YcTaHaBAWBAET 3HAYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKAtOYaeT nepecbiIky MaplupyToB, Mosy4YyeHHbIx oT reflector-
tion KnveHTa, apyrum reflector-knnenHrtam.
- - -/BKAtOYEHO
no bgp client-to-client re- BbIK/IlOYaEeT NepechiIKy MapLpyToB, Noay4YeHHbIx oT reflector-
flection KNnueHTa, gpyrum reflector-knmentam.

bgp cluser-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.

B cnyyae ecnnm wupeHTMduKaTop Knactepa He
V HacTpoeH, B KauyectBe upaeHTuduKatopa byaer uc-
nonb3oBaTbCA rnobanbHbli upgeHTuduKatop BGP-
mapLupyTmsaTopa.
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no bgp cluser-id

Yoanute naeHTMomnKaTop Knactepa BGP-mapwpyTusartopa.

shutdown

no shutdown

-/no shutdown

AOMUHWUCTPATMBHO BbIKAOYAeT NpoTokon BGP, He ygansasa ero
KoHbUrypauuio.
970 peilcTBMe BNEYET 3a cO60M Pa3pbIiB BCEX CECCUi C
V BGP-coceaamm 1 OUUCTKY Tabanubl MapLipyTUsauum
npoTtoKona BGP.

BkatounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wau nepentn B pexum
KOHrypMpoBaHu1sA CyLLEeCTBYIOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKasaHHbIM |Pv4
nnn IPve-agpecom.

peer-group name

name: (0..32) cum-

Cosgaet Peer-rpynny.
- name — UMA rpynnbl.

Bosa

no peer-group name Ypanset cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast YkasbiBaeT Tmn IPv4 Address Family u nepeBoaut KommyTtatop

| multicast} Junicast B PEXMM KOHPUrypaumm cootsetcTeytoweit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BbikntoyaeT cootBeTcTByOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

YKasbiBaet Tvn 12vpn Address Family n nepesoguT KommyTaTop
B peXunm KoHburypauum cootsetcTeytowteit address-family.

BbIk/toyaeT cooTBeTcTBYOWYO address-family.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 281 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agaeT noaceTb, KOTOpaa aHoHcMpyeTca BGP-cocegam.

- ip-add — appec noaceTw;

- mask — macka nogceTu.
Ecnn macka He yKasaHa, N0 yMO/n4YaHUIO OHa 3aja-
€TCA K/1acCOBbIM METOA0M agpecauun.
mask — macka IP-noacet nam anmHa npedukca.

YpanaeTt aHoOHC aHHOM noAceTy.
- ip-add — appec noaceTy;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHoHCHpoBaHKMe connected-mapLupyToB.

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npuceo-
€HO UMNOPTUPOBAHHBIM MapLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblin ByaeT NpuMeHeH K
MapLupyTam.

3anpelaeT aHOHCUpoOBaHUWe connected-mapLpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpyTtbl RIP B BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-
€HO MMMNOPTMPOBAHHbIM MApLUPYTaMm;

- hame — Ha3BaHue access-list, KOTopbIl ByaeT NpUMeHeH K
mapLupyTam.

3anpeL,aeT MMNOPT MapLPYTOB M3 NnpoTokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-
4294967295);
name: (0..32) cumBona

PaspelaeT aHOHCMpPOBaHME CTaTUYECKMX MapLUPYTOB.

- metric — 3Ha4yeHue aTtpnbyta MED, KoTopoe bygeT npucso-
€HO UMNOPTUPOBAHHBIM MApPLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpUMeHeH K
MapLipyTam.
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no redistribute static

3anpeLyaeT aHOHCUMPOBAHMWE CTAaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —naeHTuduKaTop npouecca OSPF;

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MApPLLUPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHCcMpyembix B BGP;

- name — Ha3BaHwWe access-list, KOTopbIl ByaeT NpUMeEHEH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

3anpeLaeT MMNOPT MapLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cumBona

MmnopTtupyeTt mappyTtbl n3 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHsa IS-IS 6yayT aHoOHcUpo-
BaTbCA MapLLpyTbl;

- match — npor3BOANTb aHOHCMPOBaAHME TOJIbKO A/1A YKa3aH-
HbIX TMNOB IS-IS mapwpyToB;

- metric — 3Ha4YeHNe MEeTPUKM 414 MMNOPTUPYEMBIX MapLLIpY-
TOB;

- acl_name — nmsa ctaHpgapTHoro IP ACL, KoTopsbili byaeT uc-
Nnosb30BaH AN GUABTPALUN MMNOPTUPYEMBIX MapLLPYTOB.

3anpeLwaeT MMNOPT MapLLIPYTOB M3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnuya 282 — KomaHabl perkmuma KoHourypaumm BGP-coceaa

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);

percent: (0-100);
second: (30-86400);

type: (restart, warning-

only)

BK/ItoYaeT orpaHMUYeHMe KOIMYeCcTBa NPUHUMAEMbIX MapLUpY-
TOB OT BGP-cocepa.

- value — makcMManbHOE KOAMYECTBO MPUHUMAEMbIX MapLu-
pyTOB;

- percent — NPOLLEHT OT MaKCUMaA/IbHOTO KOIMYECTBA MapLLpy-
TOB, NO AOCTUNKEHUM KOTOPOTO OTNPABAAETCA Npeaynpexae-
HUe;

- second — BpeMeHHOM NPOMEKYTOK (B CeKyHAax), No ucreve-
HMIO KOTOPOrO NMPOUCXOAUT NepenoaK/IoueHme, ecim ceccun
6bla pasopBaHa M3-3a MPEBbIEHWUA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HayaeT AelicTBMe, BbIMOJHAEMOE NPU SOCTUXKE-
HUWM MaKCMMabHOTO 3HaYeHuA (pa3pble ceccum <restart> nau
oTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIkntoyaeT orpaHMyeHne KomyecTsa NPMHMMaeEMbIX MapLu-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.
- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;
- with-sec — MUHUMaNbHbLIN UHTEPBANI MEXAY AaHOHCUPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nbLUIE
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpaskoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyl0 BE/IMYMHY 3a[ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HayeHusa 6yaeT NpMBOAUTb K yBenuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHnI A 0AHOrO M TOTO Ke MapLlupyTa, UCNosb3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NoKanbHOW AS) mappy-
TOB €BGP cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apaér BpeMeHHOl\/‘I WUHTEepBan, N0 UCTEeYEeHNIO KOTOPOro BO3-
obHoBANAETCA NONbITKA co3patb BGP-ceccuto ¢ cocepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BNEYET PaspbiB CECCUM C COCEAO0M U
V OYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

YaanuTb naeHTUdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8a€T BpemMeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpemeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biITb 60nbwe wan paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHWe J/IOKaNIbHO HACTPOEHHOro Talimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHuA cocesa B COCTOSA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBaA BCe MOMbITKM NepeyCcTaHOBUTb CoeAMHEHNE
C coceaom byayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpPEeMEHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLL@eT MPUHATbIE OT HEro MapLUPYTbl, He YAANAA ero KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHtepdeliic, KOTopblit ByaeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npyu CoeaAnHEHUN C COCEA0M.

OTMeHseT PY4YHYIO HacTpolKy wucxogawero wuHTepdelica,
BKNOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbiCTaBnseTcA €cAn UCNOMb3yeTcA
mesh-tononorva. Mpu Noay4eHUn oT Takoro KaveHta BGP-
MapLUPYTOB OHU He ByayT NepecblNaTbCsa APYIMM KNMEHTAM.
BGP-mapwpyTtusatop asnsaerca route-reflector-om,
V ecnn xota 6bl oAMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector KnueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa cocena 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNOUYUTD MEXAHU3M COXPaHEHWUA MapLUPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIl ByAeT NpUMeHeH K
AQHOHCMPYEMbIM AN MPUHUMAEMbIM MapLUPYTaMm.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopas 6yaeT npMMeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60nee BbICOKMI
V NPUOPUTET, Yem HACTPOMKM Ha caMoMm cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootseTcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNOYEHO

YKasbisaeT Tmn 12vpn address family n nepesogut kKommyta-
TOp B pexum KoHdpurypauum cootseTcTBylower Address
Family ana atoro BGP-coceaa.

BbikntoyaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepge.

password word

no password

word: (1..128) cumBon0B;
Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IIOYEeHa

BkntoyaeT ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-cocena. 3aaaeT Koy ayTeHTUUKALMUM B TEKCTOBOM BUAE.
[aHHas HacTpoWiKka MrHOpUpyeTca, ecan gas ayTeHTUduKaumm
yKa3saHa key-chain.

- word — KNto4 B TEKCTOBOM BUAE.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOIYAHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUdMKaumA
OTK/ItOYEHa

BkntoyaeT ayTeHTUdUKaumto Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-coceaa. 3agaeT KoY ayTeHTMdUKaummM B 3alumMdpoBaHHOM
BuAe (Hanpumep, Napob B 3alUMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C APYroro yCcTponcTsea).

[aHHaa HacTpoiKa UrHopupyeTcs, ecium ana ayTeHTUduKaumm
yKa3aHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUZE.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBo10B;
Mo yMONYaHMIO ayTEHTH-
duKauma oTKAKOYEHa

3afaTb UMA CBA3KM KAtoyeit, KoTopasa byaeTt ucnonb3osaTbea AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATBLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYeln.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #
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Tabnuua 283 — KomaHap! pexknuma KoHourypaumum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/toYaeT orpaHMYeHme KoanyecTsa NpMHUMaeMbiX MapLIpyToB
ot BGP-cocepa.

- value — MaKcMManibHOe KOMYECTBO MPUHMMAEMbIX MapLupy-
TOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
No AOCTUNKEHUM KOTOPOro OTMNPAaBAAETCA NpeaynpexaeHue;

- second — BpEMEHHOM NPOMEKYTOK (B CEKYHAAX), NO UCTEYEHUIO
KOTOPOro NPOUCXOAUT MepenoakatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEBbILLEHUA KONMYECTBA MAPLLIPYTOB;

- type — Ha3HayaeT AelCcTBME, BbINOSHAEMOE NPU AOCTUXHKEHUM
MaKCMMaNbHOTO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHua <warning-only>).

BbIkntoyaeT orpaHMyeHne KoamnyectTsa NPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a42ET BpeMeHHble UHTepBasbl.

- adv-sec — MMHMManbHbIN MHTepBan mexay oTnpaskoit UPDATE
COOObLLEHUI O4HOTO M TOTO Ke MapLIpYTa;

- With-sec — MMHUMaNbHbIW MHTEPBAN MEXAY aHOHCMPOBAHMEM
MapLupyTa 1 ero nocaeayowmm ae-aHOHCUPOBaAHUEM.

V —  Advertisement-interval gomxkeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble A0NXHbl 6biTb aHOHCUPO-
BaHbl coceagHUM BGP-mapuipytusaropam, pacnpe-
AenaTca No Heckonbkum UPDATE-coo6ueHnam.
Mexay otnpaskoit 3Tux UPDATE-coo6uieHuit Bbi-
OEepXUBAeTCA C/NyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pasom, uTobbl obLiee Bpema mexKay o6-
HOB/JIEHWEM MApPLUPYTOB B JIOKa/sbHOW Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unum as-origination-interval B cnyyae otnpasku
NOKaNbHbIX (MapLpyTbl U3 IOKaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Taknm o6pasom, Kaxk-
Ablii U3 MapLLIPYTOB MOXKET UMETb CY4YaiiHYIO Be-
JNIMUMHY 33[,eP>KKM aHOHCUPOBaHUSA;

—  TouHocTb paboTbl Taiimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMa/IbHOTO 3HauyeHusa nboro us
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUA  MapLIPYTOB, CKOHPUIYPUPOBAHHLIX HA
YCTPOUCTBE, AUCKPETUIMPYIOTCA WHTEpBaioM B
1/255 oT HaMbobLIEro HaCTPOEHHOrO 3HAYEHUA.
YBenMueHne MaKCMManbHOro 3HauyeHua 6yger
NPUBOAUTb K YBENIMUYEHUIO YacTOTbl AUCKpPeTU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4aéT BpeMeHHoOW nHTepBan mexay otnpaskoit UPDATE coob-
LEeHW OHOrO M TOTO e MapLIpyTa, UCNO/b3yeTcs A/ aHOHCa
NOKanbHbIX (MapLpyTbl M3 IokanbHoM AS) maplupyTos eBGP-co-
ceaam.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
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default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcUpyeT BGP-coceay MapwpyT no yMmOs4aHUIO BHE 3aBUCK-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabauue mapwpyTtmnsaumm. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOTOpoOro yctaHoBieHa BGP-ceccus.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/YaHMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aLMmn U ero UCTOYHUKOM He ABNAETCA MPOTOKO
BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npymeHeHa
K onepaLmy aHOHCMPOBAHUA MApPLLPYTa NO YMOYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIW Nonagaer MapLpyT no ymonadaHuio. Mpu-
Mep HacTpoiiku TaKol route-map u prefix-list npuse-
AeH nopg Tabauueii.

Ecnu B prefix-list HaxoauTca ykasaHue Ha KakoW-1M6o

V MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B IOKa/IbHOM Ta6-
Nvue  MapuwpytusaumM, utobbl aHOHcupoBanca
MapLUpYT N0 yMmon4aHuio. OrpaHUYECHMIA Ha UCTOM-
HUK 3TOr0 MapLIpyTa HerT.

OTmeHseT HacTpoiiky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (0..32) cumBona

- name — UMA NOAUTUKM route-map, KoTopasa byaer npumeHeHa
K coceay B AaHHol Address Family. Mo3sonaeT ¢puabTpoBaTh U
BHOCUTb M3MEHEHUA B aHOHCHMPYEMble U NPUHUMAEMble MapLu-
pyTbl.

YpaneHve NofUTUKKM ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BKkntouaeT noagmeHy 3HayeHua atpubyta NEXT_HOP Ha nokanb-
HbI agpec MapLpyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAAETCA €CNU UCMONb3yeTcA mesh-
Tononorua. Npu NoAy4eHUn oT Takoro KaneHTa BGP-mapwpyTtos
OHM He byayT nepecbiaTbCa APYrMM KANEHTaM.
BGP-mapwpytusatop ssnsetca route-reflector-om,
« ecnu xota 6bl 0ANH ero cocen CKOHPUIypUpPOBaH KaK
V route-reflector KnueHr.
[na npumeHeHUA AAaHHOW KOmaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[Mpumep HacmpoliKu route-map, ucnosas3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 284 — KomaHap! pexkxnuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/lOYaeT orpaHNYeHMe KOANYECTBa NPUHNUMAEMbIX MapLIPYTOB
o1 BGP-cocepa.

- value — MakcMManbHOe KOAWYECTBO MPUHUMAEMbIX MapLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMaNbHOrO KOAMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPaBAAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro NPOUCXOAUT MepenoakatoyeHne, ecnn ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHMA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexKaeHua <warning-only>).

BbIk/loYaeT orpaHMyeHMe KOANYecTBa MPUHMMAEMbIX MapLLpy-
TOB OoT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

334aET BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBAN mexay otTnpasko UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHUMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb aHOHCUPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6ueHmam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHuit Bbi-
[EepXXUBaAeTCA C/NyyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOB/JIEHWEM MApPLUPYTOB B JIOKa/NbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyuae otnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeauHeHun. Takum obpasom, Kaxablii u3
MapLIPYTOB MOXET UMETb C/yYaliHYI0 BeNUYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTbiBalOTCa Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypMPOBaAHHLIX HA
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaiom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HAYEHUA.
YBeanueHne MaKCMManbHOro 3HaveHua 6yper
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4a6T BpeMeHHOW MHTepBan mexay otnpaskoit UPDATE coo6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
NIOKanbHbIX (MapLIpyTbl U3 N0KanbHOW AS) mapLipyToB eBGP co-
cegam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a436T BPpEMEHHOW MHTepBas, NO UCTEYEHUIO KOTOPOro BO306-
HOBANAETCA NonbITKa co3gaTtb BGP-ceccuio ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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next-hop-self

no next-hop-self

-/BbIKIOYEHO

BkntoyaeT nogmeHy 3HauyeHuaA atpnbyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTusaTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

334367 HOMep aBTOHOMHOM CUCTEMbl, B KOTOPOW HAxoAuTcs
BGP-cocep. YcTaHOBAEHMe coceacTBA HEBO3MOXHO, MOKa coceny
He Ha3HayeH Homep AS.
J3T0 peiicTBMe BAEYET paspbiB CECCMM C COCEAOM M
V OUMCTKY BCEX MPUHATbIX OT HEr0 MapLIPYTOB.

Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpeMeHHble MHTepBabl.

- holdtime — ecnu B Te4eHUe 3TOro BpeMeHun He byaeT NPUHATO
keepalive-coobuweHne, To coeanHeHne c cocegom cbpacbiBa-
eTcs;

- keepalive —uHTepBan mexay otnpaBkoi keepalive-coobuieHunii.

V 3HaueHua holdtime u keepalive gomkHbl 6bITb MM6O
06a paBHbI HyA10, N1M60 06a 60/blue HyAA.

holdtime gonkeH 6bITb 60nble nnu paseH keepalive.

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii

HACTPOEH Ha JIOKaZIbHOM MapLIPyTU3aTOpe, TO UC-

nonb3yeTcA JIOKaZbHOe 3HauyeHue Talkimepa
keepalive;
— Ecnm 6bin BbIBpaH Taiimep hold, KoTopbii

HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3Haue-
HUe NI0KaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNoNb3yeTcA JIOKa/ZbHOEe 3HaueHue Talkimepa
keepalive;

Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaCTPOEH Ha coceagHEeM MapLUpyTM3aTope U 3Haue-
HUEe NIOKaZIbHO HacTpoeHHoro Takimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 sbibpaHHOro Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a436T BpEMEHHOW MHTepBan yAeprKaHuA cocega B COCTOAHMM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBaN BCe NOMbITKMN NepeycTaHOBUTL COeanHeHMe C CoceaoM
6yAyT OTK/IOHEHbI.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMeHHOM WHTepBan MeXay YcTtaHoskoih TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

ALOMUHUCTPATMBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTaB peer-rpynmbl, ¥ OYULLAET NPUHATbIE OT HMX
MapLLPYTbl, HE YAaNAA UX KOHOUTYpaLuUH.

B KOHOUrypaLmio Kaxaoro cocesa, BXOAALLEro B peer-rpynmny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALMMM B COCTAB peer-rpynnol. Yganaer komaHay shutdown
13 KOHOUTYpaumm Kaxkaoro cocesia, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port | hundredgigabitether-
net hu_port | Port-Channel
group | Loopback loopback |
Vlan vian_id]

no update-source

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdeiic, KoTopblil 6yeT UCNOIb30BaH B KayecTse
MCXOAALLEro NPU COEMHEHUN C COCELOM.

OTMeHSAET py4HYt HacCTpPOMKy mcxoadlero nHtepdeica, BKAO-
YaeT aBTOMATUYECKU BbIbop nHTepdeliica.
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route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA €CAN UCNOb3yeTcA mesh-

Tononorua. NMpu noay4eHun ot Takoro kKnmeHta BGP-mapwpyTos

OHU He byayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xoTta 6bl OANH ero coces CKOHGUIYPMpPoBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLlupyTbl B OT-
AenbHol obnactn namatn. MeTo No3BonAeT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ans cocena 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapLLIPYTOB.

prefix-list name {in | out}
name: (0..32) cumBona

no prefix-list name {in | out}

- name — Has3BaHue |IP prefix-list, KoTopbili 6yaeT npumeHeH K
AHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OtBa3aThb IP prefix-list.

fall-over bfd
no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/ItOYEHa

no password

BkntouaeT ayteHTMdMKaumio Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT K/to4 ayTeHTUDMKaALUKN B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[aHHas HacTpoiKka MWrHopupyetca ANA NUPOB, BXOAALLMX B
HacTpauBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COOBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

password encrypted
encryptedword

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

no password encrypted

BktoyaeT ayTeHTUOUKauMIo Bcex TCP-cermeHToB, NPUHATbLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLMM B 3alIMPPOBaHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, A/a  KOTOPbIX  MPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- encryptedword — kntod B 3awndpoBaHHOM BUeE.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

password key-chain word

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/IloYeHa

no password key-chain

3a4aTb UMA CBA3KM KAtoYel, KoTopan byaeT MCnonb30BaTbCa ANA
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBAI3KM KNKOYEeN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 285 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-coceaamm, ounuias
NPUHATbIE OT HUX MAPLIPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycrtaHoOB/IEHA CeCCUA.

show ip bgp afi safi afi: (all, ipv4, 12vpn);

safi (all, unicast,mul-
ticast, evpn)

OTo6pasnTb Tabamuy BGP-mapwpyTtoB (Loc-RIB) ykasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHtTnpukatop Sub-Address Family.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHUs, No KoTopomy byaet
oTobpaykeHa noapobHan MHopMaLMA O MapLIPYTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pa3nTb MHGOPMALMIO O HAaCTpoeHHbIX BGP-coceasx.
-ip_add—appec cocegHero BGP-cnukepa, no Kotopomy byaet
oTPpUAbTPOBaHA NHDOPMALUS;

- detail — oTobpa3nTb NoApPobHY MHbOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabAMLYy MApLIPYTOB, aHOH-
CUPOBAHHBIX coceay;

show ip bgp peer-group
name

- received-routes — 0T06pasuTb Tabauuy nNPUHMMaEMbIX

MapLUPYTOB 40 NPUMEHEHMSA K HUM BXOAALLEN NOAUTUKM.
Kntouom received-routes B KOHTEKCTE HACTPOMKM CO-
OTBETCTBYIOLLEro COCeAa AOMKHA 6biTb 3agelicTBO-

OT06pa3sunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMK.

- name — 0T06Pa3nTb HaCTPOWKM rPyMrbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

Ana otobpaxkeHUA NPUHUMAEMbIX MAPLUPYTOB C
BaHa KomaHpga soft-reconfiguration inbound.
OTO6pPa3nTb COCTOALMX B peer-rpynmne coceaen.

5.30.5 Hacmpolika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLUpPyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCNEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaxoXAeHWA KpaTyaiwwero nyty anropuTtm JerKkcTpbl. NMpoTokon IS-IS npeactasnaeT coboi NPoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKkon IS-IS pacnpocTpaHAeT MHGOPMaLMIO O AOCTYMHbIX MapLpyTax mesKay
MapLLpPyTU3aTOPaMmn OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHOUrypaLmu:
console (config) #

Tabnunua 286 — KomaHabl pexkunma rnobanbHOM KOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHda

3anyckaert IS-IS mapwpyTnsatop. Bxognt B pexxmm KoHourypaumm
npoTokona IS-IS.

router isis
-/ISIS mapuipyTusatop

no router isis OTK/NtOYeH OctaHasnusaeT IS-IS mapuwpytusatop. Yganaetr KoHburypauuo

npoTokona IS-1S.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoOHPUrypaumm npotokona IS-IS:

console (router—isis) #
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Tabnunua 287 — KomaHabl pexkmma KoHoUrypauum npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

address-family ipv4 unicast

MepexoauT B pexxum KoHdurypauum Address-Family.

authentication key word

3ajaTb KAOY ayTeHTMOMKaLMKM B BUAE TeKcTa. McnonbayeTcs

[level] word: (1..20) ana ayteHTudukaumm LSP, CSNP, PSNP PDU. [laHHaa HacTpoiika
CMMBOI0B; UrHOpUpyeTcAa, ecan AN ayTeHTUdUMKaLmMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOKKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLNMN.
authentication key encrypted 3apaerT KoY ayTeHTUOMKaLMK B 3awmMdpoBaHHOM Buae (Hanpu-
encryptedword [level] mep, Naposb B 3aWMPPOBAHHOM BUAE, CKONMUPOBAHHbBIN C ApY-
encryptedword: roro yctpoicrsa). Ucnonbdyetca Ana ayteHTUduKaumm LSP,

(1..128) cumBonos;
level: (level-1, level-

CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpuMpyeTcs, ecan gns
ayTeHTUdMKaLMM yKasaHa key-chain.

2)/level-1-2 - encryptedword — kntoy B 3alWIMPPOBAHHOM BUJE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLUN.
authentication key-chain 3agatb MMA CBA3KKM KAlouei, KoTopaa ByaeT mMcnosib3osaTbeA
word [level] word: (1..32) Ana ayteHTudukaumm LSP, CSNP, PSNP PDU.
CMMBONa; - word — UMs CBA3KU KNKOYel;

level: (level-1, level- - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.

no authentication key-chain 2)/level-1-2 OTKNOYaAET PEXMM UCMO/b30BaHUA CBA3KM K/tOYel Ana ayTeH-

TMdMKaumu.

authentication mode {text |
md5} [level]

level: (level-1, level-
2)/level-1-2;
Mo ymon4yaHuto ayTeH-
TUPUKaALMA OTKAIO-

BkntouyaeT ayTeHTUOMKayuto B IS-IS n onpepenseT ee Tmn:

- text — ayTeHTUPMKaALMA OTKPbITbIM TEKCTOM;

- md5 — ayteHTUPUKauus MDS5;

- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HAaCTPOWKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

no authentication mode YeHa.
hostname dynamic BKNOUNTB NOAZEPKKY AMHamUYecKmx hostname.
-/BKAOYEHO
no hostname dynamic BbIKNOUNTL NOALAEPIKKY AMHaMMYecKnx hostname.
is-type {level-1 | level-2-only 3apaet TN MaplupyTm3atopa B IS-IS gomeHe:
| level-1-2} - level-1 - Bce B3anmogencTena ¢ ApyrMmu mapLupyTM3aTopamm
npoucxoaAaT Ha 1 yposHe;
- level-2-only — Bce B3aMmoaencTauns ¢ 4pyrumu mapLipytmsa-
-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO nogaep:KMBaeT B3aumogenctamsa o6o-
NX YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBaET MaKCUMa/IbHO BO3MOMKHbIN pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaTbL

GaiiT 3HaveHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBaET 3Ha4eHMe N0 YMOYaHUIO.
Isp-gen-interval second [level] 33/138T MUHMMa/IbHBIA UHTEPBaN B MC, MeX Ay reHepalmeit oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3Ha4YeHWe UHTepPBaNa B MUAINCEKYHAAX, MO UCTeYe-
MUIUCERYHE; HUKM KoToporo LSP MoXeT 6biTb 3aHOBO CreHepuMpoBaHo;
level: (level-1, level- - level — ypoBeHb 19 KOTOPOro NPUMEHUM [aHHbIN HTEpBa.
2)/level-1-2 Ecau He yKasblBaTb, MHTEPBas NPUMEHNUTCA K 060MM YPOBHAM.

no Isp-gen-interval

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

Isp-refresh-interval second

second: (1-65235)/900

3a4aéT MaKCMMasibHbIN MHTEPBAN B CEKYHAAX, MeXay reHepa-
umeit LSP.
- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-

CeKYHA Toporo LSP 6yzeT 3aHOBO CreHepnpoBaHo.
no Isp-refresh-interval YcTaHaBAMBAET 3HAYEHME MO YMOMYaHMIO.
manx-Isp-lifetime second 3asaeT Bpems KU3HU LSP. 3HayeHne AOMKHO BbiTb XOTA 6bl Ha
second: (350- 300 cekyHa b6onblue, yem Isp-refresh-interval.
65535)/1200 cekyHa, - second — 3HaYeHUNe B CEKyHAaX.

no max-Isp-lifetime

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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metric-style style [level]

style: (narrow, wide,

3a/aeT UCMO/b3YEMbIV CTU/Ib METPUKM.

-narrow — NOAAEP}KMBaTb TOMIbKO CTaHAAPTHYIO (y3Kyto) meT-
puky;

-wide — noaAepKMBaTb TOIbKO PaCLUMPEHHYI0 METPUKY;

start

both)/both -both — noapep*mMBaTb 06a CTUAA METPUKY;
level: (level-1, level- - level — ypoBeHb, g KOTOPOro NPMMEHUM YKa3aHHbIN CTUb
2)/level-1-2 MeTpPUKK. Ecam He yKasbiBaTb, METPUKA NPUMEHUTCA K 060MM
YPOBHSAM.
no metric-style YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
net XX.XXXX.XXXX.XX YcTaHaBAuBaeT Tak HasbiBaemblit NET (Network Entity Title) ag-
pec — YHUKanbHbI AEHTUOUKATOP MapLLpyTU3aTopa B nNpese-
- nax IS-1S pomena. Mpwu 3anucn NET ncnonbsyertca WwecTHaauaTm-
pUYHAA cMCTeMa CYUCIEHUA.
no net YaanaeT ngeHtndrKaTop mappyTtmsaTopa.
shutdown OTtkntovaet npouecc ISIS.
-/BKNIOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaeT MHTEpPBan MeXA4y ABYMA MocCieAoBaTe/lbHbIMU
second second: (0- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKObKO pa3 anroputm SPF MoKeT 6biTb npe-
number number: (1- pBaH o6HOBAEHWeM LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
spf threshold updates-restart 3agaeT KonnyectBo 06HoBNeHN LSDB, npu KOTOpbIX anroputm
number number: (1- SPF octaHaBnnBaeTca n nepesanycKaeTcs.
4294967295)/4294967
no spf threshold updates-re- 295 YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
start
spf threshold updates-start Konuuyectso obHoBneHuMI LSDB, Heobxoamnmoe ans HemegneH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/4294967 3TOM MrHOpupyeTcA).
no spf threshold updates- 295 YcTaHaBAMBaeT 3HaYeHMeE MO0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Buna 3anpoca KOMaHAHOW CTPOKU B pexxume KoHpurypaumnm Address-Family:

console (router—-isis—-af) #

Tabnnuya 288 — KomaHab! perknma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

PaspewaeT umnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINONHATLCS Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHMe METPUKU ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH AnA GUAbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnun rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) ctunb met-
PWKK, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpos 3anpeLaeT UMNopT connected mapLpyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLAeT ero je-
donTHOe 3HaueHue.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelsaetT UMNopT cTaTUYeCcKMX MapLpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeT MMMNOPT CTAaTUYECKMUX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHmA napameTpa BO3BpalLaeT ero
nedonTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUN MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKKU bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspelsaet umnopt mapwpytos u3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
pUKM;

- metric — 3HaYeHMEe METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOPT MapLpyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne mapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMBIM MapLUpyTam TUMN MeT-
pVIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTpUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5500-32 273




HELTEX

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

bes napameTpoB 3anpeLwaeT UMNOPT MmapLipytos us OSPF B
IS-IS. B cnyyae ykasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnuya 289 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuio

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IIOYEHO

BkntoyaeT npoToKon mapuwpyTtusaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NPOTOKON MapLipyTu3aumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word

3afaTb KAY ayTeHTMOMKaLMM B BMAe TeKcTa. Mcnonbsyotea ana

[level] word: (1..20) ayteHTMduKaumm HELLO PDU. JaHHaa HacTpoiiKa UrHopupyeTtcs,
CMMBO/I0B; €Cc/v oN1A ayTeEHTUPMKALMM yKasaH key-chain.
level: (level-1, level- - word — KN4 B TEKCTOBOM BUZE;
2)/level-1-2 - level — ypoBeHb IS-IS.
Ypoanaer kKnoy ayTeHTUOUKaLmu.
no isis authentication key
3apaeT KNtoY ayTeHTUdMKaLMM B 3alimMbpoBaHHOM BUAE (Hanpu-
isis authentication key en- Mep, Naponb B 3aWndpPoBaHHOM BUAE, CKONMMPOBAHHbIW C ApY-
crypted encryptedword [level] encryptedword: roro ycrtpoicrea). Ucnonbsytotca ana ayreHtudukaumm HELLO

(1..128) cumBonos;
level: (level-1, level-

PDU. laHHas HacTpoiKa UTHOPUPYETCA, eCAN ANA ayTeHTUPUKA-
UMK yKasaH key-chain.
- encryptedword — Kntou B 3alUMPPOBAHHOM BUAE;

2)/level-1-2 - level — ypoBeHb IS-IS.
Ypanaert knoY ayTeHTUdUKaLmu.
no isis authentication key
3afaTb MMA CBA3KM KAoyel, KoTopas ByneT Mcnonb3oBaThbCs
isis authentication key-chain ) Ansa ayteHTMouKaumm HELLO PDU.
word: (1..32) .
word [level] - word — NmA CBA3KM KAtouel;
CUMBONA;
- level — ypoBeHb IS-IS.
level: (level-1, level- OTKNIOYaET peXMM UCNONb30BaHUA CBA3KM KAtouel ANs ayTeH
2)/level-1-2 P ANA ayT

no isis authentication key-
chain

TUdUKaLMK.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymonuyaHuio ayTeH-
TUOMKALMA OTKAOYEH]

Bkntouaet ayteHTMdMKaumio B HELLO PDU Ha Tekywiem uHTep-
dbelice 1 onpeagenser ee Tvn:

- text — ayTeHTMOUKaALMA OTKPBITBIM TEKCTOM;

- md>5 — ayTeHTUdUKauyma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

isis circuit-type {level-1 | level-

YKa3blBaeT, COCeACTBA KAKOro YPOBHA MOXHO GpOpMMpPOBaTh Ha
AaHHOM nHTepdeiice.

2-only | level-1-2} -/level-1-2
YcTaHaBAMBaEeT 3HaYEHME N0 YMONYAHUIO.
no isis circuit-type
YcTaHaBAMBaeT METPUKY A/ AaHHOTo UHTepdelica.
isis metric metric [level] metric: (1- - metric — 3HaYeHne MeTpUKKU. Ecam rnobanbHO BKAKOYEH CTaH-
16777215)/10; JapTHbIM (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKM
level: (level-1, level- 6onblie 63 6yayT yKasaHbl B TLV Kak 63;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KoToporo byaeT NpUMeHsTbCA MeT-

pviKa.
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no isis metric

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peXxum
OTK/ItOUeH

MepeBoAnT MHTepdeNC B NACCUBHBINA pexMM. B aTom pexume
MHTepdeic He oTNpasaseT n He npuHumaeT HELLO PDU.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHasauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNHOYMTB NAZAMHT BO BCcex coobuweHusax hello;

- enable — BKNOUYNTb NaaAnHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAaHOBNEHMA COCeacTBa.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6anT

YcTaHaBAMBaAET MaKcUMasbHbIM pasmep PDU, oTnpaBasembix 1
nosy4aembix Ha 3TOM WHTepdelice. 3HayeHue pdu-buff-size
AOJIXKHO 6bITb HosbLIe 3HaYeHus isp-buff-size.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauyuu uHmepagelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 290 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/OYEHO

BkatoyaeT npoToKon maplpytmsaumm IS-IS Ha Tekywem nHTep-
deiice.

BbIkntoyaeT NpoToKo mapLpyTusaumm IS-1S Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-

YKa3sblBaeT, coceacTBa Kakoro YPOBHA MOXHO (bOpMVIpOBaTb Ha

2-only |level-1-2} -/level-1-2 AaHHOM nHTepdeiice.
no isis circuit-type YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMUIO.
isis metric metric [level] YcTaHaBAMBAET METPUKY A4 faHHOro HTepdeica.
metric: (1 - metric — 3HaYeHne MeTpUKKU. Ecam rnobanbHO BKAKOYEH CTaH-
‘ apTHbIM (Narrow) CTUAb METPUKKM, BCE 3HAYEHUA METPUKM
16777215)/10; Aap ( ) P P
6onble 63 6yayT yKasaHbl B TLV Kak 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo byaeT NpMMeHATbCA MeT-
2)/level-1-2 P ! P ¥ P

no isis metric

puvKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOJYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN pexunm
OTK/ItOYeH

MepeBoAnT MHTEpdENC B NACCUBHBIN pexumM. B sTom pexume
NHTepoelic He oTnpaBaseT U He NnpuHUmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnuua 291 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OtobparkaeT 6a3y gaHHbIX TONOAOMMM NpoToKoAa IS-IS.
- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6Pa3unTb.

show isis hostname

OTobparkaeT n3BecTHble cooTBeTcTBUA SystemID u Hostname.

show isis interfaces [giga-
bitethernet gi_port | tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback| vlan
vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT MHPopmaumio 06 nHTepdeicax, yyacTeytowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..24);
hu_port: (1..8/0/1..32);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT MHGOpPMaLMIO O coceasnx.
- detail — ncnonb3oBaHWe AaHHOro NapameTpa No3sosseT oTobpa-
3UTb AeTasbHY MHGOPMaALMIO O coceanx.

clear isis

CbpocKuTb BCe coCeacTsa U 04UCTUTb Tabamuy mapwpyTusaumm IS-IS.

5.30.6 Hacmpolika Route-Map

MpumeHeHe route-map No3BoAAET USMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-

pytos BGP.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 292 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

route-map name [sec-
tion_id ] [ permit | deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295).

Co3aaert 3anucb route-map.
MepeBoANT KOMaHAHYHO CTPOKY B PEXMUM KOHOUIYPUPOBaHUA
route-map.
- name — Ha3BaHwe route-map;
- section_id — Homep 3anucu B 3ToW route-map;
- permit — NpUMeHUTb set KOMaHAbI K MapLIpyTam;
- deny — 0T6pOCUTbL MapLIpPYTbI.
V MaKkcumanbHoe KonuuyectBo route-map = 32

(BKkntouan cekuum ogHoro route-map).
Ypaanutb route-map.

- name — Ha3BaHue route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKU B peXume KoHdUrypaumm cekumm route-map:

console (config-route-map) #
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Tabnuua 293 — KomaHap! pexkxmuma KOHbUrypauum cekumm route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep C/edylolwei cekummn route-map, Kotopas 6y-
OET NPUMEHEHA K MapLUpyTam, Nocie NPUMEHEHUA TeKYyLLEN.
- section_id — Homep 3anucK B 3Tol route-map;
- and — ykasbiBaeT, YyTo match ycTaHOBKM B 3TOI route-map
OOJ/IXKHbI BbITb NIornyeckn obbeamHerbl (AND) ¢ match ycra-
HOBKamu B route-map, 0603Ha4yeHHbIX MapaMeTpom
section_id.
CospaHue uenoyek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/IM TUN route-map BbICTaBNeH B
permit.
Ecan npu co3pgaHuM LEnoYKM NpUMeHAeTca napa-
V meTp and, To Bce set YCTaHOBKM AO0J/IXKHbI Haxo-
AUTbCA B NOCNeAHel CeKLUUU 3TOW LLeNOUKH.

CbpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.

- address — cooTtBeTcTBUMe prefix-list u ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLwpyTa;

- route-source — cootsetcteue prefix-list n ip-agpeca mcrou-

HWKa MapLupyTa;

- name — Ha3BaHue route-map;
Y106blI HEe OT6pacbiBaINCb OCTa/bHble MApLUPYThHI,

V He yKasaHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NPUBA3aTb €ro K TeKywemy ye-
pes continue.

C6paCbI BaeT COOTBETCTBMUE.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3ajaeT cooTBETCTBME MapLpyTa ¢ aTpmnbyTtom local-
preference.

C6paCbI BaeT COOTBETCTBUE.

match metric value

no match metric

value:
(1..4294967295).

3aZaeT COOTBETCTBME MApPLUPYTA C aTpnbyToM metric.

C6paCbI BaeT COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLUpyTa ¢ aTpmubyTom origin.

- igp — mapwpyT 6bin NONYYEH M3 NPOTOKONA BHYTPEHHEM
MapLwpyTn3aumm (Hanpumep, KomaHgon network);

- egp — MapLpyT 6bin BblyyeH No NnpoTokony EGP;

- incomplete — mapwpyT 6bin Bblyd4eH KAaKMM-TO UHbIM 06pa-
30M (Hanpumep, KomaHaoi redistribute).

C6paCbI BaeT COOTBETCTBMKE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6aButb K MmapwpyTty aTpmubyTt AS_PATHLIMIT.

Hynesoe 3HauyeHWe orpaHMYMBaET aHOHCUPOBaHME IOKANbHO
CreHepupoBaHHbIX MapLIpyToB, TOJbKO mexay iBGP coce-
aamu (He byayT BuAHbI gna eBGP).

3HayeHue 6onbluie 0 o3HavaeT, yto ecnm AS_PATH atpubyt
umeet 6onbe AS-Homepos, Yem 3HayeHue AS_PATHLIMIT,
TO HY)XHO ero oTbpocuTb Npu Bbixoae B eBGP.

CbpacbiBaet path-limit.

set as-path prepend

as_number: (1-

[ob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

as_number
4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path.
set as-path prepend local- [o6asuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha BblI-
as value xopn, eBGP-coceay).
value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cumBona

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpacbliBaeT yaaneHue.
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set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLpyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKy aTpmbyTa next-hop.

set local-preference value

value: (1-4294967295)
no set local-preference

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpacbliBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value
no set metric

value: (1-4294967295)

YCTaHOBWTL 3HaYeHue aTpubyTa metric.

CHpacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer ATpnbyT He

YCTaHOB/1EH

no set next-hop-peer

YcTaHoBUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT yCcTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBUTL 3HaueHue aTpubyTa origin.

- igp — mapwpyT 6bl1 NosyyeH M3 NPOTOKONA BHYTPEHHEWN
MapLUpyTU3auum (Hanpumep, KomaHaoun network);

- egp — MapLpyT 6bi/1 BblyyeH No npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

CbpacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

X value: (1-4294967295)
no set weight

YcTaHOBWTb 3HaveHue aTpunbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmnbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOMO NOAb30BaTeNA.

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 294 — KomaHgabl perkuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa

Aelicmeue

show route-map [name] name: (0..32) cumBsona

MpocmoTp MHGOPMaLMKM O CO3AaHHbIX route-map.
- hame — UMa route-map.

5.30.7 Hacmpoiika Prefix-List

Prefix-n1cTbl N03BONAOT PUNLTPOBATL NPUHMMAEMbIE Y AaHOHCUMPYEMbIE MapPLUPYThl NPOTOKOI0B ANHA-

MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnuua 295 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
list-name: (1..32);

seq_value: (1..
4294967294);
text: (0..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name
[seq seq_value]

Cosparb Prefix-list.
- list-name — vma cosgasaemoro prefix-nucra;
- seq_value — Homep 3anuncu B cNncke NpeduKcos;
- text — onucaHue cnucka npedpuKcos;
- deny — 3anpeuatoLiee gencTBne N8 MapLLpyTa;
- permit — pa3peluatoLiee gecTene ANA MapLipyTa;
- ge_value — cooTBeTcTBME A/MHe npeduKca, PaBHON MK
6onbluei, Yem HacTpoeHHas gnHa npeduKca;
- le_value — cooTtseTcTBME AMHE npedurKca, KOTopas paBHa
WIN MEHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
V Ecnu He HalWNOCb HY O4HOrO COOTBETCTBUSA, TO ByAeT

any.

npUMeHeHa HesiBHaA NOUTUKA NO ymonyaHuio deny
Ypanutb co3aaHHbi Prefix-List.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOb30BaTeN .

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 296 — KomaHabl perkuma Privileged EXEC

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMoA4YaHuto
show ip prefix-list [name] name: (0..32) MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
CMMBONA - name — uma prefix-list.

5.30.8 Hacmpolika ceasku Knroueli

CBA3Ka K/loyel No3BosiAeT co3gaTb Habop naponeit (Kntoueid) ¢ nocneaytoweil BO3MOMXKHOCTbIO
HaCTPOWKM BPEMEHU AeNCTBUA KarKaoro napons. CosaaHHble Napoan MOryT UCNONb30BaTbCA NPOTOKOAaMMU

RIP, OSPF, IS-IS ana ayteHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 297 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

key chai d
ey chain wor word: (1..32) cumsona/-

no key chain word

rypauum CBA3KU KoYei.

Co3aeT CBA3KY KAoYeln ¢ umeHem word 1 BXOAMUT B PEXUM KOHOU-

YpanseT cBA3Ky KNoyein ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypayuu cesa3Ku Katoyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 298 — KomaHabl pexkMma KoOHbUTrypaLumm CBA3KKN Kako4el

3Ha4yeHue/3HayeHue »

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3faeT Ktod ¢ ngeHTMouKatopom key_id 1 BXOAUT B peXXUM KOH-
key_id: (1..255)/- durypaumm Knrova.

no key key_id Yaansaet Katou ¢ naeHTMounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ pPeEXUM OOCTYNEH U3 PEXMNMA KOH(I)VIpraLI,VIM CBAA3KU KNHOYEN U npeaHasHadYyeH gnAa 3agaHuAa

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 299 — KomaHabl pexkMma KoHbUrypauum Katoua

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumBonoB/-

3a4aeT 3Ha4YeHMe Katoua.

YaanaeT 3HayeHuMe Katoua.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNkoua B 3aWwndpoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWwnppoOBaHHOM BUIE, CKOMWPOBAHHBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa gencTeuTeneH

no accept-lifetime

3a/iaeT BpemA XKMU3HM K/oYa, B TEYEHWE KOTOPOro KoY 6y-
OeT fAeNCTBUTENEH A/1A CBEPKM C KOYOM B NPUHMMAEMbIX CO-
obuweHunnax.

- time_to_start —Bpems 1 faTta Hayana AencTBMA Katova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENLHOCTL AEUCTBUA KNtOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpemsA KMU3HW KNkoYa, B TEYEHWE KOTOPOro KAtoy by-
OeT peicTBuTeNeH ANA OTNPaBKM COOBLEHMA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOKUTENBHOCTb AENCTBUA KNKOYa B
CEeKyHIax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPeMeHM Cpa3y HECKOJIbKO K/lovel byayT ABNATbCA AeicTBUTENb-
HbIMM, TO GAKTUHYECKU UCNOJIb30BaATbLCA BYAET KNOY C HAMMEHbLIMM UAEHTUDUKATOPOM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnunuya 300 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co34aTb CBA3KY K/OYEN C UMeHeM namel n nomecTuTb B Heé ABa K/toya. Ha katode key 2 HacTpouTtb
BPEMEHHOIN MHTEPBAJI, B TEYEHME KOTOPOTO 3TOT K/HOY MOXKET BbITb MCNOb30BaH ANA CBEPKU C KNHOYOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIwHBL6UXZYyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NakeTbl 0A4HOMY NOJyYaTeNto NO HECKO/b-
KUM «Ty4lIMM mMapLupyTamy». JaHHbli GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku m on-
TUMM3aLMKM NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKON MapPLLPYTM3aLmM.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnumua 301 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymoa4YaHuto
ip maximum-paths maxi- 3apaTb MaKCMManbHOE KONMYECTBO NyTeW, KoTopble MOoryT
mum_paths . 6bITb YyCTaHOBAEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: "
(1..64)/1 HacTtpoiika BCTynuT B cuAly TOIbKO NOCNE COXpaHe-
" \ 4 HUA KOHPUrypauum n nepesarpyskmu ycTpoucTsa.

no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
L/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHblI/, KOTOPbIN BYAET MCNONb30BATLCA KaK L3 MO YMOAYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

ToNbKO OAMH M3 GUINYECKUX MAPLUPYTU3ATOPOB MOMKET BbINOMHATbL MapLupyTU3auuio Tpaduka Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecam
TEKYWMMA master CTaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPseTcs. HauBbICWMKA MNPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBEHHBIM IP-agpecom, CoBNaJatoWmMm C BUPTYasibHbIM. B ciydae AOCTYNHOCTM OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
WHTepderica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 302 — KomaHapl pexkuma KoHourypaumm nHtepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aeiicmeue

vrrp vrid description text [obasneHne onncaHmaA LLeau Uam ncnonb3osanua ana VRRP mapu-

vrid: (1..255); .
: __ text: (1..160 cUMBOAOE) pyTv3aTopa € MAEHTUPUKATOpPOM vrid.
no vrrp vrid description Ypanernune onncanma VRRP-mapwpytmusaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-

HOro MapLipyTU3aTopa, BCAEACTBME Yero YAANUTCA U Cam BUPTY-
anbHbI MapLpyT13aTop vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt BKkntoueHne pexkuma, npu Kotopom backup-maplipyTtmnsatop ¢ 6o-
Nlee BbICOKMM NpuopuTeTomM ByaeT NbiTaTbCsA NepexBaTuTb Ha cebn
ponb master y TekyLiero master-mapLpytusaropa ¢ 601ee HU3KUM

vrid: (1..255); NPYOPUTETOM.
Mo ymonyaHuto MapupyTtusaTtop, KOTOpbIii ABAAETCA BhAajenblem
BK/IIOYEHO IP-appeca maplupytusatopa, 6yaer nepexsaTtbiBaTtb Ha
V ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOWM
KOMaHAbl.
no vrrp vrid preempt YCTaHOBKa 3Ha4YeHWA N0 YMOIYaHWIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHue npuoputeta VRRP-mapLipytusaTopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-

agpeca, 100 ana

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHnuio: BkntoueHune VRRP-npoTokona Ha gaHHOM nHTepdelice.
BbIK/IlOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHue peanbHoro VRRP-aapeca, KoTopbiit 6yaeT Ucnonb3o-

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

BaTbCA B KadyecTse |P-agpeca oTnpasutens ana VRRP-coobLeHMNA.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLipyTrM3atopa NOHUXKAETCA Ha 3HaveHune decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT uameHeHue npmoputetra VRRP-mapwpyTtmsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpeaeneHune MHTepBasa Mexay aHOHCaMW master-mapLupyTunsa-
Topa. Ecnn uHTepBan 3agaH B MUIMCEKYHAAX, TO MPOUCXOAMUT
OKpYyr/ieHne BHM3 A0 6ausKaiweit cekyHabl gnsa VRRP Version 2 1
00 6avKalwunx coTbix doseit cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHuve noaaepxmsaemoit sepcun VRRP npoToKona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHblin B RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBatoTca MapLUpyTU3aTOpPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin 8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obleHna oTbpacbiBaloTcA  MaplpyTusaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHwuio:
MCnosib3yeTca MeTos,
pacyeTta KOHTPO/IbHOM

BKNIOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBWUTb METOZ, PacyeTa KOHTPOAbHOM CYMMbI, ONpeaeeHHbli

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
nceB03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaeT pexnm paboTbl 06paboTKM NakeToB, afpecoBaHHbIX
drop] Ha BUPTYaNbHbIN agpec:

- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-

HMMaTb MaKeTbl, afpPecoBaHHble HA BUPTYaNbHbIA agpec, Aarke

€C/IM OH He ABAAETCA BNaje/bLem 3TOro agpeca;

-/drop; - drop — VRRP-mapuwpyTursaTtop B coctosHun Master byaer otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpeCcoBaHHbIe Ha BMpTya/’Ibelﬁ ajgpec, ecan oH
He ABNAEeTCA B/laAe/ibLeMmM 3TOro agpeca.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumeonos;
key: (1-32) cumBonoB;
string: (1-80) cumBONOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKaLmA
OTK/loYeHa

YcTaHaBAUBaeT pexum ayTeHTuduKaumm ansa naketos VRRP:

- text — noactaHoBKa B VRRP-nakeTbl napons gns ayreHTudumKaumm
B He LWWNdpoBaHHOM BUAE;

- md5 key-chain — noactaHoska B VRRP-nakeTbl naponsa ansa ayTeH-
TMdUKaLMm B LUIMPPOBAHHOM BUAE C MOMOLLbIO CKOHOUTYPUPOBAH-
HOTO K/toYa WndpoBaHus;

- key — CKOHOUTYPUPOBAHHbIN KNtoY WKMPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKeTbl napons Ana ayTeH-
TMdMKaumm B WMPPOBAHHOM BUAE C MOMOLLIO 3a4aHNA NapoNs;

- string — Napo/ib 3a4aeTCA B OTKPbITOM BUAE (XPaHUTCA B 3alumnd-
poBaHHOM);

- md5-string — naponb 3agaeTca B 3aWMPOBAHHOM BUAE.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce KOMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NOJ/b30BATENS.
BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 303 — KomaHab! perkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro

show vrrp [all | brief | MpocmoTp KpaTKoW naun getanbHoW MHGOPMaLMK ANA BCEX UK
counters interface gi_port: (1..8/0/1..24); | ogHOro HaCTPOEHHOrO BUPTYasIbHOro MapLupyTmsaTopa VRRP.
{gigabitethernet gi _port | te_port: (1..8/0/1..32); | - all — npocmoTp MHPOpMaLMm O BCeX BUPTYabHbIX MapLUPyTU-
tengigabitethernet te_port | hu_port: (1..8/0/1..32); | 3aTopax, BK/OYan OTK/OYEHHbIE;
hundredgigabitethernet group: (1..32); - brief — npocmoTp KpaTkoi MHGOpMaLMK O BCeX BUPTYaNbHbIX
hu_port | port-channel group | vlan_id: (1..4094) MapLIpyTU3aTopax;
vlan vian_id}] - counters - oTobparkaeT cueTunkn ana VRRP.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT afpec B Ka4yecTBe agpeca BUpTy-
a/NIbHOro MapLpyTnsaTopa. Bkatounte VRRP-npoToKoa Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

=  [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 0O6HapyKUTb HEUCNPABHOCTU IMHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 304 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apatb BFD-cocepa.

- int — MMHMManNbHBIN MHTEpBan Nepedayn Ana ObHapyKeHuA
owmnbKuY;

- Min — MUHUMaNbHbIA MHTEpPBan NpuUéma ANns ObHapyKeHuA
OWKNBKY;

- mult_num — Konn4yectBo MNOTEePAHHbIX NaKeTOB A0 Pa3pbiBa
ceccum.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#

Tabanua 305 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.30.12 KoHdpuzypayua supmyansHolii o6nacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHon0orus, KoTopas NO3BONAET HECKOJIbKMM 3K3eM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUPYTM3aTOpe OAHOBPEMEHHO.
CnucoKk nopggepraHHbix B VRF QyHKUMM goctyneH B Tabamue OwmnbKa! UCTOUHUK CCbIIKM He

HalgeH..

Tabnunua 306 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip vrf [vrf_name]
no ip vrf [vrf_name]

vrf_name: (1..32) cum-
Boa

Co3faHue BUPTYanbHOM 061aCTM MapLUpyTU3aLMHN.

YpaneHue BUpTyanbHOM 061acT MapLupyTU3aLmu.
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Tabnuua 307 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cuMmBoia

MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLLIPyTM3a-
umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIE B AanbHelwem IP-
aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
3aH UHTepdelic.

OTBA3Ka UHTEpdelica oT 061aCTU BUPTYaNbHON MapLIpyTU3aLUK.

Tabnnuya 308 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip vrf [all Jvrf _name]

vrf_name: (1..32) cum-
BO/IA

BblBOA MHPOPMALMM O CO3AaHHbIX BUPTYabHbIX 061acTAX MapLl-
pyTM3aumm 1 06 L3-uHTepdeiicax, KOTopble B HUX HAXOAATCA.

Tabnmua 309 — PyHKUMK, Nogaep>KaHHble ana paboTtbl B VRF

dyHKYuU

Hasuzayusa

KomaHgabl ynpasneHus
cuctemom

5.4 KomaHZabl ynpaBaeHus cuctemon

Cratueckan 5.30 KoHdurypauma NnpoTOKO/I0B MapLupyTU3aLmum
MapLupyTU3auma

OSFP 5.30.3 HacTpoiika npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.31 KoHdurypauma VXLAN

VXLAN — 370 BMpTyasibHas pacluMpeHHas yacTHasa cetb (Virtual eXtensible Local Area Network).
[aHHaA TexHoNorMA No3BoNAET ynakoBbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl ¥ TpaHCMOPTMPOBATb MX NO

IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcs UM 3aKkaHumBaeTca VXLAN-
TOHHenb. Mogenu, onucbiBaemble B 4aHHOM PyKOBOACTBE, MOTYT AeCcTBOBaTb B KayecTse VTEP.

B kauectBe control plane ana VXLAN wucnonbsyetcs EVPN. 3To pacwumpeHue npoTokona BGP,
KOTOpOe No3BOSIAET CeTM nepenaBatb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOro YCTPOMCTBA, TaKylo Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegenenHma MAC-aapecoBs 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTtpuBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpolicTBam AencTBoBaTh B Kayectee VTEP ana obmeHa nHdopmaumeit
Mexay coboi 0 AOCTYNHOCTU CBOMX KOHEYHbIX YCTPOWCTB.

V Mopapeprxkka VXLAN npepoctaBnaerca Nno AMUEH3NN.

KomaHObI pexcuma 2n06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnmua 310 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3gatb VXLAN-MHCTAHC ¢ uMeHeM word U NepenTu B pexum
ero KoHdurypaumm.

Ecnn VXLAN-MHCTaHC € TaKUM UMEHEM Y3Ke CO3/4aH, TO NepenTn
B PEXKUM ero KoHpUrypaumm.

Ypanute VXLAN c umeHem word.

KomaHObI pexcuma KoHguaypauuu VXLAN

Bua 3anpoca KoMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:

console (config-vxlan) #

Tabnnuya 311 — KomaHab! pexkuma KoHdpurypaumm VXLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/no shutdown

YcTaHaBuTb agMUHUCTPATUBHBIN ctaTyc DOWN gns VXLAN-uH-
CTaHca.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id

no vian

vlan-id: (1-4094)

3agatb vian id, koTopsbiii 6yaet ceszaH ¢ VXLAN-uHcTaHCOM.

Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
NnoNb30BaTbCcA B pamKax aaHHoro VXLAN.

- ip-routing — yKasbiBaeT, uto gaHHbii VNI 6ygeT ucnonb3o-
BaTbCA ANA MHKancynaummn B VXLAN IP-nakeToB, mapLipytusmn-
pyembix B VRF.

Ypanutb 3agaHHbIn VNI,

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

CosgaeT cnuckn umnopTa u akcnopta Route Target Community:
- export — no6asuTb Route Target Community K akcnopTupye-
MOW MapLUpPYTHON MHPOPMaLmK;

- import — uMnopTMpoBaTbh MapLIpPyTHYO MHOOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.

Ypaanaet cnucku umnopTa 1 akcnopTa Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNIOYEHO

Bkntoyaet B Tekyueit VXLAN pexum penaumkaumm BUM

Tpadumka c nomoupto PIM Multicast u nprsssbiBaeT rpynnosow

agpec K gaHHoi VXLAN. 3ToT agpec 6yaeTt ncnonb3oBaTbcA

KaK agpec Ha3HayeHuA B VXLAN nakeTtax.

- ip_multicast_address — rpynnosoi IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHO B KOMaHae
BbiLLe rpynnbl HE06X0AMMO BKAlOUEHUE

V npotokona PIM Ha uHtepdeiice loopback ¢

YKa3aHMem JaHHOMW rpynnbl KaK CTaTUYECKOM.
OnucaHue COOTBETCTBYHOLMX KOMaHA, B
cnepyowen Tabauue.

Bce VTEP B ogHom VNI gonKHbl ucnonb3osaTtb
V OAMH U TOT e MeToj, peniukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

MaKcMmanbHoe KO/IMYecTBO YHUKabHbIX mul-
1 ticast VXLAN TyHHene#t (multicast rpynn) 256.
« OgaHa multicast rpynna moxeTt 6bITb Ha3HaueHa Ha
Heckonbko VXLAN TyHHenen.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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Y

DOna KoppeKTHOU paboTbl VXLAN Heob6xoaumo yctaHoBeHue ceccumn BGP mexkay loopback-
UHTepdencamm yCTPoICTB ¢ yKasaHMem agpeca loopback B kauectse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumm nntepdeliica loopback nmeet sua;

Console (config-if) #

Tabanuya 312 — KomaHab! pexkuma KoHpurypaumm nHtepdetica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue

no ymoa4yaHuro
ip pim -/BbIK/IlOYEHO BKkAtoumTb NpoTokon PIM Ha uHTepdelice.
no ip pim YcTaHaBAMBaeT 3Ha4YeHMe Mo YMONYAHUIO.

Co3gaet 3anuchb (*, G) c yKazaHHOW My/bTMKacTOBOM rpynnom
n pobasnset uHtepdeic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yka3aHHbIM aapecom MybTUKAcTOBOM rpynnbl.

- ip_multicast_address — rpynnosou IP-agpec.

Ypansaet 3anuco (*, G) ¢ ykazaHHOW My/IbTUKAcTOBOM rpynnon.
OTtnpasnset Ha RP PIM Prune c yka3aHHbIM agpecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxkume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnuua 313 — KomaHapl pexkuma KoHourypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymoa4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA uHKancynaumm 8 VXLAN IP naketos, maplipyTtu-
3npyembix B VRF.

Ypanutb 3aganHHbii VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — MMNoOpTUPOBATb KOMbBIOHUTH;

- export — 3KCNopPTMPOBATb KOMbIOHUTHU;

- both — akcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayYeHune AS;

ASN4 — 32-6uTHOE 3HaYeHune AS;

IPv4 — IPv4-apgpec;

NN —uyuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHne KOMbIOHUTH.

KomaHOwbi pexcuma Priveleged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnunua 314 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
o ymMmoa4aHuro
show evpn Ethernet-seg- group: (1..48); OTobparkaeT MHPopmaumio 0b Ethernet Segment Identifier.
ment {port-channel group es_number:

| es_number mac-address |
esi} [detailed]

(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-

H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTob6parkaeT MHPOPMaLMIO O MapLpyTax TMNa 3, KoTopble Uc-
NONb3YOTCA ANA Nepesayn LWMPOKOBELLATEIbHOTO, HEU3BECT-
HOro 04HOAAPECHOro U MHoroaapecHoro (BUM) TpaduKa.

show evpn mac-ip [word]

word: (1..64) cumsona

OTtobparkaeT MHGOPMALMIO O MapLIPyTax TMNa 2, KOTopble UC-
Nonb3yTCA ANa nepeaayun nHpopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTob6parkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHenax:

- word — numa VXLAN. OTobparkaeT MHbopmaLmio 06 ycTaHOB-
JIEHHbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyo MHGOPMaLMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — numa VXLAN. OTobpaxkaeT getanbHyo MHGOpMaLUio
no ykasaHHou VXLAN.
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[Mpumep KoHGDU2ypayuu 018 08yx ycmpolicms

Mexay asymsa yctpoicteamu R1 n R2 yctaHosneHa BGP-ceccua mexay loopback-uHtepdeiicamu.

BkntoyeHa AF 12vpn evpn gnsa obecnedyeHun yctaHoneHmna VXLAN-TyHHenen 1 nepegadun nHpopma-
umm 06 nsyvyeHHbix MAC-agpecax.

Co3gaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.
KoHdwurypauma 1:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end
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KoHdwurypauma 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 1l2vpn evpn

exit

exit

exit

|

|

end
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Ecnamn nsyunte MAC-agpec Ha uHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXKHO MPOKOHTPO/IU-
poBaTb ero Hananyme B Tabanue MAC-agpecos Ha R2.

MNocmoTpetb MAC-aapeca, nsyyeHHble B8 VXLAN, MOXXHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 315 — KomaHabl pexkuma KoHdurypaumm nHtepdeliica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoA4YaHuo
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) penTU B PEKMM KOHOUTYPUPOBaAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnuua 316 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
system-mac system_mac mac_address: H.H.H unn | 3apate MAC-agpec, ucnonb3yembli B kKayectae System ID npo-
H:H:H:H:H:H nan H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp, (3HaueHMe No yMONYaHUIO) He BblGpaH HU O4UH U3 NYHKTOB MEHIO,
TO 3arpy3Ka yCTpPOWCTBa NPOAOIKUTCA. Bpema 0XXMAaHUA MOXKHO YBE/IMUUTD C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 317 — OnucaHue meHio Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy:KeHHbIN dainn cuctemHoro MO aKTUBHBIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOBAEHME KOHOUIYpaLLMK NO YMONYAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yercs ANs YCTaHOBKU/yAaneHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
NO3BOIAET NOAKIOUYUTLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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.‘

.‘

6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep [0/KEH UMETb paspelleHne Ha YTeHue daii-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A,0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec komnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutcAa Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMeN No o6HoBAeHMIO Bepcuu MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTaroliero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN dalin NPorpammHOro obecneyeHma Ha YCTPOMCTBO B BblAeIeHHYI0 061acTb Na-

MATU. PopmaTt KOMaHApI:
boot system tftp://tftp_ip_address/[directory/]filename
Mpumep BbINONHEHMA KOMAHAbI:
console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHET aKTMBHOM nocne nepe3sarpyskn KommyrtaTtopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NMPUNOXEHUE A. NTPUMEPBI MPUMEHEHMA N KOHOUTYPALUU YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTokoa MSTP no3BONAET CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB Ana otaenbHbix rpynn VLAN
Ha KOMMyTaTOpax /IOKa/IbHOM CEeTK, YTO NO3BOJIAET HasaHCMPOBaTb Harpysky. 1A NpoCToTbl PacCMOTPUM
CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepsom ak3emnasape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptbl tel u te2. Huke npusegeHa cxema, M306parkatoLLasn IOrMYecKyto TOMOI0TUIO CETH.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHUrypaumm KommyTtatopoBs. s 6onee OGbICTPON HACTPOMKM co3aaeTca obwuii KOHPUIYpPaLMOHHbIN
WwaboH, KOTopbIN 3arpyaeTtca Ha TFTP-cepBep 1 UCNO/b3yeTcA BNOCAeACTBMM 1A HAaCTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaAL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, 15 KOMMYTATOPOB YPOBHSA AOCTYNA CyLLECTBYET TUMOBasA KOHOUIypaLWs, HO NO/Ib30BaTE Tb-
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMYTaTOpa, B KOTOpOoMm ocyliecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas
NoAMeHa A,0/1KHa OCYLLECTBAATLCA HA 3TOM XKe UHTepodelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnncaHMe NpoLLeccoB KOMMYTATOPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6asneHue, yganeHue 3anucei), 3epkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpysKka KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). Ucnonb3yeTtcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTnin Address Update, HUKHWIK ypOBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITUI Npuéma naketa U3 KommyTaTopa B CPU, HUXKHKUIA ypoBeHb, Nepeaya

EVRX
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOM host-noToK, X0n10CcTOM X0,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayveHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCcnermnBaHMe U3MEHEHWNIN CTPYKTYpbl CTEKA

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-

pexBavyeHHbIM NMNakeTam
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NSFP OTcnexknBaHue cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoraTtenbHaa 3agava gna VCT. 3anyck Tecta n oTCAeXmnBaHMe U3MeHEeHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSHMA NOPTA, HUKHUN YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KOMMYTaTOp, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTka cobbiTMin Address Update ot FDB, 610KMpoBKa nopTa Npy BO3HUKHOBEHMWM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3INNTEKC» Bbl MoxKeTe 06paTnTbcs B CepBUCHbIN LLEHTP KOMMNAHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYIO OKYMEHTALMIO M NPOrpaMmMHoe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 33aABKY UM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO UeHTpa:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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