D ELTEX

KomnneKcHble peleHua ana nocTpoeHuns ceteit

Ynpasnsembie KommyTtatopbl L2 Fast Ethernet u
Gigabit Ethernet

MES1000, MES2000

PykoBsoacTBo no akcnayatauum, sepcua MO 1.1.46

http://eltex.nsk.ru/support/downloads/



HELTEX

Bepcua pokymeHTa

[arta Bbinycka

CofepkaHue M3MeHeHui

Bepcus 2.21

26.12.2016

[OobasneHbl pasgensi: - 5.10.3 OyHKUMA Private vlian
- 5.29 ®yHKumm Lightweight DHCPv6 Relay Agent (LDRA)
- 5.34 CraTtmnyeckaa mapLpytusaums

N3meHeHWA B pasaenax:

- 5.8.2 KomaHgpbl ansa paboTsl ¢ palinamm

- 5.10.1 HacTtpoitka napameTtpos Ethernet-uHtepdeiicos u
nHTepoeincos Port-Channel

- 5.13 I'pynnbl arperaymmn kaHanos — Link Agregation Group (LAG)
-5.16.5.1 HacTpoiika npoTokona STP, RSTP

- 5.16.12 Hactpowka ¢pyHKumu Layer 2 Protocol Tunneling (L2PT)
- 5.18.2 dyHKLMA nocpepHuKa npotokona IGMP (IGMP Snooping)
- 5.29 KoHourypuposaHue PPPoE Intermediate Agent

-5.16.5.1 HacTpoiika npoTokona STP, RSTP

-5.18.1 MNpaswuna rpynnoBoii agpecaumm (multicast addressing)
-5.27.3 KoHTtponb npoTtokona DHCP v onuma 82

- 5.28 ®yHkumm DHCP Relay nocpegHuka

-5.31 KoHdurypmposaHue ACL (cnMcKM KOHTpoAS gocTyna)

- 5.33.1 HacTtpoitka QoS

Bepcua 2.20

22.06.2016

MN3meHeHnA B pasgenax:

- 5.5 KomaHabl ynpaBaeHus cuctemon

- 5.16.5 CemeiictBo npoTtokonos STP (STP, RSTP, MSTP)
- 5.20 ¥ypHan aBapwuit, npotokon SYSLOG

- 5.23.1 inarHoctMKka megHoro Kabens

- 5.27.3 KoHTtponb npotokona DHCP n onumua 82

- 5.31.1 KoHourypuposaHue ACL Ha 6a3e IPv4

- 5.33 KavectBo o6cnykmsaHusa — QOS

Bepcua 2.19

01.02.2015

[dobasneHo onucaHne dpyHKLmMM Layer 2 Protocol Tunneling (L2PT)
MN3meHeHuAa B pasgenax:

- 5.10 KoHopurypuposaHune nHtepdeiicos

- 5.12 KOHTpO/Ib WMPOKOBELLATENIBHOTO «LUTOPMA»

- 5.13 I'pynnbl arperaymun kaHanos — Link Agregation Group (LAG)
- 5.18 'pynnosas agpecauna

- 5.19 ®yHKLMM ynpaBneHUs

- 5.19.4 NpoTtokon ynpasneHus cetbto (SNMP)

- 5.27.2 MNpoBepKa NOANMHHOCTM KAMEHTA Ha OCHOBE NopTa (cTaHAapT
802.1x)

- 5.27.3 KoHTposb npotokoaa DHCP u onuua 82

- 5.27.5 KoHTponb npotokona ARP (ARP Inspection)

- 5.27.6 Hactpoiika ¢yHKummn MAC Address Notification

-5.31.1 KoHdurypmposaHue ACL Ha b6ase IPv4

- 6.2 O6HOB/IEHME NporpammHoro obecneyeHus c cepsepa TFTP

Bepcusa 2.18

23.11.2015

[OobasneHo onucaHne MES2124F

Bepcua 2.17

20.10.2015

N3meHeHuA B pasaenax:
-5.23.1 inarHocTMKa megHoro Kabens

Bepcua 2.16

31.08.2015

JobasneHo onwucaHue yctpoicte MES1124MB, MES1124M DC,
MES2124M DC

N3meHeHuWA B pasaenax:

- 2.2.8 JononHuTeNbHble GYHKLUN

- 2.3 OCHOBHbIe TeEXHUYECKME XapaKTEePUCTUKMN

- 2.4 KOHCTPYKTUBHOE MUCMOJIHEHME

- 5.5 KomaHabl ynpasaeHus cuctemom

- 5.10 KoHdurypuposaHue nHTepoeiicos

- 5.11 Selective Q-in-Q

- 5.12 KOHTPO/Ib LUMPOKOBELLATENIbHOTO «LITOPMA»

- 5.13 I'pynnbl arperayumn kaHanos — Link Agregation Group (LAG)
- 5.16.6 Hactpoiika ¢pyHKumm flex-link

-5.19.1 MexaHusm AAA

- 5.21 3epKanupoBaHue (MOHUTOPWUHT) NOPTOB

- 5.33.1 HacTtpoiika QoS

[obasneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcus 2.15

18.05.2015

[JobasneHo onucaHue yctpoicte MES1124M, MES2124M.
[ob6aBneHbl pasgenbl:
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- 2.4.3 BHewHW BWUA M ONUCaHWE NaHesel YCTPOWUCTB cepun
MES1124M, MES2124M

- 5.29 KoHowurypuposaHue DHCP cepBepa

M3meHeHusA B pasgenax:

- 2.2.7 ®yHKLMM yNnpaBAeHUA KOMMYTaTOPOM

- 2.8 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 5.5 KomaHapl ynpaB/iieHUs CUCTEMOM

- 5.8.1 OnncaHMe apryMeHTOB KOMaHA,

- 5.8.3 KomaHab! AnA pesepBMpoBaHMA KOHOUIypaumm

- 5.10.1 NMapameTtpbl Ethernet-uHtepdeiicoB n uHtepdeincos Port-
Channel

- 5.10.2 HacTtpolika nHtepdeiica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)

- 5.16.5 CemelictBo npoTokosios STP

- 5.16.6 Hactpolika ¢yHKumm flex-link

- 5.16.11 HacTpoiika npotokona CFM

- 5.19.2 NpoTtokon RADIUS

- 5.19.4 MpoToKkon ynpasneHus cetobio (SNMP)

-5.26.2.2 PacwmpeHHasa nposepka Nog/IMHHOCTH

- 5.26.3 KoHTponb npotokona DHCP n onuma 82:

InobanbHas KomaHAa Ans 3agaHuna dopmata remote id B onuun 82
- 5.27 ®yHkuun DHCP Relay nocpegHuka

Bepcua 2.14 17.02.2015 Jo6asneHo onucanue yctponcts MES2124MB

[obasneH pasgen:

- 3.3 NoagkntovyeHne AKb kK MES2124MB

MN3meHeHus B pasgenax:

- 5.10.2 Hactpoliika nHtepoeiica VLAN

- 5.12 KOHTpO/b LWWMPOKOBELLLATENIbHOTO «LUTOPMa»

- 5.18.2 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 5.19.4 MNpoTokon ynpasneHua cetbto (SNMP)

-5.26.2.2 PacwmpeHHasa nposepKa NogJAMHHOCTH

Bepcusa 2.13 14.01.2015 M3meHeHusA B pasgenax:

- 5.8.3 KomaHap! Ans pesepBupoBaHua KoHbUrypauum
[obaBneHbl pasaensbl:

- 5.15.3 HacTpolika ¢yHKumn IPv6 ra guard

- 5.15.4 Hactpotika ¢yHKumm DHCPv6 guard

- 5.16.6 Hactpolika ¢oyHKumm flex-link

Bepcusa 2.12 21.10.2014 M3meHeHusA B pasgenax:
- 5.10.2 HacTpolika uHtepoeiica VLAN
- 5.12 KoHTpO/b WMPOKOBELATENbHOIO «LITOPMa»

Bepcusa 2.11 27.08.2014 M3meHeHusA B pasgenax:
- 5.10 KoHourypuposaHue nHTepdeincos
- 5.16.6 Npotokon EAPS
- 5.27 dyHKumn DHCP Relay nocpegHuka

Bepcusa 2.10 28.07.2014 M3meHeHusA B pasgenax:

-5.19.7.1 Telnet, SSH, HTTP n FTP
Bepcusa 2.9 12.05.2014 [ob6asneHo onncanHue yctpoiicte MES2124P, MES2208P
Bepcusa 2.8 06.05.2014 M3meHeHusA B pasgenax:

- 5.5 KomaHzabl ynpasaeHus cuctemon
- 5.19.2 dyHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)

Bepcusa 2.7 27.03.2014 M3meHeHusA B pasgenax:
5.24.1 [inarHoct1Ka megHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP n onuwna 82

Bepcusa 2.6 09.01.2014 M3meHeHusA B pasgenax:

- 5.18.2 dyHKuMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

- 5.18.4 ®yHKUMM orpaHnyeHuns multicast-tpadpuka

[obasneHbl pasgensi:

- 4.3 Pexxum paboTbl KOMMyTaTOpa

- 5.18.5 AyteHTudmkauma IGMP yepes RADIUS

HacTpolika aBTOpU3aumMmn IGMP-3anpocos yepes RADIUS
(npunoxenue A)

Bepcusa 2.5 22.11.2013 M3meHeHUsA B pasgenax:

-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.9.1 MapameTpbl Ethernet-uHtepdeiicos n wuHtepdelicos Port-
Channel
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- 5.16.6 NMpoTtokon EAPS

- 5.19.2 NMpoTokon Radius

[obasneHbl pasaenbl:

- 5.3 ®unbTpaymsa coobuieHnii KomaH4HOM CTPOKK

Bepcusa 2.4 15.08.2013 MN3meHeHns B pasgenax:
- 5.26.1 KoHourypuposaHue ACL Ha 6a3se IPv4
- 5.26.2 KoHdurypmposaHue ACL Ha 6ase IPv6
- 5.26.3 KoHdurypmposaHue ACL Ha 6a3ze MAC
Bepcua 2.3 05.07.2013 [obaeneHbl pasgenbl:
- 6.27 KoHourypuposaHue 3awwmTol ot DoS-aTak
MN3meHeHna B pasgenax:
- MNpunoxeHne A TMpumepbl NPUMEHEHUA U KOHOUTYPUPOBAHMUA
yCTpOKCTBa
Bepcua 2.2 18.06.2013 [obaeneHbl pasaenbl:
- 5.14.9 Hactpoiika npotokona OAM
-5.14.10 HacTpoka npotokona CFM
MN3meHeHnAa B pasgenax:
- 4.1 HacTpoiika TepmuMHana
- 5.9 KOHTpO/b WMPOKOBELLATE/IbHOIO «LUITOPMa»
-5.17.1 MexaHusm AAA
-5.17.7.1Telnet, SSH, HTTP u FTP
-5.17.7.2 KomaHabl KOHPUIypMpoBaHUA TEPMUHANA
Bepcua 2.1 28.05.2013 [obasneHbl pasaensbl:
- 5.6.3 KomaHgabl Ana pesepBUpOBaHNA KOHOUTypauum
- 5.15.7 Hactpoiika npotokona G.8032v2 (ERPS)
MN3meHeHuA B pasgenax:
- 5.18.2 NMpoTtokon RADIUS
- 5.18.3 NMpoTtokon TACACS+
- 5.18.4 NMpoTtokon ynpasneHuns cetbto (SNMP)
-5.21.2 InarHoCTMKa ONTUYECKOro TpaHcmBeepa
Bepcusa 2.0 03.04.2013 [obasneHo onucaHue yctpoiictea MES1124
Bepcusa 1.6 20.03.2013 [obasneHbl pasaenbl:
- GyHKUMK orpaHnyeHuns multicast-Tpaduka
MN3meHeHuAa B pasgenax:
- ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
- MexaHusm AAA
- Hactpoitka goctyna
- KoHTponb npotokona DHCP n onuna 82
- KoHdurypmposaHume PPPoE Intermediate Agent
Bepcusa 1.5 06.03.2013 M3meHeHns B pasgenax:
- 5.4 KomaHapl ynpaBaeHus cuctemoim;
- 5.9 Selective Q-in-Q;
- 5.17.2 dyHKuMA nocpepHuKa npotokona IGMP (IGMP Snooping)
JobasneHo:
- MpunoxeHune b TuNoBble cxembl NOCTPOEHUA ceTel Ha base
npoTtokona EAPS
Bepcusa 1.4 28.12.2012 MN3meHeHuA B pasgenax:
- 5.4 KomaHabl ynpaBneHus cuctemoin: fobaBneHo onucaHue
KOHOUryprpoBaHUa GyHKLUA MOHUTOPUHTA U 3alumTbl CPU;
-5.8.1. lobaBieHo onvcaHne KoOHPUrypnposaHusa GyHKUNIMA
MOHMUTOPWHIA HArpy3Kkn Ha UHTepdelicax.
- 5.8.2. lo6aBneHo onuncaHve KoHourypmposaHma MAC-based vlan,
EtherType ansa ncxopAawmx nakeTos.
-5.17.1. lo6aBneHo onucaHue KoHUrypmupoBaHMa usydyenHmns MAC-
aapecos 8o VLAN.
-5.18.4. lobaBneHo onucaHue KoHUrypupoBaHua snmp trap
COO0bLWEHNIN HA NOpTax.
- 5.20. jo6aBneHO onucaHne KOHOGUIYpPUPOBaHUA YaANEHHOTO
3epKannpoBaHumsa.
- 5.23.3. lobaBneHo onucaHue KoHdurypuposaHua ¢opmata DHCP
onuun 82.
YpaneH pasgen 5.28 PaboTa B pexxnme maplipytusaTtopa.
[obasneH pasaen 5.23.6 “Hactpoiika ¢pyHKumm MAC Address
Notification”.
Bepcua 1.3 10.09.2012 N3meHeHuA B pasgene 5.22 OyHKLMM AMAarHOCTUKMN GU3nYecKoro
4 Ethernet-kommymamopsi MES1000, MES2000
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YPOBHA
Bepcusa 1.2 21.08.2012 [o6aBneHo onucaHue KoHOUrypMpoBaHMA NpoTokona EAPS.
Bepcua 1.1 12.05.2012 [ob6asneH pasgen:

- Hactpoiika PPPoE Intermediate Agent
Bepcua 1.0 21.12.2011 MepBana nybavKaums.
Bepcus nporpammHoro | 1.1.46
obecneuyeHuns
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YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

B KBa4paTHbIX CKOOKax B KOMaH,ﬂ,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTesbHble

[1 napameTpbl, HO WX BBOJA, NPeAOCTaBAAET OnpenefieHHble AOMNOJHUTE/bHbIe
onuuu.

0 B ¢urypHbix ckobKax B KOMAHOHOM CTPOKe YyKasbiBatoTcA o0bA3aTenbHble
napameTpsbl.

«,» ﬂ,aHHbIe 3HaKM B OMUCaHMMU KOMaHAbl MUCNONb3YKOTCA ANA YKa3aHWuA

«-» AMNana3oHoB.

«|» [aHHbIN 3HAK B ONMCAHMM KOMaHAbl 0603HAYaeT «UAn».

«/» [aHHbIM 3HAK NpY yKasaHWUWM 3HAYEHWUI NepPeMEHHbIX Pa3aenAeT BO3MOMKHbIe

3Ha4YeHuA N 3Ha4eHNA No YMOJIHaHUIO.

Kypcusom Calibri ykasbiBaoTca nepemeHHble WMAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYIOLLUM C/TIOBOM MJIN CTPOKOW.

MonyxcupHoiii Kypcue MoNYyXMPHBIM KYPCUBOM BblAENAEHbI NPUMEUYAHNA U NPeaynpeRaeHus.

<MonyxcupHeoiii Mony*KMPHbIM KYPCUBOM B YTr/1I0BbIX CKOOKAxX YKa3blBAOTCA HAa3BaHWUA KAaBuLL
Kypcue> Ha KnasuaType.
Courier New MonyxupHbim L pudtom Courier New 3anuncaHbl npumMmepbl BBOAA KOMAHA,

Wpuoptom Courier New B pamKe C TEHbIO yKa3aHbl pe3yabTaTbl BbINOJHEHUSA
KOMaHA.

Courier New|

MpumeyaHuna u npegynpexaeHus

MNpumeuaHuna cogepKaTt BaXHy0 MHGOPMaLMIO, COBETbI UM PeKOMeH4aLumu no
MCNO/Ib30BaHUIO U HAaCTPOIiKe yCTPOACTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONIb30BaTENA O CUTYALUAX, KOTOPble MOTryT HAaHEeCTH
l Bpep, yCTPOICTBY UIN YeNIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTte ycTpoiictBa naum
norepe AaHHbIX.
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1 BBEAEHMUE

B nocneaHwe roabl HabnogaeTca TeHAEHUMSA K OCYLLECTB/IEHMIO MaclTabHbIX MPOEKTOB Mo
NOCTPOEHUIO ceTell CBA3U B COOTBETCTBMM C KoHuenumeit NGN. OaHOM M3 OCHOBHbIX 33434 Npu peannsaumm
KPYMNHbIX MYNbTUCEPBUCHbIX CeTell ABAAETCA COo34aHMe HaAeXHbIX U BbICOKONPOWU3BOAUTENbHbIX
TPaAHCNOPTHbIX CeTel, KoTopble ABAAIOTCA ONOPHbIMU B MHOTOC/IOMHOW apXMTEKType ceTell creaytowero
NoKoJIeHUA.

[Nna AOCTUNEHMA BbICOKMX CKOPOCTEN LUMPOKO MPUMEHAIOTCA TEXHONOMMU nepesadym MHGopMaLmm
Gigabit Ethernet (GE). MNepegaya MHPOpMaUMM HaA BbLICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYynHOro
MaclwTaba, nogpasymeBaeT BblbOp TaKOM TOMOMOrMM CETM, KOTOpas MO3BOASET IMOKO OCyLEecTBAATb
pacnpegeneHune BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepun MES1000, MES2000 moryT MCNoOb30BaTbCA HA CETAX KPYMHbIX NPeanpuUaTUi 1
npeanpuATUIn Manoro u cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0becneynBaloT BbICOKYHO
NpPon3BOANTENbHOCTb, TMBKOCTb, 6€30MacHOCTb M MHOFOYPOBHEBOE KayecTBO ob6cnyxusaHus (QoS).

B HacTosiem pPyKOBOACTBE M3N0XEHbI HAa3HAYEHUE, TEXHUYECKME XapaKTEPUCTUKM, PEKOMEHLALMM
MO HAYa/IbHOM HACTPOMKE, CMHTAKCUC KOMAHA, A1A KOHPUIypuUpOBaAHWA, MOHUTOPUHIA U OBHOBAEHUSA
NporpammMmHoro obecneyeHnsa KommyTaTopa.

10 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

Ycrpoiictea cepuit MES1000 n MES2000 aBnstoTca ynpaBaaembiMU CTEKMPYEMbIMM KOMMYTaTOpPaMu,
BbINO/IHAIOWMMM CBOM KOMMYTALMOHHbIE PYHKLMN Ha KAaHAabHOM U CETEBOM YPOBHAX mogenn OSI.

CeTteBble KommyTaTopbl MES1024 nmetoT B cBOEMm cocTase 24 nopta Fast Ethernet c anektpuyecknmm
nHTepdelicamm n 2 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu AnAa ycTaHoOBKU SFP-TpaHcuBepoB
(combo-nopTbl).

CeteBble KommyTaTtopbl MES1124, MES1124M, MES1124MB unmetoT B cBOEM cocTase 24 nopTta Fast
Ethernet c anekTpuyeckumn nHtepdelicamm n 4 nopta Gigabit Ethernet, coBmelyeHHble co cnoTamu ans
ycTtaHoBKM SFP-TpaHcuBepoB (combo-noptbl). Ana mogenn MES1124MB  nmeeTcA BO3MOMKHOCTb
nogkntoyeHus 12V AKb ana obecneyeHuna pesepBHOro NUTaHKUA.

CeTteBble KommyTaTopbl MES2124, MES2124M mnmetoT B cBOEM cocTaBe 24 nopTa Gigabit Ethernet ¢
afekTpuyecknmmn mHtepdericamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO ci0OTaMKU A5 YCTAaHOBKMU
SFP-TpaHcuBepos (combo-nopThl).

CeteBble KommyTaTopbl MES2124MB wmetoT B cBoém coctaBe 24 nopta Gigabit Ethernet c
afekTpuyecknmmn mHtepdeiicamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO ci0OTaMKU A5 YCTAaHOBKMU
SFP-TpaHcuBepoB (combo-noptbl). MmeeTca BO3MOXMHOCTb nogkatodeHns 12V AKB gns obecnevyeHus
pe3epBHOro NUTaHMA.

CeteBble KommyTaTopbl MES2124P umeloT B cBoém coctaBe 24 noprta Gigabit Ethernet c
3NEKTpUYECKMMUN UHTepdeicamm U noaaepxkoi PoE+ u 4 nopta Gigabit Ethernet, coBmelleHHble co
CNoTamu ANs ycTaHoBKM SFP-TpaHcuBepoB (combo-nopTsi).

CeteBble KommyTatopbl MES2124F umetor B cBoem coctaBe 24 cnota Ana yctaHoBKu SFP-
TpaHcuBepoB U 4 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu Ansa ycTaHoBKM SFP-TpaHcuBepoB
(combo-nopThl).

CeTteBble KommyTaTopbl MES2208P nmetoT B cBOEM cocTaBe 4 as1eKTpuyecknx nopta Gigabit Ethernet
Cc noaaep:kkoh PoE+, 4 nopta Gigabit Ethernet, coBmelleHHble co cnotamu AnA ycTaHOBKM SFP-
TpaHcuBepoB (combo-nopThl), 2 onTuyeckMx nopta Gigabit Ethernet n 2 asnekTpuuecknx nopta Gigabit
Ethernet.

/' B KOMBUHUPOBAHHBIX NOPTaX MOMKET 6biTb aKTUBHbIM TONbKO OAWUH U3 UHTepdeiicos. Mpu
OAHOBpPEMEHHOM NoAKAoUeHUN byaeT akTuBeH uHTepdeinc c SFP-TpaHcuBepom.
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2.2 ®PyHKUMKM yCTpOIACTBA

2.2.1 OcHoBHble hyHKyuu

B Tabnuue 2.1 npMBeaeH CNMCOK OCHOBHbIX GYHKLUMIA KOMMYTaTOpPOB AOCTyna.

Tabauuya 2.1 — OcHoBHble GYHKLUM YCTPOUCTBA

3awuma om
6710KUpPOBKU oYepedu

BNIOKMPOBKAa BO3HWKAET B CAy4asAx Meperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA
TPadMKOM OT HECKONIbKMX BbICOKOAKTUBHbLIX MCTOYHUKOB. ITO MOXKET NPUBECTU K
notepe TpaduKa OT APYrMX MUCTOYHWMKOB C HU3KOM aKTUBHOCTblO. [JAA

(HOL) NPeAoTBPALLEHNA TaKMX CUTyaUMin MCMO/b3YHOTCA METOAbl Pe3epBUPOBaHMUSA
pecypcos KommyTaTopa.
Moddepscxa MeTtoa o6paTHOro AaB/jeHWUs WMCMOJIb3YETCA Ha MONYAYN/IEKCHbIX COeAMHEHUAX

obpamHozo dasneHus

ANA perynMpoBaHMa NOTOKa AaHHbIX OT BCTPEYHOro YCTPOMCTBA MyTEM CO34aHUsA
Konaumsuin. MeTtog nossonser wusbexaTb nepenonHeHns 6bydepHoW namaTu

(Back pressure) YCTPOWCTBA M NOTEPU AAHHbIX.
ABTOMaTMYecKoe onpegeneHne TMNa Kabens - NnepekpecTHbl Kabenb nam Kabenb
MPSAMOro NMOAK/IOYEHUS.
— MDI (Media-Dependent Interface — npamoin) — ctaHpapT Kabenen ana
Modoepxka MDI/MDIX ( P 8 P ) Aap A
NOAKNHOYEHNA OKOHEYHbIX YCTPOMCTB;
— MDIX (Media-Dependent Interface with Crossover — nepeKkpecTtHblit) -
CTaHAapPT Kabenei Ana NOAKNOYEHNA KOHLLEHTPATOPOB U KOMMYTaTOPOB.
[oddepxcka KommyTaTop cnocobeH noanepvsaTb nepefavyy CBEPXAAMHHbLIX Kadpos, 4TO
C8epx0/IUHHbLIX KOOPO8 | No3BoAseT nepefasaTb AaHHbIE MEHbLUMM YUCAOM NAKETOB. ITO CHUKaeT o6bem
(Jumbo frames) cnyxebHol nHbopmauun, spema 06paboTKM 1 NepepbIBbI.

.VI'IpCIBHBHUE nomoKom

(IEEE 802.3X)

YnpaBieHne NOTOKOM MO3BONAET COeAMHATb HU3KOCKOPOCTHOE YCTPOWMCTBO C
BbICOKOCKOPOCTHbIM. Ona npefoTBpalLeHna nepenosHeHna bydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaaTb naket PAUSE, Tem
cambiM MHGOPMMPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU CAEeNaTb
naysy npu nepeaaye nakeTos.

Paboma 8 cmeKe
ycmpolicme

KommyTaTop noaaeprkmsaet obbeguHeHne HECKObKUX YCTPOMCTB B CTeK. B aTom
C/lydae KOMMYTaATOpbl PacCMaTpPUBAOTCA KaK eAuHOE /I0rMYeckoe YCTPOMCTBO C
06LLMMM HacTpOKaMmn. BO3MOXHbI 4BE TOMOOMMKU NOCTPOEHMS CTEKA — KObLO U
uenoyka. Mpy 3Tom NapameTpbl NMOPTOB BCEX YCTPOMCTB, BKAIOYEHHBIX B CTeK,
MOXHO 3ajaTb C KOMMyTaTopa, paboTalolwero B pexume «macTep».
CTeKknpoBaHue yCTPOMCTB NO3BOAAET CHU3UTbL TPYA0EMKOCTb YNPaBAEHUSA CETbHO.
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2.2.2 ®yHKyuu npu pabome c MAC—adpecamu

B Tabnnue 2.2 npuBeneHsl GyHKUUM yCTPOMUCTB Npu pabote ¢ MAC—agpecamu.

Tabaunua 2.2 — PyHKumMKM paboTtel c MAC-agpecamu

Tabauya
MAC-adpecos

KommyTaTop cocTaBnseT B nNamaTM Tabauuy, B KOTOpPOM YyCTaHaBAMBaeTCA
cooTBeTcTBME MeXKay MAC-agpecamu u nHtepdencamm KommyTaTopa.

Pexcum obyyeHus

B otcytctBMe 06yyeHua, [AaHHble, NOCTyMawolWue Ha KakoW-anbo nopr,
nepesarTCcA HA BCe OCTa/lbHble MOPTbl KOMMyTaTopa. B pexume obyuyeHus
KOMMYTaTOp aHanuM3MpyeT Kaapbl UM, onpegenns MAC-agpec oTnpasuTens,
3aHOCUT ero B Tabauuy MaplpytTusaumun. Bnocneactsuu, nocTynuBWWMIA Kaap,
npeaHasHavyeHHblr ans xocta, MAC-agpec KoOToporo yxe ecTb B Tabauue,
nepeaaeTca TO/IbKO Yepes yKa3aHHbIN NopT B Tabauue.

lModdepxka nepedayu
HQA HECKO/IbKO

MAC-adpecos
(MAC Multicast Support)

[JaHHaa GyHKUMA NO3BOMAET YCTaHaBAMBATb COEAMHEHUA KOAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum obpasom, Kaap, afApecoBaHHbli MHOroaapecHom
rpynne, nepeaaeTtca Ha Kaskablii NOpT, BXOAALLMIA B rpynny.

Asmomamu4eckoe
spemsa xpaHeHuAa MAC-

Ecam ot ycTpoiictea ¢ onpegeneHHbim MAC-agpecom 3a onpegeseHHbli nepros,
BPEMEHW He MOCTYMaloT MaKkeTbl, TO 3anucb B Tabauue mapwpytvsaumm ans

adpecos [aHHOTO afipeca ycTapeBaeT 1 yaansetca. 3To No3BOAAET NOALEPHKMUBATL TabanLy
(Automatic Aging for MAC | g aurvanbHom cocToAHMM.
Addresses)
Cmamuyeckue 3anucu | CeTeBoit KOMMYTaTOp MO3BOAAET NOML30BATENO ONPEAENNTb CTAaTUYECKME 3anucH
MAC cooTtBeTcTBMit MAC-agpecoB uHTepdeiicam, KOTOpble COXPaHAITCA B Tabauue
(Static MAC Entries) MapLipyTmnsaumnm.

2.2.3 ®@yHKyuu emopozo ypoeHa cemeesoli modenu OSI

B Tabaunue 2.3 npmuBeneHbl GyHKUMM U 0COBEHHOCTM 8MOpo20 yposHsA (yposeHs 2 OSl)

Tabanua 2.3 — OnucaHune ¢yHKUMIA BTOporo yposHA (yposeHb 2 OSl)

Moddepxcka VLAN

KommyTaTopbl noaaepmMBatoT paboTy BUpTyanbHbix ceTeit VLAN.

Peanusauua npotokona IGMP nossonseTt Ha ocHoBe MHOPMALUKM, NOJYHEHHOM

Multicast-TV VLAN

GyHkyua npu aHanmse cogepkumoro IGMP nakeToB, onpefennTb, Kakne yCTPOMCTBA B CETU
IGMP Snooping Yy4YacTBYIOT B rpynnax MHOroagpecHon paccbiikM, W agpecoBaTb TpadMK Ha
COOTBETCTBYHOLME NOPTHI.
. Peanunsauua HKUMM MLD Snooping no3BosseT yCTPOMCTBY MWUHUMWM3MPOBATHL
®yHKyua MLD Snooping 4 cbyu 4 ping yerp ¥ P

MHoroagpecHsbii IPv6 Tpaduk.

DyHKLMA, NO3BONAIOWANA NepeHanpaBaATb MHOrOaApecHbIn TpadumK U3 3agaHHOM

PyHKYUA VLAN (multicast VLAN) B nopT nonb3osaTens Ha OCHOBaHUM IGMP-coobuieHmii,

4YTO NO3BOAIAET YMEHbLWMUTb HarpysKy Ha uplink-nopT KommyTtaTopa. ®PyHKUMA
npumeHsaeTca B peweHusax lll-play.

3awuma om
WwupoKosew,amesibHO20
«wmopma»

(Broadcast Storm Control)

LUnpoKosewaTenbHblii  WTOPM — 3TO PasMHOMEHME LWMPOKOBeLLaTeIbHbIX
COOBLEHMIT B KaXKAOM Yy3/e, KOTOpoe MPUBOAWUT K NaBMHOOBPA3HOMY POCTY WX
yncna M napanusyet paboTy ceTu. YCTPOMCTBa MUMEIOT GYHKUMIO, MO3BONAIOLLYIO
OrPaHMYUTb CKOPOCTb NepeaayYn MHOroagPECHbIX U WMPOKOBELLATEIbHBIX KaapoB,
NPUHATBIX U NepesaHHbIX KOMMYTAaTOPOM.

Ethernet-kommymamopsi MES1000, MES2000
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HELTEX

3epKkanuposaHue
nopmos
(Port Mirroring)

3epkanupoBaHue nossonsetT AybaMposaTb TpaduK Habawgaembix MNOPTOB,
nepecbiian Bxogawme n/mam ncxoaawme nNakeTbl Ha KOHTPOAMPYIOLWMIA NopT. Y
No/ab30BaTENA €CTb BO3MOHOCTb 33ZaTb KOHTPOJIMPYIOWMIA U KOHTPOIMPYyEMblE
nopTbl U BbIBPaTb TMN TpaduKa (BXOAAWMIA U/MAN UCXOAALWLMIA), KOTOPbIN Byaer
nepesaH Ha KOHTPOUPYIOLWMI NOPT.

U3onayua nopmos
(Protected ports)

JaHHaa ¢yHKUMA no3sosAeT Ha3HauuTb nopTy ero uplink-nopTt, Ha KoTopbIi
6e3ycnoBHo byaeT nepeHanpaBaATbcA Becb TpaduK, obecneumsas TEM CaMbim
U30/1AUMIO C APYrMMUK NopTamu (B Nnpegenax og4HOro KOMMyTaTopa).

Private VLAN Edge

[daHHaa ¢yHKUMA NO3BOAISET M30/MPOBaTb rpynny nopToB (B npeaenax O4HOrO
KOMMYTaTopa), Haxo4AWwMXcA B OAHOM LUMPOKOBELLATENIbHOM AOMEHE MeXay
coboil, nossosnsa npu 3STom 06MeH TpaduMKOm C ApYyrMMM  NOPTaMM,
Haxo4AWMMMCA B 3TOM  Ke  LUMPOKOBELWATe/IbHOM [OMEHe, HO He
npuvHaaNeXallMMK K 3ToI rpynne.

Private VLAN

ObecneunBaeT M30JAUMIO MEXKAY YCTPOMCTBAMM, HAXOAAWMMWUCA B OLHOM
LUMpOKOBELLaTe/IbHOM AOMeEHe, B Npeaenax Bcel L2-ceTn. PeannsoBaHbl pexnumbl
paboTbl nopTta: Promiscuous, Isolated (Isolated-nopTbl He moryT obmeHnBaTbCA
apyr ¢ gpyrom) n Community (MopTbl moryT obmeHMBaTbCA Mexay coboil u
Promiscious —noptom).

Moddepcka

npomokosna STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBOl NPOTOKOJl, OCHOBHOW 3ajAayell KOTOPOro
AaBnsetcA npusepeHue cetn Ethernet ¢ u3BbITOUHBIMM coeaMHEHMAMM K
APEeBOBMAHOW TOMONOMMU, MUCKAtoYatoweln netan. KommyTtatopbl obmeHuBaroTCA
KOHOUIypauMOHHbIMK COOBLLEHNAMM, UCMONBb3YA Kaapbl cneyunanbHoro dopmaTa,
1 BbIGOPOYHO BK/IHOYAIOT M OTK/IHOYAOT NOPThI YCTPOMICTBA.

lModdepxcka

npomokona RSTP
(IEEE 802.1w Rapid spanning
tree protocol)

Rapid (6bicTpbint) STP (RSTP) — ABnseTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepu3yeTca MeHbLUIMM BpemMeHeM MpuBeAeHUA CeTm K ApeBOBUAHOM
TOMONOTUK U UMeeT 6o/iee BbICOKYH YCTOMYMBOCTb.

Tloooepoicka
¢ynxyuonana Layer 2
Protocol Tunneling

Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy»ebHble nakeTbl
(PDU) L2-npoTokonoB Yepes ceTb Nposaiiaepa, 4tTo obecnevymBaeT «Npo3padHyo»
CBA3b KJMEHTCKUX CETMEHTOB CETH.

(L2PT)
EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneuymBatoLLmii
UCKNIOYEHME 3aLMKNMBaAHUA TpadUKa B CeTAX C KOMbLEBOW TOMNONOMMEN, a TaKKe
Mpomokosn EAPS npefHasHaueHHbIi AnA BGbICTPOro BOCCTAHOBAEHWUA NPOXOMAEHMA TpaduKa B
C/yyae aBapuMM Ha OTAENbHOM yuyacTKe ceTu. EAPS obecneunsaeT Bpems
BOCCTaHOBJ/IEHUA CYLLECTBEHHO MEHbLLE, YeM NPOTOKObI spanning tree.
MpPoTOKOA MpeAHa3HauyeH A1 MOBbIWEHWA YCTOMYMBOCTM M HafeKHOCTU CeTM
lpomokon ERPS nepefaun [aHHbIX, MMEIOLLE KONbLEBYIO TOMOMOMMIO, 3a CYET CHUNKEHUS
(Ethernet Ring BPEMeHM BOCCTAHOB/IEHMA CEeTW B C/yd4ae aBapuu. Bpema BOCCTaHOBAEHMA He

Protection Switching)

npesblilwaeT 1 cekyHAbl, YTO CyLECTBEHHO MEHbLUEe BPeMeHU MepecTPoiKu CeTu
NP1 KCNOAb30BaHMM NMPOTOKOI0B cemeicTea Spanning Tree.

lNododepxcka GVRP
(GARP VLAN)

MpoTokon pernctpaunm  GARP  VLAN obecneunBaetr  AMHaMU4YecKoe
nobasneHune/yganenve rpynn VLAN Ha nopTax. Ecam BkAoyeH npotokon GVRP,
KOMMYyTaToOp onpeaenseT, a 3aTem pacnpoCcTpaHAeT AaHHble O NPUHAANEXKHOCTU K
VLAN Ha Bce NopTbl, ABNAIOLLMECH YACTbO aKTUBHOM TONONOTUM.

Moddepxcka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbinoaHAeTCcA no BxogAawmm noptam. JaHHoe
pelleHne NO3BOAET MUCNOJIb30BaTb HAa KaXXAO0M NOPTY TONbKO ogHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKPbITbIN CTAHAAPT, KOTOPbLIA OMMCbIBAaeT npoueaypy
TerMpoBaHua Tpadumka ana nepegavm nHbopmaumm o npuHagnexkHoctn K VLAN.
Mo3BonaeT cnonb3osBaTb HeckosbKo rpynn VLAN Ha ogHOM nopTy.
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HELTEX

Aepezayusa KaHaAM08
(epynnel kaHanos LAG)

B ycTpoicTBax noagep:kuBaeTca GpyHKLMA CO34aHUA TPYNn KaHanoB. Arperauusa
KaHanos (Link aggregation, trunking) wnu I|EEE 802.3ad — TexHosorua
06beaMHEHNA HECKONbKUX (DUSMYECKUX KaHa/loB B OAMH JIOTUYECKUI. 3ITO
cnocobcTBYET HE TONbKO YBEIMYEHUIO NPOMYCKHOM CNOCOBHOCTU MarncTpasibHbIX
KaHa/10B KOMMYTAaTOP—KOMMYTATOpP MU/IM KOMMYTAaTOP—CepPBEpP, HO U MOBbILEHUIO
UX HaOEeXKHOCTU. BO3MOMKHbI TpW TMNa 6anaHCMPOBKM Harpy3KM MeXKAy KaHanamu:
Ha ocHoBaHuMM MAC-agpecoB, Ha OCHOBaHMM IP agpecoB M Ha OCHOBAHMW MopTa
HasHauyeHus. [pynna LAG cocTouT M3 MNOPTOB C OAMHAKOBOW CKOPOCTbIO,
paboTatowmx B AYNJAEKCHOM PEXMME.

JuHamuyeckue epynnobi
KaHano8 (Mpomokon
LACP)

Mpotokon LACP obecneunBaeT aBTOMaTUYeCKoe OObeAUHEHWE OTAENbHbIX
KaHanoB mexay [ABYyMs  YCTPOMCTBAaMW  (KOMMYTaTOP—KOMMYTaTop WM
KOMMYTaToOp—CepPBEP) B €4MHbIM KaHaa Nepesaym gaHHbIX.

B npoToKo/se NoCTOAHHO onpeaenaeTcs BO3MOXKHOCTb 06beANHEHNA KaHaNoB, U B
C/lyyae OTKasa COeAMHEHUs, BXOAALLEro B 0ObeAWHEHHbIV KaHasj, ero TpadukK
aBTOMATUYECKM  MepepacnpenensercA Mo  HeOTKa3aBWWMM  KOMMOHEHTam
0b6beagMHEHHOro KaHana.

Moddepxcka Auto Voice
VLAN

MpepoctaBnAeT BO3MOMHOCTb WMAEHTUOUULMPOBATL FONOCOBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
agpeca). Ecnm B MAC-Tabnnue kommyTtatopa npucytcteyeT MAC-agpec ¢ OUI
ros0coBoro wsnw3a uam xe |IP-tenedoHa, TO AaHHbLIA MOPT aBTOMATUYECKMU
pobasnaetca B voice vlan (naeHTMduMKauma no npoTtokony SIP nam ke no MAC-
afpecy nosiyyatensn He NoAJeprKMBaeTcs)

Selective Q-in-Q

Mo3BonseT BbIMONHATb AEUCTBUA C BHeWHUM ugeHtudukatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHoBe CKOHGUIypMpOBaHHbIX Npasun GunbTpaumm
no BHyTpeHHemy ngeHtudukaTopy VLAN (Customer VLAN). MpumeHeHne Selective
Q-in-Q no3BonaeT 06aBUTb UM U3MEHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI/

B Tabnuue 2.4 npuBeneHbl GyHKUUM TPeTbero ypoBHs (yposeHb 3 OSI)

Tabanua 2.4 — OnucaHune dyHKUMIA TpeTbero ypoBHa (Layer 3)

KnueHmei BootP u DHCP
(Dynamic Host Configuration
Protocol)

YCTpoicTBO CNocobHO aBTOMaTMYecKM nosyyatb |IP-agpec no npoTokony
BootP/DHCP.

lpomokon ARP

(Address Resolution Protocol)

ARP — npoToKon conocTtasneHuna IP-agpeca u ¢usnyeckoro agpeca ycTpoiicTaa.
CooTBeTCTBME yCTaHaBAMBAETCA Ha OCHOBE aHanu3a OTBeTa OT y3/na ceTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBELLATEeIbHOM NaKeTe.

Ethernet-kommymamopsi MES1000, MES2000
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HELTEX

DyHkyuu QoS

B Tabanue 2.5 npuBeneHbl oCHOBHbIE PYHKUMKM KadyecTBa obcnykmBaHus (Quality of Service)

Tabnnua 2.5 — OcHoBHbIe PYHKUMKM KayecTBa 0b6cnyKMBaHUA

lNoddepxcka
npuopumemHsbix
oyepedeli

YCTPOICTBO NoaAepKnBaeT NPUOPUTE3ALMIO UCXOAALWEro TpaduKa No oyepeaam
Ha Kaxgom nopTy. PacnpegeneHne nakeToB Mo oYepeasm MOMKET NPOU3BOAUTLCA
B pesynbTaTe KaaccuduKaumMm MakeToB MO Pas/iMYHbIM MOASAM B 3arosioBKax
nakeTos.

lModdepxcka Knacca
obcnyxcusarHua 802.1p

CraHpgapT 802.1p cneumduumpyeT MeToa yKasaHUa NpMopuTeTa Kagpa U airoputm
MCMNO/Ib30BaHMNA MPUOPUTETA B LLENAX CBOEBPEMEHHOM A0CTAaBKM YyBCTBUTENIbHOTO
K BpeMeHHbIM 3agepXKam Tpadumka. CraHgapTt 802.1p onpeaenser BoCeMb
ypoBHen npnoputeToB. KOMMyTaTOpbl MOFYT UCMO/Ib30BaTh 3HaYEHME NpuopuTeTa
802.1p ana pacnpeneneHna Kagpos no NPUOPUTETHbIM OYepeaam.

2.2.5 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnnua 2.6 — PyHKUMM o0becneyeHUs 6esonacHOCTH

DHCP snooping

®PyHKUMA  KOmMyTaTopa, MpeAHasHayeHHaa AnA  3alWuTbl  OT  aTak ¢
ucnosb3oBaHnem npoTtokona DHCP. O6ecneunBaetr ¢unbtpaumto DHCP
COOOLEHMI, NOCTYMMBLUMX C HEHAAEXHbIX MOPTOB MNyTEM MNOCTPOEHUS U

noaaepaHusa 6asbl gaHHbIX Nnpueasku DHCP (DHCP snooping binding database).
DHCP snooping BbINOMHAET AeicTBUA 6paHamayspa mexKay HeHadeKHbIMK
noptamu u cepsepamu DHCP.

Onuyus 82 npomoKona

Onuua, KoTopana nossonset nponHdopmuposate DHCP — cepeep 0 TOMm, C Kakoro
DHCP-peTpaHcasTopa 1 Yepes Kakoi NopT npuwen 3anpoc.

Mo yMONYaHUIO KOMMYTaToOp, uWcCnonb3ylowmin  ¢yHKuMio DHCP  snooping,

DHCP o o
obHapyxunBaeT n otbpacbiBaeT nwboin DHCP-3anpoc coaepxkawmit onuuio 82,
KOTOPbIV OH NOAyYMA Yepe3 HeHagEKHbIM (untrusted) noprt.
UDP relay MepeHanpasneHue wnpokosewatenbHoro UDP-TpaduKa Ha ykasaHHbIM IP-agpec

IP Source address guard

®PyHKUMA KOMMyTaTopa, KOTopaA orpaHuuymsaet IP-Tpaduk, dunbTpya ero Ha
OCHOBaHWM Tabanupbl cooTBETCTBMW 6asbl AaHHbIX npuesaskM DHCP — DHCP
snooping 1 CTaTUYeCKM CKOHOUTYpMpPOoBaHHbIX IP-agpecoB. PyHKLMA UCNONb3YyeTCs
nns 6opbbbl ¢ NnogmeHol IP-agpecos.

Dynamic ARP Inspection
(Protection)

®PyHKUMA  KOmMMyTaToOpa, MpeAHasHayeHHaa And  33WuTbl  OT  aTak ¢
ucrnosb3oBaHnem npotokosa ARP. CoobuweHune, KoTopoe nocTynaer c
HeHaAeXHOoro NopTa, NoABepraeTca NposepKe — cooTBeTcTByeT n IP-agpec B Tene
npuHatoro ARP-naketa IP-agpecy oTnpasutens.

Ecnn agpeca He coBnagatoT, TO KOMMYTATOP 0T6paCbIBaeT naker.

L2 - 13— 14 ACL (Access
Control List)

Ha ocHoBe WHboOpmaLMK, cofep:Kalienca B 3aronoBKax ypoBHeh 2, 3 u 4, y
aAMMHUCTPATOPaA €CTb BO3MOXKHOCTb HACTPOWUTb MNpPaBWAQ, COMMACHO KOTOPbIM
naket 6yaeT obpaboTtaH, MM60O OTOPOLLEH.

Time-Based ACL

Mo3BosfeT CKOHOUIYPMpPOBaTb BPEMEHHbIe PaMKM, B TEUYEHWE KOTOPbIX AaHHbIN
ACL byaeT aeitctBoBaTb

lModdepcka
6710KUpoBKU Mopmos

OcHoBHaa PyHKUMA 6NOKMPOBKM — NOBbLICUTL BE30MAaCHOCTb CeTU, NPeaocTaBAn
OOCTYN K NOPTY KOMMYyTaTopa TOMbKO ANA YCTPOUCTB umetowmx MAC — agpeca,
3aKpenneHHble 32 3TUM NOPTOM.

lposepka
nooaAUHHOCMU HA
ocHose rnopma (802.1x)

Mposepka noanvHHoctn IEEE 802.1x npeactaBnser coboit MexaHW3M KOHTPOAA
OOCTyna K pecypcam 4epe3 BHewHui cepsep. [poweglume npoBepKy
NoA/IMHHOCTM NOJIb30BATENN MONYYAKOT AOCTYN K pecypcam BblIGpaHHOW ceTu.
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HELTEX

PPPoE IA

dyHKUMSA no3BonAeT [ONoAHATb nakeTbl PPPoE Discovery uHbopmaumen,
XapaKtepusytouwein nHTepdeiic goctyna. 310 HeobxoaMmo Ana naeHTudUKaumm
Nno/ib30BaTeNbCKOro MHTepdeica Ha cepeepe goctyna (BRAS, Broadband Remote
Access Server).

2.2.6 ®yHKYuU ynpasaeHUa KOMMymamopom

Tabnnua 2.7 — OcHOBHbIe PYHKUMUKN yNpaBAeHNA KOMMYTaTOPOB

3azpy3Ka u ebi2py3Ka
¢hatina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAIOTCA B ¢ailnie HACTPOMKKU, KOTOPbIA COAEPIKUT
[AaHHble KOHPUIYPaLUK KaK BCEM CUCTEMbI B LLe/IOM, TaK U OnpeaesieHHOoro nopTa
ycTpolicTBa.

lMpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ncnonb3yeTtcsa Ana onepauunii 3anncu n uteHma dannos. MNpotoKkon
OCHOBAaH Ha TpaHCMoOpTHOM npoTokoae UDP.

YCTpoicTBa NoAAep KMBAIOT 3arpy3Ky U nepeaady no JaHHOMY NpoTokoay daiinos
HACTPOMKKM 1 06pa3oB NporpammHoro obecneyeHums.

Mpomokon SCP (Secure

MpoTtokon SCP ucnonblyetca Ana onepauumii 3anmucK u yteHuns ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM npoToKone SSH.

MOHUmMopuHz (RMON)

Copy) YcTpoicTBa NOAAEPKMBAIOT 3arpysKy M nepegady no AaHHOMY NPOToKoy dalinos
HACTPOMKM 1 06pa3oB NporpammHoro obecneyeHums.

YpaneHHblt MOHUTOPUHT (RMON) - cpecTBO MOHUTOPUHIA KOMMBIOTEPHBIX CETEN,

pacwupeHme SNMP. CoBmecTMMble  YCTPOWCTBA  MO3BOAAKT  cobupaTb

YoaneHHelli OWNArHoCTUYeCKMe AaHHble C MOMOLLbIO CTaHUMKM ynpasaeHus cetbto. RMON - 370

cTaHaaptHaa 6asa MIB, B KoTopoii onpeaenieHbl TeKylias M npeablaylian
ctatucTnka yposHa MAC 1 06beKTbl ynpasneHusa, npeaocrasaaollmMe AaHHble B
peanbHOM BpeMeHW.

Mpotokon SNMP wucnonb3yeTcs ANA MOHWUTOPUHIA W YNPaBAEHUA CeTeBbiM

lpomokon SNMP ycTpoiicTBOM. [ns ynpaBneHUs A[OCTYMOM K CUCTEME OnpeaenseTcs ChmMcok
3anuceli cCoobLLEeCTBa, KaxKaas U3 KOTOPbIX COAEPKUT NPUBUIErMM AOCTyNa.
YnpasneHue yctpoiictBamu nocpeactsom CLI ocyliecTBaseTca JoKanbHO Yepes
MHmepgpelic nocnefosaTenbHbi NopT RS-232, nMbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMQHOHOU cmpoKu KOMaHAHOW CTPOKM KoHconn (CLI) aBnsetca nNpOMbILAEHHBIM CTaHZAPTOM.
(cLi) MHTepnpeTtaTop CLI npesocTaBnseT CNMCOK KOMaHAL M K/OYEBbIX CAOB ANA
NMOMOLLM MONb30BATENIO U COKPALLEHUIO 06beEMA BBOAMMbIX AAHHbIX.
Syslog Syslog — npoTokos, obecneunBatolmii nepesady CoobLEHNI O NPOUCXOAALLUX B
cucteme cobbITUAX, @ TaKKe yBegOoMNeHUI 06 OLWMOKAX yaaNeHHbIM CepBepam.
SNTP MpoTtokon SNTP - NpOTOKOA CUHXPOHM3ALNM BPEMEHW CETU, FapaHTUPYeT TOYHOCTb
(Simple Network Time CUHXPOHM3aLMM BPEMEHM CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUNIUCEKYHADI.
Protocol)
Traceroute — cnyxebHas HKUMA, nNpeAHa3HaYeHHana Agns  onpegeneHus
Traceroute ¥ GYHKUMA, NpeA A PeA
MapLpyToB Nepeayn gaHHbIx B IP-ceTax.
YnpaeneHue Ap,MVIHVICTpaTOUp N\o>1<eT onpefennTb YPOBHW NpUBUAErMIA  JOCTyna p,n?
Nno/sib30BaTeNel YCTPOMCTBA M XapaKTEPUCTUKM A8 KaXKAOro YPOBHA NPUBUAErUi
KOHMpoaupyemsim o
(TonbKo ana uteHMA — 1 ypoBeHb, NOHbIN AocTyn — 15 ypoBeHb)
docmynom — yposHuU
npusuneauli
BoKupoeKa KommyTaTop cnocobeH ycTaHaBAMBaTbL 3anpeT AOCTyna K Kaxgomy uHtepdeiicy
unmepeeiica ynpasneHus (SNMP, Telnet, SSH). 3anpeT MoKeT 6biTb YCTaHOB/IEH OTAENbHO ANA
Kaxkgoro Tmna gocrtyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over
npaeseHus .
ynp SSH); SNMP.
JloKaneHas [Onsa noKanbHOI ayTeHTUGUKaLMM NOAAEPKMBAETCA XpaHeHWe naponei B base
aymeHmugukayus AaHHbIX KOMMyTaTOpa.

Ethernet-kommymamopsi MES1000, MES2000

17



HELTEX

bunempayus IP
adpecos 0219 SNMP

Joctyn no SNMP paspellaetca gna onpeaeneHHbix IP-agpecos, ABAAKOLWMXCA
yneHamm SNMP-coobuwecTsa.

Knuenm RADIUS

MpoTokon RADIUS ucnonb3yetca anAa ayTeHTUPUKaLMKM, aBTOpU3aUMM M yyeTa.
Cepsep RADIUS ucnonb3ayetr 6a3y AaHHbIX NOAb30BaTesIel, KOTOPaA COAEPKUT
OaHHble MPOBEPKU NOAJMHHOCTU ANA Kaxaoro nonb3osatens. KommyTtaTopbl
NoAAEPXUBAIOT KIMEHTCKYIO YacTb npoTokona RADIUS.

TACACS+
(Terminal Access
Controller Access Control
System)

YCTPOMCTBO nNpefocTaBnseT MNoOALAEPKKY MNPOBEPKM MNOOJMHHOCTUM  K/IMEHTOB
nocpeactBom npotokona TACACS+. T[potokon TACACS+ obecneumBaet
LEHTPaNM30BaHHY0 cucTemy 6e30nacHOCTM AAA MPOBEPKM MoNb30BaTenew,
noslyyatoWwmx AOCTYN K YCTPOWCTBY, @ TaK K€ LEeHTPANM30BaHHYl cUCTeMY
ynpasneHus npu cobaogeHnm coemectumoctu ¢ RADIUS u apyrumm npoueccamm
NpOBEPKM NOAJIMHHOCTH.

Cepsep SSH

®dyHKumns cepsepa SSH nossonsetr KAneHTy SSH yCTaHOBUTb C YCTPOMCTBOM
3aWMLLLEHHOEe COeAMHEHME AR YyNPaBAEeHNA UM.

Moddepcka
MOKPOKOMAHO

[aHHasa o©yHKUMA npenocTaBiseT BO3MOXHOCTb CO3JaBaTb MAKPOKOMAHAbI,
npeactasasowme cobolr Habop KoMaHa, WM MPUMEHATb MX ANA OMNEepaTUBHOrO
ynpas/aeHna YyCTPOWCTBOM.

2.2.7 /[ononHumenbHble (pyHKYyUU

B Tabnumue npuBeaeHbl A0NO/IHUTE IbHbIE PYHKLUUM YCTPOMCTBA.

Tabanua 2.8 — JononHuTenbHble PYHKLMN YCTPOMCTBA

KommyTaTopbl MUMEOT B CBOEM COCTaBe MpOrpammHble U annapaTHble CpeacTsa,

BupmyasnbHsili No3Bo/IAOLLME BbINONHATL PYHKLMM TECTUPOBAHMA Kabens — VCT:

KabenoHbIl mecmep — onpegeneHve npobnem cBA3M NPU UCMNONb30BaHUM MeAHbIX Kabenew
(vcT) (obpbiB, 3aMbiKaHMe NPOBOAOB);
—  OTYeT No pesy/ibTaTam TECTUPOBAHMA.

YCTPOCTBO NO3BOASET TECTUPOBATL ONTUYECKUIM TpaHcuBep. MNpu TecTMpoBaHMK
HuazHocmuka OTCNEKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK U HanpsKeHue NUTaHWa, TemnepaTypa
onmu4ecKoz20 TpaHCMBEPA, MOLLHOCTb CUTHANA Ha NpuWéme M nepegade. [OuarHoctmka AOCTyMHA
mpaHcusepa TONbKO [ANA TpaHCcMBepOB, noadepuBatowmx ¢yHkumio Digital Diagnostics

Monitoring (DDM).

Green Ethernet

ﬂ.aHHbIVI MeXaHU3M N03BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyet
nepesoaa HEAKTUBHbIX 3/IEKTPUHECKUX NOPTOB B 3KOHOMMYHbI peXunm.

IP SLA

TexHONornmA aKTUBHOMO MOHUTOPWHIA, WCMO/b3YIOWAACA ANA  M3MepeHud
napameTpoB ObICTPOAENCTBMA KOMMbIOTEPHBIX CeTel W KayecTBa nepenayu
OaHHbIX. MogaepkmnBaemble onepaunn — ICMP Echo, UDP litter.

18
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2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OcHOBHble TeXHU4eckume napamMmeTpbl KOMMYTAaTOPOB NpuUBeAEHDI B Ta6ﬂMLI,e 2.9

Tabnnua 2.9 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM

O6wme napameTpbl

MakKeTHbIM Npoueccop

Marvell 98DX1035 / 98DX3035

MES1024

24x 10/100Base-T
2x (10/100/1000Base-T / 1000Base-X Combo)

MES1124
MES1124M
MES1124MB

24x 10/100Base-T
4x (10/100/1000Base-T / 1000Base-X Combo)

MES2124
MES2124M
MES2124P
MES2124MB

NHTepdeincol

24x 10/100/1000Base-T (MES2124P - c noaaep Ko PoE+)
4x (10/100/1000Base-T / 1000Base-X Combo)

MES2208P

4x 10/100/1000Base-T (c noaaepskkoi PoE+)
4x (10/100/1000Base-T / 1000Base-X Combo)
2x 1000Base-X

2x 10/100/1000Base-T

MES2124F

24x 1000 Base-X (SFP)
4x (10/100/1000Base-T / 1000Base-X Combo)

OnTuyeckue TpaHcMBepbl

SFP

JynnekcHblin/MonyaynnexkcHbii
pexum

[ynnekcHblii/nonyaynaeKcHbI PeXMM AN SNEKTPUYECKMX NMOPTOB,
OYNNEKCHbIN PEXMUM ONA ONTUYECKUX MOPTOB

MES1024 8,8 rut/c
MES1124
MES1124M 12,8 réut/c
MES1124MB
MpoussoamnTENBHOCTD MES2124
KOMMyTaTopa MES2124M
MES2124P 56 I6ut/c
MES2124MB
MES2124F
MES2208P 24 réut/c
O6bem bydepHON NnamaTm 8 Mb
O6vem TCAM 512x24B
. Ingress: 168
K S
onunyectso npasun SQinQ Egress: 96
Konnuyectso npasun ACL 246

CKopoCTb Nepeaaqn AaHHbIX

dneKkTpuyeckme nHtepdeiicel 10/100/1000 M6éut/c.

OnTuyeckune uHTepdeiicol 1ré6mut/c.

Tabnnua MAC-agpecos

16K  3anuceit  (4acTtb
MUCNONb30BaHUA CUCTEMON).

MAC-agpecoB  pesepsupyetca  AnAa

Moppepkka VLAN

CornacHo 802.1Q zo 4K.

KauectBo obcnyxuBaHusa QoS

Mpuoputesauua Tpadpuka, 4 ypoBHA.
4 BbIXOAHbIX 0Yepeamn C Pa3sHbIMU NPUOPUTETAMU A1A KaXKA0ro nopra.

Multicast

[o 1000 cratuyeckmx multicast-rpynn.

Konnuyectso ak3emnasapos MSTP

28
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CBepxanvHHble Kagpbl (Jumbo frames)

MakcumanbHbIi pasmep naketos 10K.

Arperayms KaHanos (LAG)

8 rpynn, A0 8 NOPTOB B KaXKA0M.

CreknpoBaHue

[o 3-x ycTpoMcTs.

CooTBeTcTBUE CTAaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBToOnNpeaeneHne cCKopocTtu

IEEE 802.3X KOHTPO/1b MOTOKOB AAaHHbIX

IEEE 802.3ad o6beamHeHne KaHanos LACP

IEEE 802.1p npuopuTtesauma Tpadmka

IEEE 802.1g BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d cBnasyiouwee aepeso STP

IEEE 802.1w bbicTpoe cBasytouiee gepeso RSTP

IEEE 802.1s mHOecTBO cBA3yOWMX aepesbes MSTP
IEEE 802.1x ayTeHTUdUKaLMA NONb30OBATENEN

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P, MES2208P)

YnpasneHue

NokanbHoe ynpasieHve

KoHconb RS-232.

YaaneHHoe ynpasneHue

Telnet, SSH, SNMP.

dusnyeckme xapakTepUCTUKN U YCAOBUA OKPYIKaloLLen cpeapbl

MCTOYHMK
nUTaHMA

CeTb nepemeHHoro Toka 110-2508B, 50 l'u,.

MES1024
MES1124 MoTpebasemas MOLWHOCTb:
- MES1024, MES1124, MES1124M - He 6onee 25 BT;
MES2124
MES2124F - MES2124 - He 6onee 30 BT;
- MES2124F — He 6onee 40 BT.
CeTb nepemeHHoOro Toka 110-2508B, 50 'y, nan ceTb NOCTOAHHOIO TOKA
MES1124M ﬁsB' 6 _
MES2124M oTpebnaseman MOLLHOCTb:
- MES1124M - He 6onee 25 BT;
- MES2124M - He 6onee 30 Br.
MES2124P AC CeTb nepemeHHoro Toka 170-265B, 50 I,

MoTtpebnseman mowHocTb He 6onee 400 Br.

MES2124P DC,
MES2208P

CeTb nocToAHHOro ToKa 48B+-10%.
MoTpebnsemas MOLLHOCTb:

- MES2124P DC - He 6onee 400 Br;
- MES2208P - He 6onee 140 Br.

MES1124MB

CeTb nepemeHHoro Toka 110-250B, 50 I M CBWHLO0BO-KMUCAOTHbIN
aKKymynaTop.

MoTpebnseman mowHoOCTb He 6onee 45 BT.

XapaKTepuCTUKM 3apAaaHOro YCTPOMCTBA:

- TOK 3apaga — 1,7A;

- HanpsXeHue cpabaTtbiBaHUA pacuenutens Harpyskm — 10-10.5B;

- MOPOroBoOe HanpsAXeHne MHAMKaUUM HU3Koro 3apaga — 11B.

MES2124MB

CeTb nepemeHHoro Toka 110-250B, 50 Iy M CBMHLO0BO-KMCNOTHbIN
aKKymynsaTop.

MNoTtpebnseman mowHocTb He 6onee 50 BT.

XapaKTepuCTUKM 3apsaLHOro YCTPOMCTBA:

- TOK 3apaga — 1,7A;

- HanpsXeHue cpabaTtbiBaHUA pacuenutens Harpyskm — 10-10.5B;

- MOPOroBOe HanpAXKeHne MHANKaLMM HU3Koro 3apaga — 11B.

Macca

He 6onee 2,5 Kr
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MES1024
MES1124 430x44x138 mm
MES2124
MES1124M
MES1124MB 430x44x160 mm
labapuTHble
pasmepbl MES2124M 430x44x180 mm
MES2124P 430x44x203 mm
MES2208P 320x44x159 mm
MES2124MB 430x44x190 mm
MES2124F 430x44x206,5 mm

MHTepBan paboumx Temnepatyp

ot -10 go +45 °C
(oT-20 po +65 °C ana MES2208P)

MHTepBan TemnepaTtypbl XpaHeHUA

oT-40 po +70°C

OTHOCKTENbHanA BAIAYKHOCTb npu
aKcnnyataumm  (6es  obpasoBaHus
KOHZeHcaTa)

He 6onee 80%

OTHOCUTeNbHaA B/1aXXHOCTb npu

XpPaHeHUn (6es obpasosaHua | ot 10% no 95%
KOHZeHcaTa)
CpenHuii CpoK CNyx6bl 20 net

Ethernet-kommymamopsi MES1000, MES2000
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pasgene onUCcaHO KOHCTPYKTUBHOE MUCMOJIHEHME YCTPOMCTB. MNpeacTaBneHbl M306pakeHuUs
nepeaHen, 3agHelt n GOKOBbIX NaHeNeil yCTPoWCTBa, ONMCaHbl PasbeMbl, CBETOAMOAHbIE MHAWMKATOPbLI U
OpraHbl ynpaBaeHus.

KOMMyTaTOpr BbIMNOJIHEHbI B METAa/I/IMYECKOM Kopnyce C BO3MOXHOCTbO YCTaHOBKU B 19” KapKac

TMnopasmepa 1U.

I B KOMBUHUPOBAHHBIX NOPTaX MOMKET ObiTb aKTUBHbIM TO/IbKO 0AUH U3 uHTepdelicos. Mpu
OAHOBpPEMEHHOM NogKAloueHun byaet akTueeH nHtepdeic c SFP-TpaHcusepom.

2.4.1 BHewHuii sud u onucaHue nepedHeli naHenu ycmpoliicme cepuu MES1024, MES1124,
MES2124

BHewHnn BMA nepeaHel MaHenu ycTpoicts cepumn MES1024, MES1124, MES2124 nokasaH Ha
pucyHKax 1-3.

AelTex
" MES1024 p— 0
Console 83 Bt | 0o eme
8% © Master
Al S ?
1 2 3 4 5 6 7
PucyHok 1 —MES1024, nepedHsasa naHeso
JeLTEX
T MES1124 110 250 vaC
Console ity
1 7
JELTEX

 MES2124

Console

PucyHok 3 — MES2124, nepedHsas naHeso
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B tabanue 2.10 npuseseH nepeyeHb pasbemMos, CBETOAMOAHbIX UHANKATOPOB U OPraHoB
yNpaB/ieHWs, PAacnoIoXKEHHbIX Ha NepeaHel NnaHean KoMmyTaTopa.

Tabanua 2.10 — OnucaHme pasbeMoB, MHAMKATOPOB M OPraHOB yrNpaB/eHMa nepeaHeln NaHenu

dnemeHT nepegHei

- OnucaHue
naHenu
1 Console KoHconbHbIN NopT RS-232 ans NOKaNbHOTO yrnpaBieHns yCTPOMUCTBOM
MES1024
24 10/100 Base-T (RJ-45
2 | [1..24] MES1124 nopta 10/100 Base-T (RJ-45)

MES2124 | 24 nopta 10/100/1000 Base-T (RJ-45)

25,26 MES1024

3 Komb60o-nopTbl: nopTbl 10/100/1000 Base-T (RJ45) 1 cnoTbl 414 YCTaHOBKM
25,26,27,28 MES1124 TpaHcueepos 1000Base-X (SFP)

MES2124
Unit ID (1-4) MHAMKaTopbl HOMEpPA YCTPOMCTBA B CTEKE
Power MHAMKaTOp NUTAHMA YCTPOMUCTBA
4
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA
Master NHAMKaTOp penma paboTbl yCTPOMCTBA B CTEKE - BeAYLLMA UM BEAOMbIN
dyHKUMOHANbHAA KHOMKa 419 nepesarpysku ycTpoiicTea u cbpoca K
33aBOACKMM HaCTPOMKam:
5 r - MPU HaXXaTUM HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 c. nponcxogut
nepesarpyska yCTpOWCTBa;
- NPW HaXXaTUKM Ha KHOMKY gaunTenbHocTbio 6onee 10 c. npoucxoamt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumu.
6 ~150-250VAC, 60/50Hz Pasbem gna noakntoveHnA K UCTOYHMKY 3/1EKTPONUTAHMA NEPEMEHHOrO TOKa
7 = BoAT ons 3a3emneHuns ycTpoicTea

2.4.2 BHewHulii sud u onucaHue naHeneii ycmpolicmea cepuu MES1124MB, MES2124MB

BHewWwHMI BUA nepeaHer naHenn yctponcts cepmn MES1124MB, MES2124MB nokasaH Ha pUCYHKaX .

LVELTEX MES1124MB

1

o 100BASE-FA/10008AS1-K

T o o o e o)) G a1 s 55
(R ) S e e [ E T BT

13 14 15 16

6 8 7 8

X
ST
27

PucyHok 4 — MES1124MB, nepedHsas naHeso

SLELTEX MES2124MB

1.4 0/400/10008ASE T
528 - 10/100/10I0BASE-T or 100BASE-FA/1000BASE X

. ;
HE E E E

8

CEEEE
DODDESSS

—

PucyHok 5 — MES2124MB, nepedHss naHeso
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B Tabanue 2.11 npmBeaeH nepeyeHb pasbeMOB, CBETOANOLHbIX MHAMKATOPOB U OPraHOB
ynpaB/ieHMA, PAacNONIOKEHHbIX HA NepeaHEN NaHeAn KommyTaTopa cepumn MES1124MB, MES2124MB.

Tabanua 2.11 — OnucaHme pasbeEMOB, MHAMKATOPOB M OPraHOB yrNpaBAeHMA NepeaHeln naHenm

dnemeHT nepegHen
Ne PeA OnucaHue
naHenu
~110- Pasbem gnAa NOAKNIOYEHUA K UCTOYHUKY S/1EKTPONUTAHUA MepemMeHHOoro
250VAC TOKa
’ MES1124MB
60/50Hz
max 1A
1
~110-
250VAC
’ MES2124MB
60/50Hz
max 2A
2 12VvDC max 3A Knemmbl gns NogKNto4YeEHUA aKKYMyATOpPHOM 6aTapen 12V
Unit ID (1-4) NHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE
Power NHAMKATOp NUTaHMA YCTPOMCTBA
3 Master NHamKaTop pexknuma paboTbl YCTPOMCTBA B CTEKE - BeAyLMiA U BeSOMbIN
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
Battery MHAMKATOP COCTOAHMA aKKYMyNsTOpHOM BaTapeun
4 Console KoHconbHbIM nopT RS-232 ana NOKaNbHOro ynpaB/ieHUA yCTPOUCTBOM
dyHKLMOHaNbHAA KHOMKa A1a Nepesarpysku ycTpoinctea u cbpoca K
3aBOACKMM HACTPOMKam:
5 F - NP HaXKaTUM Ha KHOMKY AAUTENbHOCTbIO MeHee 10 ¢. npoucxoant
nepesarpyska yCcTpomncTea;
- MPW HaXXaTUM Ha KHOMKY gaunTenbHOCTbio 6onee 10 c. npoucxogmT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUrypaLuu.
6 1. 24] MES1124MB | 24 nopta 10/100/100 Base-T (RJ-45)
h MES2124MB | 24 nopta 10/100/1000 Base-T (RJ-45)
7 Link/Speed CBeToBan MHAMKaLMA COCTOAHWUS ONTUYECKUX UHTepdeincoB
Kombo-nopTbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl ANA YCTaHOBKM
8 25,26,27,28
TpaHcueepos 1000Base-X Combo
BHewHM BUA 3aaHeN naHenn yctpoicrea cepum MES1124MB, MES2124MB npuBegeH Ha pUCyHKe
6.
o ) 4]
oSl aaelelceaalels s aalsle i alelclcaalelele ooooooooo%%oo%oo%oooooooooooo%oooooooo%oooogooo%oéjoo@
Jelcieseenisic salsleio el s eensiePelele’s e Ceehelocenlieioveesiciovseeissessiey
© CUUCCU000000UU0000000N00000000ILI0 oooooooooooooooooeoooooooooooo‘? °

PucyHok 6 — MES1124MB, MES2124MB, 300HAA naHesb

Ha 3agHei naHenn yctpolictea cepun MES1124MB, MES2124MB pacnosioxKeH 60nT A1 3a3emneHuns
ycTpoictea, 0603HaYeH cumBosiom = (1).
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2.4.3 BHewHuii 8ud u onucaHue naHeneli ycmpolicme cepuu MES1124M, MES2124M

BHewHun BuA nepegHel naHenn MES1124M ¢ pasbeMoM A/1A MNOAKAOYEHUA K WUCTOYHMKY

3/IeKTPONUTAHMA NepeMeHHOro Toka 110-250B npuseseH Ha PUCYHKE 7, K UCTOYHUKY MUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHkKe 8.

AELTEX MES1124M
¥, 8% &« u
] S B ) |
1 £
PucyHok 7 — MES1124M AC, nepedHss naHeso
Ao . s . . . . s . , © - D15y 27 HELTEX MES1124M
1 %0 o (] Cam] ] Coe]| o] ]G] ] ] L] o] a7 T T J[57  Femr
Master 2 F
@ o ) ) ) ) ) R ) I e L S P9 Y
|
1 2 3 4 5 7 6 7

PucyHok 8 — MES1124M DC, nepedHsAAa rnaHesns

BHewHun BuA nepegHel naHenn MES2124M c pa3sbeMoOM A/1A MNOAKAOYEHUA K WUCTOYHUKY

3/1eKTPONUTAHUA NepemeHHOoro Toka 110-250B npuseneH Ha pUCYHKE 9, K UCTOYHUKY NMUTAHUA NOCTOAHHOTO
TOKa 48B Ha pucyHKe 10.

JVELTEX MES2124M

PucyHoKk 9 — MES2124M AC, nepedHsAs naHesb

»
1 2 3 4 5 6 7 8 9 10 1 12 e 25 gy 27—y SELTEX MES2124M
Co] o] o] o] V) o] o] )| o] o] ] ] 1T

3 14 15 16 17 18 19 20 21 2 23 24 8

Ei§

000,
0558

g b
— h

PucyHok 10 — MES1124M DC, nepeOHssA naHess
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B Tabnnue npuseneH nepeyeHb Pa3beMOB, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB YNpPaBAeHUs,
pPacnonoXeHHbIX HA NepeaHen NnaHean KommyTaTtopos cepumn MES1124M, MES2124M.

Tabnnua 2.12 — OnucaHme pasbeMOB, MHAMKATOPOB M OPraHOB yrNpaB/ieHMa nepeaHeln NaHenu

dnemeHT nepegHen
Ne PEA OnucaHue
naHenu
110-250VAC, 60/50Hz Paszbem oA NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NEePEeMEHHOro TOKa
max 1A
1
36-72 VDC max 1A Pasbem s NogKNIOYEHMA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAHHOIO TOKA
48B
Power NHAMKATOp NUTaHMA YCTPOMCTBA
5 Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
Master NHamMKaTop pexknuma paboTbl YCTPOMCTBA B CTEKE - BeAYLMIA v BeSOMbIN
Unit ID (1-4) NHaMKaTopbl HOMEpa YCTPOMCTBA B CTEKe
3 Console KoHcobHbIM NopT RS-232 15 1OKanbHOrO ynpaBieHMsa YyCTPOMNCTBOM
dyHKLMOHaNbHAA KHOMKa A1a nepesarpyskn ycTpoictea u cbpoca K
33aBOACKMM HaCTpOMKam:
4 . - NPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIO MeHee 10 c. npoucxoguT
nepesarpyska ycTpPOuCTBa;
- MPW HaXXaTUM Ha KHOMKY gaunTesbHOCTbio 6onee 10 c. npoucxogmT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUTYpaL K.
s 1. 24] MES1124M | 24 nopTta 10/100 Base-TX (RJ-45)
h MES2124M | 24 nopTta 10/100/1000 Base-T (RJ-45)
6 Link/Speed CBeToBan MHAMKaLMA COCTOAHUA ONTUYECKUX MHTepdeincoB
7 252627 28 Kombo-nopTbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl AnA YCTaHOBKM
e TpaHcusepos 1000Base-FX/1000Base-X Combo

BHewHMI BUA 3agHen naHenn yctponcts cepmum MES1124M, MES2124M npuseneH Ha pucyHke 11.

© [¢] e]
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO @
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

© OUU0000000000000000000000000000 UO0U00000U0U0000OU0NNO00NUCOO000 ? ©

PucyHoK 11 — MES1124M, MES2124M, 3a0HA5 naHesno

Ha 3agHeit naHenu yctpouncts cepum MES1124M, MES2124M pacnonoxeH 60T Ana 3asemneHus
ycTpoiicTea, o603HayeH cumeosiom = (1).
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2.4.4 BHewHuli sud u onucaHue nepedHeii naHenu ycmpoiicmea cepuu MES2208P

BHewHMI BUA, nepeaHen naHenn yctpoinctea cepumn MES2208P npueeseH Ha pucyHke 12,

Ty
A, s @ ?
/2 wssoevic
o

AeLTex PR S e St N

i s e
Console

=l il il

7 B

r—] 10

1 2 3

PucyHok 12 — MIES2208P, nepedHss naHesnb

B Tabnuue 2.13 npuBedeH nepeyvyeHb pPa3bemMoB, CBETOAMOAHbLIX MWHAMKATOPOB U OpPraHoB
YNpaBAeHMA, PACNONOXKEHHbIX Ha NepeaHeln naHeAn KommyTtatopa cepmmn MES2208P.

Tabnumua 2.13 — OnucaHune pasbEMOB, UHANKATOPOB M OPraHOB yNpaB/eHUs NepeaHen naHem

dnemeHT nepegHei
Ne PeA OnucaHue
naHenu
1 Console KoHconbHbIN NopT RS-232 gns NO0KANbHOMO YNpaBAeHWUA YyCTPOMCTBOM
2 1,2,7,8 4 nopta 10/100/1000 Base-T (RJ-45 c noaaepskkoi PoE+)
Kom6o-noptbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl 41 yCcTaHOBKM
3 3,4,9,10
TpaHcueepoB 1000Base-X (Combo)
4 5,11 2 nopta 1000 Base-X
5 6,12 2 nopta 10/100/1000Base-T
Unit ID (1-4) MNHAMKaTOpbl HOMEpPaA YCTPOMCTBA B CTEKE
Power MHAMKATOp NUTaHMA YCTPOMCTBA
6 Status MHAMKaTOP COCTOAHUA YCTPOMCTBA
Master NHauKaTop pexxuma paboTbl yCTPOMCTBA B CTEKE - BeAyLLMiA AN BeAOMbIN
Alarm MHAMKATOp NMUTaHMA yCTPOMCTBA MO TexHosnormm PoE
DyHKUMOHANbHAA KHOMKa 1A nepesarpysku ycTpoictea u cbpoca K
33aBOACKMM HaCTpOMKam:
7 . - MPW HaXKaTUM Ha KHOMKY A/nTeNbHOCTbio MmeHee 10 ¢ npoucxoguT
nepesarpyska ycTpoincTBa.
- MPU HaXaTuUM Ha KHOMKY AautenbHocTbto 6onee 10 c. npoucxoaut copoc
HaCTPOEK YCTPOMCTBa A0 3aBOACKOM KOHOUrypauuu.
8 36-72 VDC max 4A Paszbem gna noaKntoveHnA K UCTOYHMKY 3/1EKTPONUTAHMA NOCTOAHHOIO TOKa
9 = BonT ans 3a3emneHns ycTpoicTaa.
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2.4.5 BHewHulii sud u onucaHue naHesneli ycmpolicmea cepuu MES2124P

BHewHM BUA nepeaHen naHenn yctpoinctea cepumn MES2124P npueeaeH Ha pucyHke 13,

&

JveLTex 1 2 3 4 5 6 7 8 9 10 11 12—
W e |Tumn] [mn] L] ] ﬁﬁﬁﬁﬁgﬁﬁﬁ 000
G vl il Tl il il A
13 14 15 16 17 18 19 20 21 22 3 2 7 25.27,28. 10/100/1000 BASET o 3000 S X
1 2 5 6

PucyHoK 13 — MES2124P, nepedHAas naHesno

B Tabnunue 2.14 npuseseH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHoB
YNpaBAeHMA, PACMONOKEHHbIX HA NepeaHelr NnaHenn KommyTtatopa cepmn MES2124P.

Tabnuua 2.14 — On1caHne pasbemoB, MHAMKATOPOB M OPraHOB yNpaB/AeHUa nepegHel naHenm

dnemeHT nepegHei
Ne PeA OnucaHue
naHenu
1 Console KoHconbHbIN nopT RS-232 ans noKanbHOro ynpaBaeHUA yCTPOMCTBOM
2 1-24 24 nopta 10/100/1000 Base-T (RJ-45 c noaaep<koi PoE+)
3 25.28 Kombo-nopTbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl AnA YCTaHOBKM
TpaHcueepos 1000Base-X (Combo)
Unit ID (1-4) NHAMKaTopbl HOMepa YCTPOMCTBA B CTEKE
Power NHAMKATOp NUTaHMA YCTPOMCTBA
4
Status MHAMKATOP COCTOAHMA YCTPOICTBA
Alarm NHAMKaTOp YPOBHS aBapum yCTPOMCTBA
PyHKLMOHaNbHAA KHOMKa A1A Nepesarpysku ycTponctaa u cbpoca K
3aBOACKMM HACTPOMKaMm:
5 F - NP HaXKaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ npoucxoauT
nepesarpyska ycTpoucTaa.
- MPM HaXKaTMM Ha KHOMKY gautenbHocTbio 6onee 10 ¢. nponcxoauT copoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuu.
6 ~150-250VAC, 60/50Hz Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NepeMeHHOro ToKa
max 2A
BHewHW BUA 3a4Hen naHenn yctpoicrea cepumn MES2124P npuBeaeH Ha pucyHke 14,
/
f
2
PucyHok 14 — MIES2124P, 300HA4 naHesnb
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Tabanua 2.15 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB yNpaBAeHUA 3agHel naHean

dnemeHT 3agHeu

Ne OnucaHue
naHenu
1 BeHTUNATOPbLI OXNaxaeHuA.
2 . BonT Ans 3a3eMneHnna yCTpomncTaa.

2.4.6 BHewHuii sud u onucaHue naHesneli ycmpoiicmea cepuu MES2124F

BHewHM BUA nepeaHen naHenn yctponctea cepmum MES2124F npuseaeH Ha pucyHke 15.

000000

B Tabnuue 2.14 npuBedeH nepeyvyeHb pPa3sbEMOB,

PucyHok 15 — MEES2124F, nepedHsas naHesb

yNpaB/ieHMA, PACMONIOKEHHbIX HA NepeaHen NaHean KommyTaTopa cepun MES2124F.

Tabnuua 2.16 — OnucaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB yNpaB/ieHWA NepesHel naHenm

CBETOAMOAHbIX WHAMKAaTOPOB W OpraHos

dnemeHT nepepHei
Ne PeA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Pasbem na noaKAYEeHUA K UCTOYHUKY 3/IEKTPONUTAHMUA NepeMeHHOro ToKa
max 2A
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA
2
Master NHauMKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE - BEAYLLMIA MU BEeAOMbI
Alarm MNHAMKATOp YPOBHA aBapuu yCTPOMCTBA
3 Console KoHconbHbIN NopT RS-232 ans NOKANbHOTO yNpaBieHUs yCTPOMCTBOM
PyHKLMOHaNbHAA KHOMKA A1A nepe3arpysku ycTpoicTea u cbpoca K
33aBOACKMM HaCTpOMKam:
4 r - NPW HaXKaTUM Ha KHOMKY A/nTeNbHOCTbio MeHee 10 ¢ npoucxoguT
nepesarpysKa ycTponcTsa.
- MPUW HaXKXaTUM Ha KHOMKY aauntenbHocTbio 6onee 10 ¢. npoucxoamT cbpoc
HaCTPOEK yCTPOMCTBA A0 3aBOACKOW KOHOUrypaLmu.
5 1-24 24 cnoTa ANA ycTaHOBKKU TpaHcueepos 1000Base-X
6 2528 Kom60-nopTbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl 414 YCTaHOBKM
TpaHcueepos 1000Base-X (Combo)

BHewHMIM BUA 3aaHen NnaHenn yctponctea cepum MES2124F npuseaeH Ha pucyHKe 16.
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N——®

PucyHok 16 — MES2124F, 300HAA rnaHesb

OnuncaHue pasbemoB, MHAMKATOPOB M OPraHOB ynpaBaeHUa 3agHen naHean MES2124F npusegeHo
B Tabanue 2.16.

2.4.7 bokoevlie naHenu ycmpolicmea

®

PucyHok 18 — J/lesasa 60Kosas naHeno Ethernet-kommymamopa

Ha 60KoBbIX MaHenax yCTpOﬁCTBa pacnonoxeHbl BEHTUNALMOHHbIE PELUETKU, KOTOPbIE CAyXKaT ANnA
oTBoga Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTMA MNOCTOPOHHUMU nNpegmeTamMmu. 3TO0 MoXKeT
NpPpUBECTUN K Neperpesy KOMMNOHEHTOB YCTpOﬁCTBa M BbI3BATb HapywleHNA B ero pa60Te. PekomeHngaumun no
YCTaHOBKe yCTpOVICTBa pacnosioXeHbl B pasgene «YCTaHOBKA M NOAK/IIOYEHUE Y.

2.4.8 Ceemoeasn uHOuUKayusa

CoctoaHune uHTepdelicos Ethernet nHamMumpyetca ABymA CBETOAMOAHbIMW UHAMKaTopamu, SPEED
AHTapHoro useta M LINK/ACT 3eneHoro ugeTta, Pacrno/fioXeHHbIMW BO3NEe KaKAoro uHTepdencHoro
pasbema. PacnonoxeHue cBeToANO40B NOKA3aHO Ha pUCYHKax 19, 20.

LINK/ACT SPEED

a

PucyHok 19 — BHewHul sud pasvema RJ-45
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LINK/ACT  SPEED

PucyHok 20 — BHewHuli suo pasvema c SFP-mpaHcusepamu

Tabnnua 2.17 — CBeToBaA MHANKALMA COCTOAHUA INEKTPUUECKMX U ONTUYECKUX MHTepdelicoB Ethernet

CeeyeHue
CseyeHue uHOUKamopa »
LINK/ACT uHOuKamopa CocmosHue uHmepdelica Ethernet
SPEED
Bbik/toueH Bbik/toueH MopT BbIKAOYEH UK COEANHEHME HE YCTAaHOB/IEHO
[opuT NOCTOAHHO BbikntoyeH YcTaHOB/IEHO coeanHeHme Ha ckopocTu 10 uam 100M6uT/c

[opuT NOCTOAHHO

fopuT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTn 1000M6uT/c

Mwuranue

X

MaeT nepeaaya AaHHbIX

NupaukaTopsl Unit ID (1-4) cnykaT gns o603HayeHna Homepa YCTPOICTBaA B CTEKE.

CUcTeMHble MHAMKATOPbI, ONMUCaHHbIe B caeaylollei Tabauue, cay»Kat ans onpeaeneHns cocTosHUA
paboTbl Y3108 KOMMYyTaTOpPA.

Tabnnua 2.18 — CeeToBas UHAMKAUNA CUCTEMHbIX MHOWKATOPOB

HazeaHue
uHAuKamopa

DyHKYuA
UHOUKamopa

CocmosHue uHOUKamopa

CocmosHue ycmpolicmea

Power

CocTtosHue
WCTOYHMKOB NMUTAHMUA

BbikntoyeH

[MUTaHMe BbIKNOYEHO

3eneHsbli, rOpnUT NOCTOAHHO

MWTaHWe BKAOYEHO,
HopManbHas paboTa
yCcTponcTea

KpacHbii

ABapua Kak MMHUMYM OAHOTO
N3 BTOPUYHbIX UICTOYHUKOB
nUTaHUA.

Status

CocTtoaHue
yCcTponcTea

3eneHsbli, rOpnUT NOCTOAHHO

HopmanbHas pabota
ycTpoWncTea

KpacHbli1, ropuT NOCTOAHHO

OTKas3 ynpasnstowei nim
KOMMYTUpYHOLLEN YacTu
ycTponcTea

3eneHbll, KPacHbIN, MUTraHue

3arpysKa yctpoictsa. He
Ha3HayeH IP-agpec HM Ha
OAWNH U3 nHTepdencos.

Master

Mpu3HaK Begyuiero
YCTPOICTBa Npwm
paboTe B cTeke

3eneHsbli, ropuT NOCTOAHHO

YcTpoicTBo ABNAETCA
«MacTepom» CTeKa

BbikntoueH

YCTpoWicTBO He ABnseTcA
«MacTepoM» B CTEKE UAN He
3a4,aH PEXKUM CTEKMPOBaHMA

Ethernet-kommymamopsi MES1000, MES2000
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. YcTpoicteo paboTaeT
3eneHbln, ropuT NOCTOAHHO
Alarm’ NHauKaTop ypOBHA HOPMaibHO
aBapum ycTpolicTea OpaH»KeBblW, FTOPUT NOCTOAHHO HecpouHas aBapus
KpacHbIi1, ropuT NOCTOAHHO KpuTtnyeckan aBapua
. AKB noagkntoveHa, nutaHune B
3eneHbll, ropuUT NOCTOAHHO
Hopme
3eneHblii, MUraHue AKB 3apsarkaeTca
NHankaTop
o OcHoBHOe nuTaHue
COCTOAHUA OpaH:KeBbli, FOPUT NOCTOAHHO
Batteryz . oTKAtoYeHo, AKB paspsarkaeTcs
AKKYMYNATOPHOM S S
Gatapen OpaHXeBblin, MUraHue Hu3kunin yposeHb 3apaga AKb
KpacHbIi1, ropuT NOCTOAHHO AKB oTKntoveHa
. Asapwusa PTb (pacuenutensa
KpacHbin, muranme P (pacy
TOKa baTapew)

/' B Tom cnyyae, Korga KommyTaTop paboTaeT B aBTOHOMHOM pexume 6e3 CTeKUpOBaHUA,
uHAuKaTopbl Master n Unit ID BbIKNIOYEHbI.

2.5 KomnneKrt nocraBku

B 6a30Bblii KOMNAEKT NOCTaBKM BXO4AT:

— Ethernet-kommyTaTop;

—  WHYp NUTaHus;

—  KOMNAEKT Kpenea B CTOMKY;
—  JOKyMeHTauus.

V Mo 3aKa3y NoKynaTtensa B KOMMNJIEKT NOCTaBKU MOryT 6bITb BKAOUYEHbI SFP -TpaHcuBepbl.

! Mcnonb3yeTca ToNIbKO B yCTpolicTBax cepmum MES2208P, MES2124P
2 Mcnonb3yeTca ToNbKo B ycTponcTBax cepun MES1124MB, MES2124MB
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3 YCTAHOBKA U NOAKNIOYEHUE

B gaHHOM pasgene onucaHbl npoueaypbl YCTaHOBKU 060pyAoOBaHMA B CTOMKY M MOAKAOYEHUA K
nuTaloLLLEN ceTu.

3.1 KpenneHue KPOHLWITENHOB

B KOMMNEKT MOCTaBKM YCTPOWMCTBA BXOAAT KPOHLWITENHbI ANA YCTAaHOBKM B CTOMKY WM BWUHTbI A4NS
KpenieHun KPOHLITEMHOB K KOpMycy YCTPOWCTBa. [N YCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue KpoHWwmeliHo8

1. CoBmecTuTe Tpu OTBEPCTMA A/1A BMHTOB HA KPOHLUTEMHE C TAaKMMW Ke OTBEPCTUAMM Ha
60OKOBOIM NaHenun ycTpoicTBa.

2. CnomoLLbio OTBEPTKM NPUKPENUTE KPOHLITENH BUHTAMM K KOpycy.

3. MosTopuTte geicrteuna 1, 2 gna BTOPOro KPOHLUTENHA.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCcTaHOBKM YCTPOICTBA B CTOWKY:

1. TMpWnoKKTe YCTPOMCTBO K BEPTUKAIbHBIM HamNpaBAOLWMM CTOMKMN.

2. CoBmecTuTe OTBEPCTMA KPOHLUTEMHOB C OTBEPCTUAMM Ha HamnpasAAOWMX CTOMKMW.
Mcnonb3yliTe oTBEPCTUA B HANpPaBAAIOLWMX HAa OLHOM YpPOBHE C 06eMx CTOPOH CTOMKW, AN
TOrO YTObbI YCTPOMCTBO PACNO/IArafoCh rOPU3OHTA/NBHO.

3. CnomoLlblo OTBEPTKM NMPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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PucyHok 22 — YcmaHosKa ycmpoticmea 8 cmoliKy

Ha pucyHKe 23 npuBeaeH npumep pasmeLleHns KOMMYTaTOpPOB B CTOMKe.

o MES1000/MES2000 N1 (o]
(o} KabenbHbIin opraHaiaep o
o MES1000/MES2000 N1 (o]
(o] KabenbHblit opraHainaep o)
o[  MES1000/MES2000 N1__ |0
o] KabenbHblin opraHaiaep o]
o 7 MES1000/MES2000 N1 o]
o KabenbHeblil opraHaiiaep o
o 7 MES1000/MES2000 N1 (o]
o KabenbHbIi opraHaiaep ]

PucyHok 23 — PasmeuweHue Kommymamopos 8 cmolike

MuHUManbHoe PacCCToOAHNE MexXay KOMMYTAaToOpaMu No BbICOTE — HE MEHEE 1U.

an YCTaHOBKE KOMMYTATOpOB B86113M I'IpM60|:)OB C noBblWeHHbIM TeEnoBblaeneHnem pacCcrtoaHne
H606XOAMMO YBE/INYUNTD.
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3.3 NoakntouyeHne AKb Kk MES1124MB, MES2124MB

MogkntoveHne AKB ocyuwectsnaeTca meaHbIM NPOBOAOM cevyeHMem He meHee 0.5 mMm>. Mpun
nogkntoueHnn AKb Heobxoaumo cobntogatb NONASPHOCTb.

PucyHok 24 — NodknoueHue AKE K ycmpolicmey

3.4 YcraHoBKa u ypaneHue SFP-tpaHcuBepos.

ﬁ YcTaHOBKa ONTUYECKMX MOAY/eA MOXKET NPOM3BOAUTBLCA KaK NMPU BbIK/IKOYEHHOM, TaK U Npu
BK/IOYEHHOM YCTpoiicTBe.

1. BcTaBbTe BepXxHUit SFP-moaynb B CNOT OTKPLITOM YacTbto pa3bema BHU3, a HUKHUIA SFP-
MOZAY/1b OTKPLITOM YacTblo pa3bema BBEpX.

PucyHok 25 — YcmaHosKa SFP-mpaHcueepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT HAa MeCTO, Bbl YC/bIlWNTE xapaKTeprlﬁ LLeN4vyoK.

PucyHok 26 — YcmaHoeneHHsle SFP-mpaHcusepbi
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[na yganeHus TpaHcuBeepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 27 — Omkpeimue 3awenKku SFP-mpaHcusepos

2. WU3Bneknte moaynb U3 cnota.

PucyHok 28 — U3eneyeHue SFP-mpaHcusepos
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3.5 MopgknoueHue nuTaloLen cetn

MopsAAOK YCTaHOBKM YCTPOMCTBA:

1. CmoHTMpOBaTb YyCTpOMCTBO. B cnyyae ycTaHOBKM ycTpokictBa B 19”  KOHCTPYKTUB,
HeobXxoAMMO NPUKPENUTL K HEMY KPOHLUTEWHbI, BXOAALLME B KOMMNAEKT ycTpoicTea (cm. n/n
3.1).

2. 3a3eM/InTb KOPMyC YCTPOMCTBA. ITO HEOOXOAMMO BbINOJHUTL NpeXae, YemM K YCTPOMCTBY
6yaeT NoaKAoUYeHa NuUTatoLwWwan cetb. 3a3emseHne HeobxoANMMO BbINOAHATb U30IMPOBAHHbLIM
MHOTOXW/IbHbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUS U CEYEHME 3a3eMJIsIOWEero npoBoaa
O0/KHbI COOTBETCTBOBATb TpeboBaHusaMM MNpaBMnam yCTpPoMCTBa 3/1EKTPOyCcTaHOBOK (MY3).

3. EcnaM npeanonaraetcA  NOAK/AOMEHME KOMMNbloTepa WAWM  UHOro obopyaoBaHua K
KOHCONbHOMY MOPTY KOMMYTaTOpa, 3TO 0060pyAOBaHME TaKKe AO0MKHO ObiTb HaZEeXHO
3a3eMneHo.

4. ToaKNYNTb K YCTPOWCTBY Kabenb NuUTaHMA. B 3aBMCMMOCTM OT MOAENAN KOMMYTAaTopa,
NMUTaHMe YCTPOMCTBA MOXET OCYLLLECTBATLCA OT CeTM nepemeHHoro Toka 220B 50/600y, nan
OT CeTU MNOCTOAHHOro TOKa 48B. [llpuM nogKNo4YeHUM ceTu NepemMeHHOro TOKa caeayer
MCNoNb30BaTb Kabesb, BXOAALWMA B KOMMJEKT YCTPOMCTBA. [NA NOAKAOYEHMA CceTu
MOCTOAHHOIO TOKa WMCMOAb3YiiTe MPOBOA, CeYeHUeM He MeHee 1 Mm”.

5. BKAOUYUTb NUTAHME YCTPOMCTBA M ybeauTbCA B OTCYTCTBMM aBapuil MO COCTOAHMUIO
WHAMKATOPOB Ha NepeaHen naHenu.

6. YbeauTbca, 4TO MHAMKATOP Power roput 3eneHbiM UBETOM, MHAMKATOP Battery muraert
3eneHbiMm ugetom, ecnn AKB nogknwoyeHa, UAM ropuT KpacHbim usetom, ecam AKB He
noAKNtoYeHa'.

! MpumeHnmo gna MES1124MB n MES2124MB
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4 BK/HOYEHME YCTPOUCTBA, HAYA/IbHOE KOHOUTYPUPOBAHUE.

KomMyTaTop OCHalleH KOHCOJIbHbIM MOPTOM, KOTOPbIA NpPeaoCTaBAseT AOCTyn K  AMarHOCTUKe,
YMNPaBNEHUIO U MOHWUTOPUHIY YCTPOMCTBA. B 3TOM pasaene onucaHbl BOSMOMKHOCTM KOHCO/IbHOrO MopTa
YCTPOMCTBA 1 NpoLLeaypPbl Ha4abHOrO KOHOUIYPUPOBAHMA.

4.1 HacTpoiiKa TepMmuHana

[na cBA3M C KOMMYTAaTOPOM 4epe3 KOHCOJIbHbIA NOPT Ha KOMMbloTepe HeobXxoauMMo 3anycTuTb
nporpammy smynaumm TepmuHana (HyperTerminal, TeraTerm, Minicom) w1 npousBecTM cneaytowue
HACTPOMKM:

1. BbibpaTb COOTBETCTBYIOWMI NOCNEA0BATE/NbHbIM NOPT KOMMNbIOTEPA.

2. YcTaHOBMTb CKOPOCTb Nepenayun gaHHbix — 115200 6o4.

3. 3agatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTM.

4. OTKNOYMTD annapaTHOE M NPOrpPaMMHOE ynpaBaeHME NOTOKOM AaHHbIX.

5. 3agaTb pexum amynaumm TepmmHana VT100 (MHorve TepmuHanbHble Nporpammbl UCMONb3YOT
OAHHbIN PEXUM IMYNALNN TEPMUHANA B KaYECTBE peXknMma no YMO/YaHMIo).

4.2 BKAwouYeHUue yCTPOUCTBA

MoaroToBuTL 060pPYAOBaHUE K paboTe B COOTBETCTBUM C TpeboBaHMAMM pa3gena 3.

YCTaHOBUTbL COeAMHEHNE KOHCO/IM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHOro
MHTep¢el7|ca KOMMNbOTEPQA, Ha KOTOPOM YCTAaHOB/IEHO NpPOrpaMmmHoe obecneveHue IMYNAUNUN TEPMUHANA.

Bkatountb KommyTaTop. Mpn Kaxkaom BKAKOYEHUM 3anycKaeTca npoueaypa «TeCTUPOBaHUA CUCTEMBI
npu BKAoYeHUn» (POST), KoTopas nosBosseT onpeaenntb paboTocnocobHOCTb YCTPOMCTBa nepep,

3arpy3Koi OCHOBHOWM NpPOrpammbl.

OTobparkeHne xo4a BbiNoHEHMA npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ...ttt ittt tteteneeenenns PASS
Boot2 ChecksUm Test. ...ttt eneeeeeeeeeeennnns PASS
Flash Image Validation Test...............ioon.. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl nocne 3aBeplieHun npoueaypbl POST HauMHaeTcs aBTo3arpy3ka NporpaMmmHoro
obecneyeHna KommyTtaTopa. [ BbINOJHEHWA CEuManbHbIX NPoUeayp MUCMNONb3yeTcas CepBUCHOE MEHIo,
BOMTW B KOTOpPOE MOMKHO MpepBaB 3arpysKy HarKaTMem Knasuwun <Esc> wnu <Enter> B TeyeHWe 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YNpPaBAEHUSA YCTPOWCTBOM CPeACTBaMM  CEPBUCHOMO  MEHIO
npeacTaBneHo B pasgene 6.
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Mpumep AanbHenWen 3arpy3Kkn yCcTponcTaa.

Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

KA AR A A A AR A A A A A A AR AR A A A A AR AR A A A A A A AR A A A A A A AR AR AR A A A A AR A A A A A A A Ak A Ak Kk

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

KA AR A A A AR A A A A A A AR AR A A A A AR A KA IR A A A A AR A A A A A A AR AR AR A A A A A A A A A A A Ak A Ak kK

HW version is V0O
Base Mac address is: 02:11:12:13:14:27
Dram size is 128M bytes

Dram first block size is 98304K bytes

Dram first PTR is 0x1C00000
Dram second block size is 4096K bytes
Dram second PTR is 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading startup configuration.

The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration

change trap.
Tapi Version: v1.9.5
Core Version: v1.9.5

23-Nov-2011 18:15:29 SINIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items

loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items

loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 S$SLINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16

23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup
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Mocne YCI'IeLLIHOI7I 3arpy3km KOMmyTaTopa HEO6XO,£I,MMO BBECTUN MMA NO/Ib30BAaTENA U NAPOJIb.

/' YCTPOUCTBO  NOCTaBAAeTCA  Mpou3BOAMUTENIeM C  NapameTpamu  KoHdurypauum,
YCTaHOB/IEHHbIMU B Ha4ya/IbHOEe COCTOAIHME.

Mpu aTOM MMA NONb30BATENA U NAPO/b He 3a4aHbl U He 3anpallnBaloTCA CUCTEMOM.

Mocne perncTpauym Ha yCTPOMCTBE B KOHCOAM MOSABUTCA CUCTEMHOE NpurnaweHne mHTepdeica
KoMaHAHoM cTpoku CLI .

console>

/' [Ona 6bicTporo Bbi30Ba CNPABKM O AOCTYNHbIX KOMaHZAX MCNONb3yiTe KOMOGMHauuio
Knasuwl «SHIFT» n «?».

4.3 TopapoK KOHPUrypupoBaHUa

Mpexae, 4em NPUCTYNUTb K KOHOUIYPUPOBAHUIO, HEOOXOAMMO MMETb CAEAYIOLLYI0 MUHUMANbHYIO
nHpopmaumtio:

—  PexXum paboTbl ycTpoiicTBa — aBTOHOMHbI UK B CTEKE;

— IP-agpec, KoTopbIli ByAeT Mcno/b30BaTbCA ANA AOCTYNA K YNPABAEHNI0 KOMMYTaTOPOM;
— MapLpyT no ymonyaHuto;

— 3HayeHue MacKMu NoACeTH.

B nepsyto ouepedb M ecan 3TO HeobBXOAMMO, AO/MKeH BbiTb HACTPOEH PEeXUM CTEKUPOBAHMA.
KoMmyTaTopbl OTIpy»KatoTcA NPOU3BOAMTENEM HACTPOEHHbIMMU A1 aBTOHOMHOTO PesKMma paboTbl.

EciM KOMMyTaTOp AB/IAETCA CAaMOCTOATE/IbHbIM YCTPOWCTBOM W/IM BEAYLLMM YCTPOMUCTBOM B CTEKE, TO
[OMKHO OblTb BbIMO/NHEHO €r0 HA4YasAbHOE KOHGu2ypupoedHue, B XOAE€ KOTOPOro AOJ/IKHbI ObiTb
nogroTosneHbl MHTEPdENCbl yNpaBAeHMa YCTPOUCTBOM M HAaCTpOeH HeobXxoaMMbIN ypoBEeHb HE30MaCHOCTY.

Cnegylolwmm Wwarom KoHOUIypUpoBaHMA MOMKET O6biTb AeTanbHaa Hacmpolika cucmemsl
6e3onacHocmu, BK/OYAKOLLAA HACTPOMKY Npoueayp aBTOpM3aLuu U ayTeHTUPUKALMKU NpU ynpasieHum
YCTPOICTBOM.

/ Mocne BHeceHUsa NO6GbIX M3MEHEHUIH B KOHGUrypauuio ycTpoiictBa Heobxogumo penartb
coXpaHeHue KoOHdUrypauum B 3HeproHesaBUCMMON NamATU A0 nepesarpysKku ycTpoiicTsa.
[na coxpaHeHMA KOHPUrypauum Ucnonb3ymite KOMaHAY:

console# write

4.3.1 Bbibop pexcuma cmeKuposaHus

YCTpoicTBO MOXKeET paboTaTh B ABYX PEXKMMaX — aBTOHOMHOM W PeXnme CTEKMPOBaHMA. B perume
CTEKMPOBAHMA HECKO/IbKO KOMMYTaTOPOB MOTYT BbITb 06beANHEHbI B CTEK U GYHKLUMOHMPOBATL Kak eauHoe
yCTpoMcTBO. MO YMONYAHMIO KOMMYTaTOpbl pPaboTaloT B perKMMe aBTOHOMHOrO YCTpoWcTBa. B cTek moryT
6bITb 06beAMHEHBI KOMMYTATOPbI TO/ILKO O4HOUMEHHBIX MOAENEN.
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Bblbop pexunma paboTbl KOMMYyTaTOPa AOCTYMNEH B MEHIO HAauya/IbHOTo 3arpysymKa:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

MyHKT [5] - ynpaBneHue cTeKom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

4.3.2

<

B meHto ynpasaeHnA cTeKOM A0CTYMNHbI Ceaytowme NyHKTbI:

[1] — oToBpaxkeHMe naeHTUDUKaTOPa YCTPOMCTBA B CTEKE
[2] — Ha3HaueHMe naeHTUdUKaTOpPa yCTPoIiCcTBa
[3] — BbI6Op pexkunma paboTbl ([1] — aBTOHOMHbIN pexum, [2] — pexkum CTeKMpPoBaHUS)

MoapobHee o paboTe YCTPOMCTBA B PEXKMME CTEKA MOXKHO Y3HaTb U3 MyHKTa 5.6.

HayanbHoe KoHgu2ypuposaHue

HayanbHoe KOHQUrypupoBaHWE BbIMNOJHAETCA Yepe3 KOHCO/MbHbIA NOPT yCTpoicTBa. B pesyabraTte
BbINO/IHEHNA HAYa/NbHOrO KOHOUIypMpoBaHMA MOTYT B6biTb HACTPOEHb! pas3/nyHble Cnocobbl AocTyna K
YMPaBAEHUIO - MOXKET BbITb U3MEHEH PEXMM KOHCOMbHOrO NopTa UKW paspelleH yaaneHHbI 40CTyn Yyepes
AOCTyNHble MHTepdeicbl M NPOTOKO/IbI YNPaBAEHMS.

MpuBeaeHHblE ganee NpMMeEpPbl HaYasbHOrO KOHOUIYPUPOBAHUA BKIKOYAIOT CAeAYIOLME HACTPOMKM:

1. Co3gaHue y4yeTHOM 3anUCK aaMMUHUCTPAToOpa C MMeHem «admin», maposnem «pass» W
MaKCUManbHbIM ypOBHEM npuopuTeTa - 15.

2. KoHourypuposaHue craTmyeckoro IP-agpeca wn agpeca waw3a cetM Jaa  ynpasaeHuA
KOMMYTaTOPOM.

3. HacTtpoiiKka napameTpoB ynpasaeHua no npotokoay SNMP.

4. HacTpolika nonydyeHun IP-agpeca ot cepsepa DHCP.

5. HacTpoika napameTtpos npoTokona SNMP.

MapameTpbl, HeobxoaMMbIe AN KOHGUTYPUPOBAHUA, MOTYT 6bITb NONYYEHbI Y
AAMUHUCTPATOpPa CeTu.

Mpwm onucaHum npoueayp KOHGUIypMpoBaHUA NPEANOIAraeTca, YTO KOMMYTATOpP He 6bin
CKoHdUrypupoBsaH paHee.
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4.3.2.1 Co30aHue yyemHoli 3anucu admuHuUcmpamopda

' [Ona o6ecneueHns 3alMLLEHHOrO BXOAA B CUCTEMY BCEM NPUBUNETUPOBaHHbIM
Nonb30BaTeNAM A,0NXHbI 6bITb Ha3HaUeHbl NApPoOAU JocTyna.

Mma nonb3osatenda u naposb BBOAWUTCA nNpn BXoAe B CUCTEeMy BO BpemA CeaHCOoB
AAMUHNCTPUPOBAHNA yCTpOﬁCTBa. [na co3pgaHnAa HOBOro NO/sb30BaTeNA CUCTEMbI AU HaCTpOD’IKM noboro
M3 NapamMeTpoB — UMEHU NOZIb30BaTENA, NAPOIA, YPOBHA npmsmnermﬁ, MCNONb3YyHOTCA KOMaHAbI:

console (config)# username name password password privilege {1-15}

V' YpoBeHb npuBuaeruii 1 paspelsaer AOCTyn K YCTPOMCTBY, HO 3anpelyaeT HACTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY yCTpoiicTBa.

Mpumep KomaHg, 418 3agaHuA nonb3osartento «admin» naponsa «eltex» n cosgaHma nonb3osartens
«operator» c naponem «pass» 1 yposHem npusunerni 1:

console> enable

console# configure

console (config) # username admin password eltex

console (config)# username operator password pass privilege 1
console (config) # exit

console#

4.3.2.2 KoHgpu2ypuposaHue cmamu4ecKux cemesbix napamempos ynpasseHus.

[Nna BO3MOMKHOCTU yNpaBAeHMS KOMMYTaTOpPOM M3 CeTU HeobXoAMMO Ha3HauuTb YCTpoWncTBy IP-
afpec, Macky NoACETU W, B Cydae ynpaBaeHUA U3 APYroi CeTH, agpec Wwtosa.

IP-agpec MOXHO Ha3HauuTb ntobomy uHTepdelicy — VLAN, dpusnyeckomy nopty, rpynne noptos. IP-
afpec W33 AO/MKEH NPUHALNEXKaTb K TOM e NOACETH, YTO U OAUH u3 IP-uHTepdelicoB ycTponcTea.

V Mo ymonuaHuio HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

/ B cayuae ecam IP-agpec HacTpanBaetca ana uHtepdeica pusmyeckoro nopra uam rpynnbl
nopToB, 3TOT MHTepdeic yaanaeTtca us rpynnbl VLAN, KOTOpoii OH NpuHagnexan.

= [lpumep KOMaHA, HacTponku IP-agpeca gna nHtepdeinca VLAN 1.

MapameTpbl MHTEpdelica:
IP-adpec, HazHayaemeolli 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaruro - 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config) # exit

42 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

console#

[nsa Toro uTobbl y6eauTbes, YTo agpec bbin HasHauYeH uHTepdelicy, BBeguTe KOMaHay:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.3 Hacmpoiika napamempos npomokosaa SNMP daa docmyna K ycmpolicmey

Mpotokon SNMP (Simple Network Management Protocol) npegocTtaBnset cpeacrsa Ana ynpasaeHmn
CeTeBbIMM YCTPOWCTBaMM. YCTPOWCTBa, NoadepkmBatowme npotokon SNMP, coaepskaT B cOCTaBe CBOEro
nporpaMmmHoro obecneyeHnsa Kog, BbIMNOAHAWMN QYHKUMIO areHTa ynpasneHua. AreHT SNMP
B3aMmogencTeyeT ¢ Habopom napameTpoB YCTPOWCTBa. DTM NapameTpbl onucaHbl B MHPOPMALMOHHOM
6ase ynpasneHua (MIB, Management Information Base).

MpaBa gocTyna K AreHTy SNMP ynpasasatoTca nytem 3agaHuna umeHn SNMP coobuiectBa 1 ykasaHuem
paspelleHHoro TMna gocryna.

KommyTtaTopbl A0MNyCcKaloT ynpasaeHne € nomouwbio npoTtokona SNMP, copep»KaT BCTPOEHHOro
areHta SNMP u noggepxuBaloT Bepcuu npoTokona vl/v2c/v3. AreHt SNMP noggaepskvusaeT Habop
CTaHAAPTHbIX N pacMPEHHbIX nepemeHHbIx MIB.

V B uenax obecneuyeHus UHTErpaumMm KOMmmyTaTtopos B CUCTEMbI MOHUTOPUHIA U yNpaBEeHUA
UAKn anAa pas3paboTKmM TaKUX cMcTem MOXKeT 6bITb NpeaoCcTaB/IeHO No/IHOe onucaHue MIB.

C nomouwpbto npotokona SNMP moryt 6biTb M3MeHeHbl ntobble MapamMeTpbl YCTPOMCTBa 3a
nckntouyeHmnem IP-agpeca ynpasneHusa, nmeHn SNMP coobuiecTBa 1 YpOBHA NPUBUAETMIA NONb30BATENEN.

V YcTpoiicTBa noctaBnAoTca 6e3 onpeaeneHHbIX HacTpoek SNMP coobuecTs.

[na BO3MOXKHOCTM afAMUHUCTPMPOBAHMUSA YCTPOWCTBA NOCPeACTBOM npoTokosna SNMP, Heobxoanmo
€O34aTb XOTA Hbl OZHY CTPOKY cooblecTBa. KoMmyTaTopbl NOAAEPKUBAIOT TPU TUNA COOOLLECTB:

— Read Only (ro) — onpeaenset, 4To YneHbl coobLWECTBA MMEIOT AOCTYN TO/IbKO Ha YTeHue
(npocmoTp KoHUrypaLmm), HO He MOTYT MeHATb Kakne-nnbo napameTpsbi;

— Read/Write (rw) — onpeaenser, 4to 4YneHbl coobLiecTBA MMEIOT AOCTYM Ha 4YTeHue U
M3MeHEeHWe NapameTpoB KOHPUIypaLmu;

— Super (su) — onpegenser, 4YTO uneHbl COOOLLECTBA MMEIOT YPOBEHb MPUBUAETUIA
aAMMHUCTpaTOopa.

Hanbonee pacnpocTpaHeHO Mcno/sb3oBaHWE CTPOK coobuectBa public — ¢ JOCTYNOM TOMbKO ANs
yTeHua obbekToB MIB (ro) u private — ¢ gOCTYNOmM Ha YTeHWe U M3MeHeHue obbektoB MIB (rw). Ons
Karkgoro coobuiectsa MOXKHO 3a4aTb IP-agpec cTaHuMM ynpaBaeHus.

Mpumep cospaHma coobuiectBa private ¢ AOCTYNOM HA 4YTeHMe M 3anucb M IP-agpecom cTaHuuK
ynpasnenna 192.168.16.44;

console> enable
console# configure
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console (config)# snmp-server server

console (config) # snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[ns npocmoTpa co3paHHbIX CTPOK coobuectBa u HacTpoek SNMP ncnonb3yetca KomaHAaa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

B aTom pasgene npusegeHa MHGOPMaLMA O HACTPOIMKE AMHAMMYECKOro HasHayeHus IP-agpeca u
HacTpoliKe  3alMLEHHOrO YNPaBAeHUA YCTPOMCTBOM Ha OCHOBAaHWMW MEXaHW3IMOB ayTeHTUdUMKaumM,
aBTOpM3aLMM U yyeTa.

— Authentication (ayTeHTUdUKauma) — conocTaBleHME 3anpoca CyLWecTBYOWEN YYETHOM
3anuncu B cucteme 6e30MacHoCTU.

— Authorization (aBTop13auus, NPoBepKa YPOBHA 40CTyNa) — CoOMnocTaBieHne YYETHOM 3anncu
B cucTeme (npowealuein ayTeHTUdUKaALMIO) U onpeaenEHHbIX NOHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebeHnem pecypcoB Nob30BaTesIeM.

4.3.3.1 MonyueHue IP-adpeca om cepeepa DHCP

Ona nonyyenma IP-agpeca morkeT mcnonb3oBatbcA npotokon DHCP, gnAa storo B cetu A0O/KEH
npucytcteoBatb DHCP-cepBep. YcTponcTeo BbicTynaeT B poan DHCP-kauneHTa. IP-agpec ot cepsepa DHCP
MOKHO MoJsiyyaTb Yepes noboit uHTepdelic — VLAN, dbmsmyecknit nopT, rpynny NopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mony4yeHHbIN ¢ nomoLLblo NpoTokona DHCP aapec He coxpaHseTca B KOHPUIrypaLmm ycTpoicTaa.

Mpumep HacTpoMnKM nonyvyeHus AnHamudeckoro IP-agpeca ot DHCP-cepsepa Ha uHTepodeiice VLAN 1:
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console> enable

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[ns Toro 4tobbl ybeguTbes, YTo agpec 6bl HasHayeH MHTepdency, NcnonbsyiTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid

4.3.3.2 be3onacHocmb ynpaeneHuUsa U KOHgu2ypuposaHue naposneii

[Ons obecneyeHma 6€30MacHOCTU CUCTEMbI UCMOb3YETCA MEXAHU3M ayTeHTUPUKALUKM, aBTOPU3aLLUN
n ydeta (AAA, Authentication, Authorization, Accounting), KoTopbl1 ynpaBnseT npaBaMu [OCTynNa
Nnonb3oBaTesiel, YPOBHAMM NPUBUAETUIA U MeToaamu ynpassieHns. MexaHmuam AAA MOXKeT MCroJib30BaTb
B0 NnoKanbHyto, NMbo yaaneHHyo 6asy nosibzoBaTtenen.

Ona obecneyeHns 6e30MacHOCTM YNPABAEHUSA MOMKET MCMOAb30BaTbCA LWMPPOBAHME AAHHBIX
ynpaBAeHuaA c NOMOLLbIO NpoToKona SSH.

yCTpOﬁCTBO NOCTaB/IAETCA C HeHa3HadyeHHbIM naponem Aoctyna. HasHauyeHue naponeﬁ AocTtyna
ABNAETCA OTBETCTBEHHOCTbO aAMUHUNCTPATOPA.

B Tom cnyyae, eciv Naposb AOCTYNa K YCTPOWMCTBY yTepsiH, MOXeT BbiTb MCNOAb30BaHa Npoueaypa
BOCCTaHOB/NEHMA NapoAas. OTa Npoueaypa O4HOKPATHO paspellaeT AOCTYN K YNpaBAeHUIO yCTpoicTBoM 6e3
napons C J/IOKa/fIbHOro TepMWHana (KOHCONbHOro mnopTa). BoccTaHoBAEHME Mapons MOXeT 6biTb
MHULMMPOBAHO TOJIbKO Yepes KOHCO/bHbIM NopT.

Maponu poctyna K yCTpomncTBY MOryT 6bITb YCTaHOB/IEHbI A5 CAeAYOWNX NHTepdencoB gocTyna:

—  JloKanbHbIM TepMUHaN (NogKNtoYeHUe Yepes KOHCO/bHbIM NopT);
— Telnet;

— SSH;

—  HTTP.

Mpu co3paHnmn Nonb3oBaTens Ha3HavyaeTcs YpoBeHb NpuBuaeruii 1, uto AaeT BO3MOXKHOCTb
BblIGOPOYHOro NPOCMOTPa MAPaMeTPOB YCTPOCTBA, HO He AAeT BO3MOXHOCTU YNpPaBAATb
YCTPOACTBOM. BO3MOKHOCTb KOHPUIYypUPOBaHUA MMEIOT MOJIb30BAaTe/IM C YPOBHEM
npusunerum 15,

BO3MOXHO, HO He peKOMeHAyeTCA He Ha3HavaTb NapoJ/ib NO/Ib30BaTeNiM C YPOBHEM
npusunerum 15.

V B Tom cayyae, ecan NpPUBWUIETMPOBAHHOMY MO/Ib30BATeN0 He HAa3HAyeH Naponb, TaKOW
no/sb3oBaTe/lb MOXKeT NoayunTb goctyn K Web untepdeiicy ycrpoiictea ¢ ntob6bim naponem.
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YcmaHoeKa naponsa 0414 KoHconu

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default Iline
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwdl

B oTBeT Ha NpurialleHme BBECTM Napo/ib BO BPeMA PerucTpaLmm B yCTPOMCTBE Yepes ceaHC KOHCONM
BBeAuTe naponb — passwdl. Kpome TOro, BBOA Maposia MOXeT noTpeboBaTbCcA Mpu nepexode B
NPUBUNErMPOBaHHbIN PEXMM C MOMOLLIO KOMaHabl enable .

YcmaHoeka napons onsa Telnet

console (config)
console (config)
console (config)# ip telnet server

( aaa authentication login default Iine
(
(

console (config)# line telnet
(
(
(

#
# aaa authentication enable default Iine

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwd?2

B oTBeT Ha npwuraaweHne BBECTM Napo/ib BO BPeMA perucrpaumumn B ycTpoinctee yepes ceaHc Telnet
BBEAMTE Napo/ib — passwd2.

YcmaHoeka napons 0ns SSH

console (config aaa authentication login default Iine

( ) #
console (config) # aaa authentication enable default Iline
console (config)# ip ssh server
console (config)# line ssh
console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwd3

B oTBeT Ha npuraaweHve BBECTM MAPOJib BO BPEMS PErncrTpaunmn B yCcTpomcTee vepes ceaHc SSH
BBEAUTE Naponb — passwd3.

YcmaHoeka napons 0na HTTP

Ona KoHoUrypmposBaHMa Naponas goctyna no npotokony HTTP cneayeT BBECTU KOMaHAbI:

console (config)# ip http authentication local
console (config)# username admin password passwd4 level 15

Mpu nHMumanusaumm HTTP-ceccum cneayeT MCNoNb30BaTb MMA MNo/b3oBatens admin v naponb
passwd4.

BoccmaHosneHue napoaa docmyna K ycmpoiicmay

Mpu Mcnoab30BaHMM HACTPOEK YCTPOMCTBA MO YMONYAHUIO MMA NoJsib30BaTens — admin, naponb He
3agaH. Maponb HasHayaeTcs nonb3oBaTesieM. B c/iyyae ecan Naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOMCTBO M Yepes KOHCOJIbHbIM NOPT NPepBaTb 3arpysKy, HaxKae Knasuwy <Esc> unu <Enter> B TeyeHue
nepsbiX ABYX CEKYHZ Nocie MnosBAeHuUs cooblieHusa aBTosarpysku. OTKpoeTca MeHio Startup, B KOTOPOM
HY}XHO 3anycTWUTb NpoLeaypy BoccTaHoBaeHus napoan ([3] Password Recovery Procedure).
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[na KoHOUrypupoBaHMA HACTPOEK KOMMYyTaTopa WCMNO/b3YeTCA YeTbipe OCHOBHbIX pexuma. B
KaXkgoM pexkume AOCTyNeH onpefeneHHbli CMMCOK KoMaHA,. BBog, cMmBONa «?» CAYKMT ANA NPoCcMoTpa
Habopa KOMaHZ, AOCTYMHbIX B KaXKA0M M3 PEKMMOB.

Ona nepexoga mn3 oAHOrNro pexumma B ,u,pyroﬁ MCNONb3YHOTCA CneunasibHble KOMaHAbl. I'IepeHeHb
CyWeCTBYHOWUNX PEXMMOB U KOMaH/ BXOZa B peXM:

KomaHOHbili  pexcum (EXEC), paHHbIA peXum [OCTyNeH cpasy Mocae YCrnewHOoW 3arpysku
KOMMyTaTopa M BBOAA MUMEHM MNosib3oBaTens. MNpuriaweHne cucTeMbl B 3TOM PEXUME COCTOUT U3 UMEHU
ycTtporictea (host name) n cumsona “>”.

console>

Ecnv nma ycTpoicTBa He Ha3Ha4YeHo, TO BMECTO HEro MUCnoJib3yeTca c/ioBo “console”.

MpueunezauposaHHbiii KomaHOHbIl pexwcum (privileged EXEC), 3TOT peum AOCTYNeH Npu Bxoge
NPMBUNErMPOBAHHOIO MNoJsb30BaTeNs. Bxog B perMm A0/MKeH 6biTb 06A3aTeNbHO 3alLMLLEH MAPOAEM.
ToNbKO B MPUBMAETMPOBAHHOM pPeXMME AOCTYMHbl KOMaHAbl M3MEHEHWS CUCTEMHbIX MapameTpoB
KomMmyTaTopa. B npuBuaernpoBaHHOM peKMMe B CTPOKE MPUrNaLEeHUA CUCTEMbI UCMO/b3YETCA CUMBOJ
«#t». Ona nepexoga us pexkmuma EXEC B NpMBUAErMPOBAHHbINA PEXMM MOXKET BbiTb UCMOb30BaHa KOMaHAa
enable.

console> enable
enter password:
console#

Pextum 2nobanbHo20 KoHgpu2ypuposaHua (global configuration), naHHbIN peXMM NpeaHasHayeH
ANs 3aaHNA obLMX HAaCcTPoeK KomMyTaTopa. KomaHabl pexnuma rnobanbHoM KoHGUrypaumm goCcTynHbl U3
ntoboro noaperknma KoHoUrypaumm. Bxos B pexum ocyLecTBAAeTcs KoMmaHaoM configure.

console# configure
console (confiqg) #

Pexcum KoHpu2ypupoeaHus uHmepdpelica (interface configuration), paHHbIK  pexum
npeaHasHadyeH AnA KOHOUrypupoBaHuA uHTepdencoB (mopT, rpynna noptos, wuHTepdelric VLAN)
KOMMYyTaTopa. Bxoa, B peXXnUM OCYLLLECTBAAETCA U3 PEXMMA FN0OaNbHOro KOHOUIYPUPOBAHUA, ANA KAXKAOM0
nHTepdelica cBoeit KOMaHAOM (B NpUMepe HWKe KoMaHZa 418 BXOAa B PEXWMM KOHOUrypupoBaHUS
nHTepdelica VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHgpuzypuposarHua mepmuHana (line configuration), paHHblit peXxum npegHasHayeH gns
KOHOUIYypUpOBaHUA, CBA3AHHOIO C paboToi TepmuHana. Bxod B PeXMM OCYLLECTBAAETCA U3 Pexuma
rno6anbHOro KOHPUrypMpPoBaHHUS.

console (config)# line {console | telnet | ssh}
console (config-line) #
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5.1 TMpaBuna paboTbl C KOMAHAHOM CTPOKOM

/l Mpu nepesarpysKke YyCTPOWACTBA BCe HECOXPaHEHHble AaHHble 6yAyT yTepaAHbl. Ons
COXpaHeHUs /o6bIX BHECEHHbIX U3MEHEHWA B HACTPOMKY KOMMYyTaTopa MCNoJib3yeTcA
cneayowan KOMaHAaA:

console# write

/’ Ona yckopeHua BBOAA KOMaHA, MOXXHO BOCMNO/b30BaTbCA GYHKLMEN aBTOMATUUECKOro
DONONHEHUA, KOTopas aKTUBUPYETCA NPU HENoJsIHO HabpaHHOI KOMaHge M NpU HaXKaTum
Knasuwu <Tab>.

5.2 ba3osble KOMaHAbI

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnnua 5.1 — basoBble KOMaHAbl JOCTYMHbIE B perknume EXEC

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymMon4yaHuio
enable [priv] priv: (1..15)/15 MepekntounTbCa B NPUBUAETMPOBAHHDBIN DE)KMAIL(ECHM
3HayYeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).
login - 3aBepLUEHME TEKYLLEM CECCUN U CMEHaA NO/Ib30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHANIBHYIO CECCUIO.
help 3anpoc cnpvaBquoﬁ nHpopmauum o pabote nHTepdeiica
KOMaHOHOU CTPOKK
show history ) MokasaTb MCTOvpVIIO KOMaHJ, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccuu.
show privilege - MoKasaTb ypoBeHb NPUBUNETUNIA TEKYLLETO NONb30BATENA.

Bkatountb C'JyHKLI‘MlO COXpaHeHnA UCTOPUKN BBEOEHHDbIX KOMaHA

terminal histor M N
y ONA TeKyLei TepMUHANbHOM ceccuu.

-/ GYHKUMA BKAOYEHA
BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbBIX

no terminal histor . o
¥ KOMaHZ, ANA TEKYLLEN TePMUHAIbHOWN CeCCUU.

A C U3meHuTb pasmep Bydepa MCTOPUN BBEAEHHbIX KOMaHA ANA
terminal history size {size} P p bydep p 4 Jiyi!

size: (10..216)/10 TeKyLLel TEPMUHAbHOW CECCUM.
no terminal history size YCTaHOBUTbL 3HaUEHME MO YMOMYAHMIO.
0OT06pa3nTb BbIBOA KOMaHS 6e3 pasaeneHns Ha CTPaHMLbI
terminal datadump -/ BbIBOA KOMaHA (pa3peneHue BbIBOAA CMPABKM MO CTPAHULLAM OCYLLLECTBAAETCA
pasaenserca no cTpoKoii: More: <space>, Quit: g, One line: <return>)..
- cTpaHuLam
no terminal datadump YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

show banner [motd | login |

- OTobparkaeT KoHbUrypauuto 6aHHepoB.
exec] p durypauy, P

KomaHObI pexcuma privileged EXEC

Tabnnua 5.2 — basoBble KOMaHApl, AOCTyNHble B pexxume privileged EXEC

3HayeHue/
KomaHoa ”
3Ha4yeHue no Aelicmeue
yMOA4YaHuro
. . . BepHyTbCA B HOPMabHbIN PEXXMM U3 MPUBUNETMPOBAHHOMO
disable [priv] priv: (1..15)/1 PHY P P P P N
(ecnu 3HaueHMe He yKa3aHO — TO YpOBEHb NpuBUaernii 1).
configure[terminal] - MNepeiTn B perKMm KOHOUTYPUPOBAHUA.
MepeiTi B pexknum oTnagkm (KomaHga AOCTYMHA TONbKO 415
debug-mode ) P p axu ( fa pocty an
NPUBUAETMPOBAHHOIO NOJ/b30BaTeNs).
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KomaHObl, docmyrnHble 80 8CeX pexumMax KOHpU2ypuposaHus

3anpoc KOMaH,D,HOVI CTPOKU MMeET OAUNH U3 chneayroumnx sugoB:

console#
console (config) #

console (config-line) #

Tabnnua 5.3 — basoBble KOMaHAbI, ZOCTYMNHbIE BO BCEX PEXMMAX KOHOUTYPUPOBaHUA

KomaHda 3HaueHue Aeiicmeue

exit i BbIliTV U3 N1t060ro pexxuma KOHPUrypupoBaHUA Ha YpoBEHb
Bblle B Mepapxuun komang, CLI.

end ) BbIliT U3 N1t060ro pexxuma KOHPUrypUpoBaHUA B KOMaHAHbIM
pexkum (Privileged EXEC).

do i BbINONHWTL KOMaHAY KoMaHAHOro yposHs (EXEC) u3 noboro
peXnma KoHPUrypupoBaHus.

help - BbIBOAWT CNPaBKy NO UCMONb3yeMbIM KOMaHAAM.

KomaHOb1, docmyrniHbie 8 21060/1bHOM pexume KOHpU2ypUuposaHUS

3anpoc KOMaHAHOW CTPOKM UMEET CeAyoLLnit BUA,:

console#
console (config) #

Tabnuua 5.4 — ba3oBble KOMaHAbl AOCTYMNHbIE B PEXMME KOHOUTYPUPOBAHUA

KomaHda

3HauyeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTb TeKcT coobuieHnn motd (coobLieHUn TEKyLLEero AHA), u
BK/IOYUTb BbIBOZ, HA 9KPaH.

- d - pasgenutens;

- message-text — TEKCT coobueHun (B cTpoke ao 510
cumBonos, obuee 2000 cmBoOB).

banner exec d message-
text d
no banner exec

3apaTb TeKCT coobLieHun exec (Npumep: Nonb3osaTesb
YCNELHO BOLWe B CUCTEMY), M BKIIOYUTL BbIBOZ Ha IKPAH.
-d- paspenutenn;

- message-text — TeKCT coobuieHuns (B cTpoke ao 510
cumBonos, obuee 2000 cmBoOB).

banner login d message-
text d

no banner login

3apaTb TeKcT coobuieHus login (MHpopmaumoHHoe
coobuieHune, KoTopoe oTobparkaerca nepes BBOAOM UMEHU
Nonb30BaTeNs U NApPOAA), U BKAOUUTb BbIBOZA Ha IKPaH.

-d - pasgenutens;

- message-text — TEKCT coobueHus (B cTpoke ao 510
cumBonos, obuiee 2000 cmBoOB).

KomaHObl, docmyriHble 8 pexcume KOHPU2ypupoB8aHUA MepMUHana

3anpoc KOMaHAHOW CTPOKM B peXMMe KOHOUIYPUPOBaHUA TEPMUHANA UMEET CIeayroLWmnii BUA;

console (config-line) #

Tabnuua 5.5 — bazoBble KOMaHAbI AOCTYMNHbIE B PeXXUME KOHPUTYPUPOBaAHUA TEPMUHANA

KomaHda

3HaueHue/
3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

history

-/ dyHKUMA BKAKOYEHA

BKIOUUTL GYHKLMIO COXPAHEHUSA UCTOPUM BBEAEHHbIX
KOMaHA,
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no history

BbIK/OYNTb QYHKLMIO COXPAaHEHWNA CTOPUN BBEAEHHbIX
KOMaHa,

history size {size}

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHBIX KOMaHA,

no exec-banner

- - (0..216)/10
no history sie YCTaHOBWTb 3HaY€HME NO YMOYAHMIO.
BKtOUYNTL BbIBOZ, NPMBETCTBEHHbIX COOBLEHNI TMNa «motd»
motd-banner
(coobuieHun Tekywero aHa).
-/BKAtOYEH "
BbIKNHOUMTb BbIBOA MHOOPMALMOHHbBIX COOBLLEHMIA TUNA
no motd-banner
«motd».
login-banner / BKNOUMTL BbIBOA, NPUBETCTBEHHbIX CO0bLEeHNi login.
-/ BKAtOYEH
no login-banner BbIKNOUNTb BbIBOA MPMBETCTBEHHbIX CO0bLLEHMI login.
exec-banner BKtOUNTL BbIBOZ, NPUBETCTBEHHbIX COOBLLLEHNI exec.
-/ BKAOYEH

BbIKNOUMTL BbIBOA, NPUBETCTBEHHbIX C006|J.I|eHVIl7I exec.

5.3 ®PunbTpauma coobuweHnit KoOmaHLHOM CTPOKU

®PunbTpauma coobLLeHMN NO3BOAAET YMEHbBLUNTL 06BbeM 0TOOparkaemMblX SaHHbIX B OTBET HA 3aMpoChl
nosib3oBaTenst n 061er4ynMTb NOUCK HeobxogMmolt nHbopmaumn. Ana dunbTpaunn nHdopmaumm Tpebyetca
006aBUTb B KOHEL, KOMaHAHOM CTPOKM cumBon “|” M ucnonb3oBaTb OAHY M3 onuuin GpuabTpauumu,

nepevyncneHHbIX B Tabn mue.

Tabanua 5.6 — KomaHabl perknma rnobanbHOro KoHGUrypupoBaHusa

Memoo

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

begin pattern

include pattern

exclude pattern

[oKa3blBaeT CTPOKMU, NepBble CUMBOJIbl KOTOPbIX
COOTBETCTBYIOT WabNoHy pattern.

BblBOAWT BCE CTPOKM, CoAepsKaLume WabioH.

BbIBOAMT BCE CTPOKM, He copepraLume wabioH.

5.4 HacTtpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BONAET co3A4aBaTb YHUOULMPOBaAHHbIE HaBopbl KOMaHL - MaKpOCbl, KOTOpble

MOXHO BNOCNEACTBUN NPUMEHATL B NpPOLIEecce KOHbUrypaumm.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM peXmnma rnobasbHOro KoHGUIryprupoBaHus:

console (config) #

Tabnnua 5.7 — KomaHabl perknma rnobanbHOro KoHGUrypupoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

macro name [word]

no macro name word

(1..32) cumsonos

Co3zaeT HOBbI HAbop KOMaHA, ecnv Habop ¢ Takum
UMEHeM CyLLecTBYeT — nepesanucbiBaeT ero. Habop KomaHp,
BBOAWTCA NOCTPOYHO. 3aKOHYUTb MAaKPOC MOYKHO C
NoOMOLLbO CMMBOJIA “@”. MaKcMManbHasa A4JIMHa Makpoca —
510 cumBonoB.

Ypanaer yKasaHHbI Makpoc.

macro global apply word

(1..32) cumBonos

MpUMeHsEeT yKasaHHbIA Makpoc.

macro global trace word

(1..32) cumsonos

MpoBepseT ykasaHHbIM MaKpoC Ha BaIMAHOCTb.

macro global description
word

no macro global description

(1..160) cumBonos

Co3paert CTpoKy-AeckpunTtop rnobasbHOro makpoca.

YpanseT CTPOKy-AeCcKpunTop.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console>

Tabnnua 5.8 — KomaHabl perknma EXEC
KomaHda Aelicmeue
macro apply word MpUMEHSET yKa3aHHbI MaKpoc.
(1..32) cumBonos —
macro trace word MposepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.
show parser macro [ gi_port: (1..3/0/1..28); OTobparkaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha
description [interface fa_port: (1..3/0/1..24); ycTpoiicTae.
{gigabitethernet gi_port | group: (1..8);
fastethernet fa_port |
port-channel group}] | macro-name:
name macro-name] (1..32) cumBonoB

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buz 3anpoca KOMaH4HOW CTPOKM pernma KoHoUrypaumm nHtepdeica:

console (config-if) #

Tabanua 5.9 — KomaHabl perkuma KoHpurypaumm nHtepdeiica

KomaHoa Aelicmeue
macro apply word (1..32) cumBonoB MpUMeHSET yKa3aHHbIM MaKpoc.
macro trace word (1..32) cumeonos MpoBepsaeT yKasaHHbIM MaKpoC Ha BaANAHOCTb.
macro description word YcTaHaBAMBAET CTPOKY-A,ECKPUNTOP MaKpoca.
— (1..160) cumBonos
no macro description YanseT CTPOKy-AeCcKpunTop.

5.5 KomaHabl ynpaBaeHusa cuctemom

KomaHOobl pexcuma EXEC

Tabanua 5.10 — KomaHab! ynpasaeHua cuctemont B pexkmme EXEC
3HayeHue/ 3HayeHue no
yMOAYaHUIo

KomaHoa Aelicmeue

KomaHgza cnyxut ana nepegaym 3anpocos (ICMP Echo-
Request) npotokona ICMP ykasaHHOMY Y371y CETH, a TaK e gna
host (1..158) cumBonoB; | KoHTpona noctynatowmx oteetos (ICMP Echo-Reply).

i i .B.C.D i
ping [ip] {A.8.C.D| host} [size size (64..1518)/64 baiit; | - A.B.C.D - IPv4-aapec y3na ceTu;

?(I:Zoet}nt count] [timeout count (0..65535)/4; - host — pOMeHHOe MMA y31a ceT;
timeout] timeout (50..65535) /2000 | - size — pa3mep nakeTta 4NA OTNPaBKKU, KOANYECTBO 6aiiT B
Mc nakere;

- count — KONMYeCTBO NaKeToB ANA nepenayn;
- timeout — Bpema OXnaaHMA OTBeTa Ha 3anpoc.

KomaHgaa cnyxut ana nepegayu 3anpocos (ICMP Echo-
Request) npotokona ICMP ykasaHHOMY Y37y CETU, a TaK e, 4NA
host (1..158) cumBonoB; | KoHTpona noctynatowmx oteetos (ICMP Echo-Reply).

ping ipv6 {A.8.C.D.E.F| host} size (68..1518)/68 Baiit; | - A.B.C.D.E.F - IPv6-appec y3na cetu;

{:Ic:s:tlzceclunt] [timeout count (0..65535)/4; - host — pOMeHHOe MMA y31a ceTu;
timeout] timeout (50..65535) /2000 | - size — pa3mep NakeTa Ana OTNPABKK, KOMYecTso 6aiiT B
McC nakeTe;

- count — KONMYeCTBO NakeToB A1A nepeaayn;
- timeout — Bpema OXnaaHMA OTBETA Ha 3aMnpoc.
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traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host (1..158) cumBonos;
size (64..1518)/64 Baiir;
ttl (1..255)/30;
count (1..10)/3;
timeout (1..60) /3 c;
tos (0..255)/0

OnpegeneHune maplupyTta TpadurKa 40 y31a Ha3HAYeHUA.

-A.B.C.D —IPv4-agpec y3na cetu.

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa 4,14 OTNPaBKM, KOMYeCcTBO 6aiT B

nakerte;

- tt/ — maKcMMmanbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYeCTBO NOMbITOK Nepefayn naketa Ha Kaxaom

yyacTke;

- timeout — Bpema 0XXnaaHnA oTBeTa Ha 3anpoc;

- ip_address — IP-agpec uHTepdeica KommyTaTopa,

MCNonb3yemMblil A4NA nepefaym nakeTos;

- tos — TMN cepsuca, NepesaBaemMblii B 3aronoBke npoTokona IP.
V' OnucaHue own60K Npu BbINONHEHUU KOMAHA, U

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source
ip_address ]

[tos tos]

host: (1..158) cumBoNOB;
size: (66..1518)/66 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;
tos: (0..255)/0

pe3ynbTaToB nNpuBegeHo B Tabanuyax 5.12, 5.13
OnpeaeneHve maplpyTa TpaduKa 40 y3/1a HAa3HAYEHUS.
-A.B.C.D.E.F —IPv6-apgpec y3na cetu.

- host — pOMeHHoe MMA y3na ceT;

- Size — pa3amep NakeTa A5 OTNPaBKKU, KOJIMYECTBO 6anT B

nakerte;

- tt/| — MaKcMMaibHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYeCTBO NOMbITOK Nepesayn nakeTa Ha Kaxkaom

y4acTKe;

- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;

- ip_address — IP-agpec uHTepdeica KommyTaTopa,

NCMNONb3yeMbIi ANA Nepesaym NakeTos;

- tos — TMN cepBuca, NepesaBaemblii B 3aros0BKe NpoToKona IP.
V' OnucaHue own60K NpU BbINONHEHUN KOMAHA, U

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pe3ynbTaToB npuBeAeHo B Tabauuax 5.12, 5.13
OTkpbiTve TELNET-ceccun ans ysna cetu.
-A.B.C.D -IPv4-appec y3na cetu;
- host — pOMeHHoe MMA y3na ceTu;
- port — TCP-nopT, No KoTopomy paboTaeT cnyxba Telnet;

- keyword — Knto4yeBoe c/oBo.
71 OnucaHue cneymanbHbix KomaHpa, Telnet n KnovesbIx

ssh {A.B.C.D | host} [port
port] [username username]
[cipher cipher]

host: (1..158) cumBonos;
port: (1..65535)/22;
username: (1..70)
CUMBOJI0B

CNnoB npusegeHo B Tabanuyax 5.14 , 5.15
OTKpbITME SSH-ceccun ana y3na cetu.
-A.B.C.D - IPv4-appec y3na cetu;
- host — poMeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cny»kba SSH;
- username — UMA NONb30BaTeNA, NOA KOTOPbIM HEOHXOANMO
BbINOJIHUTL BXOA,;
- cipher — BbIbOp MmeToza WwWudposaHua. NMoaaepRunBaroTCs
cnepyrowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymonuyaHuto npeanaratoTca Bce MeTobl.

resume [connection]

connection:(1..4)/
nocneaHAnA yCTaHoBAEHHas

MepekntoyeHne Ha gpyryto yctaHosneHHyo TELNET-ceccuto.
- connection — Homep ycTaHoBneHHon TELNET-ceccuu.

ceccus
show cpu counters - MpPOCMOTP CHETYMKOB NAKETOB LLEHTPAbHOrO NpoLeccopa.
OT0b6parkeHne nHopmaLMmn 0 NONL30BATENAX, UCMOb3YIOLLMX
show users - P . bopmay ’ yiot
pecypcbl yCTPOCTBa.
. OTob6parkeHne nHbopmaummn o6 oTkpbITbix TELNET-ceccuax K
show sessions - -
YAaNeHHbIM YCTPOMCTBAM.
OTob6parkeHne cuctemHon nHbopmaLLMM KoMMyTaTopa.
- unit_id — Homep ycTpoICTBa B cTeKe (4ns KommyTaTopa,
show system unit_id: (1.4)/ paboTatoLero B aBTOHOMHOM peXxnme, napameTp He
[unit unit_id] — ucnonbsyercs).
MapameTp unit npn BbINOJIHEHUU KOMaHAbI AOCTYNEH
H TOJ/IbKO B peXXUMe CTEKUPOBAHUA.
. OTob6parkeHne TekyLlell BEpPCUU CUCTEMHOTO MPOrPaMMHOTO
show version - p Yl P . porp
obecneyeHus, paboTaloLLero Ha yCTponCTBe.
OTobparkeHue 3arpysku pecypcos NamatT TCAM (KOHTEHTHO-
show system tcam utilization o afpecyemas namaTb).
Y unit_id: (1..4)/- APecy )

[unit unit_id]

- unit_id — Homep ycTpoicTBa B CTeKe (419 KOMMyTaTOpa,
paboTatoLero 8 aBTOHOMHOM pPeXMME, NapameTp He
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ncnonbsyerca).
MapameTp unit npu BbINOAHEHUM KOMaHAbI 4OCTYyNEH
. TONbKO B PeXKMME CTEKUPOBAHUA.

A

1.

TELNET nau SSH;

2.

BEPHYTbCA B pPOAUTENbCKYID ceccuio (Ha KommyTartop).

KomaHpa «show sessions» oTtobparkaer Bce yaaneHHble COeAUHEHUA TOJIbKO U3 TeKyllueWn
ceccuu. [laHHaA KOMaHAa UCNoNb3yeTca cneapylowmm obpasom:
BbINO/IHUTb NOAK/IOYEHUE K YOaNnEéHHOMY YCTPOMCTBY C KOMMYTaTopa C NOMOLLbIO

Ona 3tOoro Haxartb

KombuHauuto Knasuw <Ctrl+Shift+6>, oTnycTutb M Haxatb <x> (uKc). Mpousoiiaér
nepexoa B B pOAUTE/IbCKYIO CECCUID;

3. BbINONHUTb KOomaHAy «show sessions». B Tabauue A0MKHbI NPUCYTCTBOBaTb BCe
ucxopsdime coegMHEHUA B TeKyL el ceccum;

4, pna TOro uTOGDLI

BEPHYTbCA K CeccMuM yAanéHHOro YCTpoicTBa,

Heobxoaumo

BbINOAHUTb KOMAHAY «resume N», rae N — HOmep coeguHeHUA U3 BbiBOAA KOMAHADI
«show sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKM B pexkume privileged EXEC nmeeT cnegytowmii Bug;

console#

Tabnnua 5.11 — KomaHab! ynpasieHua cuctemol B pexxkume privileged EXEC

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

reload [unit unit_id]

unit_id: (1..4)

KomaHaa cnyuT ans nepesanycka ycTpoicTsa.
- unit_id — Homep ycTpoICTBa B CTeKe.

reload in time

time: (mmm | hhh:mm)

YcTaHoBKa npomMerKyTKa BpemMeHU, Yyepes KOTOprﬁ npomaoifip,eT
OTNOXEeHHaA nepe3arpyska yCTpOVICTBa.

reload cancel

OTMeHa OTNOKeHHOM nepesarpysku.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpyskuM pecypcos
LLeHTpasibHOro npoueccopa.

show cpu input-rate

OTob6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Gperimos,
06pabaTbiBaeMbix MPOLLECCOPOM.

show cpu input-rate detailed

OTOob6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALMX Gperimos,
obpabaTbiBaeMbIX MPOLECCOPOM MO TUMY TpaduKa.

show cpu rate-limits

OTobpaskeHne OrpaHuUYeHWit Mo CKOPOCTU AN  BXOAALLMX
¢dpelimos, obpabaTbiBaeMbIX NPOLLECCOPOM.

show tasks utilization

OTOobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3ku pecypcos
LLeHTPaNbHOro NpoLeccopa ANa Kax4oro npouecca.

clear cpu counters

O6HyneHme CYETYMKOB NAKEeTOB LEeHTPaZbHOro npoueccopa.

OTobpakeHne WHPOPMALUN  CUCTEMHOU  UAEHTUDUKauUK
yCTpoOWcTBa.
show system id o - unit_id — Homep ycTpolicTBa B CTeKe (419 KOMMyTaTopa,
T unit_id: (1..4)/- paboTalolero B aBTOHOMHOM peXuMme, MapameTp He
[unit unit_id]
ncnonb3syerca).
Napametp wunit_id npu BbINOAHEHUM KOMaHAbI
H AOCTYNEH TO/IbKO B PeXXMMe CTEKUPOBAHMUA.
show system defaults OTOob6parkeHne 3aBOACKMUX HACTPOEK YCTPOMICTBa.
[{management|ipv6|802.1x|
port|fdb| multicast|port-
mirroring|spanning-
tree|vlan|voice- i
vlan|network-security| dos-
attacks | ip-addressing| qos-
acl }]
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OtobparkeHne noapobHon WHPopmauum 06 MCNob30BAHMM
pecypcos TCAM (Ternary Content Addressable Memory).
OTobpakeHne KpaTkon uMHbopmaumMm 06 UCNONb30BaHUU
pecypcos TCAM (Ternary Content Addressable Memory).

show system resources tcam -

show system tcam utilization -

= [IpMmep MCNob30BaHMA KOMaHAb! traceroute:

console# traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabnnua 5.12 — OnucaHne pesynbTaToB BbINOJHEHUA KOMaHAab! traceroute

lMone OnucaHue
1 MopAKOBbIN HOMEpP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETU.
gateway.eltex CeTeBOe MMsA 3TOro mapLupyTmnsaTtopa.
192.168.1.101 IP-agpec aToro mapupyTtumsaTopa.

Bpems, 3a KOTOpoe NaKkeT 6bln NepeaaH U BepHy/CA OT MapLipyTM3aTopa.

0 msec 0 msec 0 msec .
YKasbIBaeTCA gNA KaxKA0M NONbITKM Nnepeaayn naketa.

Mpu BbINOJIHEHUN KOMaHAbI traceroute MmoryT NpPousonTu olWwnbKKM, onncaHMe oWnbOoK NpPUBEAEHO B
Tabnunue

Tabnuua 5.13 — OwKbKM Npu BbINOAHEHUM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepeaayn nakera.
? HewnssecTHbIV TUN NaKeTa.
A AZMWHUCTPATUBHO HegocTyneH. O6bIYHO NPOUCXOAUT NpU 6IOKMPOBaHUK
ncxoaswero Tpaduka no npasuaam B Tabamue goctyna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTm HegOCTyNeH.
N CeTb HeaoOCTYyMHa.
P MpoTokon HepoCTyneH.
Q MCTOYHMK NnogasneH.
R MUcTekno Bpemsa NOBTOPHOM cOopKku pparmeHTa.
S OwunbKa ncxogaLLero mapLpyTa.
U MopT HegocTyneH.

MporpammHoe obecneyeHune Telnet-kaneHTa KOMMyTaTopa NOAAEPNKMUBAET CNeLManbHble KOMaHAbl
— QYHKLMM KOHTPONA TepMUHana. [lna Bxofa B perKMM cneumanbHbiXx KOMaHg BO BpeMa akTMBHOW Telnet-
Ceccum UCNosb3yeTcs KoMbUHauuMaA Knasuu Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHapbl Telnet

CneyuanbHas KOMaHOa HasHnayeHue
AN Mepeaatb no telnet paspbiB coegmMHeHuUA.
AN C Mepepatb no telnet npepbiBaHne npouecca (IP).
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AN h MNepeaatb no telnet yaaneHme cumeona (EC).

AN o Mepepatb no telnet npekpauieHue BbiBoga (AO).

ARt Mepeaatb no telnet coobweHune «Are You There?» (AYT) ana KoHTpona
NOAK/OYEHUS.

ANy Mepepatb no telnet ctupaHue ctpoku (EL).

AN X Bo3BpaT B peXMM KOMaHAHOM CTPOKMW.

TaK»Ke BO3MOXHO UCNO/Ib30BaHME AONOAHUTENbHbIX ONUMIA NPU OTKPbITUK Telnet-ceccum:

Tabnnua 5.15 — Kntouesble c10Ba, MCNoAb3yemble Npu oTKpbiTUK Telnet-ceccuu

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/quiet He ponyckaet BblBog, Bcex coobLeHuii nporpammHoro obecneyerua Telnet.
/source-interface OnpeaenseT nHTEPHENC-UCTOYHUK.

BkntouaeT 06paboTKy NOTOKa, KOTOPbIN paspellaeT HesawmueHHoe TCP-
coeaumHeHne 6e3 KOHTpoAA nocnegoBaTenbHocTel Telnet. MoToKoBOe coeanHeHMe
/stream He obpabaTbiBaeT Telnet-onumm u MoXKeT NCNOb30BaTLCA ANA NOAKIOYEHUA K
nopTam, Ha KOTOPbIX 3anyLieHbl Nporpammbl KonmposaHua UNIX-to-UNIX (UUCP)
nmMbo apyrve NpoToKObI, He ABaAwWwmeca Telnet-npoTokonamm.

KomaHObI 0docmyrniHbie 8 pexcume 2106as1bH020 KOHU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B peXXMMe rnobanbHOro KOHGUIYpMpPoOBaHUSA UMEET cheayowmii BUA;:

console (config) #

Tabnuua 5.16 — KomaHapl ynpaBneHUs cMCTEMON B pexxmnme rnobanbHoOro KOHOUrypmpoBaHus
3HayeHue/ 3Ha4yeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
hostname name KomaHaa cayuT Ana 3aaaHna ceTeBoro MMeHM yCcTponcTBa.
(1..160) cumeonos/-
no hostname BepHyTb CETEBOE MMA YCTPOMCTBA B 3HAUEHME N0 YMONYAHMUIO.
service Pa3peLmnTb YCTPOMCTBY NPOrpaMMHO U3MEPATb YPOBEHb
cpu-utilization 3arpy3Kui pecypcos LieHTPafbHOro NpoLLeccopa KOMMyTaTopa.
-/enabled

no service 3anpeTnTb YCTPOWUCTBY NPOrpammHO M3MEPATb YPOBEHb
cpu-utilization 3arpy3Kui pecypcos LieHTPafbHOro NpoLLeccopa KOMMyTaTopa.

Pa3peLlunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb CKOPOCTb
service cpu-input-rate BXOAALMX dpeiimoB 06pabaTbiBaeMbiX LEHTPabHbIM
MpOoLLEeccopoM KoMmyTaTopa.

-/disabled

3anpeTuTb YCTPOMCTBY NPOrPamMmMHO U3MepPATb CKOPOCTb
no service cpu-input-rate BXOAALLMX dpeiimoB 06pabaTbiBaeMbiX LeHTPabHbIM
MpoLEeccopomM KoMmyTaTopa.

traffic: http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu, other-
service cpu-rate-limits bpdu, dhcp-snooping,
traffic limit pps igmp-snooping, mld-
snooping, sflow, log-deny-

aces, dhcpv6-snooping

vrrp, other
pps: (8..1024)

YcTaHoBKa OrpaHuYeHuii CKopocTu BxoaAwwmx Gpeimos ans
onpeaeneHHoro Tuna Tpaduka.
- pps - MAKeTOB B CEKYHAY.

Pa3peLmnTb yCTPOMUCTBY NPOrPaMMHO U3MEPATL YPOBEHb
service tasks-utilization -/disabled 3arpysKu pecypcoB LLeHTPaAbHOro Npoueccopa KommyTaTopa
[NA KaXA0ro CMCTEMHOTO npotiecca.
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no service tasks-utilization

3anpeTuTb YCTPOWUCTBY NPOrPamMmHO U3MEPATb YPOBEHb
3arpysKu pecypcos LeHTPaNbHOro NpoLeccopa KoMmmyTaTopa
[NA KaXAoro CMCTEMHOTO npotiecca.

reset-button {enable |
disable| reset-only}

-/enabled

HacTpolika peakuuun KommyTaTopa Ha HaxaTue KHOMKu F.

- enable — npu HaxaTuM Ha KHONKY A/UTeNbHOCTbIO MeHee 10
C NPOMCXOANT NepesarpysKa yCTPOMCTBA; NMPU HaXKaTUM Ha
KHOMKY AnuntenbHocTbio 6onee 10 ¢ nponcxoamuTt cbpoc
YCTPOWCTBA A0 3aBOACKOWN KOHUrypauuu;

- disable — He pearupoBatb (oTKAtOUEHA);

- reset-only — TonbKO nepesarpyska.
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5.6 YnpasneHue CTEKOM KOMMYTaAaTOpOB

CTeK KOMMYTaTOPOB GYHKLMOHUPYET KaK eANHOE YCTPOMCTBO M MOXKET BKAOYATb [0 3-X YCTPOWACTBY,
MMEIoLWNX ceaytowme ponu, onpegensemble ux ngeHtndmkatopamm (StackiD):

=  Master (StacklD 1)— Beaywimit KOMMYTaTOpP, OH YNPaBAAET BCEMWU YCTPOMCTBAMM B CTEKE.

=  Backup (StacklD 2) — pe3sepBHblli Beaylmit KommyTaTop. Ecam B cTeke npucyTcTeyet u
KOpPPEeKTHO YHKUMOHUPYeT ycTpoinctBo co StacklD 1, To 3TOT KOMMyTaTop ABAAeTCA
noaymMHeHHbIM. Mpu Bbixode M3 cTpoa master-kommyTtaTopa backup 6epet Ha cebs ponb
Bedyllero ycrtpoictBa. B npouecce paboTbl MNPOMCXOAUT CUHXPOHM3auMa  startup
KoHbUrypaummn mexay master n backup.

=  Slave (StacklD 3) — nogYMHEHHbI KOMMYTaTOp. TaKol KOMMYTaTOp He MOXKeT paboTaTb B
OTCYTCTBME BEAYLLErO YCTPOMCTBA.

B pesknme CTeKMPOBaHUA KOMMYTATOPbl MCMO/b3YIOT Mapy NOPTOB A1 CUHXPOHU3aLUMK cTeKa. Bbibop
MOPTOB 3aBMCUT OT MOAE/IM KOMMYTATOPa:

=  MES1024 ucnonssyet Gi0/1 n Gi0/2;

=  MES1124, MES1124M ucnonb3ayeTt Gi0/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytoT Gi0/27 u Gi0/28;
= MES2208 —TBD.

MopTbl, 3aHATble ANA CTEKMPOBAHWA, MCMNOMb3YIOTCA ANA Nepegaun cayxebHoit uHpopmauun u
TPaH3WUTHOrO TpaduKa Mexay KOMMyTaTopamu cTeka. [oaaeprKMBaloTcA ABe TOMOJOrMM COeAMHEHUA
YCTPOMCTB B CTEKE — KO/IbLLEBAA W /IMHEWHan. PeKomeHAyeTcs MCNo/b30BaTb KO/bLEBYIO TOMOAOMMIO ANSA
NOBbILEHMA OTKA30yCTOMYMBOCTM CTEKA.

KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeeT CaeayioLmii BUA:

console#

Tabnuua 5.17—- ba3oBble KOMaHAbl, A4OCTYMNHbIE B perkume privileged EXEC

3HayeHue/
KomaHda "
3Ha4yeHue no Aelicmeue
YMOAYAHUIO
OnpegaenseT pexnm paboTbl KOMMyTaTopa:
. - standalone — KOMMYTATOp MOXKeT pa6OTaTb KaK CaMOoCTOoATe/IbHOE
unit mode

- YCTPOWCTBO;
- stackable — KommyTaTop MoKeT paboTaTb B perKMme CTeka.
CmeHa perkMma NpoucxoAmuT Nocae nepesarpyskn KommyraTopa.

<standalone|stackable>

HasHauaeT Homep ycTpoicTea «stack-id» nokanbHomy ycTpoicTay (Ha
KOTOPOM BbINO/JIHEHA KOMaHAa). KomaHaa MoxKeT 6bITb MCNO/Ib30BaHa B
stack-id: (1..3)/1 pexunme «standalone» nnu B pexxume «stackable» Ha Begyliem
ycTpoiictee. CMeHa Homepa yCTpoicTea NPon3onagET nocne
nepesarpyskuM KoMmyTaTopa.

unit renumber local after-
reset stack-id

HasHauaeT HOBbI HOMEp YCTPOMCTBA «new-id» KoMMmyTaTopy C
Homepom «current-id». KomaHaa MoxeT 6bITb MCMONb30BaHa TONbKO
Ha BeAyLLem yCTpoMCTBe CTeKa.

CmeHa HoMepa YCTpOoMCTBa NPOU30MAET Nocae nepesarpysku aToro
yCTpoWcTBa.

unit renumber current-id current-id: (1..3)
after-reset new-id new-id: (1..3)

OTo6parkaeT MHGopmaumio 06 YCTPOIMCTBAX, BXOAALLMX B CTEK.

Mpu BBOAE KOMaHAb! 6e3 NnapameTpa oTobparkaeTcsa KpaTKan

show unit [stack-id] stack-id: (1..3) MHbopMaLma 060 BCex yCTPOMCTBAX CTEKa.

Mpwu yKasaHumn «stack-id» otobpakaercs nogpobHan nHdopmaums o
BbI6GpPaHHOM YCTPOMCTBE.

1 o
B TeKyLiei Bepcmm nporpamMmmHoro obecnedyeHms.
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= [lpMmMmep UCMONb30BAHUA KOMaHObl show unit:
il

consolef#show unit 1

Unit: 1

MAC address: a8:f9:4b:81:61:40

Master: Enabled.

Product: MES-2124. Software: 1.1.16
Uplink unit: 0 Downlink unit: O.
Status: master

Active image: imagel.

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset: stacking

Unit Num After Reset: 1

Tabnnua 5.18 — OnucaHue pesybTaToB BbINOJHEHUA KOMaHAbl «show unit»

Mone OnucaHue
Unit: NaeHTUdMKaTop BbIBPAHHOIO YCTPOICTBA
MAC address: MAC-agpec KommyTaTopa
Master: PaspelieHue cTaTb BeAyLIMM YCTPOMCTBOM B CTEKE
Product: OnucaHune mogenn KommyTaTopa

NaeHTUdUKaTOp KOMMYTATOPa, NOAKNHOYEHHOTO K BEPXHEMY CTEK-MOPTY

Uplink unit: o
BbIGPaHHOIO yCTpocTBa

Mﬂ,eHTMd)MKaTOp KOMMYTATOpPa, NOAKNHYEHHOIO K HUXXHEMY CTEK-NOPTY

Downlink unit: .
BbIOpaHHOrO yCTpolicTBa

Status: Tekylan ponb KOMMyTaTopa B CTEKE

Active image: AKTUBHbIN 06pa3 NO

Selected for next boot: O6pa3 MO, KoTopbIi byaeT aKTUBHLIM NOC/e Nepesarpysku

Topology is TeKyLLasa TononoruaA creka - chain (ueno4ka) nau ring (KonbLo)

Unit Mode After Reset: Peskum paboTbl KOMMyTaTOpa nocae nepesarpyskn — standalone/stacking
Unit Num After Reset: NaeHTUdUKaTOp KOMMYTaToOpa, KOTOPbIV NPUMEHUTCA NOC/E Nepes3arpysku

YcTpoiicTBa ¢ oguHaKoBbIMU ugeHTudUKaTopamm «Unit ID» He moryT paboTaTb B ogHOM
ral | cTeKe.
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5.7 KomaHpAbl ANA HAaCTPOIMKM NapamMeTpoB A8 3a4aHUA Naposei

l£|,aHHbIl\;1 KOMNNEKC KOMaH4, npeagHa3sHa4vyeH anAa 3agaHuA MUWUHUMA/IbHOM CNIOXHOCTHU naponaA, a Takxe
AnAa 3agaHnAa BpeMeHu ,D,EVICTBMﬂ naponsa.

KomaHObl docmyriHblie 8 pexcume 2106a16H020 KOHPU2YPUPOBAHUSA:

3anpoc KOMaHAHOW CTPOKM B PeXKMUME r106a1bHOro KOHGUIYPUPOBaHUA UMEET CAeAYIOWNIA BUA,:

console (config) #

Tabanua 5.19 — KomaHab! ynpaBieHMUa CUCTEMOM B pexume rnobasbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHe#

3apaeT Bpems Ku3Hu naponei. Mo ncreyeHunto 3agaHHoro
cpoka 6yaeT NpeanoKeHo CMeHUTL Naposb. 3HadeHne 0
rOBOPUT O TOM, YTO BPEMS KU3HM Naposieit He 3a4aHo

BoccTaHaB/MBaeT 3HauYeHMe NO YMOIYaHMIO

passwords complexity

no passwords complexity
min-classes

enable -/disabled BkntoyaeT orpaHuyeHmne Ha popmat napona
BK/toyaeT orpaHuyeHune, 3ajarowee MUHUMANbHoe
passwords complexity min- KO/IMYECTBO K/1acCOB CUMBOJIOB (CTPOYHbIe BYKBbI, 3ar1aBHble
classes value 6YKBbI, UMPPbI, CUMBObI)
value: (0..4)/3

BoccTaHaBnMBaeT 3HauYeHMe N0 YMONYaHMIO

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaet orpaHu4eHne Ha MMHUMaNbHYO A/IMHY NApPONA.

BoccTaHaBauBaeT 3HaYeHMe No YMONYaHUIO

passwords complexity no-
repeat number

no password complexity
no-repeat

number: (0..16)/3

BKk/loyaeT orpaHuueHune, 3agatollee MakcMmanbHoe
KOJIMYECTBO NOCNEeA0BaTEIbHO NMOBTOPAIOLLMXCA CUMBOJIOB B
HOBOM napone.

BoccTaHaBnmBaeT 3HaveHue no YMON4YaHUIO

passwords complexity not-
current

3anpeLLaeT Npyv CMeHe NapoiA UCMOo/Ib30BaTb B KayecTse
HOBOrO CTapbIit

no passwords complexity
not-username

-/enabled
no passwords complexity o
Pa3speluaeT cnonb30BaTh CTapblii Napo/ib NPU CMEHe
not-current
passwords complexity not- 3anpeLaeT UCNONb30BaTh B KaYecTse Napoas umsa
username nonb3osaTens
-/enabled

PaspeLuaeT MUCNO/1Ib30BaTb B Ka4ecCTBe Napo/sia uma
nonb3osarena

Tabnnua 5.20 — KomaHabl ynpasieHua cuctemolt B pexkume Privileged EXEC

KomaHoa

Aeiicmeue

show passwords
configuration

OTo6pakaeT nHbopmaLmio 06 orpaHUUEHUAX Ha NapoIm

Ethernet-kommymamopsi MES1000, MES2000

59



HELTEX

5.8 Pabora c ¢painamm

5.8.1 OnucaHue apeymeHmoe KOMaHO

Mpu ocywecTeneHnn onepaumii Hag danamm B KayecTBe apryMeHTOB KOMaHZ, BbICTyNaloT agpeca
URL — onpegenutenM MecTOHaxoXAaeHusa pecypca. OnucaHuWe K/UYeBbIX CNOB, WCMNO/Mb3yeMmbiX B

onepauusx, npuseaeHo B Tabnuue 5.12.

Tabnumua 5.21 — Cnucok KNtoYeBbIX C0B M UX ONMUcaHne

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec uamn agpec Mecta HasHauyeHMa 419 SHeProHe3aBMCUMON NamATH.
JHeproHesasucMMan NamATb UCNOAL3YETCA MO YMOAYaHuo, ecan agpec URL onpeaeneH 6es
npedukca (npedumkcamum sasnawotcs: flash:, tftp:, scp:...).

running-config

dain TekyLLel KoHoUrypaumm.

startup-config

daiin nepBoHaYanbHOM KOHUTypaLum.

Ecnun ncxoaHbi paiin — aaHHbIN 06pa3 akKTUBHbIN.

image - . .
Ecnu yaaneHHblt dpaiin — gaHHbIN 06pa3 He aKTUBHBIN.
boot 3arpy3ouHbliit daia.
McxoaHbI agpec nam agpec mecta HasHadyeHua ana TFTP-cepeepa.
titp:// CuHtakcuc: tftp://host/[directory/] filename. ) .
host — moxeT 6bITb IPV4-agpecom Unmn ceTeBbiIM UMEHEM YCTPOICTBa, directory — KaTasor,
filename — uma davina.
McxoaHbI agpec nam aapec mecta HasHavyeHua ansa SSH-cepsepa.
scp:// Cuntakcuc: scp://[username([:password]@]host/[directory/] filename
username — uMA nosb3osatens, password — naposib nonb3osatens, host — IPv4 agpec nnm
ceTeBOe UMA YCTPoMcTBa, directory — katanor, filename — uma darina.
xmodem: UcxoaHbiM agpec daitna npy MCnosib3oBaHMM NpoToKkoaa X-modem no nocnefoBaTebHOMY

coeaANHEeHUIo.

unit://member/ startup-
config

KoHdurypaumoHHbI dalin, MCnonb3yemblii Npu 3anycke yCTPoucTBa.
member — MmoXeT bbITb IP-aapecom Mnmn ceTeBbIM UMEHEM YCTPOMCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha YCTPOMCTBE MM Ha OAHOM U3 YCTPOMCTB CTeKa. [nA KonMpoBaHus ¢
Beayuwero yCTpOFlCTBa Ha BCe OCTa/ibHble MOA4Y/IN MOXXHO B 3/1eMeHTe member ncnonb3osaTtb
«*»,

member — moXeT 6bITb IP-agpecom nam ceteBbim UMeHeM yCTpOﬁCTBa B CTeKe.

3arpy3ouHblit $hana Ha YCTPOMCTBE MM HA OLHOM U3 YCTPOMCTB CTeKa. [1na KonnposaHuA ¢
BEe/lyLLLEro yCTPOMCTBa Ha BCe OCTa/ibHblE MOAY/IN MOXKHO B 3/1IeMeHTe member UCcnonb3oBaTb

unit://member/ boot
//) / «*».
member — MOXeT 6biTb IP-afpecom nam ceTeBbiM MMEHEM YCTPOWCTBA B CTEKe.
null: MycToe MecTo HazHayYeHWa A4 Konui unm ¢pannos. MoXKHO KONMPOBATL YAaNEeHHbIW ann K
’ nycToMy yKasaTento, 4Tobbl onpeaennTb ero pasmep.
logging dalin c uctopuelt KomaHa,
unit://member/ backup- Pe3epBHbiit paitn KOHUrypaL MM Ha YCTPOMUCTBE UM HA OGHOM M3 YCTPOMCTB CTEKA.
config member — MOXeT 6bITb IP-afpecom uan ceTeBbiM UMEHEM YCTPOWCTBA B CTEKE.
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5.8.2 KomaHObiI 0na pabomei ¢ palinamu

KomaHab! ana pa6OTbI C (I)aﬁﬂaMVl AOCTYNHbI TO/IbKO NPUBUNETNPOBAHHOMY NMNOJ/Ib30BATEIO.

3anpoc KomaHAHoOM cTPoKM B pexknme Privileged EXEC nmeeT cneayowmin BuA:

console#

Tabanua 5.22 — KomaHgb! ans pabotol ¢ painamm B pexkume Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

url [snmp]

copy source-url destination-

copy source-url image

copy source-url boot

copy source-url running-
config

copy source-url startup-
config

copy running-config
destination-url

copy startup-config
destination-url

source-url:
(1..160) cumBonos;

destination-url:
(1..160) cumsonos;

KonupoBaHue dalina n3 mecTononoKeHna NCTOYHMKA B
MECTOMNO/IOKEHNE Ha3HaYeHUs.

- SNMp — UCMO/Ib3YeTCcA TO/IbKO KOraa KonuposaHue
ocyuiecTeaseTca u3/s startup-config. Cneunduumnpyet
MCMNONb30BaHWE MCXOAHOMO afgpeca Uau agpeca mecta
Ha3HavyeHuna B popmate SNMP;

- source-url — mecTononoxeHue Konmpyemoro aiina;

- destination-url — appec mecTa HazHauyeHus, Kyga dann byget
CKOMWUPOBAH.

KonupoBsaHue ¢atina cuctemuoro MO c cepsepa B
3HeproHe3aBUCUMYIO NAMATb.

KonupoBsaHwue 3arpy3soyHoro ¢aitna ¢ cepsepa B
3HEeproHe3aBUCMMYIO NaMATb.

KonuposaHue daiina KoHUrypaLmm c cepsepa B TEKYLLYIO
KOHPUrypaumtio.

KonupoBsaHue daiina koHdurypauum c cepsepa B
nepBOHaYabHYIO KOHUrypaumio.

CoxpaHeHue TeKyLel KoHbUrypauumn Ha cepeepe.

CoxpaHeHve nepBoHayaibHON KOHUIypaLumm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwe TeKyLLen KOHOUTYpaL KN B NepBOHaYaIbHYO
KOHdUrypaumtio.

copy running-config file

CoxpaHeHue TeKyLei KoHbUTrypauun B 3aaHHbIN pe3epBHbIl
daiin koHburypauum.
MNopnepkusaetca Asa ¢aina KoHoUrypauum.

copy startup-config file

CoxpaHeHve nepBoHaYanbHOM KOHGUIypaLmm B 3a4aHHbIN
pe3sepBHbIN $ann KoHdUrypauuu.

copy running-config
backup-config

CoxpaHeHue TeKyLiel KoHOUrypauumn B pesepsHbIi paiin
KoHbUrypauuu.

copy startup-config
backup-config

CoxpaHeHwue nepBoOHaYaNbHOM KOHOUTYpaLWK B pe3epBHbI
daiin KoHbuUrypauum.

dir

OTobparkaeT cnucok daitnos Bo Gaaw-namaTu

more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumBonoB

OTobparkaet cogepxumoe daina.
- startup-config — otobparkaert cogepkumoe daiina
nepBOHaYaibHOM KOHOUTypauuuy;
- running-config — otobpakaeT cogepxumoe daiina TekyLien
KoHbUrypauuu;
- flash:// — oto6parkaeT painbl ¢ USB flash-HakonuTeneit;
- mirror-config — oTobpakaer cogep:knumoe daina TekyLLen
KOHPUrypaLmm ¢ 3epKana;
- file — uma daiina.
daitnbl otobpaxkatorca B popmate ASCII, 3a

. UCKNlOYeHMeM image, KoTopble oTobparkatoTca B
wecTtHaauatepuyHom popmare.
* prv daiinbl He oTo6parkaloTca.

delete url

YaaneHnue paiina c Gasw-namaTm ycTpomcTsa.
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daiinbl *.prv, image-1 1 image-2 He MoryT 6bITb yAaNeHbl.

delete startup-config

- YaaneHnua ¢aina nepBoHayvanbHOM KOHGUIypauuu.

boot system
[unit unit] {image-1|
image-2}

Onpeaenset daitn cuctemHoro MO, KoTopbl ByaeT 3arpyKeH
npu 3anycke.

unit: (1..4) - unit — Homep yCTpOWCTBa B CTEKe (4149 KoMMyTaTopa,
paboTatoLLero B aBTOHOMHOM PeXUME, NapameTp He
ncnonb3syetca).

show running-config

- OTobparkaeT cogepxumoe paina Tekywen KoHPUrypaumm.

show startup-config

OTobparkaeT cogepxumoe daina nepBoHayaNbHOM
KoHbUrypauum.

show bootvar [unit unit]

MokasblBaeT akTUBHbIN dalin cuctemHoro N0, KoTopbin
YCTPOMCTBO 3arpyKaeT nNpu 3anycke.
- unit — Homep yCTpOWCTBa B CTEKe (419 KoMMyTaTopa,
unit: (1..4) paboTatoLLero B aBTOHOMHOM PeXXUme, NapameTp He
ncnonbsyeTtca).
Mapamertp [unit unit] npu BbINONHEHUN KOMaHAbI
,’ [OCTYNEH TONbKO B PeXXume CTeKUPOBaHUA

write [memory | terminal]

CoxpaHeHwue TeKyLei KoHburypauumn B daiin
nepBOHaYaNbHON KOHOUTYpauuu.

rename url new-url/

N3meHeHne umeHu daina.
url: (1 .. 160) - url — Terkywee uma darina;
- new-url — HoBoe umsa daina.

CyLI.I,ECTBYIOT HEeKOoTOopble HeaonyCcTtumbie KOM5MHaLI,VIVI MecCTono/1I0XKeHNA U mecta
Ha3Ha4vyeHuA. Henb3A KOnupoBaTtb B CZieayoWwux cayvyaax:

ecnm ucxogHbi gaiin u ¢paiin HasHaueHUs — 0gUH U TOT XKe dpain;

xmodem He moKeT 6biTb agpecom HasHadeHusa. Mo X-modem c agpeca
MCTOYHMKA ¢painn mokKeT bbiTb CKONMMPOBaH TO/bKO B ¢aiin cucremuoro MO,
B 3arpy304HbIN ¢aiin uaum B null;

cepBep TFTP He moXKeT 6biTb aApecom UCTOYHUKA M a4PECcOM HasHaYeHuA
ANA 0AHOI KOMaHAbl KONMPOBAHUSA;

*.prv ¢paiinbl He MOryT 6bITb CKONMUPOBaHbI MU NPOYUTAHDI;

KonupoBaHue K/OT YyCTPOMCTB cTeKa, paboTalowmx B BEAOMOM pPeEXUME,
BO3MOHO TO/NIbKO ana ¢aina cuctemHoro MO m ¢aina HayanbHoro
3arpysumka.

Tabnunua 5.23 - OnucaHMe NPM3HAKOB KONMPOBAHUA

lpusHak

OnucaHue

BocKaMLaTeNbHBIM 3HAaK 03HAYAET, YTO NPOLLECC KONMPOBAHUA UAET YCMNEeLIHO.
KaxKablii BOCKNMLATENbHbIM 3HAK YKa3blBaeT Ha yCMeLlHyo nepeaady Aecatu
naketos (512 6aATOB KaxKablii).

TouKa 03HavaeT, YTO NPOLLECC KONUPOBaHMA NpepBaH. HEeCKOAbKO ToYeK Nnoapsas,
03HayYaeT, YTo B NPoLLecce KONMPOBAHMA BO3HUK/A OWKBKA.

[Tpumepbl UCnoAb308aHUA KOMAHO.

= Yaanutb daiin test 3 saHeproHe3aBUCUMOM NAMATH:

console# delete flash: test

Delete flash:test? [confirm]

PesynbTaT BbINOSIHEHWUA KOMaHAbI: NOC/Ae noATBepKaeHUa daiin byaert yaaneH.
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5.8.3 KomaHObI 0n1a pe3epsuposaHus KOHguz2ypayuu

B AaHHOM paszenie onMcaHbl KOMaHAbl HACTPOMKN pe3epBUPOBaHNA KOHOUIypaLumu No Tanmepy uam

NpW COXpaHEHUM TeKyLwen KoHoUrypaumm Ha flash-Hakonutensb.

KomaHObI docmynHbie 8 pexcume 2106a716H020 KOHGDU2YPUPOBAHUS:

3anpoc KOMaHAHOW CTPOKM B peXKUme r106anbHOro KOHPUrypupoBaHUa MMeeT cneayowmini BUA:

console (confiqg) #

Tabnnua 5.24 — KomaHab! ynpaBieHMUa CUCTEMOM B pexume rnobasbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cumBosioB

Yka3aHue tftp-cepsepa, Ha KOTOPbIN byaeT NPoU3BOAUTHLCA
pesepBupoBaHue KoHdurypauum. CTpoka B popmate
«tftp:// XXX XXX XXX XXX »,
«scp://[[username][:[password]]@]host».

YpaneHue cepeepa ANa pe3epBuMpoBaHus.

backup history enable

no backup history enable

/BbIK/IIOYEHO

BKtOUNTL COXPaHEHWE UCTOPUU pPe3epPBHbIX KOMWUNA.

OTKNOYUTD COXPAHEHWME UCTOPUMN pe3epPBHbIX KOMWN.

backup path path

no backup path

path: (1..128) cumBonos

YKasaHue nyT pacnonoxkeHus daiia Ha cepsepe 1 npedukca
daina. Mpu coxpaHeHnun K npedurKey byaet gobasnatbea
TeKywan gaTa v Bpema B popmate rrrrmmasy4mmcc.

YpaneHue nytm gna pesepsnpoBaHms.

backup time-period timer

no backup time-period

timer: (1..35791394)
MWH/720 MWUH

YKazaHue NpomeKyTKa BpEMEHM, N0 UCTEYEHUM KOTOPOTO
6yOeT OCyLLeCTBAATLCA aBTOMATUYECKOE Pe3epBUPOBaHMe
KOHdUrypaLumu.

BoccTaHaBauBaeT 3HaYeHMe No YMONYAHUIO

backup auto

BkitoueHMe aBTOMaTMYECKoro pesepBnpoBaHNA

no backup write-memory

/disabled KOHdUrypaLumu.
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
. BkntouyeHmne pesepBnUpoBaHMA KOHOUTypaLmMm Npm COXpaHeHnn
backup write-memory ) pesepeup urypau P P
/disabled nonb3osaTenem KoHdurypauum Ha flash.

YcTaHOBKa 3Ha4YeHunA no YMO4aHULO.

Tabnnua 5.25 — KomaHabl ynpasieHua cuctemon B pexkume Privileged EXEC

KomaHoa

Aelicmeue

show backup

OTo6pakaeT MHPOPMaLLMIO O HACTPOKKAX pe3epBUPOBAHUA KOHOUTYpaLUK.

show backup history

OTOobparkaeT UCTOPUIO YCMELLIHO COXPAHEHHBIX Ha cepBep KOHdUrypaLmii.

5.8.4 KomaHObI 019 aemomamu4vecko20 06Ho8neHUA U KOHGU2YpUpPoeaHus

lpoyecc asmomamu4yecKko2o obHoeneHun

KommyTaTop 3anyckaeT npouecc aBTomaTuyeckoro obHosneHus, 6asupytowmiica Ha DHCP (o
npouecca aBTOMaTMYeCKOM KOHPUrypaLmm), eciv OH BKAOYEH U UMA TeKcToBoro ¢daiina (DHCP-onuua 125),

coaep:Kaulero umsa obpasa MO, 6b110 NpeagocTaBneHo cepsepom DHCP.

Mpouecc aBTomaTUYECKOro 06HOB/IEHUS COCTOUT U3 cnegyrouwmx waros:

1. KommyTaTop 3arpyKaeT TEeKCToBbl ¢ain u ymTaeT u3 Hero ums ¢aina obpasa MNO Ha TFTP-

cepsepe;

2. Kommytatop ckauumBaeT nepsblt 610K (512 6aitt) obpasa MO c TFTP-cepBepa, B KOTOpOMm

copeputca sepcua MNO;
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3. KommyTtaTop cpaBHMBaeT Bepcuio ¢aina obpasa MO, nonyyeHHoro c TFTP-cepBepa, ¢ Bepcuei
aKkTMBHoOro obpasa MO KommyTaTopa. ECM OHM OT/IMYAKOTCA, KOMMYTATOP 3arpyaet obpas MNO
c TFTP-cepBepa BMecTo HeaKTMBHOro obpasa O kommyTatopa W AenaeT AaHHbli 0bpas
aKTUBHbIM;

4. Ecnnobpas MO 6bin 3arpy»KeH, To KOMMYTATOP NepesarpyxaeTcs.

lpoyecc asmomamu4yecKo2o KOHd)UZypUpOGGHUﬂ

KommyTatop 3anyckaeT npouecc aBTOMaTUYeCKoro KOHGUrypupoBaHua, 6asupytowmiica Ha DHCP,

Npw BbINOJHEHUW CAeAYIOLWLMX YC0BUN:

Y

1. AsTOMaTU4yecKoe KOHPUIypnpoBaHUE paspeLleHo B KOHPUrypaumum.
2. Otser DHCP-cepsepa cogepuT IP-agpec TFTP-cepBepa (DHCP-onuusa 66) n ums dalina
KoHoUrypaumm (DHCP-onuma 67) B popmate ASCII.

MNonyuyeHHbIN pan KoHPUrypaumnm gobasnseTca K Tekywei (running) KoHdurypauum.

Ecan nonb3oBaTesNb BKAOUMA aBTOMATMUYECKOoe CoxpaHeHue (KomaHpa boot host auto-
save), To Tekywasa (running) KoHdurypauma 6yger cKonupoBaHa B NepPBOHAYANbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NonbITKy 3arpy3nTb KOHOUIypaumio, eCv BbINOAHAETCA O4HO U3 YC/OBUIA:

1. KommyTaTop MmMeeT KOHPUIypaumio no yMOIYaHWIO;
2. [o nepesarpysku KommyTaTopa nosib3oBaTesiem Oblia BBegeHa KOMaHga «boot host dhcp»,
KoTopasa dopcupyeTt nonyyeHme KoHOUrypaLmMm nNpu 3arpyske.

KomaHObl, docmyrnHbie 8 pexcume 2106a1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B peXXMme rnobanbHOro KOHGUIypMpoBaHUSA UMEET cheayowmii BUa;:

console (config) #

Tabnunua 5.26 — KomaHapl ynpaBneHUsa CUCTEMON B pexxunme rnobanbHOro KOHGUrypmposaHusa

3HayeHue/ 3Ha4yeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
. BkatoyeHne aBTOMaTUYECKOro KOHOUTYpUpoBaHUA
boot host auto-config Gurypup
-/BK/IIOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-config YcTaHOBKa 3HAY€HMA N0 YMOJIYaHUIO.
BKAtoYeHWe aBTOMATUYECKOTO COXPaHEeHMA TeKyLLen
boot host auto-save KOHPUrypaLmm B NepBoHaYabHYO Noc/ie Noy4YeHUs ee no
-/BbIK/IIOYEHO
TFTP.
no boot host auto-save YcTaHOBKa 3HaYeHMA N0 YMOAYaHUIO.

boot host auto-update

BkitoueHMe aBTOMaTMYECKOro KOHd)VI rypnmpoBaHuA

-/BKNIOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-update YcTaHOBKa 3HAY€HMA N0 YMOJIYAHUIO.
BKAtoYeHWe NpUHYAMTEeNbHOM 3arpy3Kn KOHOUIypaumm npum
boot host dhcp PUHYA py durypay p
-/BbIKAOYEHO cnepyroLem BKAOYEHUN KOMMYTATOpPa.
no boot host dhcp YcTaHOBKa 3HAYeHMA N0 YMOYaHUIO.

KomaHOb! pexcuma privileged EXEC

3anpoc KomaHaHOM cTpoKK B pexkmme privileged EXEC umeeT cneaytowmin sua;
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console#

Tabnnua 5.27 — KomaHgb! ynpasaeHua cuctemol B pexxkume privileged EXEC

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

MpocmMoTp HacTpoeKk aBTOMaTUYeCKoro obHOBNEHUA U

show boot -
KOHUIypMpoBaHus.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTUdMKATOP NPOM3BOOUTENIS, BCEerLa PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa HOJIMHE CTPOKM sub-—
option-data + 2.

unsigned integer 8, #sub-option-code. Kopm nomonuwuy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data
text #sub-option-data. MmMs TexcTOBOTO OGaija, CcomepXamero WM
obpaza IO

}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; # MAC-ampec koMMyTaTOpa

filename "mes2124-test.cfg"; #YMS KOHOUTYpaLUVM KOMMYyTaTopa
option image-filename 35265 18 1 16 "mes2000-1144.ros"; #1MsT TEKCTOBOTIO

banna, comepxamero mMsa obpaza 10
next-server 192.168.1.3; #IP-ampec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.9 Hactpoiika cMucTeMmHOro BpemeHu

/";_‘ ABTOMaTUYECKUI Nepexos, Ha neTHee BpPemMA OCYLLECTBNAETCA B COOTBETCTBUU CO
craHgaptamu CLLUA u EBponbl. B KoHduUrypaumm moryTt 6biTb 3agaHbl Ntobbie gata U Bpems
ANA nepexoAa Ha NieTHee BpemA U obpatHo.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHoM cTPoKK B pexxkmme Privileged EXEC umeet cnegyowmin sua;

console#

Tabnnua 5.28 - KomaHabl HaCTPOMKN CUCTEMHOIO BpemeHu B pexkume Privileged EXEC

KomaHda 3HaueHue Aeiicmeue
clock set hh:mm:ss day hh: (0..23), mm: (0..59) Py4yHasn ycTaHOBKa CUCTEMHOrO BpemeHu (KomaHga AOCTyNHa
month year ss: (0..59), day: (1..31); TONIbKO ANA MPUBUAETMPOBAHHOIO NOb30BaTENS).
clock set hh:mm:ss month month: (Jan..Dec); - hh —uacel, mm — MAHYTb), S5 = CeKYHAI;
day year year: (2000 — 2037) - day — peHb; month — mecau; year — rog,
show sntp configuration - MokasbiBaeT KoHbUrypauuio npotokona SNTP.
show sntp status - MNMoKa3biBaeT cTaTyc npoTtokoaa SNTP.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM cTPOKK B pexkmume EXEC nmeet cneaytowmin BuAa;

console>
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Tabnumua 5.29 - KomaHabl HACTPOMKM CUCTEMHOIO BpeMeEHMU B pexknume « EXEC»

KomaHda 3HaueHue Aeiicmeue

show clock MNoKasbiBaeT cMCTEMHOE BPEMSA U AaTy.

- [ononHutesnbHo oTobpaskaeT napameTpbl YaCOBOrO NosAca 1
nepexoAa Ha NeTHee Bpems.

show clock detail

KomaHObI docmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B peXXMMe rnobasbHOro KOHGUIypMpoBaHUS UMEET cneayowmi BUa;:
console (config) #

Tabnnua 5.30 — CNMCOK KOMaHA, ANA HACTPOMKM CUCTEMHOIO BPEMEHM B peume rnob6anbHoro

KOHOUIypupoBaHUs

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

clock source sntp

no clock source

-/BHELWHUIA UCTOUYHUK He
ncnonbsyetca

Mcnonb3oBaHMe BHELWHero UCTOYHMKA ANA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

3anpeluaeT MCNONb30BAHNE BHELHero UCTOYHUKA ANA
YCTAHOBKW CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / Het
OMMCaHNA 30HbI

hours-offset: (-12..+13)/0;

minutes-offset: (0..59)/0.

YcTaHaBAMBaeT 3HayeHMe YacoBOro noAca.

- zone — cnoso, cpopmMmMpoBaHHOE U3 NepBbix OYKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMeHSAET (ONMCcaHMe 30Hbl);
- hours-offset —4acoBoe cmelLeHNe OTHOCUTENbHO HYNEBOTO
mepuamana UTC;

- minutes-offset — MMHYTHOE cMelLeHne OTHOCUTENBHO
Hynesoro mepuanaHa UTC.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eu|

{week day month hh:mm
week day month hh:mm}}

[offset]

no clock summer-time

zone: (1..4) cumsona/ HeT
OMUCaHNA 30HbI
week: (1..4, first, last);
day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymonyaHuto nepexos
Ha NeTHee Bpems
BbIKOYEH

3apaeT Aaty v Bpems 418 aBTOMaTMYECKoro nepexoaa Ha
NeTHee Bpems 1 BO3BpaTa 06paTHoO (a1A onpeaeneHHoro
roga).

MepBbiM B KOMaHAE YKa3blBA€TCA OMUCaHNE 30HbI, BTOPbIM
Bpems AN nepexona Ha neTHee BpemMs U TpeTbUM Bpemsa Ans
BO3BparTa.

- zone — cnoso, chopMMpPOBaAHHOE U3 NepBbIX OYKB
CNOBOCOYETaHMA, KOTOPOE OHO 3aMeHAET (onncaHune 30HbI);

- date —uucno;

- month — mecsau;

- year —rog;

- hh —4acbl, mm — MUHYTbI;

- offset — KOIMYECTBO MUHYT, f,06aBAAEMbIX NPU Nepexose Ha
NeTHee Bpems.

3apaeT Aaty v Bpema 418 aBTOMaTMYECKoro nepexoaa Ha
NeTHee Bpems 1 Bo3BpaTa 06paTHO B peXxnume exeroaHo.

- zone — cnoso, cpopMMpoBaHHOE U3 NepBbix OYKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMeHSAET (OnMcaHMe 30Hbl);

- usa — YCTaHOBWTb NpaBMaa Nepexosa Ha JieTHee Bpems,
ncnonbsyemble 8 CLUA (nepexos Bo BTOPOE BOCKpeceHbe
MmapTa, 06paTHO B NepBOe BOCKPeCceHbe HOABPSA, B 2 Yaca yTpa
No MECTHOMY BPeMeHMU);

- eu — yCTaHOBUTb NPaBK/Ia Nepexoaa Ha NeTHee Bpems,
ncnonb3yemble EBpocotosom (nepexos B nocnegHee
BOCKpeceHbe MapTa, 06paTHO B NocaesHee BOCKpeceHbe
OKTABpPA, B 1 Yac yTpa no MpuHBMUY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hegena mecaua;

- day — peHb Hegenw;

- month — mecsu;

- offset — KonnyecTBo fob6aBAAEMbBIX MUHYT NPU NEpexoae Ha
NeTHee Bpems.

OTKNOYaEeT aBTOMATUYECKUI nepexo Ha neTHee Bpema.
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sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumBonos;
Mo ymonuyaHuto nposepka
NoAJ/IMHHOCTU OTKNKOYEHA

YcTaHaBAMBaET KoY NPOBEPKM MNOAJMHHOCTM ANA NPOTOKOA
SNTP.

- number — HOMep K/oYa;

- value — 3Ha4YeHune Kaouva.

Ypanaert Kntod NpoBepKU NOANMHHOCTY AnA npoToKoia SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NoAJIMHHOCTH
He TpebyeTca

TpebyeT npoBepKy NOANMHHOCTM A1 NONYyYeHUA
nHoopmaumm ot NTP-cepBepos.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295);
Mo ymonuyaHuto npoBepka
NOA/IMHHOCTU OTKAKOYEHA

OcyLectBnseT NPOBEPKY NOAJNHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHM3NpyeTca ¢ nomoLbto SNTP no 3agaHHOMY KAto4y.
- key-number — HoMep KAtoya.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

sntp client poll timer
seconds

seconds (60 .. 86400)

YcTaHaBauBaeT Bpema onpoca ana SNTP-KnneHTa.

- - /1024
no sntp client poll timer YcTaHaBAMBaEeT 3HaYEHUE MO YMONYAHUIO.
sntp broadcast client
enable PaspewaeT paboTy wurpokoselaTenbHbiXx SNTP-KAnMeHToB.
- -/3anpeleHo
no sntp broadcast client P
YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.
enable
Paspewaet paboty SNTP-knneHTam, noaaepKMBaOLLMM
sntp anycast client enable METOZ, PacCbl/IKM NAKEeTOB, MO3BOAIOWMIA NOCbIIATL AAHHbIE
-/3anpeuyeHo 6auKaviemMy yCTPOMCTBY U3 rpynnbl NoayyaTenei

no sntp anycast client
enable

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);

Paspewaet paboty SNTP-knneHTam, noaaepKMBaOLLUM
METO/, PAcCbl/IKM NAKEeTOB, MO3BOAIOWMIA NOCbINATL AaHHbIE
6unKalWwemy yCTpOMCTBY M3 rpynnbl NosiyyaTenen, a TakKe
WwrpoKoBeLaTesbHbiM SNTP-KAneHTam a5 BbiI6paHHOroO
nHTepodelica.

- nogpobHoe onncaHne NHTepdENCcoB U3N0XKEHO B pasaene

group: (1..8); .
. «KoHdurypuposaHue nHtepdericos».
, vian_id (1..4094) urypup pd
no sntp client enable
N . /3anpelueHo
{ gigabitethernet gi_port |
fastethernet fa_port | YcTaHaB/MBAET 3HAYEHME MO YMONYAHMIO.
port-channel group |
vlan vian_id}
sntp unicast client enable Paspewaet paboTy oaHoaapecHbix SNTP-KnnMeHTOB.
no sntp unicast client -/3anpeleHo
YcTaHaB/MBaET 3HAYEHUE MO YMOYAHUIO.
enable
. . PaspeluaeT nocnefoBaTe/IbHbIM ONPOC 3aaHHbIX
sntp unicast client poll p A P A
-/3anpeweHo oaHoagpecHbIx SNTP-cepsepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

sntp server

{ipv4_address |
ipv6_address |

{ ipv6-link-local-address }
%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server
{ipv4_address |
ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }/

hostname: (1..158)
CUMBO/IOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - lpv4-agpec y3na ceTu;
- ipv6_address - lpvb-agpec y3na ceTu;
- ipv6z-address - Ipv6z-aapec y3na cetu ana ping.
dopmart agpeca {ipvé-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbili IPv6 agpec KaHana;
interface-name —nms ncxopgAawero nHTepdelica 3agaetca B
cnepyrowem dopmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — LOMeHHOe UMA y3na ceTu;
- poll — BKntoyaeT onpoc;
- keyid — naeHTUGUKATOP Katova.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.
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hostname}
src‘;tr?-rr:g:ber port-number: Onpepenaet UDP-nopt SNTP cepsepa.
P (1..65535)/123

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

no sntp port
PaspeluaeT nonyyeHne TakMX AaHHbIX KaK 4acoBOW NOSAC U

clock dhcp timezone
P netHee spemsa ot DHCP-cepsepa.
-/3anpelyeHo —
. 3anpeLaeT NoNy4YeHUsA TaKUX AaHHbIX KaK YacoBOM NOAC U
no clock dhcp timezone
netHee spema otr DHCP-cepsepa.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica

3anpoc KOMaHAHOM CTPOKM B pexxnume KOHPUIypMpoBaHMA NHTepdeca MeeT cneaytowmii Bua;:

console (config-if) #

Tabanua 5.31 — CNUCOK KOMaHg, A1 HacTPOMKM CUCTEMHOINO BPEMEHU B PEKMME KOHPUIrypupoBaHMSA
nHTepdelica

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

PaspewaeT paboty SNTP-KAMEHTY, KOTOpbI Noaaep*KuBaeT
MeTO/, PacCbl/IKM NaKeTOB, MO3BOAIOLWMIA NOCbINATL AaHHbIE
YCTPOMCTBY BAMNKaMLWEMyY U3 Frpynnbl NOAyYaTeNnem, a TakKe
-/3anpeuero wnpokosewatenbHoMmy SNTP-KAMeHTY Ha HacTpanBaemom
nHTepodeiice (ethernet, port-channel, VLAN).

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

sntp client enable

no sntp client enable

- OTO6pa3MTb CNCTeMHOE BpeMA, AaTy U AaHHbIE NO 4acoBOW 30HeE:

console# show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTYC npouecca CUHXPOHU3ALUN BpPEMEHU OTO6pa)'KBETCFI C noMmouwbo AOMNO/IHUTE/IbHO CMMBOJ1a
nepeg sHadyeHnem BpemMeHu.

lpumep:

*15:29:08 NSK(UTC+7) Jun 17 2009
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Mcnonb3ytoTcs cneaytowme o603HaYeHUA:

— TOuYKa (.) o3HayaeT, UTO Bpems A0CTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
— OTCYyTCBME CMMBO/IA O3HAYaEeT, YTO BPeMA AOCTOBEPHO M CMHXPOHM3ALMUA eCTb;
— 3Be340u4Ka (*) o3HauaeT, yTo Bpems HeJOCTOBEPHO.

= 33paTb AaTy M BPEMA HA CUCTEMHbIX Yacax: 7 mapTta 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009

= OT1obpasunTb cTaTyC NpoTokosa SNTP:

console# show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bbllle CUCTEMHOE BPEMS CUHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHun oTeeT
nonyyeH B 05:47:01, HecoBnageHWe CUCTEMHOIO BPEMEHN C BpEMEHEM Ha cepBepe cocTasmno 7.23 c.

5.10 KoHdurypuposaHue uHtepodeiicos u VLAN

V' B 3aBUCMMOCTM OT TOro B KaKOM pexKume pabotaeT KOMMYTaTop — aBTOHOMHO WAU B

cocTaBe CTeKa, M3MeHseTca BuA 3anucu pgna untepdeiica Ethernet. Mpu aBTOHOMHOI

paboTte 3anucb gna uHtepdeiica umeer sug: 1/0/N, rae N — Homep uHTepdeiica; npm

pabote B coctaBe CTeKa 3anucb ana uHTepdeiica umeetr sua: K/0/N, rae K — Homep

ycTtpoiictBa B creKe, N — Homep wuHTepdeiica. Bbibop pekmma paboTbl KommytaTopa
onucaH B nyHKTe 4 MeHto Startup.

3HaueHne macku moxeT 6biTb 3anucaHo anbo B popmate X.X.X.X, nmbo B popmare /N, rae
N — KonnyecTBo eAMHUL, B ABOMHHOM NpeacTaBlIeHUM MaCKU.

<

C6bpoc HacTpoek MHTepdelica Ha 3HaAYEHUA NO YMONYAHUIO BbINOAHAETCA caeayloLlein
KOMaHpoi:

<

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range {..}}
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5.10.1 Hacmpoiika napamempoes Ethernet-uimepdgeiicoe u uHmepdgeiicoe Port-Channel

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | fastethernet
fa port|port-channel group|range {..}}

console (config-if) #

[aHHbIN peXMM [0CTyNeH M3 peXuMma KOHGUIypuMpoBaHMA W nNpeAHasHayeH Ana 3a4aHua
NapameTpoB KOHOUIypauumn uHTepdelica (nopTa KommyTaTopa WAM Tpynnbl NOPTOB, paboTalowmx B
pexunme pasaeneHus HarpysKku), 1Mbo AnanasoHa UHTepdencos.

Boi60op unmepgbelica ocyLecTBNAETCA MPU MOMOLLN KOMaHA,:

ana MES1024

interface fastethernet fa_port — nns HacTpoiku nHtepdeincos Fast Ethernet 1-24;
interface gigabitethernet gi_port — ana HacTpoliku nHTepdeiicos Gigabit Ethernet 1-2;
interface port-channel group — ana HacTpoliKkK rpynnbl KaHaNoB,

roe

—  group — NopAAKOBbIi HOMepP rpynMbl KaHa0B NPUHMMAET 3HadYeHusa (1..8);
— fa_port — nopagkosbiit Homep nHTepdeiica Fast Ethernet 3agaertca 8 Buae: 1..3/0/1..24;
— gi_port —nopagkosbliit Homep nHTepdeica Gigabit Ethernet 3apgaetca s sBuge: 1..3/0/1..2.

ana MES1124, MES1124M

interface fastethernet fa_port — ana Hactpoliku nHtepoeicos Fast Ethernet 1-24;
interface gigabitethernet gi_port — gna HacTpoiku nHTepdeincos Gigabit Ethernet 1-4;
interface port-channel group — nna HacTPOWMKM rpynnbl KaHaNoB.,

roe

—  group — nNopAAKOBbIN HOMep rpynMbl KAHA0B NPUHUMAET 3HadYeHus (1..8);
— fa_port — nopagxosblit Homep nHTepdeiica Fast Ethernet 3apaetcs 8 Buae: 1..3/0/1..24;
— gi_port — nopagKoBbIit Homep MHTepdeica Gigabit Ethernet 3apaetca 8 Buae: 1..3/0/1..4.

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — nnsa HacTpoiku nHTepdeicos Gigabit Ethernet 1-28;
interface port-channel group — ans HacTpoliku rpynnbl KaHanos.,

roe

—  group — nNopAAKOBbIM HOMep rpynMbl KAHA0B NPUHUMAET 3HaYeHusA (1..8);
— gi_port — nopaaKoBsblit Homep UHTepdeinca Gigabit Ethernet 3agaertcs 8 Buae: 1..3/0/1..28.

ana MES2208P

interface gigabitethernet gi_port — nnsa HacTpoiku nHTepdeincos Gigabit Ethernet 1-12;
interface port-channel group — ans HacTpoliku rpynnbl KaHanos.,

roe

—  group — nNopAAKOBbIi HOMep rpynbl KAHA0B NPUHUMAET 3HadYeHus (1..8);
— gi_port — nopaaKoBsbIit Homep MHTepdeica Gigabit Ethernet 3agaerca 8 Buae: 1..3/0/1..12.
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3anucb nHtepdeiica

1..3/0/1..N

HOMep YCTPOICTBA B CTEKE Homep cnoTa Homep UHTepdelica

KomaHAbl, BBeAeHHble B perKMme KOHOUIYpMpoBaHUA MHTepdelica, NPUMEHAIOTCA K BbibBpaHHOMY

nHTepdelicy.

Huske npuBedeHbl KOMaHAbl ANA BXO4a B PEXMM HacTPOMKM aecatoro ethernet-untepdeiica

MepBOro yCTPOMCTBA B CTEKE U BXOAA B PEXKMUM HAaCTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface gigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBASETCA NPU NOMOLLM KOMaHA,:

interface range fastethernet portlist — pnsa HacTpoiku ananasoHa fastethernet-uHrepdeicos;
interface range gigabitethernet portlist — npnsa HacTpokn auanasoHa gigabitethernet-untepdoericos;
interface range port-channel grouplist — ana HacTpoliku AnanasoHa rpynn NopTos.

KomaHapl, BBeAleHHble B AaHHOM peXKume, NPUMEHSAIOTCA K BbiIBpaHHOMY Anana3oHy uHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl 4NA BXOAA B PEKMM HACTPOWKKM AmanasoHa ethernet nHtepdeiicos ¢ 1

no 10 1 gna BXxoAa B PeXMM HAacTPOMKM BCEX rpynn NopTos.

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range fastethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range port-channel 1-8
console (config-if) #

Tabanua 5.32 — KomaHgb! pexxmma KoHpurypmposaHua nntepoeliica Ethernet u Port-Channel

KomaHda

3HayeHue/3HaYeHue no
YMOAYAHUIO

Aeilicmeue

shutdown

no shutdown

-/BKNtOYEH

BbIKNOUNTb KOHUTYypupyembln HTepdeiic (Ethernet, port-
channel).

BKNOUUTL KOHOUTYPUPYEMbBIA MHTEPDEIC.

description descr
no description

(1..64) cumsonos/
HeT onucaHus

[Oo6aBuTb onncaHme uHTepoeiica (Ethernet, port-channel).

Ypanutb onucaHue uHTepodeiica.

prefer-copper}

speed mode 10. 100. 1000 3apaTb CKOPOCTb Nepegaun gaHHbix (Ethernet, port-channel)
no speed ’ ’ YCTaHOBWTb 3HaYeHME MO YMOAYAHMUIO.
media-type {force- - force-fiber — paspelweHa akTMBHOCTb TO/IbKO ONTUYECKOM
fiber | force- Yyactn Kombo-nopTa;
copper | - force-copper - paspelueHa akTMBHOCTb TO/IbKO MeZHOM YacTu
prefer-fiber | Jprefer-fiber Komb0-nopTa;

- prefer-fiber — npenmyLLeCTBO ONTUYECKOTO NINHKA;
- prefer-copper — npenmyLLECTBO MELHOTO /IMHKA.

V, TonbKo Ansa KOMBo-NOPTOB.
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no media-type

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

duplex mode

no duplex

{full, half}/full

3afaTh pexxum gynnekca uHtepdeica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

cap5]]

negotiation [capl [cap?2...

no negotiation

cap: 10f, 10h, 100f, 100h,
1000f

Bk/itoyaeT aBTOCOr/1acoBaHNe ANA CKOPOCTU M AyneKca Ha
HacTpansaemom uHTepderice. MoXKHO yKasaTb
onpefeNeHHble COBMECTUMOCTU NapameTpa
aBTOCOr/1aCOBAHMA, €C/IM NMAapaMeTpbl He 3a4aHbl, TO
noaAep:KuBatoTca Bce coBmectumocTtu (Ethernet, port-
channel).

BbIK/IlOYaET aBTOCOr1acoBaHMe ANs CKOPOCTM U AynjieKca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol mode

no flowcontrol

(on, off, auto)/off

3apaTb pexkum ynpasnerHusa notokom flowcontrol (BkaounTb,
OTK/IOYMTb MM aBTOCOrIacoBaHNe). ABToCornacosaHme
flowcontrol paboTaeT ToNbKO B Cayyae, eCn pexum
aBTOCOr1acoBaHMA negotiation BK/OYEH Ha HacTpaMBaemMmom
nHtepoeiice (Ethernet, port-channel).

OTKAIOYUTDL PEXUM YNpaBaeHUA MOTOKOM.

mdix mode

no mdix

(on, auto)/auto

Mo3B0ONAET UCMONIb30BaHME KNEPEKPELLEHHOro» Kabensa Ha
HacTpanBaemom uHTepdelice (Ethernet).

3anpeLuaeT UCnob30BaHUE «NepPeKpPeLLEHHOro» Kabensa Ha
HacTpanBaemom uHTepodeiice.

back-pressure

no back-pressure

-/BbIK/IIOYEH

BKkntoyaeT GyHKUMIO «0BpPaTHOro AaBaeHua» Ha
HacTpanBaemom uHTepdeiice (Ethernet).

BbIkntovaeT GyHKLMIO «0BpaTHOro AaBAEHMA» Ha
HacTpanBaemom MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTL NEPUOA, B TEYEHME KOTOPOro cobupaetcs
CTaTMCTUKa O Harpyske Ha nHTepodelice.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma 2106a0s16H020 KOHGU2YPUPOBAHUSA

Buz 3anpoca KOMaH4HOM CTPOKM B peXXnume KOHOUTYypUpoBaHMUA:

console (config) #

Tabnnua 5.33 — KomaHabl pexkmMma obLwux HacTpoek nHtepdeinca Ethernet u Port-Channel

acl-deny |
stp-bpdu-guard |
stp-loopback-guard }

KomaHoa 3HavyeHue Aelicmeue
port jumbo-frame Paspeluaet kommyTaTopy paboTtath ¢ ppelimamu 6onbLIOrO
pa3mepa.
V' 3HaueHue maximum transmission unit (MTU) no
ymonuanuio 1500 6air.
-/3anpeLyeHo V Hactpoiika BCTynuT B cuny TO/IbKO nocne
nepesarpysKu ycTpoiicTea.
V' 3HaueHue maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6air.
no port jumbo-frame 3anpelaeT KommyTaTopy paboTtaTth ¢ ppeitmamu 60abLLOro
pa3smepa.
errdisable recovery cause BKAIOUUTL aBTOMATUUECKYI0 aKTUBaLMio MHTepdelica nocne
{loopack-detection | €ro OTK/IOYEHUA B CIEAYIOLLMX CYYanX:
port-security | - loopback-detection — o6Hapy:xeHue netens;
-src- - port-security — HapylieHune 6e3onacHoCTM anA port security;
dotlx-src-address | -/3anpeweHo p Yy py anap y

- dotlx-src-address —He npoxoxaeHue ayTeHTUbUKaLmuK,
0CHOBaHHOW Ha MAC-appecax nonb3oBaTenei;

- acl-deny —He cooTBeTtcTBMe cnuckam goctyna (ACL);

- stp-bpdu-guard — aktsauus 3awmtel BPDU Guard (npmém
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no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-
loopback-guard}

HecaHKLMOHWPOBaHHOTo naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — obHapyeHue neTtensb.

YCTaHOBWTb 3HaYeHMe MO YMOJHaHUIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400)/300

CEeKYHA

YCTaHOBWUTb BPEMEHHOW UHTEpPBa A1 aBTOMAaTUYECKOrO
NOBTOPHOrO BKOYEHUA UHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

default interface [range]
{gigabitethernet gi _port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

Cbpoc HacTpoek nHTepdeica nam rpynnsl MHTEpEcoB Ha
3HaYeHWA, YCTaHOBJ/IEHHbIE MO YMONYAHMUIO.

KomaHObl pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexknme EXEC:

console#

Tabanua 5.34 — KomaHab! pexkmma EXEC

KomaHda

3HaveHue

Aelicmeue

clear counters

C6poc cTaTUCTUKM AN BCeX MHTepdencos.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..
fa_port: (1..3/0/1.
group: (1..8)

28);

.24);

Cbpoc ctatuctukm ans Ethernet-noprta, rpynnel nopTos.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..
fa_port: (1..3/0/1..

28);
24);

AKTMBMpPYET NOPT, BbIK/AOYEHHbIN KoMaHaow shutdown.

show interfaces
configuration
[gigabitethernet gi_port |

gi_port: (1..3/0/1..
fa_port: (1..3/0/1..

28);
24);

MokaszaTb KOHOUrypaumo nHTepdEncos.

channel group

fastethernet fa_port | port- group: (1..8)
channel group]
set interface active port- group: (1..8) AKTUBMpPYET rpynny NOPTOB, BbIKAIOYEHHYIO KOMaHA,0M

shutdown.

show interfaces status

MoKasaTb COCTOSHUE BCEX MHTEPOEICOB.

show interfaces
{ gigabitethernet gi_port |

gi_port: (1..3/0/1..

28);

Moka3aTb CBOAHYIO MHPOPMALLMIO O COCTOAHUM, HACTPOIKE U

f; t: (1..3/0/1..24);
fastethernet fa_port | port- a_port: (1..3/0/ ) cTaTucTMKe Ethernet-nopTa, rpynnbl NnopTos.
group: (1..8)
channel group }
sho_w In.terfaces sta?us gi_port: (1..3/0/1..28);
{ gigabitethernet gi_port |
fa_port: (1..3/0/1..24); MokasaTtb coctosiHMe Ethernet-nopTa, rpynnbl nopTos.
fastethernet fa_port | port- roup: (1..8)
channel group } group: {2..
show interfaces advertise i MoKasaTb napajmerpu aBTOCOrN1acoBaHWA, 06bABNEHHbIE ANA
BCeX UHTepdelicoB.
sho_w in.terfaces ad\{ertise gi_port: (1..3/0/1..28);
{ gigabitethernet gi_port | fa_port: (1..3/0/1..24), MoKasaTb NapameTpbl aBTOCOI/1acoBaHuA, 06bABAEHHbIE A1A
fastethernet fa_port | port- _port:AL.. e Ethernet-nopta, rpynnsl nopTos.
group: (1..8)
channel group }
show interfaces description ) |-|OKa3aTbUOI'IVIC3HVIFI BCex uHTepdeiicos (Bkatovaa VLAN
nHTEpdeiCchbl).
show interfaces description gi_port: (1..3/0/1..28); Moka3saTb onucaHue Ethernet-nopra, rpynnbl NopTos.
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{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | port- group: (1..8)
channel group }
show interfaces counters - MoKas3aTb CTaTUCTUKY ANA BCEX UHTEPdECOoB.

h interf: t
o s oers | sore 13020

88 gLp fa_port: (1..3/0/1..24); MoKasaTb cTaTUCTUKY Ana Ethernet-nopTa, rpynnsl nopTos.
fastethernet fa_port | port- roup: (1..8)
channel group } group:{L..
show interfaces utilization - MoKas3aTb CTaTUCTUKY NO HarpysKe A/1a Bcex MHTepdeincos.
shc')w ir.'lterfaces utillization gi_port: (1..3/0/1..28); )
[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); MoKas3aTb CTaTUCTUKY Mo Harpy3ke ana Ethernet-untepdelica,
fastethernet fa_port | _port: {=.. e rpynmnbl NOPTOB.

group: (1..8)
port-channel group]
show ports jumbo-frame - MokasaTtb HacTpoliky jumbo-frames B KommyTaTope.
m " " "
show errdisable recovery i OKasaTb HaCTpOVIKVIv,D,nﬂ aBTOMAaTUYECKOM NOBTOPHOM
aKTMBaLMM MHTepdeitca.

show errdisable interfaces .
[gigabitethernet gi_port | gi_port: (1..3/0/1..28); MoKasaTb NPUYMNHY OTKAOUYEeHUA nHTepdelica/uHTepdeincos u
Bi& gLp fa_port: (1..3/0/1..24); putnHy P P

fastethernet fa_port |
port-channel group]

group: (1..8)

COCTOAIHME aBTOMATUYECKON aKThBauun.

[pumepbl 8bIN0AHEHUA KOMAHO.

= [lokasaTb COCTOAHME UHTepdEliCcoB:

console# show interfaces status

9il/0/1
gi1/0/2
gil/0/3
gi1/0/4
gil/0/5
gil/0/6
gil/0/7
gil/0/8
gil/0/9
§i1/0/10
gil/0/11
gi1/0/12
9i1/0/13
gil/0/14
9il/0/15
9il/0/16
gil/0/17
gil/0/18
9il/0/19
gil/0/20
gil/0/21
gil/0/22
9il/0/23
gil/0/24
9il/0/25
9i1/0/26
gil/0/27
9i1/0/28

1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Copper
1G-Combo-C
1G-Combo-C
1G-Combo-C
1G-Combo-C

Ch Duplex

BW

Duplex Speed Neg

Full 1000 Enabled
Full 1000 Enabled
Full 1000 Enabled

Flow Lin

Neg control Sta
Enabled Off Up

-= -= Not

- - Not

- - Not

- - Not

-- - Not

-- - Not

-- - Not

Flow
ctrl

Off Up
—-- Down
Off Up

k
te

Present
Present
Present
Present
Present
Present
Present

Back Mdix
Pressure Mode

Up Time
(d,h:m:s)

01,00:25:56 Disabled Off

01,00:54:25 Disabled On

Port Mode
Trunk
Access
Access
Access
Access
Access
Access
Access

Port Mode

Trunk
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
General
Access
Access
Trunk
General
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=  BbiBeCTU MHPOPMaLMIO 06 MHTepdelcax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O O o

= [lokasaTb NnapameTpbl aBTO-COr/1aCOBaHUA:

console# show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --
gi0/2 1G-Fiber Disabled -
gion/3 1G-Fiber Disabled --
gi0/4 1G-Fiber Disabled -
gi0/5 1G-Fiber Disabled --
gil/6 1G-Fiber Disabled -
gi0/7 1G-Fiber Disabled --
gi0/8 1G-Fiber Disabled -
gi0/9 1G-Fiber Disabled --
gi0/10 1G-Fiber Disabled -—
gi0/11 1G-Combo-C Enabled --
gi0/12 1G-Combo-C Enabled --
gi0/13 1G-Fiber Disabled --
gi0/14 1G-Fiber Disabled --
gi0/15 1G-Fiber Disabled --
gi0/16 1G-Fiber Disabled --
gi0/17 1G-Fiber Disabled --
gi0/18 1G-Fiber Disabled --
gi0/19 1G-Fiber Disabled --
gi0/20 1G-Fiber Disabled --
gi0/21 1G-Fiber Disabled --
gi0/22 1G-Fiber Disabled --
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
Ch Type Neg Operational Link Advertisement
Pol - Enabled -
Po2 -= Enabled -=
Po3 -= Enabled --
Po4 -= Enabled -=
Po5 - Enabled -
Po6 -= Enabled --
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Po7 -=
Po8 --

Enabled -
Enabled -

=  [loKasaTb CTAaTUCTUKY NO UHTepdencam:

console# show interfaces counters

More: <space>, Quit:

InUcastPkts InMcastPkts InBcastPkts

cNoNoNoNoNoNoNoNoNoNoNoloNoNoNolNolNolNo o]
[cNoBeoNeoNolNoNolNololNoloNoloNeoNoNoNoNoNe Ne]

, One line: <return>

InOctets

cNoNoNoNoNoNoNoNoNoNoNoloNoNoNolNolNolNoNo]

" lMoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1

console# show interfaces counters port-channel 1

Pol
Alignment Errors:
FCS Errors: 0
Single Collision
SQE Test Errors:

Late Collisions:

Oversize Packets:

Symbol Errors: 0

InUcastPkts InMcastPkts InBcastPkts

InOctets

OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

0

Frames: 0

Multiple Collision Frames: O

0

Deferred Transmissions: 0

0

Excessive Collisions: 0
Carrier Sense Errors: 0

0

Internal MAC Rx Errors: O

Received Pause Frames: 0
Transmitted Pause Frames: 0

Tabnunua 5.35 - OnncaHne cYeTYInKoB

Cyuemuuk OnucaHue
InOctets Konnuyectso NpuHATLIX 6alkiToB.
InUcastPkts KonnuyectBo NpMHATLIX O4HOAAPECHbIX NAKETOB.
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InMcastPkts KonnyectBo NPUHATbLIX MHOrOaApeCcHbIX NaKeToB.
InBcastPkts Konnyectso NpMHATBIX LUIMPOKOBELATE/IbHbIX NAaKeTOoB.
OutOctets Konnuectso nepesaHHbIx 6anToB..
OutUcastPkts Konnyectso nepefaHHbIX 04HOAAPECHbIX NAKEeTOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOrOaApeCcHbIX MaKeToB.
OutBcastPkts Konnyectso nepefiaHHbIX LWMPOKOBELLLATe/IbHbIX MAaKeTOB.

Alignment Errors

KonnyecTso NpuHATLIX GPEMMOB C HapyLWEeHHOM LLeIOCTHOCTbIO (C KOIMYECTBOM
6aiT He COOTBETCTBYIOWMM A/IMHE) U HE NPOLLIeALWNX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

KonnyectBo npuHATLIX PpernmMoB ¢ KonmyectBoM 6aliT, COOTBETCTBYHOLLMM A/IMHE,
HO He NpolweaLWmnx NPOBEPKY KOHTPObHOM cymmbl (FCS).

Single Collision Frames

Konunyectso ¢ppelimoB, BOBNIEYEHHBIX B € 4MHUYHYIO KOIZIN3UIO, HO BNOCNeACTBUM
nepesaHHbIX yCcneLwHo.

Multiple Collision Konnuectso ¢ppeimoB, BoBAeUYEHHbIX 6osee Yem B O4HY KONIN3UIO, HO
Frames BMNOCNEACTBMM NepeaHHbIX yCnewHo.
Deferred Konnuectso ppeitmoB, Ana KOTOPbIX NepBas NoMbITKa Nepeaayn oT/a0XeHa U3-3a
Transmissions 3aHATOCTU Cpeabl nepeaayu.

Late Collisions

Konunuectso cnyyaes, Koraa Koiamsua 3admMKcMpoBaHa nocse Toro, Kak B KaHan
CBA3M yKe bbln NepeaaHbl nepsble 64 6anT (slotTime) nakera.

Excessive Collisions

Konnyectso d)peﬁMOB, KOTOpbIE HE 6b1n nepegaHbl U3-3a N36bITOYHOIO
KOJIMYECTBa KONIU3UNA.

Carrier Sense Errors

Kosimyectso cnyyaes, Koraa coCTosiHME KOHTPOANSA Hecylwen bbln1o noTepsHo, AMbo
He yTBEPKAEHO NPW NOMbITKE Nepegayn perima.

Oversize Packets

KoanyecTBo NpUHATLIX NAaKETOB, pa3Mep KOTOPbIX MPEBbIAET MaKCUMA/IbHbIN
pa3peleHHbIn pasmep ppenma.

Internal MAC Rx Errors

Konnuectso ¢ppeiimoB, KOTOpble He BblM MPUHATLI YCNELWHO M3-33 BHYTPEHHEN
owmnbKKM npnema Ha yposHe MAC.

Symbol Errors

Ons uutepdeiica, pabotatowero B pexume 100M6/c — KOAMYECTBO C/lyyaes, Koraa
UMeNCcA HeJOoNyCTUMBbI CUMBOA AAHHbBIX, B TO BPEMA KaK NpaBU/bHas HecyLan
6blna npeacrasneHa.

[na nntepdelica, paboTatolero B noayaynaekcHom pexxume 1000M6/c —
KOJIMYECTBO C/ly4aeB, KOrAa CPeACTBa NpUemMa 3aHATbl B TeYeHUE BPEMEHU, paBHOMY
nnu bosnbwemy Yem pasmep cnoTa (slotTime), u B Te4eHNe KOTOPOro MMeNOCh XOTA
6bl 0aHO cobbITMe, KoTopoe 3acTaBnseT PHY BblgaBaTb OWMBKY Npuema AaHHbIX
(Data reception error) unu owmnbKy Hecyweli (Carrier extend error) Ha GMII.

[na nntepdeliica, paboTatolLero B NoJIHOM AynjaekcHom pexunme 1000M6/c —
KO/IMYECTBO C/ly4aeB, KOraa cpeacTsa npmMema 3aHATbl B TeYeHMe BPEMEHU, PaBHOMY
nnu 6osbeMy YeM MUHMMaNbHbLIN pasmep ¢perima (minFrameSize), 1 B Te4eHue
KOTOPOro MMenocb XoTa bbl 04HO cobbITUE, KOTOpOe 3acTaBnsaeT PHY BbligaBaTh
owmnbKy npuema AaHHbix (Data reception error) Ha GMII.

Received Pause
Frames

Konunyectso npuHATbIX ynpasastowmx MAC-¢pelimos ¢ Kogom onepaunm PAUSE.

Transmitted Pause
Frames

Konunyectso nepegaHHbix ynpasaatowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.

= [lokasaTb HacTpolKy jumbo-frames B KOMMyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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5.10.2 Hacmpoiika VLAN u pexcumoe Kommymauyuu uHmepgelicos

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Buz 3anpoca KOMaHZAHOW CTPOKM B pexknume KoHdurypuposaHuma VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

JaHHbIA peXnm AOCTyneH M3 pexkmma rnobanbHOro KOHPUIypupoBaHUA M MnpegHasHayeH Aaaa
3a4aHuA NnapameTpoB KoHourypaumm VLAN.

Tabnnua 5.36 — KomaHabl pexkuma KoHdpurypuposaHus VLAN

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

vlan vlan_range

no vlan vian_range

vlan_range: (2 .. 4094)

[No6asutb VLAN, nam Heckonbko VLAN.

Ypanntb VLAN, nnn Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*)
encaps: (ethernet, rfc1042,
licOther)
group:
(1..2147483647)

MpunBA3aTb NPOTOKO K rpynne NpoTOKO/0B,
accouMMpPOBaHHbIX BMECTE.

Y8anuTtb NpuBA3KY.

* - Homep npoTokona (16 6uT).

map mac mac_address
{ host | mask } macs-group
group

no map mac mac_address
{ host | mask }

mask: (9..48)
group: (1..2147483647)

Mpusasatb MAC-agpec nam ananasoH MAC-agpecos no
macke K rpynne MAC-agpecos.

Y4anuTtb NpuBA3KY.

map subnet ip_address
mask subnets-group group

no map subnet ip_address
mask

mask: (1..32)
group: (1..2147483647)

MpusazaTtb IP-agpec nnu ananasoH IP-agpecos Nno macke K
rpynne IP-agpecos.

Y4anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexXkume KoHPUrypmposaHua nHtepoeica VLAN:

console# configure
console (config)# interface {vlan {vlan id}|range vlan {vlan list}}
console (config-if) #

[aHHbI peXKMM [OCTYNeH M3 peuMmMa KOHQUIypuMpoBaHMA W NpefHasHayeH Aaa 3afaHus

napameTpoB KoHoUrypaumm nHtepdeica VLAN, nmbo armanasoHa nHTepdeincos.

Bbibop MHTepdelica ocywecTBAAETCA NPU NOMOLLM KOMaHAbl interface vlan {vlan_id}.

Bblbop AManasoHa MHTePENCOB OCYLLECTBAAETCA NPU NOMOLUM KOMaHAbl interface range vlan
{vlan list}.

HuKe npuBeaeHbl KOMaHAbl ANA BXOoAa B PeXKMM HacTpoiKkun nHtepdenca VLAN 1 1 Bxoaa B pexum
HacTpoukm rpynnel VLAN 1, 3, 7.

console# configure
console (config) # interface vlan 1
console (config-if)#
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console# configure
console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 5.37 — KomaHgb! pexxmma KoHpurypmposaHua nHtepoeiica VLAN

Homepy VLAN

Komanda 3HayeHue/3Ha4yeHue no Helicmeue
YMOAYAHUIO
name name (1-64) cumsonos/ [o6aButb umsa VLAN.
no name MMS COOTBETCTBYET

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHObI pexcuma KoHguaypuposaHusa uHmepagelica (QuanasoHa uHmepgelicos) Ethernet,

UHmepcgelica epynnel NOpmMo8s

Bupa, 3anpoca KomaHAHOW CTPOKU B pexmume KoHourypupoBaHusa uHtepodeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure

console(config) # interface {fastethernet fa port | gigabitethernet gi port
|port-channel group |

range {..}}

console (config-if)#

[aHHbIA pexum [OOCTyNneH U3 pexuMma KOHOUIYpUPOBaHMA W MNpeAHasHayeH Aana 3adaHusA
napameTpoB KOHUrypauum uHTepdeica (nopta KommyTatopa WAW TPynnbl NopTos, paboTaowux B
pexnme pasgeneHus Harpysku), inbo AmManasoHa MHTepdeincos.

MopT MOKeT paboTaTb B YETbIPEX PEKUMAX:

— access — nHTepdenc 4ocTyna — HeTermpoBaHHbIN MHTepdenc ana ogHoi VLAN;

— trunk — wHTepdeic, NPUHUMAIOLNIN TONbKO TErMpPoBaHHbIM TPaduK, 3a UCKAOYEHWEM OZAHOrO
VLAN, KoTopblit MOKeT 6bITb f06aBAeH C NOMOLLBIO KOMaHAbl switchport trunk native vian;

— general — vHTepdenc c nonHoi noagpepkkon 802.1¢, NPUHUMAET KaK TErMpoBaHHbIMA, TaK U
HeTerMpoBaHHbIM TpaduK;

— customer — 802.1 Q-in-Q nHTepodeic.

Tabanua 5.38 — KomaHgb! pexxmma KoHpurypmposaHua nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

access, trunk, general,
customer/access

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeliica gocryna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeitca.

Yaanutb cnucok VLAN pgns nHtepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[ob6asnaeT ykasaHHbIi VLAN B Kadectse Default VLAN gns
AaHHOro nHTepderica, BeCb HETENMPOBAHHbIN TPad UK,
NOCTyNatoLWMi1 Ha AaHHbIM NOPT, oNpesenseTca B AaHHbIN
VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

switchport general allowed
vlan add vian_list [tagged|
untagged]

vlan_list: (2..4094, all)

Jo6asutb cnmcok VLAN gna nHtepdeitca.

MopT byaeT nepenasaTb:

- tagged — TermpoBaHHble,

- untagged — HeTernposaHHble naketbl Ana VLAN.
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switchport general allowed
vlan remove vian_list

Yaanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vian_id

no switchport general pvid

vlan_id: (1..4094)/
1 —ecnu yctaHoBneH VLAN
Nno YMOAYaHUIO, MHave

Lo6asutb naeHtndmkatop VLAN nopta (PVID) gna ocHoBHOro
MHTepodeica.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ingress-filtering disable

bunbTpaLMa BKAOYEHA

4095
switchport general ingress- BbIKNtOUMTL A8 OCHOBHOIO MHTepdeica punbTpaumio
filtering disable BXOAALLMX MAKETOB Ha OCHOBE NPUCBOEHHOMO MM 3HaYeHuA
VLAN ID.
no switchport general y BKkntounTb ANA OCHOBHOTO MHTepdeica dpunbTpaumio

BXOAALLMX MAKETOB Ha OCHOBE NMPUCBOEHHOTO UM 3HaYeHUA
VLAN ID.

Ecnn dunbTpauma BKAOYEHA, U NAKeT He BXOAWT B rpynny
VLAN c nprcBoeHHbIMm nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NPUHMMATL BCE TUMbI
dperimos

MpUHUMaTb Ha OCHOBHOM MHTepdelice ToNbKO ppermbl
onpefeneHHoro Tuna:

- tagged-only — ToNbKO TerMpoBaHHbIE;

- untagged-only — TONbKO He TErMPOBAHHbIE;

- all — Bce dppelimbl.

MpuHUMaTbL Ha OCHOBHOM MHTepdelice Bce TUNbI ppelrimos.

switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTb Npasuno knaccuodurkaumm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKONY.

YaanuTb npasuao Knaccuburkaumu.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTb NpaBuno knaccudumkaymm VLAN ana nHtepoeiica,
OCHOBaHHOe Ha npueAske kK MAC-agpecy.

Ypanutb npasunno Knaccudurkaumu.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHoBWTb NpaBuao Knaccuobukaumm VLAN ana nHtepoeiica,
OCHOBaHHOe Ha npwmBeaA3Ke K IP-agpecy.

Ypanutb npasunno Knaccudurkaumu.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHuTb EtherType B cxoaALLmMX € 4aHHOro MHTepdeica
nakerax.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport customer vian
vlan_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ans nonb3oBaTeIbCKOro MHTepdeica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelwaeT npuHMMaTb MHOTOagpPecHbIN TpaduK 13
yKasaHHol VLAN (He asnatoweiica VLAN nonb30BaTeNbCKoro
nHTepdeiica) Ha HacTpanBaeMoM UHTepdeice, COBMECTHO C
nonb3oBaTeNAMM APYrMX NONb30BATENbCKUX MOPTOB,
NPYHUMAIOLWMX MHOFOaApPEeCHbIV Tpaduk M3 gaHHon VLAN.

3anpeLyaeT NPUHUMaTb MHOTOAAPECHbIN TPadUK Ha
HacTpanBaemom MHTepodeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHbl
nopty

3anpeTtutb gobasneHue ykasaHHbix VLAN nopty.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

switchport forbidden vian
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspeLueHbl

nopty

PaspewunTtb aobasneHne ykasaHHbix VLAN noprty.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport forbidden

Mo ymonyaHuto 4neHcTBo B

3anpeTtutb gobasneHue aedonTtHon VLAN nopty.
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default-vlan

no switchport forbidden
default-vlan

aedonTtHom VLAN
paspelueHo

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAWT NOPT B PEXKUM U30ALMUN BHYTPU TPYNMbl NOPTOB.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

switchport community
community

no switchport community

community: (1..30)

[ob6aBnaeT nopT B coobL,ecTBO (rpynna n3onaumm nopTos).
MopTbl BHYTPM coobLuecTBa MoryT 06meHnBaTbCA TPaGUKOM
TONIbKO Mexay coboit, a TaKkKe C APYrMmMM He3awMLLEeHHbIMMY
nopTamu (Ha KOTOpPbIX HET HacTpolKkuK «switchport protected-
port»).

- community — nmsa coobluecTsa.

BoccTaHaBnmBaeT 3HaveHMe No ymon4aHuio. B atom ciyyae
3aLUMLLEHHbI NOPT ABAAETCA U30/IMPOBAHHBIM MOPTOM (He
COCTOALMM HU B OAHOM COOBLLLECTBE), U OH MOKET
06MeHMBaTLCA TPAGUMKOM TONIbKO C HE3ALMLLEHHBIMU
nopTamu (Ha KOTOpPbIX HET HacTpolKkK «switchport protected-
port»).

switchport protected
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no switchport protected

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Mo ymonuyanutio
ncnonb3syeTca
mapLpyTusauma no 6ase
OaHHbIX N3y4yeHHbIXx MAC-
agpecos (FDB)

MNepeBoauT nopT B pexkum Private VLAN Edge. OTmeHseT
MapLIpyTU3aymio no 6ase AaHHbIX M3yvyeHHbix MAC-agpecos
(FDB) n HanpaBnseT BeCb 04HOAAPECHbIN, MHOTOaAPECHbIN U
LUMpOKOoBeLLaTeNbHbIM Tpaduk Ha uplink-noprT.

OTKNIOYaEeT OTMEHY MapLUpyTM3aLum no 6ase JAaHHbIX
n3yyeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vian_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsupoBaTtb VLAN gnAa BHYTpPeHHEero MCnoab30BaHMA Ha
UHTepodeiice.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii 8 aedontHoli VLAN.

YCTaHOBUTb 3Ha4YeHue no YMO4aHUIO.

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUSA

Buz 3anpoca KoMaHAHOM CTPOKM peXrnma rinobasnbHoro KoHPUrypmposaHumsa:

console# configure
console (confiqg) #

Tabanua 5.39 — KomaHgb! pexkmuma rnobasbHOro KOHGUrypmpoBaHus

KomaHda

3HaueHue

Aeiicmeue

vlan database

Bxopg, B pexkum koHburypmuposaHusa VLAN

default interface {vlan vian
_id | range vlan vian_list}

vlan_id: (1..4094);
vlan_list: (1..4094)

Cbpoc HacTpoek nHTepdeica VLAN uam guanasoHa
nHTepoericos VLAN Ha HaCTPOMKM NO YMONYAHUIO.

-vlan_id — naeHTndunKaumoHHbii Homep VLAN;

-vlan_list — cnucok VLAN ID. iuana3oH VLAN mOXHO 33aaTb
nepeymcaeHnem Yyepes 3anaTylo UM yKasaTb Ha4yanbHoe U
KOHeYyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

[pumep UCN0a16308AHUA KOMAHObI:

console# configure
console (config)# vlan database
console (config-vlan) #
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Tabnuua 5.40 — KomaHab! pexkmma Privileged EXEC

KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHZHOW CTPOKM perknma Privileged EXEC:

console#

KomaHda

3HayeHue

Aelicmeue

show vlan

MNokasatb uHopmauuto no scem VLAN.

show interface description
vlan vian_id

vlan_id: (1..4094)

MokasaTtb onucaHue VLAN uHTepodeiica.

show vlan name name

(1..32) cumsonos

Mokaszatb uHGopmauuto no VLAN, NoOMCK MO UMEHMU.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHGopmauuto no VLAN, nouck no naeHtuduKaTopy.

show vlan internal usage

MokasaTtb cnncok VLAN ana BHYTPEHHEero Ucnoib3oBaHma
KOMMYTaTOpOM.

show default-vlan-
membership

[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console>

Tabnnua 5.41 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOYHUKN U NPUEMHUKM MHOFOaApEeCcHOro
Tpaduka B AaHHOM VLAN. MopTbl UCTOYHUKM MOTYT, Kak
nepefasaTb, TakK U MPUHUMATb MHOTOaAPECHbIV TPadUK.

show vlan protocols-
groups

Moka3aTb MHPOPMALLMIO O rpynnax NPOTOKO/IOB.

show vlan macs-groups

MNokaszatb uHopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

MoKasaTb KOHOUIYypaLMio MOpTa, rPYNMbl NOPTOB.

show interfaces protected-
ports

[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

Moka3aTb cocTosHMe NopTOB: B pexkmme Private VLAN Edge, B
private-vlan-edge-coobuecTse.

[pumepsi 8biM0HEHUS KOMAHO

= [lokasaTtb MHpopmaumio o Bcex VLAN:

console# show vlan

Vlan Name

Type Authorization

Tagged ports Untagged ports
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1 - -
fal/0/1-2,fal/0/4, Default Required
fal/0/6-24,9i1/0/1-4,Pol-8

5 - fal/0/11-12,fal/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

= [lokas3aTb NOPTbl UCTOMHUKM M MPUEMHUKM MHOFoagpecHoro Tpaduka 8 VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loKasaTb MHOOPMALMIO O TPYNMNax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

= [loKasaTb MHPOPMaLMIO O rpynnax noaceremn:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [loka3saTb cnncok VLAN ana BHyTpeHHero ncnoib30BaHMA KOMMYTaTOPOM:

console# show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHdUrypauuto nopta GigabitEthernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vlan Name Egress rule Port Membership Type

1 1 Untagged System

Forbidden VLANS:
Vlan Name
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Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nos3sonseT nNpousBoAWUTb pasrpaHuyeHue TpaduKka Ha BTOPOM
ypoBHe mogenn OS| mexay noptamm KOMMyTaTopa, KOTOpble HAaXo4ATCA B OAHOM LUMPOKOBELLATEbHOM
OOMeHe.

Ha KommyTaTopax moxeT 6bITb CKOHUrypuposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — 3TO MOPT, KOTOPbIK cnocobeH OOBMeHUBATbCA AaHHbIMU MeXay AtbbiMmu
nHTepdelicamu, BKAtoUas isolated 1 community noptel PVLAN;

— isolated — 3TO NOPT, KOTOPbLIN MOJIHOCTbIO U30/JIMPOBAH OT APYrNUX NMOPTOB BHYTPWU OAHOIO U
Toro ke PVLAN, Ho He OoT promiscuous noptos. PVLAN 610KupytoT Becb TpaduK, naywmin s
cTopoHy isolated noptoB, Kpome TpadMKa CO CTOPOHbI Promiscuous MOPTOB; MaKeTbl CO
CTOpOHbI isolated nopToB MOryT NnepeaaBaTbCA TO/IbKO B CTOPOHY promiscuous NopTos;

— community — 3TO rpynna nopTos, KOTOpble MOryT 06MeHMBaTbCA AaHHbIMU Mexay coboi u
promiscuous nopTamu, 3TM MHTepdencbl oTAeNeHbl Ha BTOPOM ypoBHe mozaenn OS| oT Bcex
oCTaNbHbIX community nHTepdelicos, a Takxke isolated nopTtos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA QYHKUUW AOMNOJHUTENLHOFO pasfeneHus MOpPTOB C MOMOLLBH TEXHO0MUK
Private VLAN npeactaBneH Ha pucyHke 29.
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VLAN 100

Switch A

—

Promiscuous ports

=2

Trunk ports

-

VLAN 201

-

VLAN 202

VLAN 100
Switch B
A

O DU

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 29 — Mpumep pabomesi mexHonozuu Private VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmume KoHdurypuposaHua uHtepdenca Ethernet, nntepoeiica

rpynnbl NOPTOB:

console# configure
console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}

console (config-if) #

Ta6nuua 5.42-KomaHgbl pexxuma KoHpurypmuposaHua uHtepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: promiscuous, host

3apaTtb pexkum pabotbl nopta B VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove
secondary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aBuTb (yaannTb) oCHOBHOM M BTOopocTeneHHble VLAN Ha
promiscuous uHTepdeic.
7 Ha oauH promiscuous nHTepdeiic Henb3a f06aBUTL
6onblue ogHoro primary vian.

YAanuTb OCHOBHOM M BTOopocTeneHHble VLAN.

switchport private-vlan
host-association
primary_vilan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aBuTb ocHoBHOM 1 BTopocTeneHHble VLAN Ha host
nHTepoeic.
Ha oauH host uHTepdeiic Henb3a Ao6aBUTL GonbLue
oaHoro secondary vlan.

YanuTb OCHOBHOM M BTopocTeneHHble VLAN.

Tabanua 5.43 — KomaHabl pexkuma KoHdurypuposaHus uHtepdeiica VLAN
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KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO

private-vlan {primary | BKntounTb mexaHu3m Private VLAN v 3agatb TMN nHTepdelica.
isolated | community} -
no private-vlan OTKNOYNTb MexaHm3m Private VLAN.
private-vlan association secondary_vlan (1..4094) [Oo6asutb (yaanutb) npuBasky BTopocTeneHHoi VLAN K
[add | remove] OCHOBHOW. HacTpolika NnpMMeHuma TonbKo ans primary VLAN.
no private-vlan association Yaanutb npusasky BTopocteneHHoi VLAN K OCHOBHOW.

V MaKcumanbHOe KONMYecTso BTopocTeneHHbix VLAN — 256.

MakcumanbHoe Konmuectso community VLANS, KoTopble MOryT 6biTb aCCOLMUPOBaHbI

C 0AHOWM ocHOBHOI VLAN - 8.

[pumep HacmpoliKu uHmepgelicos Kommymamopa SW1 (puc. 31)

promiscuous nopT— interface gigabitethernet 1/0/4
isolated nopt- gigabitethernet 1/0/1
community nopT— gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface gigabitethernet 1/0/5

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate
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private-vlan isolated
exit

!

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

[aHHan GyHKUMA NO3BOMIAET Ha OCHOBE CKOHOUIYPUPOBAHHbIX NPaBua GUALTPALMM NO HOMEPam

BHYTpeHHMX VLAN (Customer VLAN) npousBoautb gobasneHuwe BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN, a Tak}Ke 3anpeLLatb NPoxXoxKaeHns Tpaduka.

[nsa ycTpolicTBa co34aeTcs CNMCOK NpaBu/, Ha OCHOBAaHMU KOTOporo byaeT 06pabaTbiBaTbCsA TRADUK.

B pexxume acl-only KomaHgbl KOHPUrypuposaHua npasun Selective Q-in-Q HeaAOCTYNHbI.

Hanunuune xota 6bl ogHoro npasuna Selective Q-in-Q Ha uHTepdeiice 3anpeLtaer
BKAOUYEHHe PYHKLMU NOTMPOBaHUA LUMPOKOBELLATE/IbHOTO LUTOPMA Ha 3TOM UHTepdeiice.

¥

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OQuanasoHa uHmepaeticos) Ethernet u Port-

Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexuma KoOHPUrypmnpoBaHua nHTepdeiica KOHOUIYpUPOBaHUA:

console# configure

console (config)# interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnnua 5.44 — KomaHabl pexxuma KoHpurypmposaHua nHtepdeliica (aManasoHa nHtepdencos) Ethernet

KomaHoa

3HayeHue

Aelicmsue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vilan_id: (1..4094)

Co3pgaeT NpaBuI0, Ha OCHOBAaHMM KOTOPOTO K BHELLHEN MeTKe
BXoAALLero naketa ingress_vlan_id 6ypet pobasnaTbes
BTOpoOW Ter vian_id.

Ecnv napametp ingress_vlan_id He 3apaH, To npasuio byget
NPUMEHATLCA K BXOAALLMM NaKeTam BHe 3aBUCMMOCTHU OT UX
npvHaanexxHoctn K VLAN. Takoe npaBuio MoxeT 6biTb
MCNO/b30BaHO ANA 06pabOTKM NaKeToB, He MOMNABLIMX NOA,
JeicTue Apyrux Npasmn (NPaBuao «No YMOYAHUIOR).

selective-qinq list ingress
deny [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

CospaeT 3anpelyatoLiee NpaBuao, Ha OCHOBAHWUK KOTOPOTo
BXOZALLME MaKeTbl C BHELWHEN MeTKoW ingress_vilan_id 6yayT
oTbpacbiBaTbea. Ecan napameTp ingress_vlan_id He 3apaH, To
npasuao 6yaeT NPMBOAUTL K OTOPACbIBAHUIO BXOAALLETO
TpaduKa HE3aBUCUMO OT BHelHelh meTKku VLAN.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBuI0, Ha OCHOBAaHWUM KOTOPOTO BXOAALLME NAKeTbl
C BHEWHUM Terom ingress_vlan_id 6yayT nepeaaBatbes 6e3
N3MEHEHWUN.

Ecnv napametp ingress_vlan_id He 3aaaH, To npu obpaboTke
TaKoro npasuia BXoAALLME NaKeTbl ByayT nepeAaBaTbea
HEe3aBMCMMO OT 3HAYEHUA BHELWHETO Tera.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3aaet NpaBuIo, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
BXoAALlero naketa ingress_vlan_id 6yaet 3ameHaTbca Ha
3HaueHue vian_id.

Ecnu napametp ingress_vlan_id He ykasaH, To npasusio byaeT
NPUMEHATBCA K BXOAALLMM NaKeTam, He MONaBLUMM NOJ,
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[elicTBre Apyrux Npasu.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBu/0, Ha OCHOBAHMMU KOTOPOTO B NPUHATOM C
BHeLWHen MeTKol ingress_vlan_id nakeTe 6yaeT BbINONAHATLCA
3ameHa BHelHero Tera Ha Ter vlan_id. Mpasuno npumeHsaeTca
K MCXOAALMM NaKeTaMm.

Ecnv napametp ingress_vlan_id He ykasaH, To npasusio byaeT
NPUMEHATBCA K UCXOAALLMM NaKeTam He3aBUCMMO OT
3HayeHus ingress_vlan_id.

no selective-qginq list
ingress [ingress-vlan
ingress_vlan_id]

ingress_vlan_id: (1-4094)

YpansaeT npaBuao ANA yKasaHHoro ingress_vlan_id pna
BXOZALLMX NAKETOB.

KomaHgaa 6e3 napametpa ingress_vlan_id yaanset npasuo,
NPUMEHSAEMOE K BXOAALLEMY TPAGUKY MO YMONYAHMUIO.

no selective-qinq list
egress ingress-vlan
ingress_vlan_id

ingress_vlan_id: (1-4094)

Ypanset npasuno selective qing pns yKazaHHoOro
ingress_vlan_id pna ncxopAawmx nakeTos.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabanua 5.45 — KomaHab! pexkmma EXEC

KomaHOoa

3HayeHue

Aelicmeue

show selective-qinq
[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

OTobparkaeT cnvMcoK npasun selective ging ana ykasaHHoOro
nopra.

[pumepbl 8b1M0AHEHUS KOMAHO

= Co3gaTtbh NMPaBwWIO, Ha OCHOBaHWMM KOTOPOrO BHELLHAA MeTKa BxogAallero naketa 11 6yaer

3ameHATbeA Ha 10.

console# configure
console (config) # interface gigabitethernet 1/0/1
console (config-if)# selective-qing list ingress override vlan 10 ingress-

vlian 11

console (config-if)# end

=  OT0b6pasnTb CMUCOK CO34aHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter
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5.12 KOHTpOAb WUIMPOKOBELLATENIbHOIO KLWUTOPMa»

LLvpoKoBeLaTebHbIN

«WTOpM»

BO3HUKaET

Bcneacreune Yype3mMepHoro

Konn4yectBa

LUMPOKOBeELLaTebHbIX COOBLLEHUI, OAHOBPEeMEHHO MepeAaBaemblXx MO CeTU Yepe3 OAUH MNOPT, 4TO
NPMBOAMT K Neperpyske PecypcoB CETM U MNOABMEHUI0 3adepiKeK. «LLUTopm» MOMKET BO3HWMKHYTb Npu
Ha/IMYNM «3aKO/bLLOBAHHbIX» CerMeHToB B ceTu Ethernet. KommyTtaTop M3mepseT CKOPOCTb NPUHNMAEMOro
LUIMPOKOBELLATe/IbHOTO, MHOr0agpecHoro WM Heu3BeCcTHOro oAHoaapecHoro TpaduKa 414 MOPTOB C
BK/IIOYEHHbIM KOHTPOMEM LUMPOKOBELLATENbHOMO «IITOPMa» M OTOpPacbiBaeT MaKeTbl, €CAN CKOPOCTb

npesblaeT 3a4aHHOE MaKCMMa/IbHOE 3HaYeHMe.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bupa, 3anpoca KomaHAHOW CTPOKU B pexkmume KoHourypuposaHusa uHtepodeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.46 — KomaHgb! pexxuma KoHpurypmposaHma nHtepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

storm-control
include-multicast

no storm-control
include-multicast

/bYHKLMA BbIKAOYEHA

[Job6aBnsaeT KOHTPOJIb MHOrOaApPEeCHOro TpaduKa K KOHTPOJIO
LUMPOKOBELLATENbHOTO.

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control
include-unknown-unicast

no storm-control
include-unknown-unicast

/dYHKUMA BbIKNOYEHA

[o6aBnseT KOHTPONb HEU3BECTHOrO OAHOALPECHOrO TpadumKa
K KOHTPOO LUMPOKOBELLaTeNbHOrO.

BbIKNlOYaeT  KOHTPOAb  HEW3BECTHOro
Tpaduka.

OoAHOaApecHoro

storm-control
include-multicast
unknown-unicast

no storm-control
include-multicast
unknown-unicast

-/dYHKLMA BbIK/OYEHA

ﬂ,O6aB}1ﬂeT KOHTPO/Ib MHOroagpecHoro wu HenusBecTHOro
OAHOagpecHoro Tpad:lea K KOHTPO/1I0 WMPOKOBELW,aTe/IbHOro.

BbIK/IOYAET KOHTPO/JIb  MHOFOAZpPecHOro U HEeW3BECTHOro
ofHoazpecHoro Tpadumka.

storm-control broadcast
enable

no storm-control broadcast
enable

/YHKUMA BbIKAOYEH]

BK/tOYAET KOHTPOJ/Ib LMPOKOBELLATeNbHOrO TpaduKa.

BbIKtOYAET KOHTPO/Ib LMPOKOBELLATeNbHOrO TpadmKa.

storm-control broadcast
logging

no storm-control broadcast
logging

/dYHKUMA BbIKNIOYEHA

BkntoyaeT normposBaHWe LUMPOKOBELLLATENIbHOTO  LITOPMA.
JNlornpoBaHMe MHOroaapecHoro U ogHoaApecHoro Tpaduka He
ocyLecTBaseTcA.
|  BKnioyeHue norunposaHuA
V KOHQUrypMpoBaHue npasun
uHTepodeiice.

wrTopma 3anpelaer
SQinQ Ha a3TOMm

BbIKntoyaeT normposBaHue LIMPOKOBELLATE/IbHOrO LWTOPMA.

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

/dYHKUMA BbIKNIOYEHA

OTKNtoYaeT nHTepdeiic npu
LIMPOKOBELLATE/ILHOTO LWTOPMa
uHTepoeiica npu

V' dyHKuMA BbIK/IIOYEHUA
o6HapyXeHuu wropma 3anpewaer

KOHuUrypuposaHue npasun SQinQ Ha 3TOoM
uHTepodeiice.

06HapyKeHUn

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

1..1000000/
3500 Kébut/c

3agaet MaKCUMaIbHYKO CKOPOCTb AN1A WKUPOKOoBeLWaTe/bHOro,
MHOroagpecHoro 1 Hen3BeCTHOro ogHoagpecHoro Tpa(bMKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 5.47 — KomaHab! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show storm-control i port: (1..3/0/1..28); MokasbiBaeT KOHduUrypaumto dYHKUMM KOHTpONsA
[gigabitethernet gi_port | fga_port"(l.‘3/0/1“24)’ LUMPOKOBELLATENbHOMO «IUTOPMa» A/1A YKa3aHHOro mnopTa,
fastethernet fa_port] —port:{2.. - NMBOo BCex NopToB..

[pumepebl 8b1M0AHEHUA KOMAHO

- Bknrountb KOHTPO/1b LLNPOKOoBeLlaTe/IbHOTO, MHOroaagpecHoro n Hens3sBecTtHoro
oAHoagpecHoro Tpaduka Ha 15 wuHTepdelice Ethernet. YcTtaHOBUTL MaKCMManbHYO
CKOPOCTb AJ/18 KOHTposinpyemoro Tpaduka — 5000 K6/c:

console# configure

console (config) # interface gigabitethernet 1/0/15

console (config-if)# storm-control broadcast enable

console (config-if)# storm-control include-multicast

console (config-if)# storm-control include-multicast unknown-unicast
console (config-if)# storm-control broadcast level kbps 5000

5.13 Ipynnbl arperauum KaHanos — Link Agregation Group (LAG)

KommyTtatopbl obecneumBaloT nogaepKy 4O BOCbMWU MHTepdencoB Ethernet B oaHoi rpynne
noptoB LAG v fo Bocbmu rpynn LAG Ha yCTPOMCTBE UM CTEKe yCTPoWcTB. Kaxkaan rpynna nopTos AO/IKHA
cocToAaTb U3 uHTepdencos Ethernet ¢ ognMHAKOBOM CKOPOCTbO, paboTatowmx B AYMNJEKCHOM peXUMme.
ObbeanHeHWe TMOPTOB B TPynny YBE/MUYMBAET MPOMYCKHYD  CMOCOBHOCTb  KaHana  Mexay
B3aMMOZAENCTBYIOWMMM YCTPOMCTBAMM M MOBbLILWAET OTKA30yCTOMYMBOCTb. [pynna nopToB ABAseTcA ANs
KOMMYTaTOpPa OAHUM /IOTUYECKUM MOPTOM.

YCTpOCTBO noaaep:kmBaeT Aga pexuma paboTbl rpynnbl NOPTOB — CTaTMYecKaa rpynna u rpynna,
ynpasnsemaa no npoTtokony LACP. Pabota no npotokony LACP onucaHa B cOOTBeTCTBylOLLEM pasaene

OOKyMeHTa.

/' Ecnam ana nHtepdeiica npousseaeHbl HACTPOKKKU, TO ANa A06aBNeHUA ero B rpynny cneayet
BEPHYTb HAaCTPOMKM NO YMONUYAHMUIO.

[obasneHne wHTepdeiicoB B rpynny arperaumMuM KaHajaoB [OCTYNHO TONbKO B  pexume
KoHOUrypupoBaHua nHTepdeinca Ethernet.

Bupa, 3anpoca KOMaHAHOM CTPOKM B perKnme KoHOUryprupoBaHua nHTepodeiica Ethernet:
console (config-if) #

Tabnnua 5.48 — KomaHabl pexkuma KoHpurypmposaHua nntepdeliica Ethernet

KomaHoa 3HavyeHue Aelicmeue
[o6asutb ethernet-uHtepdeiic 8 rpynny noptos (on —
h I .
;zzzimg;g:}p {group} group: (1..8) [06aBuTb NOPT B KaHan 6e3 lacp, auto — gob6asuTL NOPT B
KaHan c lacp).

mode: (on, auto) Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

no channel-group
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM peXnma rnobasbHoro KoOHGUIrypupoBaHusa:

console# configure
console (confiqg) #

Tabnnua 5.49 — KomaHab! pexkmMma rnobasbHOro KoOHGUrypmpoBaHus

KomaHda 3HaueHue Aeiicmeue

3afaeT mexaHuU3m 6anaHCMPOBKM HArpy3Ku Ana rpynnbl
arpernpoBaHHbIX NOPTOB. [OCTyNHble BapUaHTbI:

- src-dst-mac-ip — mexaH13m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaH13m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha

MAC-agpece;
- src-dst-ip — mexaHn3m 6anaHCUMPOBKKM OCHOBbIBAETCA Ha IP-
aapece;
port-channel load-balance - src-dst-mac-ip-port — mexaHn3m 6anaHcMpPOBKM
{src-dst-mac-ip | ocHoBblBaeTca Ha MAC-aapece, IP-agpece 1 nopTte
src-dst-mac | src-dst-ip | Ha3Ha4YeHus;
src-dst-mac-ip-port | -/src-dst-mac - dst-mac — mexaHu3m 6anaHcMpPOBKKM OCHOBbIBaeTcA Ha MAC-
dst-mac | dst-ip | agapece nosnyyatens;
src-mac | src-ip} - dst-ip — mexaHW3m 6anaHCMPOBKM OCHOBbIBAETCA Ha IP-
[mpls-aware] agpece nony4yartens;

- Src-mac — MexaHn3m 6anaHCMPOBKKM ocHOBbIBaeTcAa Ha MAC-
agpece oTnpasuTens;

- src-ip — mexaHn3m H6anaHcMpoBKM OCHOBbLIBaeTCA Ha |IP-
agpece oTnpasuTens;

- mpls-aware — BK/loueHKWe napcuHra L3/L4 3aronoskos
naketos ¢ MPLS-meTKamu gns BCEro yCTpomncTea. AKTyasibHO
TONIbKO C pexxumamm 6anaHcnposkm no L3/L4-3aronoskam
nakerta.

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:
console>

Tabnnua 5.50 — KomaHab! pexkmma EXEC

KomaHda 3HaueHue Aeiicmeue

show interfaces

channel-group [group] group: (1..8) Moka3sbiBaeT HbOPMaLLMIO NO rpynne KaHanoB.

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

dyHKUMeln cTaTuyeckux rpynn LAG sasnsetca obbeAuHEHUE HECKONbKMX (U3MYECKMX KaHa/loB B
OOMH, YTO NMO3BOAAET YBEJNUYUTL MPOMNYCKHYIO CMOCOBHOCTb KaHana U MOBbLICUTb €ro OTKA30yCTOMUYMBOCTb.
[ns cTaTMyeckux rpynn npuopuTeT UCNOJ/Ib30BaHMA KaHAN0B B 06beANHEHHOM MyYKe He 3a43aeTcs.

/ Ona BKnoueHua paboTtbl MHTepdeilica B cocTaBe CTaTUUECKOW rpynnbl MUCMNONb3yhTe
KomaHgy channel-group {group} mode on B pexume KOHPUrypupoBaHuUA
COOTBETCTBYHOLLEro HTepdeiica.
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5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumnen npotokona Link Aggregation Control Protocol (LACP) siBnseTcs o6beanHEeHUe HeCKONbKUX
dU3MYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/lioB WCNO/b3yeTca A/1a YBe/UYEHMUA MPOMYCKHOM
CNOCOBHOCTM KaHana M NOBbIWEHMA ero oTKasoycTonumsocTM. LACP nossosseT nepegasatb TPaduK no
06begMHEHHbBIM KaHalaM B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMMU.

V' [Ona BknoueHns pabotbl nHTepdeiica no npotokony LACP ncnonb3yiite KomaHay channel-
group {group} mode auto B pexkume KOHGUrypUpoBaHUA COOTBETCTBYIOLLErO UHTepdeica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bup, 3anpoca KOMaH/AHOMN CTPOKM peXKMMa rnobanbHoro KOHPUrypnupoBaHua:
console (config) #

Tabnnua 5.51 — KomaHab! pexkmma rnobasbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue no
YMOAYaHUIO

lacp system-priority value YcTaHaBAMBaeT NPUOPUTET CUCTEMbI.
. value: (1..65535/1)
no lacp system-priority YcTaHaBAMBaeT 3HaYEHUE NO YMOHAHUIO.

KomaHoa Aelicmeue

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B peXxnume KoHGUrypupoBaHua nHtepdeica Ethernet:
console (config-if) #

Tabnnua 5.52 — KomaHab! pexkmuma KoHpurypmposaHua nntepoeliica Ethernet

3HayeHue/
KomaHda 3HaueHue no Aelicmeue
yMOAYaHUIo
lacp timeout {long | short} YcTaHaBAMBaAET aAMUHUCTPATUBHbIV TaliMayT NPOTOKONA
Mo ymonuaHuto LACP:
MCMO/b3yeTca 3HauYeHne - long — annTenbHoe Bpems TaimayTa;
long - short — manoe Bpems TarimayTa.
no lacp timeout YcTaHaBMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
lacp port-priori-ty Yalue value: (1..65535/1) YcTaHaBauBaeT npuoputeTt nHtepdeiica Ethernet.
no lacp port-priority YcTaHaBAMBAET 3HAaUYEHME MO YMONYAHUIO.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomMaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnnua 5.53 — KomaHab! pexkmma EXEC

3HayeHue/
KomaHda 3HayeHue no Aelicmeue
YMOAYAHUIO
show lacp MokasbiBaeT MH$opmaumto o npoTtokose LACP gns
{ gigabitethernet gi_port| nHTepdeiica Ethernet. Ecnn fononHuTenbHbIE MapameTpbl He
fastethernet fa_port } gi_port: (1..3/0/1..28); MCNonb3ytoTcs, To byaeT nokasaHa Bca MHGOpMaLMA.
[parameters | statistics | fa_port: (1..3/0/1..24) - parameters — NMoKasblBaeT NapameTpbl HACTPONKM
protocol-state] NpOTOKONa;
- statistics — noKasbiBaeT CTaTUCTMKY paboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT coctoAHMe paboTbl MPOTOKOA.
show lacp port-channel MNokasbiBaeT MHopmaumto o npoTtokose LACP gns rpynnbi
[group] group: (1..8) nopToB.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

= CosgaTb MepByl rpynny noptos, paboTatowyto no npotokony LACP u BKkawouatowyto ABa
uHtepdeiica Ethernet — 3 n 4. Ckopoctb pabotbl rpynnbl — 1000 M6éut/c. YctaHOBUTH
npuopuTeT cmctemsbl — 6, npuoputeTtbl 12 n 13 ana noptos 3 1 4 cOOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6
console (config) # interface port-channel 1

console (config-if
console (config-if

) # speed 1000
)# exit

console (config)# interface fastethernet1/0/3

console (config-if

) # speed 1000

console (config-if) # channel-group 1 mode auto
console (config-if) # lacp port-priority 12

)# exit

console (config)# interface fastethernet1/0/4

console (config-if
console (config-if
console (config-if
console (config-if

(

(

(

(

(

(

(

console (config-if
(

(

(

(

(

console (config) #

) # speed 1000

) # channel-group 1 mode auto
) # lacp port-priority 13
) #

exit

5.14 Hactpoiika IPv4-agpecauun

B paHHOM pa3sgene onucaHbl KOMaHAbl ANA HACTPOMKWM CTAaTUYECKUX napameTpos IP-agpecauuu,
TaKkuX Kak IP-agpec, macka noacetu, W03 Nno ymonyaHuto. Hactpoiika npotokonos DNS n ARP onucaHa B
COOTBETCTBYIOLWMX pa3genax AoKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet, uHmepgelica 2pynnesl

nopmos, VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypuposaHua nHtepdeinca Ethernet, nntepoeiica
rpynnbl nopTtoB, MHTepdencos VLAN:

console (config-if

) #

Tabanua 5.54 — KomaHgb! pexxmma KoHpurypmposaHua nHtepdeiica Ethernet

KomaHda

3HauyeHue

Aelicmeue

ip address

ip_address mask
[gateway| prefix_length]
no ip address [ip_address ]

prefix_length: (8 .. 30)

HasHauyeHue ¢usnueckomy uHtepdelicy Ethernet IP-agpeca,
MaCKM NOACETH, aipeca Wk03a Mo YMONYaHUIO.

Yaanexue IP-agpeca Ha pusmnyeckom nHtepdelice Ethernet.

ip address dhcp

no ip address dhcp

(1..20) cumBonos

MonyyeHue IP-agpeca Ans HacTpamsaemoro uUHTepdelica ot
DHCP-cepsepa.

He nonyyatb AnAa HacTpamsaemoro mHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B perKmMme rnobasbHOro KoHGUrypmupoBaHma:

console (config) #
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Tabnnua 5.55 - KomaHapl pexuma rnobanbHOro KOHGUrypupoBaHus

KomaHda 3HayeHue Aelicmeue
ip default-gateway 3apaeT A4NA KOMMYTATOPa LWJIKO3 MO YMOIYaHUIO.
. -/W03 MO YMONYAHMIO He
ip_address
- 3343aH
no ip default-gateway Yaanaet gna KOMMyTaTopa L3 N0 YMOAYAHMIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexkume Privileged EXEC:

console#

Tabnnua 5.56 - KomaHapl pexuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

clear host dhcp {name | *} Ypansert us namaTtu, noaydyeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH nHTepdelicos u nx IP-agpecos (komaHaa
[AOCTYMHA TO/IbKO 418 NPUBUAETMPOBAHHOIO NO/b30BaTeNs).

* - yAanuTb BCe COOTBETCTBUA.

(1..158) cumBonos

renew dhcp OtnpasaseT 3anpoc K DHCP-cepBepy Ha o6HoBNeHMe IP-
{gigabitethernet gi_port | gi_port: (1..3/0/1..28); aapeca.

fastethernet fa_port | fa_port: (1..3/0/1..24); - force-autoconfig — npu o6HoBNEeHUU IP-agpeca 3arpyrKaeTca
port-channel group | group: (1..8); KoHourypauus c TFTP-cepsepa.

vlan vian_id} [force- vlan_id: (1..4094)

autoconfig]

KomaHOowbi pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM B peskmume Exec:

console>

Tabnnua 5.57 - KomaHgp! pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue

show ip interface i port: (1.3/0/1..28); MokasblsaeT KoHOUrypaumio IP-agpecaumm Ans yKasaHHOMO
[gigabitethernet gi_port gl_port:1-.. R nHTepdeiica.

fa_port: (1..3/0/1..24);
fastethernet fa_port | - o e

group: (1..8);
ort-channel grou, .
SIan vian_ id] group| vlan_id: (1..4094)

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTraHoBUTb IP-agpec wnto3a no ymonyaHuto - 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
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5.15 Hactpoiika IPv6-agpecauun

5.15.1 Npomokon IPv6

KommyTatopbl nogaep:uBatotr paboty no npotokony IPv6. Mopoaep:kka IPv6 ABnsieTcA BarKHbIM
[OOCTOMHCTBOM, MOCKOJIbKY MPOTOKOJA IPv6 npu3BaH, B mepcnekTusBe, MOAHOCTbIO 3aMEHWTb aapecauuto
npotokona IPv4. Mo cpasHeHUto ¢ IPv4 npoTtokon IPv6 nmeeT paclumpeHHoe agpecHoe nNpocTpaHcTeo 128
6uTt. Agpec IPv6 npeacrasnnet coboi 8 610K0B, pasfeneHHbIX ABOETOUMEM, B KaXK40M B10Ke coaeprKuTca
16 6uT agpeca, 3anNnCaHHbIX B BUAE YETbIPEX WECTHAALATEPUYHBIX YMCEN.

MomMmmMmo yBennyeHusa aapecHOro MPOCTPAHCTBA NPOTOKON |IPV6 mmeeT unepapxuyeckyto cxemy
agpecauum, obecrneymBaeT arperayuio MapllpyToB, YyMnpoLiaeT Tabauuy Mmapupytvsauum, npu 3TOM
3¢pPeKTUBHOCTb PaboTbl MapLLPYTM3aTOPa NOBbLILAETCA 32 CHET MeXaHN3Ma 0OHapyKeHMA CoCeiHMX Y3/10B.

NlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHayaloTca UHTepdeicam, NosTomy npu
Mcnosib3oBaHuM IPVv6Z afpecoB B CMHTAKCUCE KOMAHA, UCNO/Ib3YEeTCA CeayoWwmin popmar:

<ipv6-link-local-address>%<interface-name>

rae

interface-name — uma nHTepdeinca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7]|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V Ecnun 3HauyeHue rpynnbl UM HECKOIbKUX FPYyNn noapaa B agpece npotokona IPvée pasHo
HyAto - 0000, To AaHHbIe rpynnbl MOryT 6bITb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxkeT 6bITb cOKpawieH ao FE40::AD21:FE43.
CoKpallueHu1o He MoryT 6biTb NOABEPrHyTbl 2 pa3aesieHHble HyeBble rpynnbl U3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

V EUI-64 — 310 ngeHtudukarop, co3gaHHbit Ha 6ase MAC-agpeca uHtepdeiica, ABnsoLWMica
mnagwumm 64 6utamum IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gBe yactu no 24 6ura,
MeXKnay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KoHGUrypnuposaHmsa:

console (config) #

Tabnnua 5.58 — KomaHabl pexkmMma rnobasibHoro KOHGUrypmpoBaHus

ipv6_address 4]

no ipv6 host name

(1..158) cumsonos

KomaHoa 3HaveHue Aelicmeue
ipv6 default-gateway 3afaeT 3HaYeHue IoKaIbHOro agpeca IPv6-wat3a no
ipv6_address YMOYAHMIO.
[aHHas KomaHAa AOCTyNHa TONbKO B PeXMMe KoOMMyTaTopa
) (set system mode switch policy-based vlan active).
no ipv6 default-gateway Ypaanser HacTpolKu IPv6-1unt03a No yMoNYaHuUIo
ipv6 host name
. Co3AaeT CTaTUYECKYHO 3anuch, CTaBsALLYIO B COOTBETCTBME
ipv6_address 1 o
[ipv6,_address 2. name: ceTeBOMYy UMeHM ycTponicTea IPv6-agpec.

YpanseT cTaTUYecKyto 3anucb cooTeeTcTBuA IPv6-agpeca u
CEeTeBOro MMeHM ycTpoicTBa.

ipv6 neighbor

gi_port: (1..3/0/1..28);

Co3paeT cTaTMyecKoe cooTBeTcTBME MexKay MAC-agpecom
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ipv6_address  {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id} mac_address

no ipv6 neighbor

fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id (1..4094)

cocefiHero ycTponcTtsa u ero IPvb-agpecom.
- ipv6_address — IPv6-aapec;
- mac_address — MAC-agpec.

Ypanaet ctaTuyeckoe cooteeTcTame mexay MAC-agpecom
cocefiHero ycTpoucTtea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0 .. 2147483647}/100
bucketsize: {1..200}/10

3apaeT orpaHuyeHme ckopoctn ans ICMPV6 coobuieHuit 06
olImnbKax.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (VLAN, Ethernet, Port-Channel)

Buz 3anpoca KOMaHAHOM CTPOKM peXnMma KOHOUIYpPUpoBaHUA MHTepdeica:

console

(config-if) #

Tabnnua 5.59 — KomaHab! pexkuma KoHpurypmposaHua nutepdeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipv6 enable

BkntoyaeT noaaepky IPv6 Ha nHtepdeiice.

OTkntoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
[ipv6_address
/prefix_length] [eui-64]

prefix_length: (3..128)
(64 ecnu ucnonbayetca
napamertp eui-64)

3apaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, Ha3HauyeHHas uHTepdelicy (8
610KOB pa3geneHHbIX ABOETOUMEM, B KaXKA0M 610Ke 16 6uT,
3anuCcaHHbIX B BUAE YETbIPEX WeCTHAALATEPUYHBIX Ynucen);

- prefix_length — pnnHa npedukca IPv6 — gecaTmyHoe Yncno —
KO/IMYECTBO CTapLuMx 6BUT agpeca COCTaBAAOWMX NPedUKc;

- eui-64 — naeHTUPUKaTOP, CO3LaHHbIN Ha 6aze MAC-agpeca
MHTepdelica, 3anmcbiBaetcsa B 64 mnaawmx 6uta IPv6 agpeca;
- anycast — yKasblBaeT, YTo 3aZaHHbIi agpec anycast-aapec.

Ypanset IPv6-aapec c uHtepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuto
aBTOMaTU4ecKas
KOHPUrypaLma BKAOYEHA,
afpeca He Ha3HayeHbI.

BKkntoueHne aBTomaTnyeckom KoHourypauum IPv6-agpecos Ha
nHTepderice. Aapeca HacTpanBaoTCA B 3aBUCUMOCTU OT
npeduKcoB, KOTOpble NOAYyYeHbl B cO0bLeHMAX «Router
Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOSYAHUIO.

ipv6 address ipv6_address /
prefix_length link-local

Mo YMONYaHUIO 3Ha4YeHune

3apaeT nokanbHbIN IPv6-agpec nHtepdeica. Ctaplume 6uTbI
NoKanbHbIX IP-agpecos B IPv6 — FE8O::

no ipvé mld version

no ipvé address NIOKanbHoOro agpeca: Ypansaer noKanbHbll IPv6-agpec.

[ipv6_address/prefix_length FE80::EUI64

link-local]

ipvé nd dad attempts 3a4aeT KoNNYecTBo coobLeHn-TpeboBaHni, nepeaaBaemMbIx

attempts-number (0..600)/1 MHTEepdEericom B3aMMOAencTBYOWEMY YCTPOWCTBY B C/lyyae

obHapykeHuna aybamnkauumn (konnmnsmm) IPve-agpeca.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHuMit 0 HeJOCTUKMMOCTM agpecaTa
- npu nepegaye NakeToB Ha onpeaeneHHbIin UHTepdeic.

no ipv6 unreachables YcTaHaB/MBAET 3HAYEHUE MO YMOYAHMIO.

ipvé6 mld version {1 | 2} (12)/2 OnpegeneHune Bepcun npotokona MLD ans uxtepdelica.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 mid join-group
ipv6_multicast_address

no ipve mid
group-address

join-group

3apaet MLD-coobuieHmns gna onpegeneHHon rpynnol.
- ipv6_multicast_address — IPv6-agpec rpynnbl
MHOF0aZpeCHOM PaCcCbIIKU.

OTmeHAeT oT4eTHOCTb U yaansaeT IP-agpec 13 rpynnbl
MHOroaZpecHO PaccbliKu.
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KomaHObl pexcuma Privileged EXEC

Buz 3anpoca KomaHZAHOW CTPOKM perkuma PrivilegedEXEC:

console#

Tabnumua 5.60 — KomaHab! pexkmma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
10 yMOAYAHUIO

ipv6 set mtu gi_port: (1..3/0/1..28); 3agaet 3HaveHne MTU ans IPV6 nakeTos.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..8);

port-channel group } bytes: (1280 .. 65535)

{ bytes | default} /1500

show ipv6 neighbors MokasbiBaeT MHbopmauuio o cocedHux IPv6 ycTpoiicTeax,
{static | dynamic} coAepsKalllytoca B Kalle.

[ipv6-address ipv6_address ] gi_port: (1..3/0/1..28); - static — noKasbIBaeT cTaTMYeCcKMe 3anucy;
[mac-address mac_address | fa_port: (1..3/0/1..24); - dynamic — nokasbiBaeT AMHaMUYECKMNE 3aMNnCH.
[gigabitethernet gi_port | group: (1..8);

fastethernet fa_port | vlan_id: (1..4094)

port-channel group |
vlan vian_id]

OumlaeT Kaw, cogepsKawmii MHGOPMaLMIO O COCeaHMX
- yCTponcTBax, paboTtatowmx no npotokony IPv6. MHbopmaums
O CTaTUYEeCKUX 3aNnCAX COXPaHAETCA.

clear ipv6 neighbors

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console#

Tabnnua 5.61 — KomaHabl pexkuma EXEC

KomaHda 3HaveHue Aeiicmeue

MoKa3blBaeT HACTPOMKM npoTokosna IPv6 panAa yKkasaHHoOro
MHTepodeiica.

show ipv6 interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094)

show ipv6 route _ MNokasbiBaeT Tabanuy IPv6-mapLipyTos.

show ipv6 icmp error- MokasbiBaeT HacTpolikm ICMPV6 coobuieHunit 06 owmnbKax.

interval

[pumepsi 8biM0AHEHUS KOMAHO

= [loKasaTb AMHAMWYECcKMe 3anucu B Tabnuue maplpyTMsaumm o cocefHux IPv6
YCTpOICTBAX.

console# show ipv6é neighbors dynamic

Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH
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Bo3moOXKHble coCTOAHUA:

INCMP (Incomplete) — Mpoueaypa paspelleHns agpeca BbINOJHAETCA Ha BXode. ITO O03Ha4aeT, YTo
3anpoc o coceactse 6blA OTNpPaBAeH Ha rPYNnoBON afapec, HO COOTBETCTBYOWEE NOATBEPXKAEHWE O
cocefcTBe ele He bbl10 NoAyYeHO.

REACH (Reachable) — MNonoxutenbHoe NoAaTBep:KAeHME O TOM, YTO MyTb A0 COCEAHEro YCTPOMCTBa
dYHKLMOHNPYET BEPHO, HbIIO NOYy4EeHO B Te4YeHMe nepuoda «aoctmknumoctu» (ReachableTime, mc). Moka
cocefiHee YCTPOMCTBO AOCTUNKMMO, U OOMEH NakeTamu UAET HOPMAIbHO, HUKAKUX CneLnanbHbIX AeNcTBUM
He npeAnpUHUMaETCS.

STALE — TlonoxutenbHoe MOATBEPXKAEHME O TOM, 4YTO MNyTb A0 COCeAHEero YCTpoKcTBa
dYHKLMOHNPYET BEPHO, ObINO MOAYYEHO B TEYEHME BPEMEHM DO/bLUEro, YeM NEPUOL «AOCTUMKUMOCTUY
(ReachableTime, mc). MNMoka cocegHee YCTPOWCTBO AOCTUXMMO, U OBMEH MaKkeTamu MOET HOPMasbHO,
HUKaKMX CNeLnanbHbiX 4eNCTBUI HE NpeanpUHUMAETCS.

DELAY — TlonoxutenbHoe NoATBEPXKAEHME O TOM, YTO MNyTb [0 COCEAHEero YCTPOWCTBa
dYHKLMOHNPYET BEPHO, ObINO MOSYYEHO B TEYEHME BPeMEHM DO/bLIEro, YeM Nepuos «AO0CTUMKUMOCTUY
(ReachableTime, mc) n noBTOpHbIM 3anpoc bbln NepeaaH B TeYEHUE MHTEPBANa BPEMEHM OTBEAEHHOro Ha
nonbITky (DELAY_FIRST_PROBE_TIME, ceK). Ecnm nonoxKuTenbHbI OTBET He NPUAET B TeYeHUe WHTepBana
BpemMeHU, oTBegeHHoro Ha nonbiTKy (DELAY_FIRST_PROBE_TIME, cek), To cocTosiHMe NyTWM OO coceaHero
ycTponcTea nameHntca Ha PROBE.

PROBE — 3anpocbl 0 coceacTBe nepuvoaMveckM nepenardTca C WMHTEPBANOM  «peTpaHCAauMmU»
(RetransTimer, mc) o Tex Nop, NOKa He ByAeT NOAYYEHO NONOXKUTENIbHOE MOATBEPKAEHME.

5.15.2 TyHHenupoeaHue npomokKona IPv6 (ISATAP)

dyHKUMA TyHHenunpoBaHua TpaduKa IPv6 Ha 6a3e npotoKkona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3sonsaeT ocywecTenaTb nepegady TpaduKka IPv6 yepes cetu ¢ agpecaumein |Pva.
Takum ob6pasom, y3nbl ¢ agpecaumeil |IPv6, nopaepruBawowme TyHHenuposaHue ISATAP, moryT
€o0bLWwaTbes, MHKaNCyAnpya TpadurK B NaKeTbl € 3arooBKom |Pv4,

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOWM CTPOKM peXknma rinobanbHoro KoHGUrypmposaHums:
console (config) #

Tabnnua 5.62 — KomaHabl pexkrMma rnobanbHOro KoHGUrypupoBaHua

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOMYAHUIO

interface tunnel number 1 1. Co3paet nHTepdeinc TYyHHeNMPOBaHUA.
2. OcyuiecTBNsAeT BXOA, B PEXUM KOHOUTYPUPOBaHUA
MHTepdenca TYyHHeIMpoBaHUA

tunnel isatap query-interval seconds: (10..3600)/10 cek | YcraHaBausaeT nepuoa mexay DNS 3anpocamu,

seconds OTNpPaBAfAeMbIMU A1 aBTOMATUYECKoro onpeaeneHus IP-
agpeca mapwpyTtusatopa ISATAP.

no tunnel isatap query- YcTaHaBAMBAET 3HAYEeHMeE MO0 YMONYAHUIO.

interval

tunnel isatap solicitation- seconds: (10..3600)/10 cek | YcTtaHaBAMBaeT nepuos nepenaqn 3anpocos, TPEOYOLLMX

interval seconds noATBepXKAeHUA oT MaplpyTusaTtopa ISATAP (B cnyyae
OTCYTCTBMA aKTUBHOIO MapLUpyTU3aTopa).

no tunnel isatap solicitation- YcTaHaBAMBaET 3HAYEHWE MO YMONYAHUIO

interval

tunnel number: (1..20)/3 3apaeT Koanyectso DNS-query 3anpocoB 1 KoanyecTso

isatap robustness number 3anpocoB, nepegaBaembix mapLipytusatopy ISATAP B
TeYeHWEe BPEMEHMU KMU3HM YCTAHOBIEHHOIO COeAUHEHMUS.
Mepuopapl 3anpocos onpeaenserca Gopmynamm:
- ana DNS: (Bpems KM3HM NPUHATOE B OTBETE OT CepBepa
DNS)/(number+1);
- NS 3anpocoB K maplupytusatopy ISATAP: (MMHUManbHoe
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Bpems KM3HW NpuHATOe B oTBeTe oT ISATAP
mapupytusaTtopa)/(number+1).

YcTaHaBAWBaET 3HaYeHUe Mo YMOAYAHUIO.

no tunnel isatap robustness

KomaHObI pextuma myHHEeAUPosaHUA

Buz 3anpoca KoMaHAHOM CTPOKM peXnMma TYHHeNMPOBaHUA:

console# configure
console (config) # interface tunnel 1
console (config-tunnel) #

Tabnnua 5.63 — KomaHabl pexkMma TYHHeNMpoBaHUSA

KomaHda 3HaueHue Aeiicmeue

tunnel mode ipv6ip isatap BkAntoyaeT noaaeprKKy TYHHeAMpPOBaHMA NpoTokona IPve
yepes IPv4 npu nomowm ISATAP.

Ana opgHOoro M TOro Xe WHTepdeiica (Hanpumep
V Ethernet/VLAN) nopgepskka IPv6-agpecauum u

Mo ymonuyanutio
TYHHE/IMPOBAaHMA MOFYT COCYyLLEeCTBOBaTb  BMecTe.

HHeNMpoBaHue
R P Bbi6op MCNONb30BaHUA IPv6-appecaummn unun
OTK/IOYEHO
TYHHeNUpoBaHUA 6yAeT ocylecTBeH Ha OCHOBaHUU
nHdpopmaumm 06 IP-agpece HasHaueHUA.
no tunnel mode ipv6ip BbikntoyaeT noanep KKy TYHHeAMpPOBaHMA NpoTokona IPv6.

isatap

3ap2ET AOMeHHOoe nMa ana TyHHena IPv6. Monb3osatenu ¢
aapecauumeit IPv4 6yayT MmeTb BO3MOXKHOCTb AOCTYNA K
yCTpOMCTBY (YCTPOMCTBO TYHHEAMPOBAHMA) NPU BbINOAHEHUN
cTaHAapTHOM npoueaypbl DNS.

tunnel isatap router

router_name Mo ymonyanuio,
AOMEHHbIM MUMEHEM

ABNAETCA CTPOKA ‘isatap’

no tunnel isatap router YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHgaa Ha3HayaeT IoKanbHbIN IP-agpec TyHHeNo, KoTopbli
6y4eT UCNoNb30BaTLCA, B KaYeCcTBe aapeca UCTOYHMKA, NMpu
Mo ymonuyanuto IP-agpec | ornpaske nakeTos.

He Ha3Ha4eH. - auto — IP-agpec byaeT aBTOMaTUYECKM HAa3HAYEH CUCTEMOIA.

tunnel source
{auto |
ip-address ipv4_address }

no tunnel source Ypanaet nokanbHbIn IP-agpec TyHHenA.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM pexkmma EXEC:
console#

Tabnnua 5.64 — KomaHabl pexkmma EXEC

KomaHoa Aelicmeue

show ipv6 tunnel MokasbiBaeT MHGOPMALMIO O HACTPOMKAX TYHHEN .

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAWOYUTb MHTEPPENC TYHHENNPOBAHUA, HA3HAYUTb AOMEHHOE MMA TyHHena — MES2124,
YCTaHOBUTb SI0OKanbHbIN IP-agpec —192.168.16.88.

console# configure

console (config) # interface tunnel 1

console (config-tunnel) # tunnel mode ipvé6ip isatap
console (config-tunnel)# tunnel isatap router MES2124
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console (config-tunnel) # tunnel source ip-address 192.168.16.88

5.15.3 Hacmpoliika ¢pyHKyuu IPv6 RA guard

®yHKumAa IPv6 RA guard npegocTaBaseT 3alMTy OT aTak, OCHOBAHHbIX HA PAaCCblIKe MoAAe/bHbIX

nakeToB Router Advertisement, paspewasn 06paboTKy coobLeHMIA TONbKO C LO0BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM peXnma rnobasbHoro KoHGUIryprupoBaHus:

console (config) #

Tabnnua 5.65 — KomaHgb! pexkmMma rnobasbHOro KOHGUrypmpoBaHus

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

ipv6 nd raguard
/BbIKNIO4EHO

no ipv6 nd raguard

PaspeluaeT KommyTaTopy KOHTpoMpoBaHue ¢GyHKuuM IPv6
RA guard.

BbikntoueHune dpyHKuum IPv6 RA guard.

ipv6 nd raguard vlan

lan (1..4094)

PaspelaeT KoHTpoanpoBaHue dpyHKuuK IPv6 RA guard B
npeaenax ykasaHHon VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupg, 3anpoca KomaHAHOWM CTPOKM pexkuma KOHPUrypmpoBaHua nHTepoeiica:

console (config-if)#

Tabnnua 5.66 — KomaHgb! pexxuma KoHpurypmposaHua nntepoeiica Ethernet

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
ipv6 nd raguard device-role Bbi6op pexkuma paboTbl nopTa.
{ host | router} Jhost - host — 6n10KMpoBKa BCex BxoAALLMX RA-coobLieHNit;

- router — puabTpauma RA-coobLLeHMI B COOTBETCTBUM C
HaCTPOEHHbIMK NPaBUAAMM.

ipv6 nd raguard match

access-list ac/ (1..32) cumBona

BkntoyeHune ACL ans dunbTpaumm RA-coobuieHnin B pexume
router.
- acl—wnma ACL.

ipv6 nd raguard match

prefix-list prefix-list (1..32) cumBona

BkntoueHwue prefix-list ans punbTpaumm RA-coobuieHmit B
pexume router.
- prefix-list — uma prefix-list.

ipv6 nd raguard trusted-
port

Mo YMON4YaHUIO BCE NOPTbI
ABnaTCA untrusted

,ﬂ,06aB/1ﬂeT NopT B CNUCOK AOBEPEHHbIX.

5.15.4 Hacmpolika ¢pyHkyuu DHCPv6 guard

DHCPv6 guard — ¢yHKLMA, NO3BOAAOWAA NPeaoTBpaLLaTh nosasaeHne ctopoHHux DHCPv6-cepsepoBs

B CE€TU, pa3pewlad nx ncnoab3oBaHMeE TOZIbKO Ha A0BEPEHHDbIX MHTep¢el7|cax.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM peXmnma rnobasbHOro KOHGUIrypupoBaHus:

console (config) #
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Tabnuua 5.67 — KomaHabl pexxmma rnobanbHOro KoOHPUrypmposaHus

KomaHda

3HayeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

ipv6 dhcp guard

/BbIKNIOYEHO

no ipv6 dhcp guard

PaspeluaeT KOMMYTaTOPY KOHTPOANPOBaHUE GYHKLMUK
DHCPv6 guard.

BbikntoyeHne pyHKumm DHCPV6 guard.

ipv6 dhcp guard vlan vian

(1..4094)

PaspelaeT KoHTponmposaHue ¢dyHKuun DHCPV6 guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pernma KoHOUIypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnnua 5.68 — KomaHAabl pexknuma KoHPUrypmposaHus nHtepoerica Ethernet

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOMYAHUIO
ipv6 dhcp guard device- Bbibop pexkmma paboTbl nopTa:
role { client | server } - client — coobueHunsa Tuna «advertise» n «relpy»
-/client oTbpachiBaloTCs;

- server — coobuieHunn Tmna «advertise» n «reply»
GUNBTPYIOTCA NO YCTAHOB/IEHHBIM NPaBUIAM.

ipv6 dhcp guard match
server accsess-list ac/

(1..32) cumBona

BkntoueHne ACL ana ¢unbtpaumm DHCPV6-coobuieHnin.
- acl —vms ACL.

ipv6 dhcp guard match
reply prefix-list prefix-list

(1..32) cumBona

Bkntouenue prefix-list gns punbrpaunmn DHCPV6-coobLLeHNI.

- prefix-list — uma prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

Mo ymonyaHutio Bce NnopTbl
aBnaTca untrusted

[ob6asnaeT NopT B CNUCOK A0BEPeHHbIX. 117 f0BEepeHHbIX
NopTOB pPa3peLleHbl BCE TUMbl COODBLLEHNI.

Ypanaet NOopT U3 CNUCKa A0BEPEHHDbIX.

5.16 Hactpoiika npoTokonoB

5.16.1 Hacmpolika npomokKonaa DNS — cucmembl 00MeHHbIX UMeH

OcHoBHoV 3aga4eit npoTokosia DNS aBnseTtcs onpeaeneHue IP-aapeca y3na cetu (xocra) no 3anpocy,
cogepKawemy ero AoMeHHoe WmA. Bbasa [aHHbIX COOTBETCTBUA AOMEHHbIX WMMEH Y3/10B CeTu U
cooTeeTcTByOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rno6asibHOro KoOHGUIyprupoBaHus:

console (config) #

Tabnnua 5.69 - KomaHapl pexkuma rnobanbHOro KOHPUrypmpoBaHums

KomaHda

Aeilicmeue

ip domain lookup

Paspelwaet ucnonbsosaHne npotokona DNS.

no ip domain lookup

3anpeLaeTt ncnonb3oBaHue npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpeaenset IPv4/IPv6-agpeca goctynHbix DNS-cepsepos. MoHo onpeaenunTb IP-agpeca

Ana BocbMU cepBepoB. |P-agpeca cepsepoB HEO6X0AMMO 3anucbiBaTb Yepes npoben.
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no ip name-server
[server_ip_address1 ...
server_ip_address8]

Yaansaet IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name

OnpeaenseT [OMEHHOe MMA MO YMO/YaHUIO, KOTopoe ByaeT MCNOb30BaTLCA MPOrPamMMON,
ONA AONONHEHUA HENPaBUbHbLIX LOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 ToukK). Ans
AOMEHHbIX UMeH 6e3 TOUKM B KOHel, UMeHW byaeT A06aBAATLCA TOUKA U YKa3aHHOe B
KOMaHAe gomeHHoe umsa. Uma gomkHo coaepratb 1 go 158 cumBonos.

no ip domain name

YaanaeTr LOMeHHOoe MMA N0 YMOYaHUIO.

ip host name ip_address1
[ip_address2 ...
ip_address4]

OnpeaenseT cTaTU4ecKne COOTBETCTBMA MMEH Y3108 ceTu IP-agpecam, aobasnaer
YCTaHOB/IEHHOE COOTBETCTBME B K3LW. Mma moxKeT coaepKaTb oT 1 go 158 cumeonos. MoxHO
onpeaennTb Ao Yyetbipex IP-agpecos.

no ip host name

Ypanaet ctaTUueckne COOTBETCTBUA MMeH Y3108 ceTh IP-agpecam. ima moxeT cogeprkatb oT
1 po 158 cumBonoB.

KomaHOobi pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxnme EXEC:

console#

Tabanua 5.70 - KomaHgp! pexkuma EXEC

KomaHda

Aelicmeue

clear host {name| *}

YpanseT 3anucb COOTBETCTBUS MMEHM y31a ceTu IP-agpecy Kawa mbo Bce 3anuck (*). Uma
AO0/IKHO cogepaTb oT 1 Ao 158 cumsonos.

show hosts [name]

OTobparkaeT LOMEHHOE MMA MO YMONYaHUIO, cnncok DNS-cepBepoB, cTaTuyeckne u
K3LWWMPOBaHHbIE COOTBETCTBUA MMEH Y3108 ceTu 1 IP-agpecos.

Mpu UCnoNb30BaHWM B KOMaHAE UMEHW y3/1a CeTU, oTobparkaeTca CooTBETCTBYOWMIA emy IP-
agpec. Uma gonxkHo cogepaTtb oT 1 o 158 cumBo0B.

[pumepbl UC016308AHUA KOMAHO

=  Wcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yctaHOBUTL

AOMeHHOEe MMA NO YMOJZTHaHUIO - mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain-name eltex-sw-1

"  YCTaHOBWUTb CTaTMYECKOe COOTBETCTBME: y3en CeTU C UMEHeM eltex.mes umeet IP-agpec

192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.16.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelueHus aApecoB) — NPOTOKOA KaHa/ibHOro
YPOBHSA, BbINONHALOWMIA GyHKUMIO onpeaeneHs MAC-agpeca, Ha OCHOBaHWW COAEpPIKALLErocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B perKmMme rnobasibHOro KoHGUrypupoBaHua:

console (config) #
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Tabnnua 5.71 - KomaHap! pexkuma rnobanbHOro KOHPUrypmpoBaHums

3HayeHue/3HayeHue o

no arp ip_address
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id (1..4094)

KomaHoa Aelicmeue
YMOAYAHUIO

arp ip_address
mac address dbopmat ip_address [ob6aBnaeT cTaTMyecKyto 3anucb cooteeTcTeua IP u MAC-
[giga_bitethernet gi_port | A.B.C.D; - appecos B Tabanuy ARP ana yKazaHHOro B KOMaHge
fastethernet fa_port | dopmat mac_address : V'.HTeP¢eVlca-
port-channel gr_oupl H.H.H - ip_address —IP-appec
vian vian_id] H:H:H:H:H:H - mac_address — MAC-agpec

— H-H-H-H-H-H;

Ypanaet ctaTuyecKyto 3anucb cootsetctana IP 1 MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KomMaHae nHtepdeiica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpauBaeT Bpemsa ¥KMU3HW AMHAMMYECKMX 3anuceit B
Tabamue ARP (cek).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabnnua 5.72 - KomaHapl pexuma privileged EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

clear arp-cache

Ypanser Bce AMHaMmmnyeckue 3anncu n3 ARP Tabaumubl.
(KomaHga AocTynHa TO/IbKO oA NPUBUAETMPOBAHHOIO
nosb3oBaTens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

dopmar ip-address: A.B.C.D
dopmat mac-address:
H.H.H vaun H:H:H:H:H:H nan
H-H-H-H-H-H;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MokasbliBaeT 3anmcn ARP-TabaunLbl: BCe 3anucu, dunbtp no IP-
aapecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeicy.

- ip_address — IP-appec;

- mac_address — MAC-agpec;

- gi_port —Homep uHTepodeiica Gigabit Ethernet;

- fa_port — Homep uHTepodelica Fast Ethernet;

- group — rpynna KaHasos.

show arp configuration

MokasbliBaeT rnobanbHyo KoHdurypaumio ARP u
KOHdurypaumio ARP ans nHtepdeliicos.

ip arp proxy disable

no ip arp proxy disable

OTKAKOYaEeT peXkmm NpoKkcnposaHua ARP-3anpocos gns
KOMMyTaTopa.

Bkntoyaet pexumm npokcnposaHma ARP-3anpocos ana
KOMMyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKM B pexkmme interface configuration:

console (config-if) #

Tabnuua 5.73 - KomaHapl pexkuma interface configuration

KomaHda

3HauyeHue

Aelicmeue

ip proxy-arp

no ip proxy-arp

OTKAIOYaEeT peXMm NpoKkcnpoBaHma ARP-3anpocoB Ha
HacTpanBaemom MHTepodeiice.

Bkatouaet pexkmm npokcmposaHua ARP-3anpocoB Ha
HacTpanBaemom MHTepodeiice.

arp timeout seconds

seconds: (1..40000000)

HacTpauBaeT Bpems }MU3HW AMHAMMYECKMX 3anuceit B
Tabanue ARP (cek) ana HacTpamBaemoro nHTepdeica.
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YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO (\/CTaHaBﬂVIBBETCH

no arp timeout
P rnob6anbHo).

[pumepbl UC016308AHUS KOMAHO

= [lo6aBuTb cTaTuyeckyto 3anuce B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-agpec
0:0:C:40:F:BC, ycTaHOBUTb BpeMsa KU3HU AMHaMU4YeCKuxX 3anucen B ARP-tabnmue — 12000
CeKyHA:
console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config)# exit
console# arp timeout 12000

= [lokasaTtb cogepmmoe ARP Tabnnupl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauymu. MNpoTokon nossonser
pacnpocTpaHuTb no cetn uaeHTuoumkatopbl VLAN. OcHoBHOM ¢yHKuMelr npoTtokona GVRP ssnsetca
0bHapyKeHne nHpopmaummn 06 oTcyTcTBYHOWMX B Base AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHun
coobuweHnit GVRP. Monyuns nHbopmaumnio o6 otcytcreyowmx VLAN, kommyTtatop aobaBnseT ee B CBOHO
6a3y AaHHbIX.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOWM CTPOKM peXknma riobanbHoro KoHGUrypmposaHums:
console (config) #

Tabnnua 5.74 — KomaHab! pexkmuma rnobasbHoro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue no .
KomaHda Aeilicmeue
YMOAYAHUIO
gvrp enable BkntoyaeT ncnonbsosaHue npotokona GVRP kommyTaTtopom.
-/BbIK/tOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokosna GVRP kommyTtaTopom.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepdgelica (QuanazoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

Buz 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHurypmposaHua nHtepdeinca Ethernet, nnrtepoeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port| fastethernet
fa port|port-channel group}

console (config-if) #
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Tabnnua 5.75 — KomaHab! pexkuma KoHpurypupoBaHus nHtepdeiica Ethernet, rpynnsl uHTepdelicos

3Ha4yeHue/3HayeHue o

no gvrp enable

KomaHda Jeilicmeue
YMOAYAHUIO
gvrp enable BkntouaeT ncnonb3osaHue npotokona GVRP Ha
y— HacTpanMBaeMom MHTepdeiice.

BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha
HacTpanBaemom nHTepodeiice.

garp timer
{join | leave | leaveall}
timer_value

no garp timer

timer_value:
(10..2147483640) mc/
3Ha4yeHMA NO YMONYaHUIO:

YcTaHaBAMBAET 3Ha4YeHUA Tanmepos NpoTokosa GARP
(onucaHue TalimepoB npuBeaeHo B Tabauue 5.76).
- timer_value — 3HayeHuWe Talimepa (J0MKHO 6bITb KpaTHO 10).

join: 200 mc;
leave: 600 mc;

YCTaHOBUTb 3HAYEHMA NO YMOAYAHUIO.
leaveall: 10000 mc

gvrp vlan-creation-forbid

no gvrp
vlan-creation-forbid

3anpelaeT AMHaMMYecKoe nameHeHue nam cosgavune VLAN
ONA HacTpaMBaemoro uHtepdelica.

-/paspewero PaspeluaeT AUHAMUYECKOE U3MEHEHME UK co3aaHmne VLAN

ANA HacTpamBaemoro nHtepdelica.

gvrp registration-forbid

no gvrp registration-forbid

BbinonHsaeT cHATMe pernctpaumm ana scex VLAN u He
[0NyCcKaeT co3gaHma uam pernctpaumnm Hosblix VLAN Ha
AaHHOM MHTepdeiice.

Mo ymonyaHutio cosgaHue
n pernctpauma VLAN Ha

MHTedeemce paspelueHa YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

Tabanua 5.76 — OnucaHme Taimepos GARP

Taiimep GARP

3Ha4yeHue

Join Timer OnpepgenseT WHTepBan nepefaynm 3anpocoB Ha npucoeguHeHue B rpynny VLAN
(ananasoH 3HauyeHunit ot 10 po 2147483640 MWUANUCEKYHA, 3HayeHWe no
ymon4yaHuto — 200 MUNUCEKYHA).

Leave Timer Onpeaenser MHTepBan, KOTOPbIN UHTepdelic byaeT oxuaaTb nepen BbIXOAOM M3

rpynnbl VLAN (aMana3oH 3HayeHuit oT 10 ao 2147483640 MUNAUCEKYHA, 3HaYeHNe
no ymonyaHuio — 600 MUANUCEKYHA).

Y

3HaueHne Leave Taiimepa [0MKHO 6biTb 60nblue MAU PaBHO Tpem
3HayeHusam Join Taiimepa.

LeaveAll Timer

Onpepensetr vHTepBan, KOTopbli MHTepdelic byaeT oXuaatb nepes OTNPaBKOM

3anpoca LeaveAll Ha nonHoe oTKAkoUYeHue oT rpynnbl VLAN (Anana3oH 3HayeHuit oT

10 po 2147483640 MuAAUCEKYHA, 3HavyeHMe nNo ymondaHuto — 10000

MWTUCEKYHA).

V' 3HaueHue LeaveAll Taiimepa A0MKHO 6biTb HAMHOro 60/blie 3HAYeHUnA
Leave Taiimepa.

K K

3HaueHun GARP TalimepoB A,0/KHO 6bITb O4UHAKOBbLIM ANA BCEX B3aUMOAEMUCTBYIOLLMUX
ycTpoiicTs. Ecnn 3HaueHus TaiimepoB 6yAyT OTAIMYATLCA, TO KOMMYTATOP MOXKeT
HeKoppeKTHO pabotaTtb no npotoKkony GVRP.

B3aMMOAEﬁCTBMe HEeTermpoBsaHHOro NOpTa C TernpoBaHHbIM MOXeT 6bITb
AaAMUHUCTPATUBHO onpeaeneHo NyTem yCTaHOBKU 3HadyeHuA PVID Ha HeTermposaHHOM

nopry.
' MHTepdeiic, HacTpOeHHDbIM B pexkume nopTta goctyna (Access port), He moKeT paboTtatb no
= npoToKkony GVRP, NOCKONbKY OH Bcerga ABAAeTcA YIeHOM TO/IbKO ogHoili rpynnbl VLAN.

KomaHOwbl pexcuma privileged EXEC

Buz 3anpoca KomMaHZAHOW CTPOKM perknma privileged EXEC:
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console#

Tabanua 5.77 — KomaHgb! pexkmuma privileged EXEC

KomaHda

3HaveHue

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

OuuniLaeT HaKONIEHHYIO CTAaTUCTUKY NpoToKkosia GVRP.

KomaHOowbl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console>

Tabnnua 5.78 — KomaHab! pexkuma EXEC

KomaHda

3HavyeHue

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

show gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

MokasbiBaeT KoOHUrypaumio npotokona GVRP gns
YKa3aHHOro uHTepdeiica, iMbo ana Bcex MHTepdencos.

[MoKa3bIBaeT HAKONAEHHYH CTaTUCTUKY No NpoTtokony GVRP
018 YKa3aHHOro uHTepderica, inbo ana scex MHTepodeincos.

MoKasbiBaeT CTaTUCTMKY MO owmnbKam npu pabote
npotokona GVRP gns yKkasaHHoro uHtepderica, imbo ana
BCeX MHTepdencos.

port-channel group]

5.16.4 MexaHu3m obHapy»ceHusa nemens (loopback-detection)
,ﬂ,aHHblﬁ MeXaHU3M No3BoNAeT YCTPOVICTBV OTCNeXnBaTb 3aKO/IbLOBaHHbIE MOPTHbI. MeTnha Ha nopTty

06HapyKMBaETCA NYTEM OTCbIIKM KOMMYTaTOpOM dpeiiMa ¢ afpecom HasHaYeHMs, COBNAAAIOLLMM C O4HUM
13 MAC-agpecoB yCTponcTBa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe rNnobasbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnua 5.79 - KomaHapl pexkuma rnobanbHOro KOHPUrypmpoBaHms
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BK/touyaeT mexaHn3m obHapyKeHWA neTesb 419 KOMMYTaTopa.
no loopback-detection -/disabled

BoccTaHaB/IMBaET 3HaYeHMe Mo YMONYaHUIO.
enable

loopback-detection
interval seconds

no loopback-detection
interval

YcTaHaBAMBaeT uHTepBan mexay loopback-pperimamu.
- seconds — HTepBan BpemeHu mexay LBD dperimamu.

seconds: (1..60)/ 30 cekyHa,
BoccTaHaB/IMBaET 3HaYeHME MO YMOYAHUIO

loopback-detection mode - YcTaHaBAMBaET pexXum obHapyKeHUs netenb:
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{src-mac-addr|base-mac-
addr}

- src-mac-addr — onpegensert, yto MAC-agpec HazHa4YeHuA —
MAC-agpec uHtepdelica;

- base-mac-addr - onpegenset, uto MAC-agpec HasHayeHus —
MAC-agpec ycTpolicTBa.

loopback-detection vlan-
based

no loopback-detection
vlan-based

- / disabled

BKAtoyaeT pexknum obHapyxeHus netam 8o VLAN. Mpu
Hannumm netam Bo VLAN gaHHas VLAN 6yaet 3abnoKkMpoBaHa
Ha NopTy, Ha KOTOPOM bbina obHApyKeHa neTns.

OTKANOYaeT pexxnm obHapyKeHua netam 8o VLAN.

loopback-detection vlan-
based recovery-time

no loopback-detection
vlan-based recovery-time

(30-1000000) / disabled

3apaeT Bpems B CeKyHAaXx, B TedeHne kKotoporo VLAN Ha nopty
byaeT HaxoaUTbCA B 3a610KMPOBAHHOM COCTOAHMM.

VLAN Ha nopTy, B KOTOpom bblna obHapyKeHa neTas, He byaet
pa3bnoKkMpoBaHa aBTOMaTUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (duanasoHa uHmepdagelicos) Ethernet,

UHMepagelica 2pynmnbl N1opmos

Bupa, 3anpoca KomaHAHOW CTPOKU B pexmume KoHourypupoBaHusa uHtepodeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port|

fa port|port-channel group}
console (config-if)#

fastethernet

Tabnnua 5.80 — KomaHab! pexkuma KoHpurypmuposaHus untepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue o

enable

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BKAtoYaeT mexaHU3M 0B6Hapy»KeHUa netenb Ha NOpPTy
no loopback-detection -/disabled

BoccTaHaBnmBaeT 3HavyeHue no yMon4yaHuUto

KomaHOwbi1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM pexkmma EXEC:

console#

Tabnnua 5.81 — KomaHabl pexkmuma EXEC

KomaHda

3HaueHue

Aeiicmeue

show loopback-detection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

OTobparkaeT coctosiHMe mexaHuama loopback-detection.
- gi_port — Homep nHTepdelica Gigabit Ethernet;

- fa_port — Homep nHTepdeiica Fast Ethernet;

- group — rpynna KaHanos.

5.16.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoOM 3aga4eli npoTtokona STP (Spanning Tree Protocol) sensetca npueeaeHune cetu Ethernet c
MHOYECTBEHHbIMWN CBA3AMW K APEBOBMAHON TOMOJIOFMW, UCKAIOYAIOLWEN UUKAbI NakeToB. KommyTtaTopbl
0OMEHMBAOTCA KOHOUIYPAUMOHHBIMU COOBLLEHMAMM, MCNOMb3Ys Kagpbl crneuwanbHoro d¢opmata, U
BbIDOPOYHO BK/IIOYAKOT M OTKAIOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) siBnseTcA ycoBeplleHCTBOBaHWEM npoTokona STP, xapakTepusyetcs
MEHbLUMM BpemMeHeM MpuBeAeHUA CeTU K AOPEeBOBWAHOW Tonosorum u umeeT 60see  BbICOKYHO

YCTOMYMBOCTb.
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Mpotokon Multiple STP (MSTP) snaBnfetca Haubonee coBpemeHHOW peanusaumeii STP,
noagepxueatowein ucnonbsosaHne VLAN. MSTP npeanonaraet KoHPUrypupoBaHue Heobxoaumoro
KO/MIMYEeCTBA 3K3eMMNIAPOB CBA3YIOLWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncna rpynn VLAN Ha
KommyTatope. Kaxkabiii aKk3eMnaap MoXKeT cogeprkaTb Heckonbko rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnaeTca To, YTO Ha BCeX KOMMyTaTopax, B3aMmogdencreyowmx no MSTP, fonxKHbl ObITb 0ANHAKOBO
cKoHurypuposaHbl rpynnbl VLAN.

MexaHun3am Multiprocess STP npeaHasHayeH Ana co3aaHuA HesaBUCUMbIX aepeBbeB STP/RSTP/MSTP
Ha MopTax YCTPOMCTBA. MI3MeHeHUA COCTOAHUA OTAE/IbHOro AepeBa He OKasbiBaloT BAMAHUA Ha COCTOAHUE
APYrnx AepeBbes, YTO NMO3BOIAET NOBLICUTb YCTOMUYMBOCTb CETU M COKPATUTb BPpeMs NepecTpoeHns aepesa
B CAyyae OTKas30B. [pn KOHPUrypUpPOBaHUM creayeT UCKAKUYUTb BO3MOMKHOCTb BO3HMKHOBEHWMA Konel,
MeXay nopTaMmu-yneHamu pasHbiX aepeBbeB. [as 06CNyKMBaAHMA U30NMPOBAHHbLIX AEPEBLEB B CUCTEME
C034,aETCA OTAEe/bHbIN Npouecc Ha Kaxaoe aepeso. C npouLeccom COMOCTaBAAKTCA MOPTbl YCTPOWMCTBA,
npuHagneXKawme nepesy.

j MaKcMmanbHO A0NYCTUMOE KONUYECTBO IK3emnaapoB MSTP yKa3aHo B Tabauue
v 2.9.

5.16.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bup, 3anpoca KOMaHAHOMN CTPOKM peXKMMa rnobanbHoro KOHPUrypnupoBaHua:
console (config) #

Tabnuua 5.82 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHua

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no yMoaA4YaHUIo
spanning-tree Pa3peluaeT ncnonb3oBaHMe KOMMYTaToOpom NpoTokona STP.
no spanning-tree i 3anpeLaeT UCnoNb30BaHME KOMMYTAaTOPOM NPoToKoNa STP.
spanning-tree mode YcTaHaBAMBaET pexkum paboTbl npoTokona STP:
{stp | rstp | mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
- mstp — I[EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaeT 3HaYeHME N0 YMOYAHUIO.
spanning-tree forward-time YcTaHaBAMBaeT WHTEPBa/s BPEMEHM, 3aTpayvMBaemblit  Ha
seconds seconds: (4.30)/15 cex npocnywnsaHue " nsyyeHue COCTOAHUM nepes
nepeKkntoYeHMem B COCTOAHME nepeaaym
no spanning-tree forward-time YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
spanning-tree hello-time YcTaHaBAMBaeT MHTepBan BPeMeHW Mexay nepegavamu
seconds seconds: (1..10)/2 cex mmpOKOBengeanux coobuieHui «Hello» K
B3aMMOZEMNCTBYIOLMM KOMMYTaTOpPaM.
no spanning-tree hello-time YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
spanning-tree loopback-guard PaspelwaeT 3awmTy, BbiKAOYatoWyo Ntobon nHTepdeiic npm
npuveme naketos BPDU.
no spanning-tree i 3anpeLaeT 3alWuTy, BbIKAOYAOLWYO UHTepdeic npu npuéme
loopback-guard naketos BPDU.
spanning-tree max-age YcTaHaBAMBaeT BPeMSA KU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaeT 3HaYeHMe No YMOAYaHUIO.
spanning-tree priority priority HactpaunBaeTt npuopuTeT ceAsyoLwero gepesa STP.
priority: 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 4096.
(0..61440)/32768 V
no spanning-tree priority YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.
spanning-tree pathcost -/short YcTaHaBAMBaET METOZ OnpeseeHNs LLeHHOCTM NyTu.
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method {long | short}

no spanning-tree pathcost
method

- long — 3HaueHwue LeHHoCTM B AnanasoHe 1..200000000;
- short — 3HaueHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding | bridging}

no spanning-tree bpdu

-/flooding

OnpegenseT pexxum 0bpaboTkm naketos BPDU uHTepdericom,
Ha KOTOPOM BbIK/IlO4EH NpoToKoa STP.

- filtering — Ha uHTepdelice c BbIKAOYEHHBIM NPOTOKOAOM STP
BPDU nakeTbl dpUNbTpyOTCA;

- flooding — Ha uHTepdeiice ¢ BbIKNIOYEHHBIM NPOTOKO/IOM STP
HeTermpoBaHHble BPDU nakeTbl nepeaatoTcs, TermpoBaHHble —
dunbTpytoTCs;

- bridging — Ha uHTepdelice c BbIKNHOYEHHbIM NPOTOKONOM STP
BPDU nakeTbl nepepatoTca.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree process
process_id

no spanning-tree process
process_id

process_id: (1-31)/0

KomaHaa co3gaeT oOTAenbHbI  npouecc M NepesoauT
KOMaHAHbIN MHTepdENC B peXmMm ero KOHGUrypnpoBaHums.

YpanseT ykasaHHbIM npouecc.

Mpwu 3agaHnmn Taknx napamertpos STP, Kak forward-time, hello-time, max-age Heo6xoaumo,
4YTO6bI BHINONHANOCH CeAylolee COOTHOLWEHMEe 3TUX NapamMeTpoB:
- 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHapbl pexuma KoHdurypupoBaHus uHTepdelica Ethernet, mHTepdeiica
3anpoca KOMaHAHOM CTPOKW B pexume KOHoUrypuposaHua nHtepdeiica Ethernet,

NopToB:

console (config-if)#

Tabnuua 5.83 — KomaHabl pexxuma KoHpurypmposaHusa nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

spanning-tree disable

no spanning-tree disable

-/pa3pelueHo

3anpewaeT paboTy npoTtokona STP Ha KoHOUTypUpyemom
nHTepoelice.

PaspewwaeT paboTty npotokona STP Ha KOHPUryprpyemom
nHTepoerice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cMm. Tabanuy 5.84

YcTaHaBAMBaEeT LeHHOCTb NyTH Yepes BblbpaHHbIV UHTEpdENiC.

YcTaHaBMBaeT 3HaYeHue, onpeaensiemoe Ha OCHOBaHUN
CKOPOCTM MOpTa M MeToAa onpeaeneHUn LeHHOCTU NyTH,
Tabnuua 5.84.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuoputeT nHTepdeiica B CBA3YIOLLEM AepeBe
STP.
V’ 3HaueHue NpuopuTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/IlO4aET peXKMM, B KOTOPOM MOPT MPU MOAHATUM Ha HEM
/IMHKa Cpa3y CTaHOBUTCA B COCTOAHME Nnepesaqn, He
A0XMAAACh UCTeYeHUA Tamepa.

- auto — go6asnseT 3a4epXKKy 3 CeKyHAbl nepes nepexoaom B
COCTOAHME Nnepeaayn.

Bbikntovaet PeXnm MOMeHTaNIbHOIo nepexoaa B COCToAHUE
nepegadn no NOAHATUIO IMHKA.

spanning-tree guard root

no spanning-tree guard root

-/3awmTa BbIKNOYEHa

BKAtoYaeT 3aWmTy KKOPHA» A/1A BCEX CBA3YHOLLUX AePeBbEB
STP BbIOpaHHOro nopra. [JaHHas 3almTa 3anpeLaer
nHTepoericy ObiTb KOPHEBLIM NOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/33 LWNTa BblK/IKOYEHa

PaspelaeT 3alLmMTy, BbIKNIOYALOLLYO UHTEpdENC Npu Npuéme
naketos BPDU.

3anpeLaeT 3aWmTy, BbIKAHOYAOLWYO HTepdec Npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

3HayeHue no
YMOYaHMIO ANn
AyNNeKCcHoro nopTa
«TOYKa-TOYKa», gNs
nonyaynaeKkcHoro —

YcTaHaBauBaeT npoTokon RSTP B nepepatoLee coCToAHUE U
onpegenser TMN CBA3WN ANA BbIBPAHHOro NOPTaA - «TOYKa-
TOYKa», KPa3BETBAEHHbINY.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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«pa3BeTB/IEHHbIN»

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpeaensnet pexxnm o0b6paboTkmn naketos BPDU nHTepdeicom,
Ha KOTOPOM BbIK/tOYeH NpoToKon STP.

- filtering — Ha nHTepdelice ¢ BbIKNOYEHHBIM NPOTOKO/IOM STP
BPDU nakeTbl dpunbTpytoTes;

- flooding — Ha MHTepdeiice ¢ BbIKNOYEHHbIM NPOTOKO0M STP
HeTernposaHHble BPDU-naKkeTbl nepenatoTca, TermpoBaHHble —
dunbTpyoTCA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

process_id

spanning-tree binding-process

no spanning-tree binding-
process

process_id: (1-31)/0

MpuBA3bIBaeT NOPT K YKazaHHOMY npoueccy. 1o ymonyaHuio
BCE NOPTbl YNPaBAAOTCA HYE€BbIM NPOLECCOM.

BoccTaHaBnmBaeT NpMBA3KY NOpTa MO YMOYAHUIO

Tabnnua 5.84 — LleHHOCTb NyTH, YCTaHOBMEHHAs NO YMOIYaHuMIo (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpeliic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposdaHUsa 0epesad

Buz 3anpoca KoMaHAHOM CTPOKM perknma privileged EXEC:

console (config-mstp-process) #

Tabnuua 5.85 — Komanap! pexkmuma privileged EXEC

KomaHda

3HavyeHue

Aelicmeue

spanning-tree forward-time
seconds

no spanning-tree forward-
time

seconds: (4..30)/15 cek

YcTaHaBauMBaeT Ans KOHGUIypupyemoro npouecca MHTepsasn
BPEMEHMU, 3aTPaunBaEMbIi Ha NPOCNYLINBAHWE U U3yYeHUe
COCTOAHWI Nepes, NepekatoYeHNeM B COCTOAHME KOMMYTaLLMK.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaeT MHTEPBAN BPEMEHU MeXay nepegadamm
LUMpPOKOBeLLaTeNbHbIX coobweHnin «Hello» K
B3aMMO/ENCTBYIOLMM KOMMYTaTOPaM.

YcTaHaBAMBaeT 3HAYEHNE MO YMOSYAHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAnBaeT Bpems XM3HU cBA3ytowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..4094);
priority:
(0..61440)/32768

YcTaHaBAMBAET 3Ha4YeHMe NpMopUTETa KOMMYTaTOpPa B
BblbpaHHOM 3K3emnnsape MST .

V 3HaueHue NpMopPUTETa [OMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne npuopuTeTa No YMOAYaHUIO.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomMaHZAHOW CTPOKM pexknma privileged EXEC:

console#
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Tabnnua 5.86 — KomaHgb! pexkmuma privileged EXEC

KomaHda 3HaueHue

Aeiicmeue

show spanning-tree
[process process_id]
[gigabitethernet gi_port |
fastethernet fa_port |

process_id: (1-31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MokKasbiBaeT KoH$Urypauuto npotokona STP ansa BbibpaHHOro
npouecca

detected-protocols
[interface
gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

port-channel group]

port-channel group] group: (1..8).

show spanning-tree MokasbiBaeT NoApob6HYH MHOOPMAUMIO O  HacTpoMKe
[detail] [active | process. id: (1-31)/0. npotokona STP, wuHdopmaumio 06  aKTUBHbIX WU
blockedports] 3a6/10KMPOBAHHBIX NOPTax

[process process_id]

clear spanning-tree MepesanyckaeT npouecc MurpaumMmM MpPOTOKOMa. 3aHOBO

npouncxoaut nepecyér gepesa STP.

KomaHOobi pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabanua 5.87 — KomaHab! perkmma EXEC

KomaHda 3HayeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Moka3sblBaeT pexxmm 0bpaboTkn naketos BPDU Ha
nHTepdencax.

5.16.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Buz 3anpoca KoMaHAHOM CTPOKM pernma ri1ob6asibHOro KOHPUrypmpoBaHms:

console (config) #

Tabnnua 5.88 — KomaHgb! pexkmMma rnobasbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmesue
YMOAYaHUIO
spanning-tree PaspeliaeT ncnonb3oBaHMe KOMMYTaTOpoOM NpoTokona STP.
no spanning-tree i 3anpeLaeT NCNoib30BaHNE KOMMYTAaTOPOM NpoToKosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.
rstp | msfp} JRSTP
no spanning-tree mode YcTaHaBAMBAET 3HA4YEHUE MO YMONYAHMIO.
spanning-tree pathcost YcTaHaBAMBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
method {long | short} - long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;
-/short - short — 3HauyeHune ueHHocTH B gnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id priority priority instance_id: (1..4094);

priority: (0..61440)/32768

YcTaHaBAMBAET NPUOPUTET A1 AaHHOTO KOMMYyTaTopa nepes,
0CTa/IbHbIMM, UCMONb3YHOLLMMM 0BWMIA 3Kk3emnaap MSTP.
/' 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 4096.
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no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst max-
hops
hop-count

no spanning-tree mst max-
hops

(1..40)/20

YcTaHaBAMBaET MaKCMManbHOE KONMYECTBO TPAH3UTHbIX
yyacTkoB a/14 naketa BPDU, Heobxoanmbix 4na
dbopmupoBaHMAa AepeBa U yaeprKaHUa MHopMaLMK O ero
CTpoeHun. Ecnm nakeT yxe npoLluien makcumasnbHoe
KO/ZIMYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha CAeAyloLeM yqacTKe
OH oTHpacbIBaeTcA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexum KoHbUrypuposaHusa npotokona MSTP.

KomaHObI pexcuma KoHgu2ypupo8aHusa npomokosaa MSTP

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KOHGUIypupoBaHua npotokona MSTP:

console# configure

console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnnua 5.89 — KomaHab! pexkmMma KoHpUurypmposaHus npotokosia MSTP

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vian_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co34aeT COOTBETCTBME MEXAY IK3EeMNNAPOM NpoToKona MSTP
u rpynnamu VLAN.

Ypanaet cOOTBETCTBME MeXAY IK3eMNAApOM NpoTokona MSTP
n rpynnamm VLAN.

name string

no name

(1..32) cumBona

3apaet uma KoHourypaumm MST.

Ypanaet ums koHdurypaummn MST.

revision value

no revision

(0..65535)/0

3apaeTt Homep peBu3nK KoHbUrypaumm MST.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

show {current | pending}

Moka3sblBaeT TeKkyLyto (current), anbo oxkupatowyto (pending)
KOHduUrypaumto MST.

exit

Bbixog, 13 pexxmma KoHourypaumum npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.

abort

Bbixog, 13 pexkmma KoHourypauum npotokona MSTP 6e3
COXpaHeHna KoHOUrypauuu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepdgelica Ethernet, uHmepgelica 2pynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKU B pexnume KoHOUrypmposaHusa uHTepodeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabanua 5.90 — KomaHab! pexkuma KoHbUrypuposaHua nHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3Ha4yeHue/3HayeHue o
YMOMYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3aLIJ,l/ITa BbIK/1lOYEHa

BKkntoyaeT 3awmTy «KKOPHA» A/1A BCEX CBA3YIOLLMX AEePeBbEB
STP BbIOpaHHOro nopra. [lJaHHas 3almTa 3anpeLaer
NHTepoericy bbiTb KOPHEBLIM NOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst
instance-id
port-priority priority

no spanning-tree mst
instance-id port-priority

instance: (1..4094);

priority: (0..240)/128

YcTaHaBAMBaeT NnpuoputeT nHTepdelica B aksemnaape MSTP.
/ 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst

instance: (1..4094);

YcTaHaBAMBAET LeHHOCTb NYTU Yepes BbibpaHHbIN MHTepdelic,

112

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

instance-id
cost cost

no spanning-tree mst
instance-id cost

cost: (1..200000000)

ONA onpeaeneHHoro aKksemnaapa npotokona MSTP.

YcTaHaBMBaeT 3HaYeHne, onpesensiemoe Ha OCHOBAHUN
CKOPOCTM MopTa M MEeTOAa ONpeae/ieHUs LeHHOCTU NyTH,
Tabanua 5.84.

spanning-tree port-
priority

no spanning-tree port-
priority

(0..240)/128

YcTaHaBAMBaeT Npuoputet nHTepdeica B KOPHEBOM
ceAsytowem gepese MSTP.
/1 3HaueHue npuopuTeTa 4OMKHO 6bITb KpaTHO 16.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Buz 3anpoca KoMaHAHOM CTPOKM perknma privileged EXEC:

console#

Tabanua 5.91 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]
[instance instance-id]
[process process_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
instance: (1..4094);
process_id: (1-31)/0.

MokasbiBaeT KoHdUrypauuto npoTokona STP.

- instance-id — npeHTMdUKaTOP aK3emnaapa npotokona MSTP.

show spanning-tree
[detail] [active |
blockedports]
[instance instance-id]
[process process_id]

instance: (1..4094);
process_id: (1-31)/0.

MoKasbiBaeT NogpobHy0 MHOPMaLUIO O HAacTpoliKe
npotokona STP, nHpopmaunio 06 aKTUBHBIX UK
3a6/710KMPOBAHHbBIX NOPTAX.

- instance-id — naeHTUdUKATOP 3K3emnaapa npoTokona MSTP.

show spanning-tree mst-
configuration

MokasbiBaeT MHPOPMaLMIO O CKOHUTYPUPOBAHHbBIX
aksemnnapax MSTP

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MepesanyckaeT npowuecc murpaumm npoTokona. 3aHoBo
npouncxoauT NpocYéT aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BkAO4UTb Noagep:KKy npoTokona STP, ycTaHOBMTb 3HAYeHWe MpuopuTeTa CBA3YIOLWEro
nepesa RSTP — 12288, nHtepsan forward-time — 20 cekyHA, UHTEPBaAN BPEMEHU MeKay
nepefayaMmu LLIMPOKOBeLLaTeNbHbIX coobuleHuit «Hello» - 5 cekyHA, Bpema KU3HU

cBA3syloLlLero gepesa — 38 cekyHA.

console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #
console (config) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

= [lokasaTb KOHPUrypauuto npotokona STP:

console# show spanning-tree
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Spanning tree enabled mode RSTP
Default port cost method: long

Loopback guard: Disabled
Root ID Priority 12288
Address a8:£9:4b:£1:1d:00

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type

gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

, B MSTP nHdpopmauma o nocneaHen cMeHe TOMNOOMMU BbIBOAUTCA TO/bKO C NOMOLLbIO show
V spanning-tree detail

5.16.6 Hacmpolika ¢pyHkyuu flex-link

Flex-link — dyHKUMA pe3epBMpoBaHMA, NpeAHa3HayYeHHas ANA obecneyeHWa HaAEeXKHOCTM KaHana
nepenauv aaHHbIx. B ceaske flex-link moryt Haxoautbca ethernet n port-channel untepdeiicol. OanH 3
3TUX UHTepdencoB HaxoamuTcAa B 3aBNOKMPOBAHHOM COCTOSHUM U HAYMHAET NPONycKaTb TpaduK TONbKO B
CNydae aBapuu Ha BTOpom MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposdaHud uHmepagelica Ethernet, uHmepgelica 2pynnebi
rnopmos

Bupa, 3anpoca KomaHAHOW CTPOKU B pexmme KoHPurypmposaHusa uHtepoeiica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.92 — KomaHapl pexknma KoHourypmuposaHusa nHtepdeica Ethernet, rpynnel noptos
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAMYAHUIO
flex-link backup { Bkntouaert flex-link Ha uHTepdelice n HasHayaeT BbIbpaHHOMY
gigabitethernet gi_port | nHTepoericy ponb backup-untepdeiica s flex-link nape.

fastethernet fa_port |
port-channel port-channel}
no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port |
port-channel port-channel}
flex-link preemption mode 3agaeT gelicTene Npu NOAHATUM MHTepdelica, y4acTBYHOLLEro
[forced | bandwidth| off] Joff Bo flex-link:

- forced — echn nogHasLwKniica nHTepdenc HaCTPOeH Kak
master, TO OH CTaHEeT aKTUBHbIM UHTepdecom;

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

Bbikntovaer flex-link Ha nHTepdelice n yganaer
KoHOUrypupyemsiii nntepdelic us flex-link napsoi.
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- bandwidth — npu nogHATUM MHTEpdelica aKTUBHbIM CTaHeT
MHTepdeiic c 6onbliel NPoNyCKHOM CNOCOBHOCTLIO;

- off — nogHaABWMICA MHTepdelic ocTaHeTca B
3a6/710KMPOBAHHOM COCTOSHUMU.

YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.

no flex-link preemption

mode
flex-link preemption delay 3agaeT Bpema OT nepexoaa OTKAUYEHHOro NopTa B COCTOAHNE
delay «Up», MO NPOLLECTBMMN KOTOPOTO BbINOJHAETCA AeICTBUE,

delay: (1..300)/35 ycTaHoBsieHHoe komaHaol flex-link preemption mode.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

no flex-link preemption
delay

KomaHOb1 pexcuma privileged EXEC

Buz 3anpoca KoMaHAHOM CTPOKM perknma privileged EXEC:

console#

Tabanua 5.93 — KomaHab! perkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

port_channel: (1..8) MokasbiBaeT KoHdUrypaumio dyHkuum flex-link.

5.16.7 lNpomokon EAPS

Mpotokon EAPS (Ethernet Automatic Protection Switching) npeaHasHayeH ana nosblWeHWA
YCTOMYMBOCTM M HAAEKHOCTM CETU Nepefayu [aHHbIX, UMEIoWel KOMbLEBYH TOMOJIOTMI0, 33 CYeT
CHWKEHWA BPEMEHW BOCCTAHOB/IEHUS CETM B C/yvyae aBapuu. Bpemsa BoccTaHoB/MeHMs He npesbiwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MEHbLIEe BPEMEHW MepecTPorKM CeTU MpPU WCNOJIb30BAHMM MPOTOKOJ/IOB
cemencTBa spanning tree.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Buz 3anpoca KoMaHAHOM CTPOKM pernma rinobasibHoro KoHPUrypmposaHmsa:
console (config) #

Tabnnua 5.94 — KomaHapl pexxuma rnobanbHOro KoHGUrypmpoBaHums

KomaHda 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO
eaps Paspewaet paboTty npotokona EAPS.
no eaps i 3anpeuaeT paboTty npotokona EAPS.

eaps fail-timer seconds

no eaps fail-timer

seconds: (1..10)/3 cek

3apaeT Bpems OTCYTCTBMA TECTOBbIX NAKETOB, N0 UCTEYEHUM
KoToporo byaet 3aduKcMpoBaHa aBapua KonbLa.

YcTtaHaBAWBaeT 3HaYeHue Taﬁmepa No YMONYaHUIO.

eaps hello-timer seconds

no eaps hello-timer

seconds: (1..10)/1 cek

Taimep nepuogmyHocTv oTnpasku hello-nakertos.

YcTaHaBAnBaeT 3HaYeHne Ta|7|N\epa NoO YMONYaHUIO.

eaps domain domain_id

no eaps domain domain_id

domain_id: (0..63)

Co3paHune EAPS-pernoHa c ugeHtuoukatopom domain_id v
nepexo, B pemm KoHOUIypupoBaHUa pernoHa.

Yaanernue EAPS-pernoHa c uageHtuoukatopom domain_id.
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KomaHObI pexcuma KoHgu2ypuposaHuUsa 0oMmeHa

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe KOHOUTYPUPOBaHUA LOMEHaA:

console (config-eaps-domain) #

Tabnnua 5.95 — KomaHab! pexkmma KoHdpurypmposaHua EAPS gomeHa

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

control-vlan vian_id

no control-vlan

vlan_id: (1..4093)

NpenTtudumkaTtop VLAN, ncnonbsyemoit ana ynpasneHus EAPS.
Kpome Toro, cneaytowmii no nopaaky maeHtudukaTop VLAN
Mcnonb3yeTca ANA ynpaBieHUA BTOPUYHBIMU KO/TbLL@MM.
Ynpasnatowan VLAN EAPS He AoKHA MCMNOb30BaTbCA ANA
nepegayn noboro nHoro Tpaduka.

OTmeHa Ha3HayeHuAa VLAN

ring ring_id

Co3gaHue Konbua ¢ naeHTuduKaTopom ring_id v nepexon B

{enable | disable}

ring_id: (0..15) peXxnm KoHOUTrypnpoBaHUA KosbLa.
no ring ring_id YaaneHue KobLa ¢ MaeHTUdUKaTopom ring_id.
set ring ring_id ring_id: (0..15) PaspeweHune nauv 3anpet paboTbl KOabLA C UAEHTUDUKATOPOM

ring_id.

KomaHObI pexcuma KOHuU2ypupos8aHuUsa Konsbua

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe KOHOUTYpUpOBaHUA:

console (config-eaps-domain-ring) #

Tabnnua 5.96 — KomaHabl pexkuma KoHpurypuposaHus EAPS Konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

primary-port
{gigabitethernet gi port |
fastethernet fa_port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Bbl6Op NEpBMYHOrO NOPTa KOMMYTaTOPa, BKAKOYEHHOTO B
KONbLO.

secondary-port
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Bbl6Op BTOPUYHOIO MOPTa KOMMYTaTOPa, BKAKOYEHHOTO B
KONbLO.

role {master | transit}
level level-id

level-id: (0..1)

role {edge | sub-edge}

BbI6Op PO/ KOMMYTaTOpa B KOHOUTYPUPYEMOM JIOMEHE U
KosbLie.

Bo3MO3KHble posu:

- master — yCTPOWCTBO ABAAETCA BeAYLWNM Y3/10M;

- transit — yCTpOICTBO ABAAETCA TPAH3UTHLIM Y3/10M;

- edge — cMeXXHbIl y3en, NpMHagAeKalnin OCHOBHOMY U
BTOPUYHOMY KO/IbLLAM;

- sub-edge — BcnomoraTeibHbIN CMEXKHbIN y3en,
npuHag/exallmin OCHOBHOMY 1 BTOPUYHOMY KOJ/IbLLAM.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console#

Tabnunua 5.97 — KomaHabl

pexkuma EXEC

KomaHda

3HauyeHue

Aelicmeue

show eaps [domain
domain-id [ring ring-id ]]

domain-id: (0..63);
ring-id: (0..15).

3anpoc MHbopMaLMmM O COCTOSIHUM LOMEHOB 1 Konel, EAPS.
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5.16.8 Hacmpoliika npomokona G.8032v2 (ERPS)

Mpotokon ERPS ( Ethernet Ring Protection Switching) npegHasHayeH A5 NOBbIWEHUSA YCTOMYMBOCTU
N HaZEeXHOCTU CeTu nepenaym AaHHbIX, MMeIoWEeNn KONbLEBYIO TOMOOMMIO, 33 CYET CHUXKEHUA BPeMeHU
BOCCTAHOB/IEHUS CETU B C/ydae aBapuu. Bpemsa BOCCTAHOBAEHMA He npeBblwaeT 1 CeKyHAbl, 4TO
CYLLECTBEHHO MeHblUe BPEMEHWN NepecTPorKM ceT Npu UCMOb30BaHUN NPOTOKOI0B CEMENCTBa spanning

tree.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Buz 3anpoca KoMaHAHOM CTPOKM peXrnma rnobanbHOro KoHPUrypmposaHumsa:

console (config) #

Tabanua 5.98 — KomaHapl pexxuma rnobanbHOro KOHGUrypmpoBaHums

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

erps

no erps

Paspewaet paboTty npotokona ERPS.

3anpeuwaet paboTty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094).

Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOopol byaeT nepenaBaTbca cnyxebHas MHGopmaums n
nepexos, B peXXMM KOHPUIypupoBaHUA KonbLa.

Yananenue ERPS-konbLa c naeHtudukatopom vian_id.

KomaHObI pexcuma KoHgu2ypuposaHUa Koabyd

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KOHOUIypupoBaHMa KonbLa:

console (config-erps) #

Tabnuua 5.99 — Komanapl pexkuma KoHpurypuposaHua ERPS Konbua

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
ymon4aHuro
|
5;::2:;:36 vian add vlan_range: (2..4094, all) [ob6asnaet gnanasoH VLAN B cnncoK 3awmueHHbIx VLAN.
|
5;::2:;:38 vian  remove vlan_range: (2..4094, all) Ypanaet gnanasoH VLAN m3 cnucKa 3awmieHHbix VLAN.

port {west | east}
{fastethernet fa_port |
gigabitethernet gi_port}

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28).

Bbi6op west(east) nopta KommyTaTopa, BKAOYEHHOTO B
KO/bLLO.

no port {west | east}

YpaneHue west(east) nopta KOMMyTaTOpa, BK/IOYEHHOTO B
KONbLLO.

rpl {west | east} {owner |

Bbi6bop RPL nopTa KoMmyTaTopa 1 ero ponu.

no ring enable

neighbor} -/no rpl

no rpl Ypanexnve RPL nopta KommyTtaTtopa.

level level HacTtpoiika yposHs R-APS coobuieHunit. Heobxoanmo ans
level: (0..7)/1 NPOXoXKAeHUsA coobweHnin yepes CFM MEP.

no level YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHMIO.

ring enable BKntoueHMe GYyHKUMOHNPOBAHMA KOJbLa.

BbikntoueHne GyHKLUMOHMPOBAHWUA KO/bLa.

version version

no version

version: (1..2)/2

Bblbop pexnma COBMECTUMOCTM C APYrMMU BEPCUAMU
npoTokona G.8032.

YCTaHOBKa 3HaY€HUA N0 YMONYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KosbLa.

YCTaHOBKa 3HaY€HUA NO YMOIHAHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlian

vlan_id: (1..4094)

YKasaHue NnofKobLa 419 AAaHHOMO KoAbla.
- tc-propogation — BK/ito4aeT pacrnpocrtpaHeHue TC B
noaKo/bLe.

YpaneHne noakonbLa.
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timer guard value

no timer guard

value: (10-2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Talimepa 610KMpytoLwero yctapeslime R-APS
cooblueHus.

YcTaHOBKA 3Ha4YeHUA nNo YMOI4aHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTHoe 100 ¢ ToYHOCTbIO 5
mc/0 mc

YcTaHOBKa Talimepa 3aieprKKM peakLmmn KOMMyTaTopa Ha
M3MeHMBLIeecA CoCTosaHMe. BmecTo peakunmu Ha cobbiTne
BKJ/IOUAEeTCA TalimMep, N0 UCTEYEHUN KOTOPOro KOMMYTaTop
panopTyeT 0 CBOEM COCTOAHMUU. [pefHa3HayYeH ana
yMeHbLieHWsa Gayaa NakeToB npu ¢aanuHre NnopTos.

YCTaHOBKa 3HAY€HUA NO YMOHAHUIO.

timer wtr value

no timer wtr

value: (1..12) MUH/5 muH

YcTaHOBKa Talimepa, KOTopblii 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive pexume. Mcnonb3yeTtca ana
npesoTBPaLLEHMA YaCTbIX 3aLLMTHbIX NePeKoYeHN U3-3a
CUIHANI0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

switch forced {west | east}

dopcupyeT 3anyCcK 3aLUUTHOTO NEPEKIIOYEHUA KObLA, NpK
3TOM 6710KMpYeTCA YKa3aHHbIV NOpPT.

no switch manual

. -/no
no switch forced
OTmeHa GopCMpPOoBaHUA NEPEKIIOYEHUs KO/bLa.
switch manual {west | PyuHoe 6/10KMpOBaHMe yKazaHHOro west(east) nopta u
east} /no pa3bnokupoBaHue east(west).

OTmeHa py4yHo 61OKMPOBKU.

abort

OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOAA B PEXUM
KOHUrypaLmm KonbLa

KomaHOobl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnuma EXEC:

console#

Tabnunua 5.100 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHbopmaLmm 06 0bLLEM COCTOAHUM erps nam
COCTOSIHMM YKa3aHHOTO KOJ/bLLA.

5.16.9 Hacmpolika npomokona LLDP

OcHoBHOI ¢yHKUMen npoToKona Link Layer Discovery Protocol (LLDP) saBnseTca obmeH mexay
CETEBLIMM YCTPOMCTBAMMU O CBOEM COCTOSIHUM U XapakTepuctukax. MHpopmaumsa, cobpaHHas nocpeactsom
npoTtokosia LLDP, HakaniMBaeTcs B YCTPOMCTBAX U MOMKET ObITb 3anpoLleHa YNpPaBAAoWMM KOMMNbIOTEPOM
no npotokony SNMP. Takmm o06pasom, Ha OCHOBAHWM coBpaHHON WMHPOPMAUMKM, Ha ynpasAsOWEM

KOMMNbOTEPE MOXKET 6bITb cmoaennpoBaHa TonosiornAa ceTu.

KommyTaTopbl goctyna cepun MES noaaepskvMsatoT nepegady Kak CTaHAAPTHbIX NapamMeTpos, Tak U
OMNUMOHANbHbIX, TAKMX KaK:

—  MMA YCTPOICTBA M ero onucaHmne;
—  MMA NOpPTa 1 ero onucaHue;
—  nHdopmauma o MAC/PHY;

- uT.A

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM peXmnma rnobasbHOro KOHGUIrypupoBaHus:

console (config) #
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Tabanua 5.101 — KomaHapl pexkuma rnobanbHOro KOHPUrypmposaHms

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YyMOA4YaHuro
lidp run bled PaspelwaeT KommyTaToOpy UCNOAb30BaHMe NpoTokona LLDP.
enable
no lidp run 3anpeLaetT KOMMyTaTOpy UCNO/Ib30BaHWeE NpoToKona LLDP.

lidp timer seconds

no lidp timer

(5..32768)/30 cex

Onpegensiet, Kak 4acTo yCTPOWCTBO 6yaeT oTnpas/saTb
obHoBneHune nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

lidp hold-multiplier
number

no lidp hold-multiplier

(2..10)/4

3apaeT BeANYMHY BPeMeHU /15 NPUHMMAIOLLENO YCTPOICTBA, B
TeyeHne KOTOPOTrOo HYXKHO yAep*KMBaTb MPUHMMAEMble NaKeTbl
LLDP nepep, nx copocom.

[aHHas BenUYMHA NnepenaeTca Ha NPUHUMAEMYO CTOPOHY B
LLDP update nakeTtax (nakeTax o6HoB/eHMA), ABAAETCA
KpaTHOCTbIO Ans Tarimepa LLDP (lldp timer). Takum obpasom,
Bpems »un3Hu LLDP nakeToB paccumntbiBaetcs no ¢opmyne TTL
= min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp reinit seconds

no lldp reinit

(1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeTt oxxunaatb
nepeg, noBTOPHOM UHULUManM3aumeli LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp tx-delay seconds

no lidp tx-delay

(1..8192)/2 cek

YcTaHaBAMBaET 3a4eprKKy MexXay Nocaenyowmmm
nepegadyamm naketos LLDP, MHMUMMPOBAHHbIMMU
M3MEHEHUAMM 3HAYEHUI UK CTaTyca B IOKaNbHbIX basax
baHHbIX MIB LLDP.
| PeKomeHpyeTcs, uTo6bl faHHanA 3aaeprKKa bbina
V MeHblue, Yem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HaYeHue no YMOI4aHUIO.

lidp lidpdu {filtering |

OnpegenseT pexxnm obpaboTkm naketos LLDP, koraa

no lldp med fast-start
repeat-count

flooding} npotokon LLDP Bbik/NtOYeH Ha KommyTaTope:
- filtering — ykasbiBaeT, yto LLDP-nakeTbl GpunbTpytoTCs, ecnm
filtering npoToKon LLDP BbIKAtOYEH HA KOMMYTaTOpeE;
- flooding — ykasbiBaeT, uto LLDP-nakeTbl nepeaatoTcs, ecnm
npoTokon LLDP BbIKAOYEH HAa KOMMYyTaTOpe.
no lidp lidpdu YcTaHaBAMBaET 3HaYeHMe N0 YMOAYaHMIO.
lidp med fast-start repeat- YcTaHaBauBaeT umcao nostopenuii PDU LLDP gna 6bicTporo
count number (1.10)/3 3anycka, onpeaensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}] [up priority]
[dscp dscp_value]

no lidp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63).

OnpegaenseT npasuao gaa napameTpa network-policy
(ceTeBana nonuTMKa ycTponctea). [aHHbI napameTp aBAseTca
OMNUMOHaNbHbIM ANA pacwnmpeHna npoTokona LLDP MED.

- number — NnopagKoBbI HOMep npasuna network policy;

- application — rnaBHaa GyHKLMA, onpeaeneHHan ANsA AaHHOMo
npasuna network policy. Mcnonb3yemble MmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.
-vlan_id — waeHtndukatop VLAN ana aaHHoro npasuna;

- tagged/untagged — onpegenser TernpoBaHHOM UK
HeTernposaHHol byaeT VLAN, ncnonbayemasn AaHHbIM
npasuiom.

- priority — npuopuTeT aHHOrO NpaBuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);

- dscp_value — 3HayeHne DSCP, ucnonb3yemoe faHHbIM
npasuIoMm.

YpanseT cosgaHHoe Npasuio Ana napamerpa network-policy.

lidp notifications interval
seconds

no lldp notifications
interval

(5..3600)/5

YcTaHaB/MBaeT MaKCMMabHYIO CKOPOCTb Nepeaayn
yBegomnenuii LLDP.

- seconds — nepuos BpeMeHU, B TEYEHUE KOTOPOTO YCTPOMCTBO
MOXKeT 0TNPaBuUTb He Bosiee 04HOro YBEAOMNEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaeticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B perkume KoHOUIrypupoBaHua nHTepdeiicos Ethernet:

console (config-if)#

Tabnnua 5.102 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymon4yaHuo
paspelweHo
MCnosab3oBaHue B
060MX HanpaBaeHUAX.

PaspewaeT nepegayy naketos no npotokony LLDP Ha
UHTepodeiice.

3anpelaeTt nepegayy naketos No NpoTokony LLDP Ha
UHTepodeiice.

PaspewwaeT npvem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpeLaeT npMem nakeTos no npotokony LLDP Ha
nHTepoerice.

lidp optional-tlv tiv1 [tiv2..
tlvs]

no lidp optional-tlv

port-desc, sys-name,
sys-desc, sys-cap,
802.3-mac-phy, 802.3-
lag, 802.3-max-frame-
size

Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJ/IIOYEHbI B MaKeT.

OnpepensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKtOYEHbI YCTPOCTBOM B Nepeaasaemblit LLDP-
naker.

B KOMaHAy MOXHO BKNOUYUTH OT OAHOIO A0 NATU
onumMoHanbHbIx TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lldp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094).

Mo ymon4yaHuio
onuMoHanbHble TLV He
BKJIOYEHDI.

OnpepenseTt, Kakue onumoHanbHble TLV-nonsa 6yayT BKAKOYEHbI
yCTPOMCTBOM B NepeaasBaemblii LLDP-naker:

- pvid — PVID nHTepdeiica;

- ppvid — no6asuTb/yganuts PPVID;

- vlan-name — go6asuTb/yaanutb Homep VLAN;

- protocol — 4o6aBuTb/yAannTb OnpeaeseHHbIA MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] }

no lidp management-address

¢dopmart ip_address :
A.B.C.D
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1 .. 4094)

Mo ymonyaHuio
ynpaBAsoLWmi agpec
onpeaenserca
aBTOMATUYECKM.

OnpegaenseT ynpasaaowmin agpec, 06bABAEHHbIN Ha
nHTEpoelice.
- ip_address —3apaetca ctaTudeckui IP-agpec;
- none — yKa3blBaeT, YTO afpec He 0bbAB/EH;
- automatic — yKa3bIBaeT, YTO CMCTEMA aBTOMATUYECKM
BblOMpaeT ynpasnstowmii agpec u3 scex IP-agpecos
KOMMYTaTOpa;
- automatic {gigabitethernet|fastethernet|port-channel [vlan} —
YKa3blBaeT, YTO CUCTeMa aBTOMATUYECKN BblbupaeT
ynpaBAstoLWmMiA agpec, U3 CKOHPUIYPUPOBaHHbIX aAPecoB
3afaHHoro nHTepodeiica.
Ecnun nntepdelic ethernet unun nHtepdeiic rpynnol nopTos
npuHaanexat VLAN, To gaHHbin agpec VLAN He byaeT BKAloYeH
B CMMCOK BO3MOHbIX YNPABAAOLMX afpecos.

| B cnyyae Hannmuma HecKonbKux IP-agpecos, cuctema

V BblbMpaeT HayanbHbIN IP-aapec U3 ArManasoHa

AnHamuyeckux IP-agpecos. Ecam auHamuyeckue apgpeca
OTCYTCTBYIOT, TO CUCTEMa BblGUpaeT HauanbHbIK IP-agpec us
AnanasoHa BO3MOXHbIX cTaTUueckux IP-agpecos.

Yaanset ynpasnatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymon4yaHuio
oTnpaBsKa
yBegomneHun LLDP
3anpeLleHa.

Paspeluaet/3anpelaer oTnpasKy yeegomaeHuii LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.
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lidp med enable [t/v1 ... tiv4]

no lldp med enable

network-policy,
location, poe-pse,
inventory/

Mo ymon4yaHuio
3anpeLeHo
MCMNONb30BaHNe
paclmpeHun

npotokona LLDP MED.

Pa3spewaet ucnonb3osaHune pacwimpeHma npotokona LLDP MED.

B KOMaHAy MOKHO BKHOYUTL crieumanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHauaet npasuno network-policy naHHomy nHtepdelicy.
- add — Ha3HavaeT Npasunno;

- remove — yfanaeT NnpaBuo;

- number — Homep npaswuna.

Ypanset npasuao network-policy ¢ faHHoOro nHTepodeiica.

lidp med location
{coordinate coordinate|

civic-address civic-address-data
| ecs-elin ecs-elin-data}

no lidp med location

coordinate: 16 6aiiT;

civic address: (6..160)

6anT;

ecs-elin: (10..25) 6aiir.

3aZaeT MecTono/I0KeHMe YCTPocTBa gns npoTokona LLDP
(3HaueHue napameTpa location npoTtokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPAUHAT;

- civic-address — agMUHUCTPATUBHbIV aApeC YCTPOMCTBa;

- ecs-elin — agpec 8 popmare, onpeaeneHHom ANSI/TIA 1057.

YpansaeT HacTPOWKM NapameTpa MecTonosioxeHusa location.

lidp med notification topology-
change {enable | disable}

no lidp med notifications
topology-change

PaspeluaeT/3anpewaer oTnpasKky ysegomaennii LLDP MED o6

MN3MeHeHNW TOMNOOTUM.
- enable — pa3pewaeT oTnNpaBKy yBEAOMNEHNN;
- disable — 3anpeluaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

LLDP-naketbl, nNpuHATbIE 4epe3 rpynny arperauuu
MHOUBUAYANbHO MOPTaMM Tpynnbl, MPUHABIMMM CcoObLLeHuUA.
pasnnyHble cOobLEeHMA Ha KaXKAablii NOPT rpynnbl.

KaHanoB, 3anoMMHaloTCA
LLDP otnpasnser

7
Y

Pa6ota npotokona LLDP He 3aBMCUT OT COCTOAHUA NpoToKoaa STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U NPMHUMMAIOTCA Ha 3a610KMpoBaHHbIX NpoToKoaom STP noprax.

Ecnn nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c NOpTOM TO/IbKO B CAyyae, ecnm
OH aBTOPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce KomaHAabl AOCTYNHbI ANA NPUBUAETMPOBAHHOIO Nosb3oBaTena. Bug 3anpoca KOMaH,ﬂ,HOVI CTPOKU

pexuma privileged EXEC:

console#

Tabnnua 5.103 — KomaHapl pexuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear lidp table

Ouuiaet TabanLy agpecos 06HapPYKEHHbIX COCEAHNX
YCTPOMCTB M HaYMHAET HOBbIV LKA 06MeHa nakeTamu no
npoTokony LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MokasbiBaeT LLDP koHbUrypaumm scex Gusmyeckmx
MHTepdencoB ycTponcTea, MMb0 3afaHHbIX MHTepdelicoB.

show lldp med configuration
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKasbiBaeT KOHOUIypaLUKM paclumpeHmsa npoTokona LLDP -
MED pns Bcex pusnyecknx nHtepoericos, NMbo 3agaHHbIX
MHTepdeincos.

show lidp local
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MNokasbieaeT LLDP-nHpopmaLmio, KOTOPYH aHOHCUpPYeT
OaHHbIN NopT.
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show lidp local tlvs- MNoKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.
overloading gi_port: (1..3/0/1..28);
[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

show Ildp neighbors MokasbiBaeT MHOPMaLMIO O COCEAHUX YCTPOMCTBAX, Ha

gi_port: (1..3/0/1..28); | kotopbix pabotaet npotokon LLDP

[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

toti lMoKasbiBaeT CTaTUCTMKY LLDP.
show lldp statistics gi__port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcraHosuTb ana nopta gi 1/0/1 cnepyrowme tlv-nona: port-description, sytem-name,

system-description. [OnAa pgaHHoro uHTepdelica [A06aBUTb  yNpPaBAAOLLMIA
192.168.17.55

console# configure
console (config)# interface gigabitethernet 1/0/1

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# l1lldp management-address 192.168.17.55

= [locmoTpeTb KoHdurypaumto lldp:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/0/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sSC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabnnua 5.104 - OnucaHue pesynbLTaTos

lMone OnucaHue

Timer OnpepenseT, Kak YacTo ycTpoincteo wnet LLDP-o6HoBAEHUSA

Onpeaenset BeanuunHy spemeru (TTL, Time-To-Live) ana npuHMmatoLLero
Hold multiplier YCTPOICTBa, B TEYEHNE KOTOPOTO HYXKHO YAepKnBaTb NPUHMMaeMble nakeTbl LLDP
nepepg nx copocom: TTL = Timer * Hold multiplier.

Onpeaensetr MMHUMaNbHOE BPEMS, B TEYEHWE KOTOPOTro NopT ByAeT 0XKnaaTth

Reinit del o
einit aelay nepep, nocblkon cneaytowero LLDP-coobweHums.

Tx delay OnpeaenseT 3afepKKy Mexay nocneayowmmm nepegadamm LLDP-¢peinmos,
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Port Homep nopra.

State Pexunm paboTbl nopTa Ana npotokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MoOXHble 3HavyeHus:

PD — OnucaHwue nopTa;

SN — CuctemHoe nms;

SD — OnuncaHue cucTembl;

SC — BO3MOKHOCTM CUCTEMBI.

Optional TLVs

Address Azpec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobueHumax.

Notifications YKasblBaeT, pa3peLleHbl Uan 3anpeLieHsl ysegomneHua LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHUX YCTPOCTBAX

console# show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL
gil/0/1 a8:£9:4b:84:02:c0 gil/0/9 ts-7800-2 O 117
gil/o/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B 94
gil/0/3 a8:£9:4b:91:66:66 gil/0/15 ts-7900-2 B 113
gil/0/4 a8:f9:4b:81:71:48 gil/0/16 ts-7900-1 B 94

console# show 1ldp neighbors gigabitethernet 1/0/1

Device ID: a8:£9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabanua 5.105 - OnucaHme pesynbLTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTuduKkaTop nopTa coceHero ycTpomncTea.
System name CucTeMHOE MMA YCTPOICTBa.
Capabilities [aHHOoe noJsie onucbiBaeT TUMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTmsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpotictBo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — MosTopuTenb (Repeater);
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O — Tun HeusBecTeH (Other).

System description

OnucaHuWe cocesHero ycTpoiicTea.

Port description

OnwucaHne nopTa coceAHEero ycTpoicTsa.

Management address

Afpec ynpasneHus ycTpowncTBOM.

Auto-negotiation
support

Onpegenset, Nnoa4ep’KMBAETCA 1M aBTOMATUYECKOE onpegeneHne pexnma nopra.

Auto-negotiation status

Onpep,enﬂeT, BK/IIOYEHa /I NnoA4epXKKa aBTOMAaTUYECKOro onpeaeneHna pexxmnma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegaensaet pexumbl, NogaepKmMsaemble dJyHKLJ,VIeﬁ dBTOMaTU4eCKoro

onpeaeneHUA nopTa.

Operational MAU type

Pabounin MAU-Tun ycTpoicTaa.

5.16.10

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3 ah — ¢yHKUMN ypOBHS
KaHana nepefayn OaHHbIX NPeACTaBAAlOT Cob0l NPOTOKON MOHMTOPWMHIA COCTOAHWMA KaHana. B atom
NpoToKo/Ne ANs nepefayn MHPOPMaLMM O COCTOAHUN KaHaNa MeXKay HenocpeacTBEHHO NOAKAOYEHHbIMM
ycTpoiicteamu Ethernet mcnonbsytotcs 610KM AaHHbIX npotokona OAM (OAMPDU). O6a ycTpolicTBa

Hacmpolika npomokoaa OAM

OO/MKHbI Nnoaaep*Kmneatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypuposdaHua uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdUrypuposaHua nHtepdeiicos Ethernet:

console (config-if) #

Tabnnua 5.106 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

BkntounTb noanepky Ethernet OAM Ha noprty.

no ethernet oam link-
monitor frame threshold

no ethernet oam -/oTknioqero OtkntounTb Ethernet OAM Ha KOHUTrypupyemom nopry.

ethernet oam link-monitor YcTaHaBAMBaEeT NOPOr KONMYecTBa OLWMOOK 33 yKasaHHbIM

frame threshold count nepuog (nepuog yctaHaBnmBaeTca KomaHaon ethernet oam
(1..65535)/1 link-monitor frame window).

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

(10..600)/100 mc

YctaHaBauBaet BpeMeHHOﬁ NPOMEKYTOK ANA noacHeTa
KO/ZIMYecTBa OWNOOK.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

(1..65535)/1

YcTaHaBAMBaEeT nopor ans cobbitua «frame-period» (nepuop,
ycTaHaBaMBaeTca KomaHgow ethernet oam link-monitor
frame-period window).

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

(1..65535)/10000

YcTaHaBAMBAET BPEMEHHOW NPOMENKYTOK A5 cobbiTUaA
«frame-period» (B ppeiimax).

BoccTaHaBivBaeT 3HavYeHMe NO YMOTHAHWUIO.

ethernet oam link-monitor
frame-seconds threshold
count

(1..900)/1

no ethernet oam link-

YcTaHaBauBaeT nopor ana cobbitna «frame-period» (nepuog
ycTaHaBmnBaeTca KomaHgow ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBivMBaeT 3HavYeHMe No YMOYAHMUIO.
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monitor frame-seconds
threshold

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-
monitor frame-seconds
window

(100..9000)/100 mc

YcTaHaBAVBAET BPEMEHHOW NPOMENKYTOK A5 CObbITUA
«frame-period».

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

ethernet oam mode
<active | passive>

YcTaHaBAMBAET peXKMm paboTbl npoTokona OAM:
- active — kommyTaTop NocTtosHHO oTnpasaser OAMPDU;

no ethernet oam uni-
directional detection
agressive

-/active - passive — KOMMyTaTOp HaunHaeT oTnpaBaaTb OAMPDU
TONbKO Npu Hannumm OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBMBaeT 3HaYeHMe NO YMONYAHUIO.
ethernet-oam remote-failure BKAtoyaeT noaaepkKy n 06paboTKy cobbiTuin «remote-
failure».
no ethernet oam remote- -/BKAtOYEHO BoccraHaBnnBaeT 3HaYeHMe NO YMONYAHUIO.
failure
ethernet oam remote- BkatoyaeT noanepKky GyHKLMM 3aBOpOTa TpaduKa.
loopback supported
no ethernet oam remote- -/oTknioqero BoccTaHaBiMBaeT 3HavyeHMe No YMOYAHUIO.
loopback supported
ethernet oam uni-directional BKntoyaeT dpyHKUMIO 0B6HapyKeHMA ogHOHANPaBAEHHbIX
detection cBA3el Ha 6ase npoTokona Ethernet OAM.
no ethernet oam uni- -/oTknioqero BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
directional detection
ethernet oam uni-directional OnpepenseT peakuMo KOMMYyTaToOpa Ha OAHOHaNPaB/EHHYO
detection action <log|error- CBA3b:
disable> - log — otnpaBka SNMP trap v 3anuchb B }KypHan;
-/log - error-disable — nepeBog nopta B coctoaHue «error-disable»,
3anucb B XXypHan n otnpaska SNMP trap.
no ethernet oam uni- BoccTaHaBAMBaET 3HAYEHME MO YMOTYAHUIO.
directional detection action
ethernet oam uni-directional BK/tOYaET arpeccmMBHbIi pexxmMm onpeseneHus
detection agressive OfHOHaNpaBaeHHOW cBA3K. Ecam oT cocegHero ycTpoictea
nepectatoT npuxoamtb Ethernet OAM-coobLueHnsa — NMHK
-/OTKAOYEHO NOMeYaeTcs Kak OAHOHaNPABAEHHbIN.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

(5..300)/5 cek

YCTaHaBAMBAET BPEMEHHOW UHTEPBan A1 onpeaeneHus Tuna
CBA3M Ha NopTy.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbI 4148 NPUBUAETMPOBAHHOIO NOAb30BaTeNA.

Bupa, 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#

Tabnuua 5.107 — KomaHab! pexkmma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ouuiaet ctatucTmky Ethernet OAM gns yKasaHHoOro
MHTepodeica.

show ethernet oam

gi_port: (1..3/0/1..24);

Otobparkaet coctoaHue npotokona Ethernet OAM pna
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discovery [interface {
gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..

3/0/1..

24).

yKa3aHHOro uHtepdelica.

show ethernet oam statistics
[interface

gigabitethernet gi_port |
fastethernet fa_port}]

gi_port: (1..
fa_port: (1..

3/0/1..
3/0/1..

24);
24).

OT0b6parkaeT CTaTUCTUKY 06MeHa NPOTOKO/IbHbIMU
coobLWweHnAMK aNa YyKazaHHOTo MHTepdelica.

show ethernet oam status
[interface

gigabitethernet gi_port |
fastethernet fa_port}]

gi_port: (1..
fa_port: (1..

3/0/1..
3/0/1..

24);
24).

OTobparkaeT HacTpoliku Ethernet OAM ans yKkasaHHoro
MHTepodeiica.

show ethernet oam uni-
directional detection
[interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..
fa_port: (1..

3/0/1..
3/0/1..

24);
24).

OTOb6parkaeT CoCToAHME MEXaHU3Ma onpeaeneHuns
O4HOHANPaBNEHHbIX CBA3EW A4 YKa3aHHOTo MHTepdeiica.

[pumepbl 8b1MN0AHEHUS KOMAHO

=  OT06pasunTb COCTOAHUE NPOTOKOAA ANA NopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

MIB retrieval:
Mtu size:

Port status:

PDU revision:
Remote client

MAC address:

Vendor (ouil) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

Operational status:

Loopback status:

Remote loopback:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

not supported
1500

operational
no loopback
3

a8:f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.16.11

Ethernet CFM (Connectivity Fault Management), |EEE 802.1 ag — npegocTaBnseT ¢GyHKUMU
HabnoaeHUs, NMoMcka M yCTpaHeHMA HeucnpaBHocTelt B ceTax Ethernet, nossonAsa KoHTponauposaTtb
coeiHeHWe, M30AMPOBATb NPOBNEMHbIE Y4aCTKM CeTU U UAEHTUPUUMPOBATb KAMEHTOB, K KOTOPbIM

Hacmpolika npomokona CFM

NMPUMEHANNCDL OrpaHNYEHNA B CETU.

MpoToKoN onepupyeT cieayroWmuMm NOHATUAMM:

— Maintenance Domain
onepaTopom;

(MD) — yvacTok ceTu, NpuHagaerKalwmn U ynpasasieMbli OgHUM
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— Maintenance Association (MA) — coBOKYNHOCTb KOHeUHbIX Todek (MEP), Kaxaas 13 KoTopbIx
MMeeT OAMHaKoBbIM uaeHTUPUKatop MAID (Maintenance Association Identifier),
onpeaenstowmn TMN cepBuca;

— Maintenance association End Point (MEP) — KoHeuyHaa TOUYKa cepBuCa, PacnonoXeHHaa Ha

€ro rpaHuue;
— Maintenance domain Intermediate Point (MIP) — npomexyTo4Has To4YKa AOMeHa.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Buz 3anpoca KoMaHAHOM CTPOKM pernma rnobanbHOoro KoHPUrypmposaHumsa:

console (config) #

Tabanua 5.108 — KomaHap! pexuma rnobanbHOro KOHPUrypmposaHma

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBonos
level: (0..7)/0

Co3pgaHue (Mnm cmeHa ypoBHs) CFM gomeHa (MD) ¢ umeHem
«name» v NEpPexos, B PeXKMM KOHPUIYpMpoBaHUA SOMEHA.
- level — ypoBeHb CFM pgomeHa.

Yaoanenune CFM gomeHa (MD) ¢ umeHem «name».

KomaHObI pexcuma KoHgu2ypuposaHUa 0oOMeHa

Buz 3anpoca KOMaHAHOM CTPOKM B peXXume KOHPUIypupoBaHMA JOMeEHa:

console (config-cfm-md) #

Tabnuua 5.109 — KomaHabl pexkuma KoHdpurypuposaHua CFM gomeHa (MD)

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

id { dns dns | name name |
id mac mac_address
number | id null }

no id

name: (1..43) cumBosios
dns: (1..43) cumBonos
mac_address : H.H.H nan
H:H:H:H:H:H nan H-H-H-H-
H-H
number: (0-65535)
Mo ymonyaHuto: id name
COOTBETCTBYET MMEHM
JOMeHa

YKaszaHue ngeHtuoukatopa CFM gomeHa (MD). UmeHem
AOMEHA MOXKET bbITb:

- dns — dns-ums;

- name — TEKCTOBAs CTPOKa;

- mac_address number — MAC-agpec 1 UNcnoBOM
naeHTMdUKaTop JOMEHa;

- null = NULL ngeHTndmkartop.

YcTaHOBKa 3Ha4YeHUA No YMOI4aHUIO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3paHue CFM-cepsuca (MA) 6e3 npusaskn Kk VLAN 1
nepexoz, B PexmMm KoOHOUIypupoBaHUA cepamca.

Yananenune CFM-cepsuca (MA).

CospaHue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢
HOMEpPOM «vlan» 1 nepexos B pexxum KoOHOUTrypnupoBaHua
cepsuca. MmeHem cepBmnca MOXKET bbiTb:

-vlan_id — Homep VLAN;

- name — TEKCTOBasA CTPOKA;

- number — 4YuCcNoBON NAEHTUDMKATOP.

Yananenune CFM-cepsuca (MA) npusssaHHoro K VLAN ¢
Homepom «vian_id».

mip auto-create [lower-

mep-only]

no mip auto-create

-/a BTOMaTU4eckoe
CO34aHMe OTK/Ilo4EeHO

BKkntoueHMe aBTOMATUYECKOrO CO34aHUA NPOMENKYTOUHbIX
Touek cepsuca (MIP). MpomerkyTouHble Touku cepsuca (MIP)
CO343t0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
cepsuca.

Heobs3aTenbHblt napameTp «lower-mep-only» uckntouaer 3
CNUCKA NOPTbI, Ha KOTOPbIX YXKe CO34aHa KOHeYHas To4Ka
cepBuca.

YcTaHaBAMBaeT 3HaYeHUe No YMOJYAHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHusa cepsuca

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe KOHOUTYPUPOBaHUA LOMEHaA:

console (config-cfm-ma) #

Tabnnua 5.110 — KomaHapl pexkuma KoHdurypuposaHua CFM cepsuca (MA)

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHurw
continuty-check interval | . . o
interval ¥ interval: (1, 10, 100, 600) | YcTtaHOBKa MHTepBana otnpasku Continuty Check coobuieHuin.
- - cekyHa/1 cekyHaa
no continuty-check interval YCcTaHOBKa 3Ha4Y€HMA N0 YMONYAHUIO
direction down YcTaHaBAMBAET HanpaB/eHMe KOHEYHOM ToUKK cepsuca (MEP)
B HUCXOAALLEE.
no direction down YcTaHaB/MBaeT HanpaBs/ieHWe KOHEYHOW ToUYkK cepauca (MEP)
B BOCXoAsALLee.
mep id [ob6aBneHue KoHeyHoOW ToUKK cepeuca (MEP) c
naeHTMGUKaTopom «id» K JaHHOMY cepBuCY.
[aHHOI KOMaHA0i1 OCYLLEeCTBNAETCA TONIbKO
id: (1..8191) npusaska MEP Kk cepsucy. MEP co3paerca B pexxume
KOHbUrypuposaHua nHtepodeiica.
no mep id o
P YpaneHune KoHeuYHol Touku cepsuca (MEP).
mip auto-create BKtoYeHWe aBTOMATUYECKOrO CO34aHNA MPOMENKYTOUHbIX
[ { lower-mep-only | none } ] Touek cepsuca (MIP). NMpomexKyTouHble TOUYKM cepsuca (MIP)
CO34310TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
-/Mo ymonyaHuio
cepsuca. HeobAzaTtenbHble NapameTpbl:
MCMO/b3YETCA PEKUM,
. —  lower-mep-only — uckatO4aET U3 CNMCKA NOPTbI, Ha
CKOHUIYpUPOBaHHbIN
KOTOPbIX y¥Ke co34aHa KOHeYHasa ToYKa cepsuca
ONA LOMEHA, B KOTOPOM (MEP);
HaxoAnTCA CepBuC ’
—  none — He CO37aBaTb aBTOMATUYECKU
NPOMEXKYTOUHbIE TOYKM cepauca (MIP).
no mip auto-create YCTaHOBKa 3HaY€HMA MO YMOJIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHPuUrypuposaHma uHtepdeinca Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.111 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

3HayeHue/3Ha4yeHue no .
KomaHda / Aeiicmeue
YMOAYAHUIO

ethernet cfm mep mep_id
domain domain-name
service { vlan-id vian_id |

Co3aaHue Ha nHTepdeitce KoHeYHOM To4KK cepBuca (MEP) ¢
naeHTMdUKaTopom mep_id pna yKasaHHOro cepsBuca B

mep_id: (1..8191); yKa3aHHOM JJOMEHE Y Nepexos B PeXXMM KOHPUIyprpoBaHuMA
name name | domain-name: (0..32) MEP.
number number } CMMBO/IOE;
no ethernet cfm vlan_id: (1..4094);
mep mep_id name: (0..45) cumsonos;
domain domain-name number: (0..65535). . .
service { vlan-id vian_id | YaneHue KoHe4HoW TOUKM cepeuca ¢ UHTepdeiica.
name name |

number number }

KomaHObI pexcuma KoHgu2ypuposaHUA KOHEeYHol moYKu cepsuca

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMeE KOHOUTYPUPOBAHUA LOMEHaA:

console (config-if-cfm-mep) #
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Tabnnua 5.112 — KomaHapl pexkuma KoHdurypuposaHma CFM KoHeuHoM Touku (MEP)

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
active BK/toueHMe KoHeyHoM Touku cepsuca (MEP).
- -/BbIK/lOYEHA
no active YCTaHOBKa 3HaYeHMA N0 YMOYaHMIO.

continuty-check enable

no continuty-check enable

-/BblK/IOYEHA

BkntoueHue otnpasku Continuty Check coobuieHnii.

YcTaHOBKa 3Ha4YeHUA nNo YMOI4aHUIO.

COs cos

no cos

cos: (0..7)/7.

YcTaHoBKa 3HayeHua npuoputeta CoS, ¢ KoTopbim ByayT
otnpasaaTbes Continuty Check coobuieHus.

YCTaHOBKa 3HaY€HUA NO YMOYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKaszaHWe UHTepBana 3a4epKKK, N0 UCTEYEHUM KOTOPOTo
6yAeT reHepMpoBaThLCA aBapua.

YcTaHOBKaA 3Ha4YeHUA nNo YMOI4aHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKasaHWe NpoMeKyTKa BPEMEHMU, MO UCTEYEHUU KOTOPOTO
npounsonaert cbpoc aBapuu.

YCTaHOBKa 3HAY€HUA NO YMONYAHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-error-xcon

BKtoueHWe yBeAOMAEHUI ANA OnNpeaeneHHbIX TUNoB
cob6bITUM.

Tunbl cObbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote,
DefError, DefXcon;

- error-xcon — 10/1bKo cobbiTua DefError n DefXcon;

- remote-error-xcon — T10/1bko cobbiTva DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbitna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/1bKO cobbiTne DefXcon;

- none — yBeAOM/IEHNA OTK/IOYEHbI.

YCTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHZHOW CTPOKM perknma privileged EXEC:

console#

Tabnnua 5.113 — KomaHapl pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OtobparkaeT HbopmaLmio 06 ykazaHHOM fomeHe uam 060
BCEX.

show ethernet cfm errors

OtobparkaeT nHbopmaumio 06 owmnbkax Continuity Check
npoToKoAa.

show ethernet cfm
maintenance-points { local
| remote }

OTo6paskaeT MHPOPMALMIO O TOKAJIbHBIX UK YAANEHHBIX
KOHeYHbIX To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBonios
mac-address: H.H.H nan
H:H:H:H:H:H nnn H-H-H-H-
H-H;
number: (0-65535)

OTobparkaeT MHGOPMaLMIO O MPOMEKYTOYHbIX TOYKAX CepBUCa
(MIP) gns ykasaHHOro AOMeHa UAKN ANS BCEX.

show ethernet cfm
statistics

Otobparkaet CFM-CTaTUCTUKY ONA BCEX AOMEHOB.

show ethernet cfm
statistics domain
domain-name service {
vlan-id vian_id | name
name | number number }

domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535)

OT06parkaeT CFM-CTaTUCTUKY A1 YKa3aHHOIO AOMEHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

Otobparkaet CFM-CTaTUCTUKY ANA YKa3aHHON KOHEYHOW TOYKM
cepsuca (MEP).
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5.16.12 Hacmpolika ¢pyrkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAy»KebHble NakeTbl Pas/INyHbIX
L2-npoTtokonos (PDU) uepes ceTb npoBaliiepa, YTO NO3BONSAET «MPO3PaAYHO» CBA3ATb KIMEHTCKME CErMEHTbI
ceTun.

L2PT uHKancynupyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepefdaer WX Ha ApYyron rpaHUYHbIN
KOMMYTaTOP, KOTOPbIN OXWAAET CneumasbHble MHKAMNCY/IMPOBaHHbIE Kapbl, @ 3aTemM AeKarncyiupyeT ux,
YTO MO3BO/IAET NO/Ib30BATENAM NepesasaTb MHGOPMALMIO 2-T0 YPOBHSA Yepes CeTb NpoBaliaepa.

KommyTtatopbl MES1000, MES2000 npenocTaBasitoT BO3MOMHOCTb MHKaNCyAMpoBaTb CayXebHble
nakeTbl npotokonos STP, LACP, LLDP, IS-IS.

lpumep

Ecnn BrntounTb L2PT gnsa npotokona STP, To KommyTtatopsl A, B, C u D 6yayT o6beanHeHbl B 04HO
cBA3yloLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaToOp A He coeauHEH HanpAamyto ¢ KommyTtatopamu B, Cun
D. UHdopmaLma 06 n3meHeHUM TONOIOrMK CETU MOXKeET ObITb NepesaHa CKBO3b CETb NPOBanaepa.

Switch 1 Service Provides’s

!:'- Network

[ [poy |

Switch 2

PucyHok 30 — lpumep

Anzopumm pabomesi (pyHKyUOHana:

UnKkancynayusa

1. Bce L2 PDU nepexBatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpepenser L2 NpoOTOKOA, KOTOPOMY COOTBETCTBYET MpWHATbIA PDU, u
NpoBepAEeT, BKAOYEHA IM Ha MOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpolika 12protocol-tunnel
ANnAa paHHoro L2 npoTtoKona.
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Ecnv HacTpolika BKAtoYeHa, To:

= B0 Bce noptbl VLAN, Ha KOTOpbIX BK/OYEHO TYHHENUpOBaHuMe, oTnpasnsetca PDU-dpelim;

= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHEAMPOBAHWE, OTNpaBAseTCcA
WMHKancynpoBaHHbit  PDU-dpelim (McxoaHbii  ¢pertm ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHENbHbIN);

Ecnun HacTpoWKa BbIKAOYEHA, TO:

=  PDU-¢penm nepenaetca B 06paboTUMK COOTBETCTBYIOLLETO MPOTOKONA.

Aekancynayusa

PeanunsoBaH nepexsat Ha CPU Ethernet-¢peimos c Destination MAC-agpecom, 3aiaHHbIM Npu
nomoLum KomaHabl 12protocol-tunnel address XX-xX-xx-Xx-Xx-xX. [lepexsaT BK/AIOYAETCA TO/bKO
Torga, Korga xota 6bl HA OAHOM MOPTY BKAKOYEHA HAacTpoWnKa I2protocol-tunnel (HesaBMcumo ot
npoToKona).

Mpu nepexsate naketa c Destination MAC agpecom XX-XX-XX-XX-XX-XX OH CHayana nonagaeT B
nogcuctemy L2PT, KoTopaa onpegendaet L2 npotokon gna gaHHoro PDU no ero 3aronoBKy w
NnpoBepsAeT, BKAKYEHA /IN Ha NOPTY, C KOTOPOro MPUHAT MHKaNcyMpoBaHHbIM PDU, HacTpolika

[2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/TlO4EHAQ, TO:

"  NOPT, C KOTOpPOro 6bla NOAYY4eH MHKAMNCY/MPOBaAHHbIN PDU-dpelim, 610KMpyeTca ¢ NPUYNHOIA

[2pt-guard.

Ecnn HacTpolika BbIK/OYEHA, TO:

= Bo Bce noptol VLAN, Ha KOTOpbIX BK/AOYEHO TYHHE/NMPOBaHWE, OTMNpPaBAAeTCA
AeKancynmposaHHbI PDU-dpeiim;
= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKNOYEHO TYHHENWpPOBaHWe, OTNpasBaaeTcA

WHKaNcynpoBaHHbIN PDU-dbperim.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KoHGUrypnuposaHmsa:

console (confiqg) #

Tabanua 5.114 — KomaHapl pexuma rnobanbHOro KOHPUrypmpoBaHms

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

12protocol-tunnel address
[mac_address]

no I2protocol-tunnel
address

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apatb  MAC-agpec HasHauyeHua pas
¢dpenmos.

TYHHEAUPYEMBbIX

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Y

disable)

- Ha rpaHuyHOM nHTepdeiice fonKeH 6biTb OTKAOYEH NpoToKoAn STP (spanning-tree

- [paHUYHbI MHTepdeNc fonKeH 6biTb HACTPOEH B peXxmnme access unm customer

Bua 3anpoca KOMaHAOHOW CTPOKM B pexnme KoHOUrypuposaHua uHtepdeiica Ethernet, uHtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.115 — KomaHapl pexkuma KoHourypupoBaHua nHtepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc}

no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
eth-fc}

-/BbIK/IIOYEHO

BkntoueHune pexnma MHKancyaaumm NnakeTos.

BbikntoueHne pexnma MHKancynaunm nakeTos.

12protocol-tunnel
€os cos

3apatb 3HayeHne CoS gna 3anakoBaHHbIX PDU-¢peitmos.

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |

(1..4096)/BbIKNtOUEHO

cos: (0..7)/5
no I2protocol-tunnel cos YcraHoBKa CoS B 3Ha4eHWe N0 YMONYAHMIO.
12protocol-tunnel HacTpolika noporoBoro 3HayeHWs CKOpOCTM Bxoasawmx PDU-
drop-threshold {stp | ¢dperimoB (B NakeTax B CEKYHAY), MONYYEHHbIX U NOANENKALMX
lacp | lidp | isis-I1 | WHKancynaumm. Mpwu npesbiWeHnn nopora PDU
isis-12 | eth-fc} threshold treshold: oTbpacbiBatoTCA.

OTKNIOYaeT peXMm KOHTpoAaa CcKopoctu Bxoaawmx PDU-
¢dpenmos.

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc}

(1..4096)/BbIKNIO4EHO

isis-12 | eth-fc}
12protocol-tunnel HacTpoiika noporoBoro 3HayeHWs cKopoctTu eBxoaawmx PDU-
shutdown- dpeimoB (B NakeTax B CEKYHAY), MONYYEHHbIX U Nognexalmx
threshold {stp | WHKancynaumu. [Mpu  npesbleHMn nopora nopT byaer
lacp | lidp | isis-I1 | nepesegeH B coctosiHue Errdisable (oTkntoueH).
isis-12 | eth-fc}
threshold treshold:

OTKNIOYaEeT peXMm KOHTPOAA CKopocTu Bxoaawmx PDU-
¢dpenmos.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomMaHAHOW CTPOKM perknma privileged EXEC:

console#

Tabnnua 5.116 — KomaHapl pexuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeilicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

OtobparkaeT uHpopmauuio L2PT ans ykazaHHOro uHtepoelica
WAn ana Bcex MHTepdencos, Ha KoTopbix BKAlYeH L2PT, ecam
MHTepdeNC He yKasaH.

clear 12protocol-tunnel
statistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Oumnctka crtatuctukm L2PT ana ykasaHHoro uHtepdeiica mnm
ana Bcex WHTepdeincos, Ha KOTopbix BKAoYeH L2PT, ecau
MHTepdeNC He yKasaH.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

=  YcTaHOBUTb TyHHesnbHbIM MAC-agpec B 3HayeHue 01:00:0c:cd:cd:dO, BKAOUYMTL OTMPaBKY
SNMP traps ot Tpurrepa |2protocol-tunnel (Tpurrepa Ha cpabaTbiBaHue drop-treshold u

shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOYUTL pexum TyHHenmnpoBaHuAa STP Ha uHTepdelice, ycTtaHOBUTL 3HavyeHue CoS

naketos BPDU paBHbIM 4, BKAKOUYUTb KOHTPOAb CKOPOCTU BXOAALLMX NakeTos BPDU.

config) # interface FastEthernet 1/0/1
config-if) # spanning-tree disable
config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
)
)
)

console
console
console
console
console
console
console
console

config-if) # 12protocol-tunnel cos 4
config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

—~ e~~~ o~~~

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/0/1 4 stp 100 40 650 0 450

[Mpumepsi coobweHuli o cpabameisaHUU mpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface fal/0/1
12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for interface fal/0/1
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5.17 Voice VLAN

Voice VLAN wucnonb3yetca ans BblaeneHua VolP-obopyaosaHus B otgenbHyto VLAN. Onsa VolP-
dpelrimoB moryT 6bITb HasHauYeHbl Q0S-aTpubyTbl Ans npuopuTesaumm Tpaduka. Knaccudukauma dpeiimos,
oTHocAWwmxca K dperimam VolP-obopyaosaHus, 6asmpyetca Ha OUl (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutens. HasHadeHue Voice VLAN pgns nopta npoucxoaut
aBTOMATMYECKM - KOraa Ha nopT noctynaet ¢peim ¢ OUl u3 Tabaumubl Voice VLAN. Korga nopt
onpeaensetcs, Kak npuHaanexawmn K Voice VLAN — gaHHbIM nopT aobasnsetrca Bo VLAN Kak tagged.
Voice VLAN npumeHUM ANS CNeayolmx CXem:

— VolP-obopypoBaHMe HacTpamBaeTca, YTobbl paccblinaTb TerMpoBaHHble nakeTbl ¢ Voice VLAN
ID, HacTpoeHHbIM Ha MES2124;

— VolP-obopynosaHue paccbinaer HeterMpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepBepa npucytcTeyeT onuma 132, cogepkawas VLAN ID, kotopbin VolP-ycTpoiicTBo
aBTOMaTMYEeCKN Ha3HayaeT cebe B Kadectse VLAN ana mapkuposku VolP-tpaduka (Voice
VLAN ID);

— VolP obopynosaHue nosydaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUI npouseoauteneit VolP-o6opyaoBaHUs, 4OMUHUPYIOLNX Ha PbIHKE.

Ooul dupma-npoussoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
V' Voice VLAN moeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHOro KoHGUrypnuposaHmsa:

console (config) #

Tabnnua 5.117 — KomaHapl pexxkuma rnobanbHOro KOHPUrypmposaHms

Komanda 3HayeHue/3Ha4yeHue no Neiicmeue
YMOAYAHUIO
voice vlan aging-timeout YcTaHaBAMBaET TalmayT A4/ NOPTa, MPUHAAIEKALLETO K
timeout voice-vlan. Ecau c nopta B TeyeHue 3aLaHHOIO BPEMEHU He
timeout: (1..43200/1440) 66110 Pperimos ¢ OUI VolP-obopyposaHus, To voice vian
yZanaercs ¢ JaHHOTo nopTa.
no voice vlan aging- BoccTaHaB/nMBaeT 3HAUYEHNE MO YMONHAHUIO.
timeout
voice vlan cos cos [remark] YcTtaHasaunsaet COS, KOTOpPbIM MapKupytoTca Gpelimbl,
cos: (0..7)/6 npuHaanexawme Voice VLAN.
no voice vlan cos BoccTaHaBnMBaeT 3HaUYeHUe No YMONYAHMIO.
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voice vlan id vian_id

no voice vlan id

vlan_ld: (2..4094)

YcTaHaBauBaeT naeHtudpukaTop vlan_id gna Voice VLAN

Ypansaet ngeHtuédukaTop vlan_id ana Voice VLAN
Ona ypaneHus ngeHtudukaropa vlan_id Tpebyetca
npeaBapuTeNbHO OTKAOUUTb PYHKLMIO voice vlan
Ha Bcex noprax.

voice vlan oui-table
{add oui|remove oui}
[descript]

no voice vlan oui-table

oui: nepsble 3 H6aiTa
MAC-agpeca
descript: (1..32) cumBonoB

Mo3BonseT pegaktmposaTb Tabanuy OUI.
- descript — onvcaHue oui.

YpanseT Bce No/ib30BaTeIbckue nameHeHus OUI-Tabanupl.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexnme KoHOUrypuposaHua uHtepdeiica Ethernet, uHtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.118 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

3HayeHue/3HayeHue o

no voice vlan secure

KomaHoa Aelicmeue
YMOAYAHUIO
voice vlan enable Bkntouaet Voice VLAN gns nopTa.
- OTKAtoYeHa -
no voice vlan enable OTkntoyaeT Voice VLAN gns nopra.
voice vlan cos mode BkntoyaeT MapKknpoBKy Tpadurka ana scex peimos, 1mbo
{src|all} R TOMIbKO ANR UCTOYHMKA.
no voice vlan cos mode BoccTaHaBMBaeT 3HauYeHMe NO YMONYAHUIO.
voice vlan secure BknitovaeT 6e3onacHbIl pexkum ana VLAN. KomaHaa
NPUMEHSAETCA TONbKO K MopTam, KoTopble 6bian AobasneHbl K
OTKAtoYeH

Voice VLAN aBTOMaTM4ECKN.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnuua 5.119 — KomaHabl pexkuma KoHdurypmposaHusa EXEC

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show voice vlan
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Otobparkaet coctoaHue Voice VLAN.
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5.18 Ipynnosasa agpecauus

5.18.1 Mpasuna epynnosoli adpecayuu (multicast addressing)

l£|,aHHbIl\;1 KNacC KoOMaHpg npegHasHaydyeH AaAa 3a4aHuA npasun rpynnosoﬁ agpecaumn B Ce€Tn Ha

KaHaNbHOM M ceTeBOM ypoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Buz 3anpoca KOMaHZAHOW CTPOKM B pexnme KoHOUrypupoBaHua nHtepdeica VLAN:

console (config-if)#

Tabanua 5.120 — KomaHapb! pexkuma KoHpurypuposaHua nHtepoeiica VLAN

3Ha4yeHue/3HayeHue no

no bridge multicast mode

KomaHoa OnucaHue
YMOAYAHUIO
bridge multicast mode 3apaeT pexxum rpynnoBon nepefayn [aHHbIX.
{mac-group | ipva4-group |
ipv4-src-group} - mac-group — MHOroagpecHas nepegaya, OCHOBAHHAA Ha
VLAN n MAC-agpecax;
- ipv4d-group — MHoroagpecHas nepefaya C TUNOM
-/mac-group dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece npuemMHUKa B

dopmarte IPv4;
- ip-src-group — MHOroagpecHas nepegaya C TUMNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasutens B
dopmarte IPv4.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

bridge multicast address
{mac_muliticast_address |
ip_muliticast_address}
[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

no bridge multicast
address
{mac_muliticast_address|
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

rpynnosow
yhanaet

agpec B Tabauuy
pobasnaet  uan

[obasnsaetr rpynnosoi
ajpecaumm M cTaTUYecKu
NHTepdercbl U3 rpynnbl.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — IP-agpec MHOroaapecHom paccblIku;
- add - pobaBnseT cTaTUYECKYD MOAMWUCKY K TPynnoBomy
MAC-agpecy ananasoH Ethernet-nopTtos uau rpynn noptos.

- remove — yanfaeT cTaTUYecKyo NOAMMUCKY.
MNepeuncneHve MHTepdencoB OcCyLecTBAAETCA Yepes
«,»

«=» n

Ypanset rpynnoeoi agpec us tabaunubl.

bridge multicast forbidden
address
{mac_muliticast_address |
ip_muliticast_address}
{add | remove} {
gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast
forbidden address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpeLiaeT NoAKNOYEHUE HACcTpaumBaemoro mopta/mopToB K
rpynne, 3af,aHHOM rpynnoBbiM aZpecom.

- mac_muliticast_address — rpynnosoit MAC-aapec;

- ip_muliticast_address — IP-agpec MHOroagpecHom paccbliku;
- add — no6aBneHue NopTa/NOPTOB B CMMCOK 3aNPELLEHHbIX;

- remove — yaneHune NopTa/NopToB M3 CMMUCKA 3anpeLLeHHbIX.
MepeuncneHve UHTEPdECOB OCYLLECTBAAETCA Yepes «—» U
«,».

Ypanaet 3anpeluatoee npasuao Aaa rpynnosoro agpeca.

bridge multicast
forward-all

{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).
Mo ymonuaHuio nepegaya
BCEX MHOr0aApecHbIX
MaKeToB 3anpeLyeHa.

Pa3speluaeT nepesayy BCeX MHOTOaAPECHbIX MAKETOB Ha NOpPTY.
- add — go6asnser noptbl/06beAMHEHHbIE MOPTbl B CMMUCOK
MopToB, 4R KOTOPbIX pa3pelleHa nepegada Bcex rpynnosbix
NaKeToB.;

- remove — y6upaeT rpynny noptos/o6beAMHEHHbIX NOPTOB U3
paspeLuatoLlero npasumia.
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no bridge multicast
forward-all

Mepeuncnenne nHTepdeicos ocyliecTBaseTca yYepes

«»

«=» U"n

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Mo ymonyaHuto noptam He
3anpeLLeHo AMHAMUYECKM
NPUCOeANHATLCA K
MHOroaJpecHol rpynne.

3anpewaer  nopty [ob6aBnaTbes K
MHOroaZpecHow rpynne.

- add —po6aBnser noptbl/o6beaNHEHHbIX MOPTbI B CAMCOK
nopToB, A8 KOTOPbLIX 3anpelleHa nepejaya BCeX rpynnosbIx
NaKeToB;- remove — ybupaeT rpynny noprtos/o6beANHEHHbIX
MOpPTOB M3 3aNpeLLatoLLero Npasuia.

MNepeuncneHne nHTepdENcoB OCYLLECTBAAETCA YEPES «—» U K,»

ANHAMUYECKHN

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

bridge multicast ip-address
ip_muliticast_address
[[add | remove]
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Pernctpupyet IP-agpec B Tabauue rpynnoBoi agpecaumu, u
cTaTuyecku gobasnset/yaanaer untepdeiicsl U3 rpynnbi.

- ip_muliticast_address — rpynnoeoit IP-agpec;

-add — pobasnAeT NopTbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl;

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA HEPE3 «—» U «,»

Ypanset rpynnosow IP-agpec u3 Tabanupl.

bridge multicast forbidden
ip-address
ip_muliticast_address {add
| remove}
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpewaeT nopty [ob6aBnatbeA K

MHOroaapecHol rpynne.

- ip_muliticast_address — rpynnoeoit IP-agpec;

- add — gobasneHne nopTa/NOPTOB K CMMCKY 3aMpeLLeHHbIX;

- remove — yfaneHve nopTta/noptoB M3  CMMCKa

3anpeLLeHHbIX.

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA HYEPEs «—» U «,»
Mpexpe u4em onpeaennTb 3anpelleHHble MopThbl,

V rpynnbl MHOrOaApPecHOW PacCbIKU A[OMXKHbI ObiTb
3aperucTpupoBaHbl.

ANHaAMUYECKHN

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

bridge multicast source
ip_address group
ip_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBaunBaeT cooTBeTCTBME mexay IP-agpecom
Nnonb30BaTeNs U rPynnoBbIM aApecom B Tabauue rpynnosoi
afpecaumu u ctatuyeckun gobasnset/yaanset nHrepoeiicol ns
rpynnbi.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove — yZanuTb NOpPTbl U3 rpynnbl MCXoaHoro IP-agpeca.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTHAHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBnuBaeT 3anpet Ha pobasneHune/yaanexve
COOTBETCTBUA Mexay IP-agpecom nonb3osaTens v rpynnosbiM
agpecom B Tabauue  rpynnosoi  agpecaumu  gas
onpegeneHHoro nopTa.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoii IP-aapec;

- add — 3anpert Ha go6asneHune nopTa B rpynny McxogHoro IP-
agpeca;

group: (1..8). - remove — 3anpeT Ha yAaneHne nopTa U3 rpynnbl MCXOLAHOTO
IP-agpeca.
no bridge multicast BoccTaHaBnMBaEeT 3HaYeHWe N0 YMONYAHUIO.
forbidden source
ip_address group
ip_muliticast_address
bridge multicast ipvé mode -/mac-group 3afjaeT pexum Trpynnoeoi nepefjayv JaHHbiX Ana |Pv6-

Ethernet-kommymamopsl MES1000, MES2000




HELTEX

{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6
mode

NakeToB MHOr0aApeCcHOM PacCbIIKU.

- mac-group — MHOroagpecHasa nepefaya, OCHOBAaHHAA Ha
VLAN n MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM GuabTpaLmu,
0CHOBaHHbIM Ha VLAN 1 aapece npuemHuka B popmare IPv6;
- ip-src-group — MHOroagpecHas nepegaya € TUMNOM
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasuTens 8
¢dopmare IPv6.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

bridge multicast ipv6
ip-address
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Pernctpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoi
afapecaumv u ctatuueckun gobasnser/yaanseT uHtepoeicobl ns
rpynmoi.

- ip_muliticast_address — rpynnoeoit IP-agpec;

-add — go6asnsaeT nopTbl K rpynne;

- remove — yZanseT nopTbl U3 rpynnbl;

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA HYEPE3 «—» U «,»

Ypanset rpynnosou IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpelaeT NOAKNOYEHWE HACTPaMBAaEMOro nopTta/mopTos K
rpynnosomy IPv6-aapecy.

- ip_muliticast_address — rpynnoso# |IP-agpec;

- add —go6aBneHne nopTa/NoOPTOB B CMIUCOK 3aMNpeLLEHHbIX;

- remove —yaneHvie NopTa/NopToB U3 CNUCKA 3anpeLLeHHbIX.
MNepeuncneHne nHTepdEecoB OCyLLECTBAACTCA YEPE3 «—» U «,»

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBaAuBaer cooTBeTCcTBUE mexay IPv6-agpecom
Nnonb30BaTeNs W rpynnosbIM aApecom B Tabsuue rpynnosoi
ajpecaumu u ctatuuecku gobasnaet/yaanser unrepdeiicol ns
rpynnbl.

- ipv6_address —ucxopHbili IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — ,06aBUTb NOPTLI B rpynny ncxogHoro IP-aapeca;

- remove - yaanuTb NopTbl M3 rpynmnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHULO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipvé
forbidden source
ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBnAuBaeT 3anpet Ha nobasneHune/ypaneHve
cooTBeTcTBMA  Mexay IPv6-agpecom  nonb3oBatens  u
rpynnosbiM agpecom B Tabnauue rpynnoson agpecauuun ana
onpegeneHHoro nopTa.

- ip_address —vcxoaHbiit IPv6-agpec;

- ip_muliticast_address — rpynnosoti IPv6-agpec;

- add — 3anpeT Ha pobasneHwe nopTa B rpynmny MCXo4HOrO
IPv6-appeca;

- remove — 3anpeT Ha yganeHne nopTa M3 rpynnbl UCXOLHOTO
IPv6-appeca.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

bridge multicast
unregistered {forwarding |
filtering}

-/forwarding

YcraHaBavBaeT npasuio nepegauu
He3aperMcTpupoBaHHbIX FPYNMNoBbIX a4PECOB.
- forwarding — nepepaBaTb  He3aperucTpupoBaHHble
MHOroafpecHble NaKeTbl;

- filtering -  ¢unbTpoBaTL

nakeTos C

He3aperncTtpupoBaHHble
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no bridge multicast
unregistered

MHOroajpecHble nakeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmepgelica epynnel NOpmMo8s

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHPUrypuposaHma nHtepdeinca Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console# configure
console (config) # interface {gigabitethernet gi port | fastethernet fa port
| port-channel group}
console (config-if) #

Tabanua 5.121 — KomaHapl pexkuma KoHdurypuposaHua nHtepoeica Ethernet, rpynnbl untepdeiicos

3Ha4yeHue/3HayeHue no

no bridge multicast
unregistered

KomaHoa OnucaHue

YMOAYAHUIO
bridge multicast YcTaHaBaunBaeT npasuio nepegayu nakeToBs c
unregistered {forwarding | He3aperucTpUpPOBaHHbIX TPYMNNOBbIX a4PECOB.
filtering} - forwarding — nepegaBaTb HesaperMcTpMpoBaHHble

. MHOroaZpecHble NakeTbl;
-/forwarding ) p,[?
- filtering -  ¢wunbTpOBaTL  HE3aperucTpMpoBaHHble

MHOroagpecHble NnakeTbl.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Buz 3anpoca KoMaHAHOM CTPOKM peXrnma rinobasibHoro KoHPUrypmposaHumsa:

console (config) #

Tabanua 5.122 — KomaHapl pexuma rnobanbHoro KoHpUrypmpoBaHums

3Ha4yeHue/3HayeHue no

filtering

KomaHda OnucaHue
YMOYAHUIO
bridge multicast filtering BkAtoYaeT GpUNbTPaLMIO rPynnoBbIX afpecos.
no bridge multicast -/oTKNOYEHO OTKAtOYaeT GUNBTPALMIO TPYNNOBbIX a4PECOB.

mac address-table
aging-time seconds

no mac address-table
aging-time

(10..86400)/300 cerkyHz,

3agaeT Bpems xpaHeHua MAC-agpeca B Tabavue rnobanbHo.
Bpems xpaHeHua MAC-agpeca, HaunHasa ¢ 600 cekyHa, moxeT
6bITb 3343aHO TONLKO C MHTepBanom B 300 cekyHa. (900, 1200,
1500 u T.4).

Mpy Manbix 3HaYeHuMAX aging-time (a0 600 cekyHA) gonycTMma

MOrpelHocTb, CoM3Mepumas Cc  ero  3HaveHnem. C
yBenuyeHnem 3HayeHun aging-time NorpeLHocTb
HUBenupyercs..

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

(10..86400)/300 cerkyHz,
vlan_id: (1..4094)

3agaeT Bpema xpaHeHua MAC-agpeca B Tabnuue ana VLAN.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/
BKJIOYEHO

BkatounTb n3yyeHne MAC-agpecos B gaHHOM VLAN

OTkAtounTb M3yyeHne MAC-agpecos B gaHHom VLAN

mac address-table static
mac_address vlan vian_id
interface
{gigabitethernet gi_port |

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..8);
group: (1..8).

Job6asnaeT ucxogHbii MAC-agpec B Tabiumuy rpynnosoi
ajpecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;
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fastethernet fa_port |
port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address ] vlan vian_id

- permanent — fgaHHbI MAC-apec MOXHO yAannUTb TONbKO C
NoMOLLbI0 KOMaHAbl no mac address;

- delete-on-reset — gaHHbIN agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIN agpec yaanuTca no Taim-ayTy;
- secure — aHHbl agpec yAaAUTCA TONbKO C MOMOLLbIO
KOoMaHZAbl no mac address nav nocne Bo3BpalleHus nopTa B
pexxum obyyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]
{discard | bridge}

no bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]

ethtype: (0x0600 - OxFFFF)
sap: (0 - OXFFFF)
pid: (O - OXFFFFFFFFFF)

Onpepenset aencTene 414 NAKETOB MHOroaApeCcHOM
Paccbl/IKK C 3ape3epBMPOBaHHOrO agpeca.

- mac_muliticast_address — rpynnosoit MAC-agpec;
- ethtype — Tvn nakeTta Ethernet v2;

- sap —T1n naketa LLC;

- pid — Tmn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepatotca B pexxmme bridge.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHune gnunHbl xewa B Tabavue MAC-agpecos.

mac address-table
notification flapping

-/BKIOYEHO

BKAOUUTbL PYHKLMIO 06HapyXKeHna daannmuHra MAC-agpecos.
®nannuHr obHapyKMBaeTcA, eciv BbINOJHAETCA cneayloliee
ycnosue: AMHamu4yeckas 3anucb B MAC-Tabauue meHsAeT nopt
YyeTbipe pasa, NPU 3TOM MEXAY KarKA0N CMEHOM NPOXOAUT He
6onee 2 cekyHa, (TOYHOCTb M3MEPEHUn - 04Ha CEKYHAA).

no mac address-table
notification flapping

BbIKNOUNTL PYHKUMIO 0BHapyKeHusa dnannuHra MAC-
afpecos.

KomaHOwbi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM perknma Privileged EXEC:

console#

Tabnnua 5.123 — KomaHgpb! pexuma Privileged EXEC

KomaHda

3HaueHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Yaansaer cratmyeckue/amMHammyeckue 3anucu us tabauubl
rpynnosoi agpecaumu.

- dynamic — yaaneHune anHaMmMYecknx 3anucen;

- secure — yaaseHune cTaTMYyecknx 3anmcen.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console>

Tabnuua 5.124 — KomaHab! pexkmma EXEC

KomaHda

3HauyeHue

OnucaHue

show mac address-table
[dynamic | static| secure]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);

MokasbiBaeT Tabanuy MAC-agpecoB 414 yKa3saHHOro
nHTepoeiica, 1Mbo Bcex MHTepdeicos.
- dynamic — npocmoTp TONbKO AUHAMUYECKUX 3anucei;
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[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

[address mac_address ]

show mac address-table
count

[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |

port-channel group} 1]

vlan_id: (1..4094).

- static —MPOCMOTP TO/NIbKO CTaTUHECKUX 3anucei;
- secure —nNpPoCcMoTp TO/IbKO 6e30MacHbIX 3anucen.

Moka3sbiBaeT Konn4yecTso 3anucert B Tabamue MAC-agpecos
AN19 YKa3aHHoOro uHtepodelica, mbo gna scex MHTepdencos.

show bridge multicast
address-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address}]
[format {ip | mac}] [source

{ipv4_address
|ipve_muliticast_address}]

vlan_id: (1..4094)

Moka3sblBaeT TabauLy rpynnoBbiX a4pecoB A YKa3aHHOro
nHTepderica, 1Mbo Bcex nHtepdericos VLAN (KkomaHaa
AOCTYMHA TONIbKO 414 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

- ip — nokasbiBaTb no IP-agpecam;
- mac — nokasbieaTb no MAC-agpecam.

show bridge multicast
address-table static
[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

vlan_id: (1..4094)

Moka3sblBaeT TabmLy CTaTUYECKUX FPYyMNMnoBbIX aApecoB ANA
yKa3aHHOro uHtepdelica, inmbo scex nHTepdeicos VLAN.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokasbiBaeT KoHdUrypaLmio GunbTpa rpynroBbIX a4pecos AnA
yKkasaHHoro VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MoKasbiBaeT KoHdUrypaumio dpunbTpa Ann
He3aperucTpMpoBaHHbIX FPYNMOBbIX a4PECoB.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MOKa3bIBaeT pexxunm rpynnoBoi agpecaumm AN yKasaHHOro
MHTepdeiica, 1mbo scex nHtepdelicos VLAN.

show bridge multicast
reserved-addresses

OTo6paskaeT NpaBuna, yCTaHOB/IEHHbIE A1 FPYNMNOBbIX
3ape3epBMPOBAHHbIX afPECoB.

show mac address-table
mode

MpocmoTp Tekywel anvHbl xewa 8 Tabavue MAC-agpecos.

[pumepsi 8biM0AHEHUS KOMAHO

= BKAOYUTE GUALTPALUIO FPYNMOBLIX afgPECcOB KOMMYTAaTOpPOM. 33AaTb BpemMs XpaHeHus

MAC-agpeca 450 cekyHa, pa3spewmnTb Nepesady He3aperncTpupoBaHHble MHOroagpecHbIX
nakeTos Ha 11 nopTy KOMMyTaTOpa.

console # configure

console (config) # bridge aging-time 450

console (config) # bridge multicast filtering
console (config) # interface gigabitethernet 1/0/11
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console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports
1 224-239.13012.2.3 dynamic 1/1, 2/2
19 224-239.13012.2.8 static 1/1-8
19 224-239.13012.2.8 dynamic 1/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.13012.2.8 2/8
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5.18.2 ®yHkyua nocpedHUKa npomokosaa IGMP (IGMP Snooping)

®dyHKkumna IGMP Snooping mcnonb3yeTca B cCeTAX rpynnoBoi paccbinku. OcHoBHOM 3agadvelt IGMP
Snooping ABNAeTCA NpenoCTaBNeHMEe MHOroaApecHoro TpaduKa TONMbKO A8 Tex NOpTOoB, KOTOpble
3anpocuan ero.

V' IGMP Snooping MoXeT MUCNONb30BaTbCA TOJMIbKO B cratudeckon rpynne VLAN.
NoapeprkusaloTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ Y1066l IGMP Snooping 6bin1 akKTUBHBIM, GYHKLMUA rpynnoBoit dunbTpaumum “bridge multicast
e filtering” ponxHa 6bITb BKAIOYEHa (cMm. pasgen «lpaBuaa rpynnoBoi agpecauumn»).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAK/AOYEHbI MHOTOaApecHble MapLUpPYTU3aTOPbl, OCHOBAaHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTY;

— MNakeTbl NPOTOKONA MHOroaapecHoi mapupyTtusauum Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATLI Ha NoOpTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bup, 3anpoca KOMaHAHOMN CTPOKM PeXKMMa rNo6aNbHOr0 KOHPUIYPUPOBAHMA:
console (config) #

Tabnnua 5.125 — KomaHab! pexkmMma rnobanbHOro KoHGUrypmpoBaHus

KomaHoa 3HavyeHue Aelicmeue

ip igmp snooping Paspewaetr wucnonb3oBaHne ¢yHKumm IGMP  Snooping
Mo ymonuanuto dyHKLMA KOMMYTaTOpOM.

no ip igmp snooping BbIKNtOYeHa 3anpewaetr wucnonb3oBaHwe  GyHKuMM IGMP  Snooping

KOMMYTaTOPOM.
ip igmp snooping vlan . Paspewaetr ucnonb3oBaHne ¢yHKUMM IGMP  Snooping
. vlan_id: (1..4094)/ o
vlan_id KOMMYTAaTOpPOM A/1a AaHHoro nHtepdeica VLAN.
— - Mo ymonyaHuto GpyHKUuA -
no ip igmp snooping vlan 3anpewaet ucnonb3oBaHne PyHkuum IGMP  Snooping

BbIK/1KOYEHA

vlan_id KOMMYTaTOpOM A/1A faHHOro uHTepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8).

Pernctpupyet rpynnosoit IP-agpec B Tabauue rpynnosoi
afpecaumu, U cTaTMyeckn aobasnser uHTepdeincbl U3 rpynmbl
ana Texkywen VLAN.

- ip_address — rpynnosoti IP-agpec;

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA YEPES «—» U «,»

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094);/
N0 YMONYAHUIO
pa3spelleHo

Paspewaetr pana paHHOMU
pacno3HaBaHvMe  MopToOB, K
MHOroaZipecHble MapLIpyTU3aTopbl.

rpynnbl VLAN aBTOmaTtuyeckoe
KOTOPbIM  MOAK/IOYEHbI

3anpeuwaetr AnA  AaHHOM
pacno3HaBaHvMe  MopToB, K
MHOroaZipecHble MapLIpyTU3aTopbl.

rpynnbl VLAN aBTOMaTtmyeckoe
KOTOPbIM  MOAK/IOYEHbI

ip igmp snooping

vlan_id: (1..4094);

OnpegensieT NOPT, K KOTOPOMY MOAK/OYEH MapLipyTU3aTop
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vlan vian_id

mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MHOroaZpecHom paccblikn Ansa 3agaHHon VLAN.

YKa3biBaeT, YTO K MOPTY He MOAKAYEH MaplupyTM3aTop
MHOrOaZpPecHOM PacCbiNKu.

ip igmp snooping vlan
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8).

YcTaHaBAMBaET 3anpeT Ha onpejesieHue nopta (CTaTUyecky,
OVMHAaMMYECKM) KaK nopTa, K KOTOPOMY  MOAK/OYEH
MapLIpyTU3aTOP MHOrOAAPECHOM PACChIIKM.

CHMMaeT 3anpeT Ha onpefefneHne MopTa Kak nopta, K
KOTOPOMY MOAK/OYEH MapLIpPyTM3aTOp MHOrOapecHoi
PaccbiKm.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA Ha YKasaHHbIA IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

OTkntovaeT 3ameHy IP-agpeca wucToyHuKa B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping map cpe
vlan cpe_vilan_id
multicast-tv vlan
mc_vlan_id

no ip igmp snooping map
cpe vlan cpe_vian_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094).

[Job6asnaetr cootserctBue mexay VLAN nonb3osatens
cpe_vlan_id v VLAN multicast-sewanuns mc_vlan_id.

Ecam IGMP coobuieHne npuxoamT Ha NopT ¢ Terom cpe_vian_id
M cywecteyetr cooteeTctBue cpe_vlan_id / mc_vian_id, To
IGMP coobuieHne byaet peTpaHcamposaHo B mc_vlan_id.

OTtmeHseT pexnm Multicast-TV VLAN ans ykasaHHoro VLAN.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping
vlan vian_id querier

vlan_id: {1..4094}

Bknioyaetr noapeprKKy  BblAauum
KOMMYTaToOpoMm B AaHHoM VLAN.

3anpocos  igmp-query

Mo ymonuyaHuio nepesaya 3anpocos OTK/OYEHa.

BoccraHaBnuBaer HaCTpOVIKM N0 YMONIHYaHUIO.

ip igmp snooping
vlan vian_id querier
version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094).

YctaHaBauBaetr Bepcuto IGMP-nNpoTOKoNa, Ha OCHOBaHMMU
KoTopou byayT dopmuposaTbca IGMP-query 3anpocsl.

Mo ymonyaHuto ncnonbsyetcsa npotokon IGMPv3.

YcTaHaBAUBaeT 3Ha4YeHue no YMON4aHUKO

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepenser  UCXOAHbIN IP-aapec, KOTOpbIM byner
ncnonb3osatbca IGMP querier-om. Querier — ycTPOMCTBO,
KoTopoe otnpasnseT IGMP-3anpocsl.

YcTaHaBAMBaeT 3HauyeHWe no ymonyaHuio. o ymonuyaHuio
ecan |IP-agpec HactpoeH pgna VLAN, oH wucnonb3yetca B
KauyecTBe agpeca uctouyHmnka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)/disable

Bkntounts npouecc IGMP Snooping Immediate-Leave Ha
Tekywelt VLAN. OsHayaeT, 4YTO NOpPT [AO/MKeH ObiTb
HemeaseHHO yganeH w3 rpynnbl IGMP nocne noay4vyeHus
coobueHua IGMP leave.

MNpu pobasneHnn onuumn host-based — mexaHusm fast-leave
cpabaTbiBaeT TO/IbKO B TOM C/lyyae, KOrga BCE MO/b30BaTesNu,
NOAK/IOYEHHbIE K AaHHOMY MOPTYy OTNMCANWUChb OT rpynnbl
(cueTunk nonb3oBaTeneit BegeTrcs Ha OCHOBaHUM src-MAC-
aapecos B 3aronoskax IGMP-report’os).

OTtkntounts npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN.
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[host-based]

ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vlian
vlan_id immediate-leave

vlan_id: (1..4094)/disable

Bkntounts npouecc IGMP Snooping Immediate-Leave Ha
Tekywer VLAN. O3HayaeT, 4YTO MNOPT AOO/KEH ObITb
HemeaNeHHO ypganeH w3 rpynnbl IGMP nocne noayvyeHua
coobuieHns IGMP leave, ecan 60sblle HET KAMEHTOB,
KOTOPbIM HEOBXOAMMA AaHHas rpynna.

OTkntounts npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN.

ip igmp snooping vlan
vlan_id proxy-report
[version version]

no ip igmp snooping vian
vlan_id proxy-report

vlan_id: (1..4094)
version : (1-3)

BkAtoyaeT pexxuMm, Mpu KOTOPOM KOMMYTaTOp OTnpasaseT
report Ha query 3anpocbl CTaTUYECKUX FPYMN, HACTPOEHHbIX Ha
Hem. [Mpu sTOoMy coobueHua IGMP-report/leave Ha 3Tu
rpynnbl UTHOPUPYIOTCA.

- version — dukcupyet Bepcuio report/leave coobuieHuid,
OTNPaBAAEMBIX Proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHuna, cosgaHHble pProxy-
report'epom — IGMPV3, a oTBeTbI Ha query coobuieHus byayT B
TOl Bepcuun, B KOTopol bbin npucnaH IGMP-query.

BoccTaHaBMBaeT HaCTPOMKM NO YMONYAHUIO.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vlian
vlan_id cos

cos: (0-7)

YcTaHaBAMBaEeT 3HayeHue
802.1p.

napametpa nons npuopwuTeTa

BocctaHaBnuBaer HaCTpOVIKM N0 YMOZIHaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexkuma KoHdurypmposaHuma VLAN:

console (config-if) #

Tabnuua 5.126 — KomaHabl pexkuma KoHdurypmposaHusa nHtepoeica VLAN

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
YcTaHaBavBaeT 3HaueHue pobacTtHocTh ana IGMP.
ip igmp robustness count (1.7)/2 Ecnv Ha KaHane HabntogaeTca noTepsa AaHHbIX, 3Ha4YeHWe

no ip igmp robustness

pPOHaACTHOCTU AO0MKHO ObITb YBENYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

(30..18000)/125 ¢

YcTaHaBAMBaeT TaiimMayT, Mo KOTOPOMY CUCTEMa OTNpaBaser
OCHOBHbIE 3anNpPOChl BCEM y4aCTHUKAM rpynmbl
MHOroaZpecHol nepegaym 4158 NPOBEPKM UX aKTUBHOCTU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

(5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

(1..7)/3HayeHne
nepemeHHow robustness

YcTaHaBAMBaEeT KOMYeCTBO 3anpocos, nocne paccbinkn
KOTOpPbIX, KOMMYTATOp onpegenaeT, YTO0 Ha AaHHOM NOPTY HET
Xenawuwmx y4actsosaTtb B MHoroa,qpeCHoﬁ paccblnKe.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT MHTepBas 3anpoca Aaa nocaegHero
YY4aCTHUKa.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM pexmma KOHGUrypupoBaHua nHTepdeica:
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console (config-if) #

Tabnnua 5.127 — KomaHapl pexkuma KoHoUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1-4094)

BKkntoyaeT nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKOM
VLAN B Multicast VLAN n mynbTuKacToBoro Tpadmka B
KnneHTckyto VLAN ana nHtepdeica B pexxmme «accessy».

BbikntoyaeT nepeHanpasneHune IGMP-3anpocos u3
KnueHTtckol VLAN B Multicast VLAN 1 mynbTUKacTOBOro
Tpaduka B kKnneHTckyto VLAN ans nHtepdelica B pexxmme
«access».

switchport trunk
multicast-tv vlan vian_id

[tagged ]

no switchport trunk
multicast-tv vlan

vlan_id: (1-4094)

Bkntoyaet nepeHanpasnenue IGMP-3anpocos 13 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gna
MHTepodeica B pexknume «trunk».

MynbTUKacToBbIN TpaduK NepesaeTcsa Ha NopT
HeTerMpoBaHHbIM UM TEFTMPOBAHHLIM B 3aBUCMMOCTU OT
napametpa «tagged».

MNapameTp «tagged» yKasbiBaeT Ha TO, YTO MYJIbTUKACTOBbLIN
TpaduK AONKEH OTNPABAATLCA B MOPT Me2UupOBAHHbLIM.

BbikntoyaeT nepeHanpasieHne IGMP-3anpocos Multicast Vlan
M MYy/IbTUKACTOBOrO TpaduKa B NoprT.

switchport general
multicast-tv vlan vian_id
[tagged]

no switchport general
multicast-tv vlan

vlan_id: (1-4094)

Bkntoyaet nepeHanpasneHune IGMP-3anpocos 13 VLAN,
YYaCTHUKOM KOTOpbIX ABAAeTcA nopT, B Multicast VLAN gns
nHTepderica B pexxmme «general». MynbTUKacToBbIN TpadumK
nepegaeTca Ha NOPT HETErMPOBAHHbLIM WV TETMPOBAHHbLIM B
3aBMCMMOCTM OT NapameTpa «tagged».

MapameTp «tagged» yKasblBaeT Ha TO, YTO MyNbTUKACTOBbIN
TpaduK AONKEH OTNPABAATLCA B MOPT Me2UupOBAHHbLIM.

BobikntoyaeT nepeHanpasneHne IGMP-3anpocos Multicast Vlan
W MyNbTUKACcTOBOTO TpaduKa B NOPT.

KomaHOowbi pexcuma EXEC

Bce komaHgbl OOCTYNHbI TONbKO ANA NPUBUNIETMPOBAHHOIO NO/1b30BaTENA.

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnnua 5.128 — KomaHgp! pexkuma EXEC

KomaHda

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

MokasbiBaeT MHGOPMaLUIO 06 M3yYeHHbIX MHOTO3APECHbIX MAPLLPYTU3aTOPaXx B yKa3aHHOM

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT MHGopmauuto IGMP-snooping oas gaHHOro uHTepdelica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_muliticast_address]
[ip-address ip_address ]

Moka3biBaeT MHPOPMaLMIO 06 M3yUeHHbIX MHOTO3APECHbIX FPYNNax, y4acTBYHOLLMX B

rpynnoBoi paccbiike.

show ip igmp snooping
multicast-tv [vlan vian_id]

MNMokasbiBaeT IP-agpeca, accounmpoBaHHble ¢ VLAN ana Tenesewanuna.

show ip igmp snooping cpe
vlans [vlan vian_id]

MokasbiBaeT Tabamuy cooTBeTcTBUI Mexay VLAN 060py0BaHUs, yCTaHOBIEHHOTO Y
nonb3osartena, u VLAN gna TeneselwaHma.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

= BKAOYUTE  OYHKUMIO
aBTOMaTUyecKoe pacrnosHaBaHWe MopToB.,

IGMP snhooping Ha KommyTaTope.

K KOTOpPbIM MNOAKNHOYEHbI

Ona VLAN 6 paspewunTb
MHOroagpecHble

MapLpyTmsaTopbl. YCTaHOBUTb MHTepBaa mexay IGMP-3anpocamu — 100 ceK. YBennuutb
3HayeHWe pobacTHocTn A0 4. YCTaHOBUTb MaKCMMasibHOE BpemsA OTBeTa Ha 3anpoc — 15

Cek.

console# configure

console
console
console

console
console

(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
(config) # interface vlan 6
console (config-if)# ip igmp snooping query-interval 100
(config-if) # ip igmp robustness 4

(config-if)# ip igmp query-max-response-time 15

5.18.3 MLD snooping — npomoKosn KOHMpPoaa MHo20a0pecHo20 mpaguKa e IPve

MLD  snhooping

- MEXaHN3mM

MHOroaapecHom

paccbiIKM  COOBLLEHUH,

MWHMMW3MPOBATb MHOrOaApPEeCHbIN TpaduK B IPv6-ceTsax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pekmnma rnobasbHOro KoHGUryprupoBaHusa:

console (config) #

Tabanua 5.129 — KomaHAabl rnobanbHOro pexnma KoHPUrypupoBaHus

NO3BOAAIOLWMNA

KomaHda

3HauyeHue

Aelicmeue

ipv6 mld snooping
[vlan vian_id]

no ipvé mld snooping
[vlan vian_id]

vlan_id: (1..4094)/ disable

Bkntouaet MLD snooipng.

OTtkntovaet MLD snooping.

ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group}]

no ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

Pernctpupyert rpynnosoii IPv6-agpec B Tabauue rpynnosoi
ajpecaumu v ctaTudeckn gobasnnet/yaanser uHtepoeinco 13
rpynnol ana Tekywein VLAN.

- ipv6_address — rpynnosow IPv6-agpec;

MepeuncneHne nHTepdeincos ocyLLLECTBAAETCA Yepes «—» U
«,».

Ypanset rpynnoso IP-agpec n3 Tabauubl.

ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

[obasnaet npasuno, 3anpewatoliee pernctpuposatb MLD-
mrouter NOpPTbl U3 cNUCKa.

Ypanaet npasuno, 3anpellatollee permctpuposats MLD-
mrouter NoOpTbl U3 CNUCKa.

ipv6 mld snooping vlan
vlan_id mrouter learn

-/BKAIOYEHO

M3yyaTb NopTbl, NoAKAOYEeHHble K mrouter'y no MLD-query-
nakeTam.
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pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

He n3yyaTb NnopTbl, NoAKAHOYEHHbIE K mrouter'y no MLD-
guery-nakeTam.

ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

[obaBnseT cnucok mrouter-nopTos.

Ypanaet mrouter-nopTol.

Ipv6 mid snooping vlan
vlan_id immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)/disable

BkntounTb npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha
TekyLer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepaetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOro KoHGUrypnupoBaHusa:

console (config-if)#

Tabanua 5.130 — KomaHapl pexkuma KoHdurypuposaHua nHtepdeica VLAN

3Ha4yeHue/3HayeHue no

no pv6 mid last-member-
query-count

KomaHda Aeiicmeue
YMOAYaHUIo
ipv6 mld join-group Co34aeT CTaTMYECKyHo rpynny MHOroagpecHol IPv6-paccbinku.
ipv6_multicast_address - ipv6_multicast_address — rpynnosoii agpec IPv6.
no ipv6 mid join-group Yanaer ctaTMyeckyto rpynny MHoroazpecHomn IPve-
ipv6_multicast_address PacCbINIKK.

YcTaHaBauBaeT Konmyectso MLD-3anpocoB, nocae paccbliku
ipvé6 mld last-member- KoTopbix MES1024/MES1124/MES2124 onpegensert, 4to Ha
query-count count OAHHOM MOPTY HET }KeNatoLMX y4acTBOBaTb B MHOTOaApecHom

count: (1..7)

IPv6-paccobinke.

BoccTaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

ipvé6 mld last-member-
query-interval interval

no ipv6 mld last-member-
query-interval

interval: (100..25500)/1000
MUANNCEKYHA,

3afaeT MaKCMManbHyIo 3aePXKKy OTBETa NOC/eAHEro YaeHa
rpynmnbl, KOTOPan UCMO/b3yeTca A1A BblYMCAEHUA KOAa
MaKCcMManbHOM 3a4epiKKu oTBeTa (Max Response Code).

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipv6 mld query-interval
value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepBaa PaccbiiKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBivBaeT 3HavYeHMe No YMOTHAHUIO.

ipvé mld query-max-
response-time value

no ipvé mld query-max-
response-time

value: (5..20)/10 cerkyHz,

3apaeT makcuman bHYIO 3a4€PXKKY OTBETA, KOTOpas
ncnosb3syeTca ana BblYNCNEHUI KOA4a MaKCUMaNnbHoWM
3a4epXXKKN OTBeTa.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHUIO.

ipvé mld robustness value

no ipvé mld robustness

value: (1..7)

YcTaHaBMBaeT 3HadeHne KoapduumeHTa
OTKasoycToiumBocTU. Ecnun Ha KaHane Habatogaertca notepa
OaHHbIX, KO3ODULMEHT OTKAa30yCTOMYMBOCTU A0KEH ObITb
yBe/imueH.

BoccTaHaBivBaeT 3HavYeHMe NO YMOTHAHWUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepagelica epynnel nopmos, uHmepgpetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B perkume KOHPUrypuposaHua uHTepoderica Ethernet, nHTepoeiica
rpynnbl nopToB U MHTEepdeinca VLAN:

console (config-if) #

Tabanua 5.131 — KomaHapl pexkuma KoHdurypuposaHua nHtepoeica Ethernet, rpynnebl untepdeiicos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

ipv6 mld join-group
ipv6_address

no ipvé mld join-group
ipv6_address

[JaeT yKkasaHue paccbinatb MLD-report coobuieHums Ha
npucoeauHeHue K ipv6_address rpynnbl ¢ AaHHOTO NopTa.
- ipv6_address — rpynnosoii agpec IPv6.

Ypanset ykasaHue paccbinate MLD-report coobuieHnn Ha
npucoeavHeHwue K ipv6_address rpynnbl ¢ 4aHHOTO nopTa.

ipv6 mld version version

no ipv6 mld version

version: (1..2)/2

YcTaHaBAMBAET BEPCUIO MPOTOKO/A, AENCTBYIOLLYIO HA AAaHHOM
nHTepoerice.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHMIO.

Tabnnua 5.132 — KomaHab! pexkmuma EXEC

KomaHda

3HayeHue

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ipv6_multicast_address]
[source ipv6_ address]

vlan_id: (1..4094)

OtobparkaeT MHGOPMALMIO O 3aperncTPMpPOBaHHbIX Fpynnax B
COOTBETCTBMM C 3aaHHbIMM B KOMaHAe napameTpamm
dunbTpaymm.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_source_address — IPv6-agpec.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT nHbopmaumio o KoHdurypaumm MLD-snooping
ana naHHou VLAN.

show ipv6 mld snooping

OTo6parkaeT MHGOPMaUMo 0 mrouter-nopTax.

vlan_id: (1..4094)

mrouter [interface vian_id]

5.18.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®PyHKUMKM orpaHmnyenuns multicast-tpaduka mcnonbsyotrca ana yaobHoOM HaACTPOMKKU OrpaHuMyeHus
NpPoCMOTpPa onpeAeseHHbIX rPynn MHOFOaApPeCHOM PacCbIIKU.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KoHGUrypnuposaHmsa:

console (config) #

Tabanua 5.133 — KomaHapl pexkuma rnobanbHOro KOHGUrypmpoBaHums

KomaHoa 3HauyeHue Aelicmesue

multicast snooping profile

name MNepexopn, B pexxnum KoHouUrypmposaHusa multicast-npodunsa.

YaanuTb yKasaHHbIi multicast-npodunb.
Multicast-npodunb moxKeT 6bITb yaaneH ToNbKO
H nocne Toro, Kak 6yzer oTBA3aH OT BCeX NOPTOB
KoMMyTaTopa.

no multicast snooping

profile name: (1..32) cumBonoB
ile name

KomaHObI pexcuma KoHgpuaypuposaHusa multicast-npoguna

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma KoHpUrypupoBaHua multicast-npoduns:

console (config-mc-profile) #
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Tabnnua 5.134 — KomaHapl pexkuma KoHdurypuposaHuma multicast-npoduns

KomaHda 3HayeHue Helicmesue

match ip low_ip [high_ip] 3agaeT cooTBETCTBME NPOGUAA yKa3aHHOMY AManasoHy |Pva
multicast-agpecos.

- low_ip — BanngHbIn multicast-appec;

- high_ip — BannaHbii multicast-agpec.

no match ip low_ip [high_ip] Ypanset cootBeTcTBUE NPoduaa yKasaHHOMY AuanasoHy IPv4
multicast-agpecos.

match ipvé 3apaeT cooTBeTCTBUE NPOdUNA YKazaHHOMY AnanasoHy IPv6

low_ipvé6 [high_ipv6] multicast-agpecos.

- low_ipv6 —BannaHobiii IPv6 multicast-agpec;
- high_ipv6 — BanuaHbii IPv6 multicast-agpec.

no match ipv6 Ypansaet cootseTcTBME NPodUAA YKazaHHOMY AnanasoHy IPv6
low_ipv6 [high_ipv6] multicast-aapecos.
permit B cnyyae HecooTBeTCTBUA OAHOMY U3 334aHHbIX AMANa30HOB,
L IGMP-report 6yayT nponyckatbcs.
- -/no perimit
no permit B cnyyae HecooTBETCTBMA OAHOMY U3 33[,aHHbIX ANANA30HOB,

IGMP-report 6yayT otbpacbiBaTbcA.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexuma KoHOUrypupoBaHua nHTepdeliica:

console (config-if)#

Tabnnua 5.135 — KomaHapl pexkuma KoHUrypupoBaHua nHtepdeitca Ethernet, rpynnbl nHTepdeicos
3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
multicast snooping max- OrpaHWuMBaeT KONMYECTBO OHOBPEMEHHO
groups number npocmatpmsaembix multicast-rpynn ans nopra.
(1..1000)/- CHMMaET orpaHMYeHme Ha KOIMYEeCTBO 0AHOBPEMEHHO

no multicast snooping

npoCcMaTpuBaembix rpynn ana nopTta.
max-groups P P pynn A P

multicast snooping add MpwuBa3bIBaeT yKasaHHbIN multicast-npodunb K nopTy.
name

- - name: (1..32) cumBosioB -
multicast snooping remove Ypansaet cooteeTcTBME multicast-npoduna c noptom.

{name | all }

KomaHOb! pexcuma EXEC

Bce KomaHAbl A4OCTYMHbI TONBKO AN NPUBUIETMPOBAHHOIO NOAb30BATENA.
Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:
console#

Tabnnua 5.136 — KomaHap! pexkuma EXEC

KomaHda Aelicmeue

show multicast snooping | OTo6paaeT UHbOPMaLMIO A/1A BCEX MOPTOB O TEKYLLEM KOIMYECTBE 3aPerncTpUpoBaHHbIX
groups count rpynn, a Tak¥ke MakCMMasibHOe BO3MOXKHOE KONMYECTBO.

show multicast snooping | OTob6parkaeT MHPOPMaLMIO O CKOHOUTYPUPOBaHHbIX Multicast-npodunsx.
profile [name]
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5.18.5 RADIUS aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHM3M MO3BO/ISET NPOUM3BOAUTbL aBTOPM3ALMIO 3anpocoB nNpoTokona IGMP ¢ nomolbio
RADIUS-cepBepa. Ona obecnevyeHns HaAEXKHOCTU W pacrnpeneneHua Harpy3kum MOXKET WCNo/b30BaTbCA
Boibop cepBepa A4nA OTNPABKM OYepPesHOro 3anpoca aBTOPU3aLUK
npoucxoauT cydamHbim obpasom. Ecin cepBep He OTBETWU/, OH NOMEYaeTCA Kak BpeMeHHO Hepabouni, u
nepecTaeT y4yacTBOBAaTb B MEXaHM3Me OMNPOCa Ha OnpeAeneHHbl Mepuoa, a 3anpoc OTCblAaeTcA Ha

Heckonbko RADIUS-cepsepos.

cnenyownii cepsep.

nOﬂyHEHHbIe dBTOPU3aUNOHHbIE [OadHHblIE XPaHATCA B K3W-NAaMATU KOMMYTATOpPa B TeEYeHUE

3a4aHHOro nepuoga BpeEMEHMWN.

MapameTpbl aBTOPU3aLMM BKAOYAIOT B cebs:

=  MAC-agpec KNMeHTCKOro yCTPOMCTBa;
= NpeHTnduUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbi;

= PeweHune o goctyne - deny/permit.

370 nNo3BONAET YCKOPWUTb MOBTOPHYHO 06paboTky

IGMP-3anpocos.

Mpumep HacTpoiikn RADIUS-cepBepa npuBeageH B pasgene «Hactponku astopmsaumm |IGMP-
3anpocoB Yepes Radius» B npunoxeHum A.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUS

Bupa, 3anpoca KOMaHAHOM CTPOKM pexmma rnobasbHOro KOHOUrypupoBaHus:

console (config) #

Tabnnua 5.137 — KomaHapl pexkuma rnobanbHOro KOHUrypmpoBaHums

KomaHoa

3Ha4yeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

ip igmp snooping authorization
cache-timeout timeout

no ip igmp snooping
authorization cache-timeout

timeout: (0..10000) mnH/0

YcTaHaBNMBAET BPeMA ¥KU3HU B Kawe. Ecan 3HaueHne paBHO
HY/Il0 — OTCYET BPEMEHM XKM3HU OTKIIOUEH (3anuch He
YAaNnsaeTca co BpeEMeHeM).

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexrnma KoHOUTIypupoBaHua nHTepdeiica:

console (config-if) #

Tabnnua 5.138 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping authorization
radius [required]

Bkatouyaet aBTopusaumto yepes RADIUS-cepBep. Ecnm ykasaH
napameTp required , To B c/lyyae HeAOCTYMHOCTU BCex
RADIUS-cepsepoB IGMP-3anpocbl UTHOPUPYIOTCA.

no multicast snooping authorization
forwarding-first

-/oTkNtoYeHa B npotneHom cnydae IGMP-3anpoc 6yaet o6paboTaH aaxe
npuv OTCYTCTBUM OTBETA CepBepa.
no multicast snooping authorization OTKNtOYEeHUE aBTOPU3ALMM.
. . L. BkntouaeT npeaaputenbHyto 06paboTtky IGMP-3anpocoB Ha
multicast snooping authorization
. ! nopty Ao oteseta RADIUS-cepsepa. [lo nonyyeHun otseta oT
forwarding-first
cepBepa B C/ly4ae NoAoKUTEeNbHOro 0TBeTa NOANMUCKA
-/oTKNtOYeHa

OCTaeTCA, B C/1Iydae oTpuuaTeNlbHOro — yaanaerTca.

BoccTaHaBnMBaeT 3HaveHMe No YMOJTHaHWUIO.
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KomaHOb! pexcuma EXEC

Bce KomaHAabl AOCTYNHbl TONbKO ANA NPUBUNETMPOBAHHOIO NOJ/1Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 5.139 — KomaHgp! pexkuma EXEC

KomaHda 3HayeHue Aelicmeue
show ip igmp snooping OTobparkaeT coaepMmoe Kalla asTopusauumn IGMP.
authorization-cache gi_port: (1..3/0/1..28); | Ecnm B KOMaHAge yKa3aH uHTepdeinc — 1o otobpaskatorca
[gigabitethernet gi_port | | fa_port: (1..3/0/1..24). TONbKO Te rpynnbl, KOTOPbIE 3apPErMCTPUPOBaHbI Ha
fastethernet fa_port ] YKa3aHHOM uHTepdelice.
clear ip igmp snooping OuunLLaeT K3 aBTOpPU3aLUN.
authorization-cache gi_port: (1..3/0/1..28); | Ecnm B KOMaHAe yKa3aH nHTepdenc — oumLLaoTca 3anucu
[gigabitethernet gi_port | | fa_port: (1..3/0/1..24). Kel AN yKa3zaHHoro uHtepdeiica.
fastethernet fa_port ] Ecnun nHtepdeiic He yKasaH — Kell OYULLLAEeTCA NOHOCTbHO.

5.19 dyHKUUM ynpasaeHuUs

5.19.1 MexaHu3m AAA

Ona obecneyeHna 6e30nNacHOCTU CUCTEMDI
aBTOpM3aums, yyeT).

ncnonbsyetca mexaHusm AAA (ayTeHTUdMKaums,

— Authentication (ayTeHTUdPMKaumMa) — conocTaBieHWe 3anpoca CyWecTByloWwe yYETHOM
3anuncu B cucteme 6e30nacHoCTU.
— Authorization (aBTopu3auma, NPoOBEPKa YPOBHA [AOCTYNa) — COMNOCTaBAEHME YYETHOM

3anuncu B cucTeme (Npolwealien ayTeHTUOMKALMIO) U onpeaenEHHbIX MOAHOMOYUIA.
— Accounting (y4éT) — cnexkeHue 3a noTpebaeHMEM PeCcypcoB Nosib3oBaTeNeM.

[na wndpoBaHMa AaHHbIX UCMONb3YETCA MexaHU3M SSH.

KomaHObI pexcuma 2106as16H020 KOHGU2YPpUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHOro KoHGUrypnuposaHmsa:

console (config) #

Tabnnua 5.140 — KomaHapl pexkuma rnobanbHOro KOHPUrypmposaHms

KomaHda

3Ha4yeHue/3HayeHue o
YMOMYAHUIO

Aelicmeue

aaa authentication login
{default | list-name}
method1 [method?2...]

Mo ymonyaHutio
OCYLLLeCTBNAETCA NPOBEPKA
no NIoKanbHoM Haze
OaHHbIX
(aaa authentication login
default local)

list-name: (1..12)
CUMBO/I0B

YcTaHaBMBaeT cnocob ayteHTUdUKaLMK AN BXOAA B
cuctemy.

- default — ucnonb3osatb Ans ayTeHTUGMKALUKM ONUCAHHbIE
HUXe MeToAbl;

- list-name — uma cnucka ayTeHTUGUKALMOHHbBIX METOA0B,
aKTUBU3UPYHOLLErocs, KorAa Nonb30BaTe /b BXOAUT B CUCTEMY.
OnucaHue metogos (methodl [method2...]):

- enable — nucnonbsosaTtb Naponb ANA ayTeHTUOUKaLUK;

- line — ucnonb3oBatb Naponb TepmuHana ana
ayTeHTUOMKaumm;

- local — ncnonb3oBaTb NOKaNbHYO Ha3y MMeH Noab3oBaTenel
Ana ayteHTMduKaumm;

- none — He UCNO/b30BaTb ayTeHTUOUKALMIO;
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no aaa authentication login
{default | list-name}

- radius — ncnonb3sosatb cnucok RADIUS cepsepos ans
ayTeHTUOUKauum;
- tacacs — ncnonb3osaTb cnucok TACACS cepsepos gna
ayTeHTUOUKALMK.

V Ecnn meTtopa ayteHTUdMKaLMK He onpeaeneH, To
A0CTYN K KOHCONM BCeraa ycnelwHbli 6e3
ayTeHTU(PUKALUOHHbIX NPOBEPOK.

V Co3paHue CNUCKA OCYLLeCTBNAETCA KOMaHA0M:
aaa authentication login list-name method1

[method2...].
Ucnonb3osaHue cnucka:
aaa authentication login list-name

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBaET aNroOPUTM ONpPOCca MeTO40B ayTeHTUDMKALUN.
- chain — nocne HeygayHOM NONLITKM ayTeHTUGUKALMKM NO
nepBoMy MeToAy B CNUCKe ceayeT NonbiTka ayTeHTUdMKauum
no cneaytowemy MeToay B LLerNoyKe;

- break — nocne HeygauyHoW ayTeHTUOMKaLUKM NO NepBOMY
MeToAy npouecc ayTeHTUdUKaLMmM ocTaHaBNIMBaETCS.

aaa authentication enable
{default | list-name}
method1 [method2...]

Mo ymonyanumo
OCYLLLEeCTBAAETCA MPoBeEpPKa
naposs (aaa authentication

enable default enable)

list-name: (1..12)

YcTaHaBMBaeT cnocob ayteHTUdUKaLmMm Npm NoBbIWEHNU
YPOBHA NPUBUAETUIA ANA BXOAA B CUCTEMY.
- default — ncnonb3osatb Ans ayreHTUGUMKaLUKM onNUcaHHbIe
HUXKe meTozbl;
- list-name — ums cnucka ayTeHTUOUKALMOHHbIX METO0B
AKTUBU3UPYIOLLMIACA, KOTAA NO/Ib30BaTENb BXOAUT B CUCTEMY.
OnucaHune meTtogos (methodl [method2...]):
- enable — ncnoab3oBaTh Napo/b ANA AyTEHTUDUKALUK;
- line - ucnonb3oBaTtb Naponb TepmuHana ana
ayTeHTUOUKaUMK;
- none — He UCMNO/1b30BaTb ayTEHTUOUKALMIO;
- radius — ncnonb3osaTb cnnucok RADIUS cepsepoB ana
ayTeHTudUKaumm;
- tacacs — ucnonb3osatb cnucok TACACS cepsepos ana
ayTeHTUdUKaLMN.

V Ecnn pna KoHcoM naponb He onpezenieH, To AOCTYN

CMMBONOB K KOHCO/M Bcerga ycnewHblif(aaa authentication
enable default enable none).
1 Co3paHMe cNUCKa OCyLLeCTBAAETCA KOMaHA0M
V aaa authentication enable list-name  methodl
[method2...]. Ucnonb3oBaHue crucKa: aaa
authentication enable list-name
V Bce 3anpocbl, nepegasaembie K Radius n TACACS
cepeBepam, BKAKOYAIOT MMA nonb3osatens "SenabxS.", rae x —
YpOBEHb NpUBUNErUiA.
no aaa authentication YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHUIO.
enable {default | /ist-name}
enable password [level YcTaHaBAMBAET Naposib A1 KOHTPOIA U3MEHEHMSA
level] password [encrypted] npvBuaerMii 4ocTyna nosib3osaTeneu.
- level — ypoBeHb npusuneruii;
level: (1..15) - password — napons;
password: (1..159) - encrypted — 3aaTb 3alWNdPOBaHHbLIM Naponb (Hanpumep,
CUMBOJIOB napo/b B 3aWMdpPoOBaHHOM BUAE, CKONMPOBAHHbIN C APYroro
YCTPOICTBA).
no enable password Ypanser naposb 419 COOTBETCTBYHOLLEIO YPOBHS NPUBUAETUN.
[level level]
username name { [ob6asnaeT nonb3osaTens B I0KaNbHY0 633y AaHHbIX.
nopassword | level: (1..15) - level — ypoBeHb NpuBMAErnii;
password password | - password — naponb;
password encrypted password: - name — MA NoNb30BaTeNs;

encrypted_password }
[priveliged /evel]

Nno username name

(1..159) cumsonos

name: (1..20) cumBonoBs

- encrypted — 3a4aTb 3alMbpPOBaHHbIN Naposb (Hanpumep,
naposb B 3alIMPpPOBaHHOM BUAE, CKONMPOBAHHbIW C APYroro
yCTpOICTBa).

Ypanaet nonb3osarena ns3 NIOKaNnbHoM 6a3bl AaHHbIX

aaa accounting login

Mo ymMmon4yaHuUIo BeaeHne

Paspelwaer BegeHue yyeTa (aKKayHTa) A4aa  ceccuit
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start-stop group radius

no aaa accounting login
start-stop group radius

yuyeTa 3anpeLyeHo

ynpasneHus.
BepeHue  yueta paspelweHo  TOJIbKO ana
V nosnb3oBaTenei, BOLWeALWNX B CUCTEMY NO UMEHU U
naponto, AnA nosab3oBaTenei, BowWeAWUX No
naponio TepMmuHana, BeeHue yyera sanpeiieHo.
V BepeHue yuyetra aKTMBMpPYETCA M nNpeKpaliaercs,
Koraa nonb3oBaTenb BXOAUT WU OTKAKOYaeTca OT
CUACTEMbI, 4YTO COOTBETCTBYET 3HauyeHuMam start u stop B
coobueHunax npoToKoNa RADIUS (napamerTpbl,
cogepxawmeca B coobuwieHuax npotokona RADIUS,
npusegeHbl B Tabauue 5.141).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

aaa accounting dot1x
start-stop group radius

no aaa accounting dotlx
start-stop group radius

Mo ymon4yaHuio BeaeHne
yuyeTa 3anpeLyeHo

PaspewaeT BeaeHue yyeTa (akKayHTa) ana ceccuii 802.1x.

V' BegeHne yuyeTa aKTUBMpPYeTCA M npeKpalaercs,
Korga mnonb3oBaTe/lb BXOAWUT M OTK/KOYaeTcA OT
CUCTEMbBI, YTO COOTBETCTBYEeT 3HauyeHusm start U stop B
coobueHunax npoToKona RADIUS (napameTpbl,
copepxawmeca B coobuweHuax npotokona RADIUS
npusegeHbl B Tabauue 5.142).
V' B pexume multiple sessions coobweHus stat/stop
NOCbINAIOTCA ANA KaXKA0ro NoNb30BaTeNs, B pexxume
multiple hosts - TonbKo gnAa nonb3oBaTensa, npolleaLliero
ayTeHTUdUKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

OnpeaenseTt meToa, ayTeHTUGUKaUMKM npu gocTyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMMUCKA METOAO0B, AONONHUTENbHbIN
meToz, byaeT NPUMEHATLCA, TOIbKO KOrAa No OCHOBHOMY

ip http authentication aaa Method:
. .. meToAy ayTeHTUPUKALMM BO3BPaLLEHA OLWMOKa.
login-authentication local, none, tacacs, .
. - local —no nmeHu 13 NokanbHoM 6a3bl AAHHbIX;
method1 [method?2...] radius/local
- none — He UCNONb3yeTcs;
- tacacs — ucnonb3oBaHMe cnmuckos Bcex cepepoB TACACS+;
- radius — ncnonb3osaHue cnnckos Bcex RADIUS-cepsepos.
no ip http authentication
. - - YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
aaa login-authentication
OnpegenseT metog, ayTeHTUdMKaunm npu gocryne K FTP-
cepsepy. Mpu ycTaHOBKE CMMUCKA METOAO0B, JONONHUTENbHbIN
. A meToz, 6yAeT NPMMEHATLCA, TO/IbKO KOr4a No OCHOBHOM
ip ftp authentication aaa MeToi ayATeHTE(bVIKaLI,VIVI Bz)aspaw,eHa gumﬁka !
login-authentication Method: v ay o '
- local —no nmeHu 13 NokanbHoOM 6a3bl AAHHbIX;
method1 [method?2...] local, none, tacacs, .
- - none — He UCNONb3yeTcs;
radius/local

no ip ftp authentication
aaa login-authentication

- tacacs — ucnonb3oBaHue cnuckos Bcex cepeepoB TACACS+;
- radius — ncnonb3sosaHue cnmckos Bcex RADIUS-cepBepos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa accounting commands
stop-only default tacacs

no aaa accounting
commands stop-only
default tacacs

Mo YMOAN4YaHUIO BeaeHne
yyeTa 3anpeweHo

Pa3pelaeT BegeHue yyeTa (aKKayHTa) ans seeaeHHbix B CLI
KOMaHA,.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

’ [nsa Toro uto6bl KAMEHT NONYYUA AOCTYN K YCTPOMCTBY, AAXKe eCUN BCe MeToAbl

KOMaHpge — none.

ayTeHTMUKALUM BEPHYIU OWIMGKY, UCNOJb3YiiTe 3HaYeHWe NoC/IefHero meToaa B
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Tabnnua 5.141 — ATpnbyTbl coobLEHNI BeaeHMA yyeTa npoTokona RADIUS ana ceccuin ynpasneHus

Hanau4yue Haau4ue
Ampubym ampubymae | ampubyma e Onucanue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTMdUKauma nonb3osaTtens.
IP-apapec KommyTaTopa, KOTOPbIA UCNOb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap < y . P P y
ans ceccuin ¢ Radius-cepsepom.
Mpon3BoNbHOE 3HaYEHWE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P o
COOOLLEHMNA yYeTa Ceccum.
. IP-agpec KommyTaTopa, UCMOb3yeMblin ANA
Called-Station-ID (30) EcTb Ectb p,p“ v P y A
ceccuit ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN naeHTUdUKaTOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KANEHT
Acct-Authentic (45) EcTb EcTb A pomy
OO/IKeH 6bITb ayTeHTUGULMPOBaH.
. . Moka3blBaeT, KaK A0Aro Nosib3oBaTeNb Hbin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.

Tabnnua 5.142 — ATpnbyTbl coobLWEHNIM BeaeHMA yyeTa npoTokona RADIUS ana ceccmin 802.1x

Ampubym Haauyue Hanuuue OnucaHue
ampubyma e | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTnduKauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOpPbIN
NAS-IP-Address (4) Ectb Ectb AP i P . P .
ucnonbsyetca gna ceccuii ¢ Radius-cepsepom.
NAS-Port (5) Ecto Ects MopT KOMMyTaTopa, Ha KOTOPOM NOAKAUNACA
nonb3oBaTeb.
Mpon3BoNbHOE 3HaYeHWE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P .
COOBLLEHUA yyeTa Ceccum.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nosb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOUKATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KANEHT
Acct-Authentic (45) EcTb EcTb A pomy
[O/MKEH ObITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK 40Aro Nosib3oBaTesNb Hbin
Acct-Session-Time (46) Het Ectb A
NOAK/OYEH K cUcTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMokasbiBaeT TMN NopTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypuposaHUa mepMuHaaad

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KOHOUTypUpoBaHUa TePpMUHANa:

console (config-line) #
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Tabnnua 5.143 — KomaHapl pexkuma KoHourypupoBaHua nHtepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

login authentication
{default | list-name}

no login authentication

list-name: (1..12)
CMMBO/I0B

3apaeT MeTos ayTeHTUGUKALMKM NPU BXOAE A1 KOHCOMU,
telnet, ssh.

- default — ncnonb30BaTbh CNMCOK «NO YMOAYAHUIOY,
CO34aHHbIN KoMaHAoM aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIV KOMAHAOM
aaa authentication login list-name.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

enable authentication
{default | list-name}

no enable authentication

list-name: (1..12)
CMMBOJI0B

3apaeT MeToz ayTeHTUGMKaLMKM NoIb30BaTeNA MPU
NoBbILWEHUN YPOBHA NPUBUAETUIA ANA KOHcoM, telnet, ssh.
- default — ncnonb3oBaTh CNMCOK «NO YMONHAHUIOY,
CO34aHHbIM KOMaHZoM aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIV KOMAHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

password password
[encrypted]

(1..159) cumBonos

3apaet naposb AnAa TepMuHana.

- encrypted — 3a4aTb 3alMppOBaHHbIN Naposb (Hanpumep,
napo/b B 3aWMdpPoOBaHHOM BUAE, CKONUMPOBAHHbIN C APYroro
yCTpOWMcTBa).

no password

Ypanaet naponb Ana TepMmuHana.

KomaHObl pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOW CTPOKM perknma Privileged EXEC:

console#

Tabnnua 5.144 — KomaHgpb! pexuma Privileged EXEC

KomaHda 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO
show authentication MokasblBaeT nHGopmaLmio 06 ayTeHTUGUKALUMOHHBIX MeTOAAX
methods ) Ha KomMmyTaTope.
show users accounts MoKa3blBaeT I0KaNbHYH 633y AaHHbIX NOb30BaTENEN U UX
) npusuaerni.
clear line line line: (0..8) 3aKpbIBaeT CeCCU0 YAaNEeHHOrOo ynpaBaeHus.

- line — HOMep ceCCUU yaaneHHOoro ynpasneHuA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console>

Bce KomaHAabl JaHHOTO pasaena AoCTynHbl TONbKO ANA NPpUBUNErMpoBaHHbIX nosib3oBaTenem.

Tabnnua 5.145 — KomaHgp! pexkuma EXEC

KomaHda

Aelicmeue

show accounting

Moka3sbiBaeT MHHOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA yyeTa (aKKayHTa).
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5.19.2 lMpomokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayTeHTUPUKaumu, aBtopmsaumm u ydeta. Cepsep RADIUS
ncnonb3syet 6asy AaHHbIX MO/Jb30BaTENEN, KOTOPAA COLEPMKUT AaHHble MPOBEPKM MNOANMHHOCTU ANA

Kakgoro

nonb3oBartena.

Takum  obpasom,

ncnonb3oBaHUe

npoToKona

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Buz 3anpoca KOMaHAHOWM CTPOKM B peXnme rnobanbHOro KOHPUrypmpoBaHums:

console (config) #

Tabanua 5.146 - KomaHapl pexxuma rnobanbHOro KOHPUrypmposaHma

RADIUS obecneunsaet
AONOJIHUTENbHYIO 3aLLNTY NPU [OCTYMNE K pecypcam CeTH, a TaKKe Npu A0CTyne K Camomy KOMMYTaTopy.

3HayeHue/3HayeHue o

[timeout timeout]
[retransmit retries]
[deadtime time]

[key secret_key]
[encrypted key
encrypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address | hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumBonoB;
encrypted key:
(0..128) cumBonos;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all
(3HayeHMA no ymonyaHuio)

KomaHoa Aelicmeue
YyMoOA4YaHuro

[ob6aBnaeT ykasaHHbIN cepBep B CMUCOK UCMO/Ib3yEMbIX

RADIUS cepsepos.

- ip_address— IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- aguth_port — Homep nopTa AN nepeaayn

AYTEHTUDMKALUMOHHbBIX LAHHbBIX;

R rt— .
radius-server host hostname: a.cct_po t — HOMep nopTa 4N1a nepefayn AaHHbIX y4eTa;

. - timeout - NHTepBaN 0XUJaHNA OTBETA OT CepBepa;

{ip_address| (1..158) cumBonos; . .

- retries - KOAN4YECTBO NONbLITOK Nomncka RADIUS-cepsepa;
hostname} auth_port: - time - BpemMA B MUHYTaXx, B TE4EHNE KOTOPOro HeAOCTYMNHbIE
[auth-port auth_port] (0..65535)/1812; ’

cepsepa He byayT onpawmneatbea RADIUS-kaneHTOM
[acct-port acct-port] acct_port:

KOMMyTaTOpa;

- secret_key — Kntou ans ayTeHTUGUKaumm u wndposaHua
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — kntoy gna ayteHTUOUKaLMK U LWindpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- source_ip_address — IPv4 unn IPv6-agpec, ncnonbsyembliii B
KayecTBe agpeca UCTOYHMKA, NepeAaBaemoro B coobLLIeHMAX
npotokona RADIUS;

- priority — npuopuTeT ucnonb3oBaHus RADIUS-cepsepa (Yem
HWKe 3HaYeHne, TeM NPUOPUTETHEE cepBep);

- type — TN ncnonb3oBaHua RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpos timeout, retries,

time, secret_key, source_ip_address gns gaHHoro RADIUS-
cepBepa MCMo/b3yloTCA 3HAYEHUA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYIOLLMX I106a/1bHbIX KOMaHA,

YpanaeT yKasaHHbI cepBep U3 CMCKA UCNONb3YeMbIX
RADIUS-cepsepos.

radius-server key [key]

no radius-server key

(0..128) cumsonos/
K104 He 3ajaH

YcTaHaBAMBaAET KKOY, UCMONb3YEMbIN MO YMONYAHUIO, ANA
ayTeHTUOUKaLMM 1 lWindpoBaHna Bcero obmeHa AaHHbIMU
RADIUS mexay ycTponcTeom u okpyxeHmem RADIUS.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server timeout

YctaHaBauBaet MHTEepBan OXXMaaHUA OTBETA OT CepBepa,

no radius-server retransmit

timeout (1..30)/3 cek MCMOb3yeMmblii MO YMONYaHMIO.
no radius-server timeout YcTaHaBAMBaeT 3Ha4YeHMe No YMOAYAHWUIO.

OnpepenseT KONYECTBO MOMNbITOK, NCMO/Ib3yeMOe Mo
radius-server retransmit yMoa4aHuto, noncka RADIUS-cepBepa u3 cnncka cepsepos.
retries (1..10)/3 Mpu 0TKa3e ocyLecTBAAETCA MOUCK CaeaytoLwero no

npuopuTETY CepBepa 13 CrucKa.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO

radius-server deadtime
deadtime

(0..2000)/0 muH.

MNo3Bonsaet onTummnsnposaTb Bpemsa onpoca RADIUS-
cepBepoB, KOrAa HeKoTopble cepBepa HeJOCTYMHbI.
YcTaHaBAMBaeT BpemaA B MUHYTaX, UCNOJIb3yemoe No
YMO/I4aHWMIO, B TEYEHWE KOTOPOro HeAoCTyMNHble cepBepa He
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no radius-server deadtime
deadtime

6yayT onpawwusaTbes RADIUS-KAneHTOM KommyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3apaeT onpeaenexHblit IPv4-agpec, ucnonb3yemoiii no
YMO/IYaHMIO B KayecTse agpeca UCTOYHMKA NepeAaBaemMoro B
coobleHusax npotokona RADIUS.

Ypanset onpeaeneHHblnt IPv4-agpec, ucnonb3yemblit no
YMO/IYaHMIO B KayecTse agpeca UCTOYHMKA NepeAaBaemMoro B
coobleHusax npotokona RADIUS. YctaHasnusaeT IPv4-aapec
MHTepderica KoOMMyTaTopa B KaYecTBe agpeca UCTOYHUKA AN1A
MCMNONb30BaHMA B cO0bLLEeHMAX NpoTokona RADIUS.

radius-server source-ipv6
ip_address

no radius-server source-
ipv6 [ip_address ]

3agaeT onpeaeneHHbli IPv6-agpec, Mcnoib3yemsbiii no
YMOIYQHMIO B Ka4ecTBe afpeca UCTOUYHWMKA NepesaBaemMmoro B
coobuieHunax npotokona RADIUS.

Ypanset onpeaeneHHblnt IPv6-agpec, Ucnonb3yemblii no
YMOJ/IYAHUIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B
coobueHusax npotokona RADIUS. YcraHasnusaet IPvb-aapec
NMHTepderica KoMMyTaTopa B KAaYecTBe apeca UCTOYHUKA ANA
MCNob30BaHMA B coobLyeHnsax npotokona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas-id

no radius-server attributes
nas-id include-in-access-
req format

nas-id (1..32)/ no
YMONYaHUIo aTpmbyT 32
OTCYTCTBYET B 3anpocax

Job6asneHune atpnbyTta 32 (NAS-ID) B nakeTbl Radius-request.
- nas-id — popmart onumu;
- Makpoc %h noacrtasnset hostname-kommyTaTtopa.

Bo3BpalaeT 3Ha4yeHne No YMOAYaHMUIO.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:

console

#

Tabnuua 5.147 - KomaHgabl pexkuma Privileged EXEC

KomaHda

Aelicmeue

show radius-servers

OtobparkaeT napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa fOCTyNHa TONbKO ANA
NPUBWUAEIMPOBAHHBIX NOJIb30BaTENEN).

show radius statistics

OTo6parkaeT cTaTUCTMKY NpoToKkona Radius.

[pumepbl UC1016308GHUA KOMAHO

YCTaHOBUTb rNnobanbHble 3HAYEHUA AN1A MAPaMeTPOB: MHTEPBAA OXWAAHMA OTBeTa OT
cepsepa — 5 cekyHa, Koanyectso nonbITOK noncka RADIUS cepsepa — 5, Bpems, B TeyeHue
KOTOPOro HeaoCTyMHble cepBepa He byayT onpawmnsatbca RADIUS KAMeHToOM KoMmyTaTopa
— 10 MWHYT, CeKpeTHbIM Katod - secret. [obasutb B cnucok RADIUS cepsep,
pacnonoeHHbln Ha y3ne cetm c IP agpecom 192.168.16.3, nopT cepsepa AnA
ayTeHTUdPUKauum — 1645, KonmMyecTBO NOMbITOK JOCTYNa K cepeepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

console

MoKa3aTb napameTpbl HacTponkn RADIUS cepsepoB

# show radius-servers
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start
IP address Port port Tim Ret- Dead- source IP Prio.
Auth Acct out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0
196.168.16.3 1645 1813 Global 2 Global Global 0
Global values
TimeOut : 5
Retransmit : 5
Deadtime 10
Source IP 0.0.0.0
Source IPv6

Usage

5.19.3 Npomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPaANM30BAHHYIO cucTemy 6e30MacHOCTU A7 MPOBEPKMU
Nnonb3oBaTesiel, NoJy4aloWmMX AOCTYN K YCTPOMCTBY, NpPM 3TOM noaaepxueasa cosmectumocts ¢ RADIUS un

ApYrMMu npoueccamun nposepku noganHHoctn. TACACS+ npeaocTaBnseT caeaytolme cayobl:

— Authentication (npoBepka noganHHocTn). ObecneynBaeTcs BO BpeMs BXOAa B CUCTEMY MO UMEHam
nosib3oBaTeNen n onpeseneHHbIM Nosb30BaTeNAMMN NAPONAM.

— Authorization (aBTopusauusa). ObecrneunsaeTca Bo Bpema Bxoda B cucTemy. MNocne 3aseplieHus

ceaHca npoOBEPKM

NOANTNMHHOCTU

3anycKaeTrcs

ceaHc asTopusauMuM C

Mcnonb3oBaHnem

NpPoBEPEHHOIo0 MMEHU NOZIb30BATENIA, TAKXKe CePBEPOM NPOBEPAKOTCA NPUBUNETNN NOSIb30BATENA.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUS

BuZ 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHOro KOHGUrypupoBaHus:

console (config) #

Tabnuua 5.148 - KomaHabl pexuma rnobanbHOro KoHGUrypmposaHumsa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

tacacs-server host
{ip_address|hostname}
[single-connection]

[port port]

[timeout timeout]

[key secret_key]

[encrypted key encrypted_key]
[source source_ip_address]
[priority priority]

no tacacs-server host

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time: (0..2000) muH;
key: (0..128) cumBon0B;
encrypted_key: (0..128)
CMMBO/IOB;
priority: (0..65535)/0

[obasnaeT yKasaHHbIM cepBep B CMUCOK UCMONb3yEMbIX
TACACS cepsepos.

- ip_address — IP agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single connection — B KaX4blli MOMEHT BpeMeHU UMeTb He
60/1bLLe 04HOro CoOegUHEHNA aNAa 0OMeHa AaHHbIMM C
TACACS-cepBepom;

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-
cepsepom;

- timeout — MHTepBan 0XNOAHWUA OTBETA OT CEPBEP];

- secret_key — Knto4 ana ayTeHTMdUKaLmMm 1 WndposBaHus
Bcero obmeHa gaHHbimu TACACS;

- encrypted_key — kntoy B WndpoBaHHOM BUAE ANA
ayTeHTUOUKALMU U WndpoBaHUA Bcero obmeHa AaHHbIMK
TACACS;

- source_ip_address — IP-agpec, ncnosib3yemblli B KauecTse
apeca UCTOYHUKA, NepesaBaemMoro B COObLLeHUAX
npoTtokona TACACS;

- priority — npnopuTeT ncnonb3oBaHma TACACS-cepsepa
(4em HUKe 3HaUeHWe, TeM NpUopUTETHEE CepBep).

B cnyyae oTcyTcTBUA B KOMaHAe napameTpoBs «timeouty,
«retries», «time», «secret_key», «source_ip-addr» ans
paHHoro RADIUS-cepBepa MCMNo/b3yrOTCA 3HaYeHus,
HACTPOEHHbIE C MOMOLLBIO COOTBETCTBYHIOLMX 1106aNbHbIX
KOMaHA,

Yanaet yKasaHHbI cepBep U3 CNMUCKa UCMOJb3yeMbIX
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{ip_address | hostname}

TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

(0..128) cumsonos/
M0 YMOJIYAHMIO KoY -
nycras cTpoKa

YcTaHaBAMBAET KAtOY, UCNONb3YEMbI NO YMONYaHUIO, ANA
ayTeHTUdMKauum 1 WndposaHUa Bcero obmeHa faHHbIMM
TACACS mexay yctpoincTsom u okpyeHnem TACACS.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

(1..30)/5 cek.

YcTraHaBAuBaet MHTEepBan 0XXMaaHUA OTBETa OT CepBepa,
VICI'IO}'Ib3yeMbIﬁ N0 YMO/IHaHUIO.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3agaeT IP-agpec KoMmyTaTopa, UCNOJb3YyEMbIN NO
yMon4aHuio ans obmeHa coobuweHmsamm ¢ TACACS-
cepsepom

YcTaHaBauBaeT ucnosnb3osaHue IP-agpeca nHTepdeiica
KomMyTaTopa ana obmeHa coobuieHnsamm ¢ TACACS-
cepBepom.

KomaHOobi pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexknme EXEC:

console#

Tabanua 5.149 - KomaHapl pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show tacacs
[ip_address]

OTob6parkaeT HAaCTPOMKY U CTaTUCTUKY ans cepsepa TACACS+.
- ip-address — IP-appec TACACS+ cepsepa, 1Mb0 uma cepsepa.

show tacacs statistics

OTobparkaeT cTaTUCTMKY npoTokona TACACS+.

[pumepbl UC016308AHUA KOMAHO

= [lo6asuTb B cnncok cepsepos TACACS-cepBep, pacnonoXeHHbIN Ha y3ne cetu ¢ IP-agpecom
192.168.16.34, TalmayT OXuMAaHMA OTBETa OT cepBepa — 4 CEeKyHAbl, CEKPETHbIN KoY ans
obmeHa paHHbIMKM C cepBepom — secret, IP-agpec KommyTaTopa, MCMO/b3yembli AN

obmeHa c 3Tum cepsepom — 192.168.16.38, npmoputeT cepeepa — 8.

console# configure
console (config)# tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 Mpomokon ynpasneHusa cemoro (SNMP)

SNMP — TexHonorvsa, npusBaHHaa obecneuynTb ynNpaBJAeHME W KOHTPO/Ab Hah YCTPOMCTBAaMU M
NPUOKEHUAMM B CETM CBA3M NyTém obmeHa ynpasaswowen wuHOopmMaumMen Mexay areHTamu,
PacnoNoXeHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MeHeAXepaMu, Haxo4AWMMMUCA Ha CTaHLUMAX YNpaBieHus.
SNMP onpeaensner ceTb Kak COBOKYMHOCTb CETEBbIX YMNPABAAIOLWMX CTAHLMIN N 31EMEHTOB CeTU (rnaBHble
MaLUMHbI, LWA3bl U MapLIpPyTU3aTOpPbl, TEPMMUHA/bHbIE CEpPBEPbl), KOTOPble COBMECTHO obecrneuymBatoT

AAMUHUCTPATUBHbIE CBA3UN MeXAY CeETEBbIMU YNPaBAAOWNMMU CTAHUNAMUN N CETEBLIMU areHTamMmM.

KommyTtatop MES1024/MES1124/MES2124 no3sonAeT HacTpouTb paboTty npotokona SNMP ans
YOANeHHOro MOHWUTOPWMHIA U ynpasaeHUA YCTPOMCTBOM. YCTPOMCTBO NOAAEPKMBAET NPOTOKO/IbI BEPCUI
SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM peXmnma rnobasbHOro KOHGUIrypupoBaHus:

console (config) #
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Tabanua 5.150 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHms

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

system iftypes {default |
iana-new}

N3meHseT oTobpaxkeHue Tunoes nHtepdelicos LAG u vian,
XpaHsaLwwmxca B none ifType Tabauypi ifTable.
Mpu BBOAE "system iftypes iana-new":
—  3HaueHue nons ifType ans Port-Channel'os B
Tabauvue ifTable otobparkaeTca Kak ieee8023adlag;
—  3HauyeHue nons ifType ana Vlan'os B Tabauue ifTable
oTobpaxkaetca Kak |2vlan.

Mpw BBoAe "system iftypes default":
—  3HauyeHue nons ifType ana Port-Channel'os B
Tabnuue ifTable otobpaskaeTcs Kak ethernetCsmacd;
—  3HaueHnue nons ifType gna Vlan'os B Tabauue ifTable
oTobpaxaeTca Kak propVirtual.

[lns BCTYN/AEHUA B CUNY M3MEHEHMI Nocie BBOAA KOMaHApbI
TpebyeTcs coxpaHeHue KoHbUrypauum v nepesarpyska.

snmp-server server

no snmp-server server

Mo ymon4yaHuo
nogAep:Kka NpoTokoa
SNMP BKtoueHa

BkatounTb nogaepKy npotokona SNMP.

OTKkntoYaeT noaaepXKy npotokona SNMP.

snmp-server community
community [view
viewname] [ro|rw|su]
lipv4_address|
ipv6_address|
ipv6z_address]

[mask | prefix_length]
[use-acl ip-acl-name]

snmp-server community-
group community
groupname
lipv4_address|
ipv6_address|
ipv6z_address] [mask |
prefix_length]

no snmp-server
community community
lipv4_address|
ipv6_address|
ipv6z_address]

community:
(1..20) cumBonos

viewname:
(1..30) cumBonos

groupname:
(1..30) cumBonos

mask o ymon4aHuro
255.255.255.255

prefix_length
NO YMONYaHUIO
32
ip-acl-name:
(1..32) cumBonos
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

YcTaHaBAMBaET 3HaYeHWe CTPOKKM coobLiecTsa ansa obmeHa
AaHHbIMKW No NnpoTokony SNMP.

- community — cTpoKa coobuecTsa (NapoAb) gna 4ocTyna no
npoTtokony SNMP;

- 0 — AOCTYN TONIbKO AN YTEHUSA;

- rwW — 4OCTYyN ANA YTEHWUA U 3anucy;

- SU — AOCTyNn agMUHUCTPaTOPa;

- viewname — onpegenaet uma gna npasmna 0603penHns
SNMP, KoTopoe A0NKHO ObITb NpeaABapUTENbHO ONpeseneHo
C NMOMOLLbIO KOMaHAbI snmp-server view. Onpeaenaet
06bEKTbI, LOCTYNHblE CO0bLLEeCTBY;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec
YCTPOMCTBA;

- mask — macka agpeca |Pv4, KoTopas onpeaenset, Kakune
6UTbl apeca CTOYHMKA NAKeTa CPAaBHMBAKOTCA C 334aHHbIM
IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBAAOT NpeduKc
IPv4-appeca;

- ip-acl-name — nms cywectaytowero ACL-cnucka;

- groupname — onpeaenseT UMA rpynnbl, KOTOPOE AO0/IKHO
6bITb NPeaBapUTEeIbHO ONPeAeNeHo C MOMOLLLbIO KOMaHAbI
snmp-server group. Onpegennet 06bEKTDI, LOCTYNHbIE
coobuiecrsy.

Ypanaet napameTpbl 418 CTPOKK COO6IJJ,ECTBa.

snmp-server view view-
name OID
{included|excluded}

no snmp-server view
viewname [OID]

view-name:
(1..30) cumBonos

Co3pgaeT unu peaakTmpyeT npasuno obospeHuns ana SNMP —
paspelatolLee NpaBunao, IMBO orpaHMYMBatoLLEE CEPBEPY-
obospesatento goctyn K OID.

OID-maeHTUdPUKaTop o6veKTa MIB, npeacTaBieHHbIV B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, mosKeT BK/toYaTh B ceba
3ape3epBUpPOBaHHbIE C10Ba, Hanpumep: system, dod). C
NOMOLLbIO CMMBOJIA * MOXHO 0603HAYUTb CEMeNCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKntoyeHa B NpaBusio gns 0603peBaHns;

- exclude — OID uckntoyeHa U3 npasuaa gaa 06o3pesaHus.

Ypansaet npasuio obospenus gns SNMP.
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snmp-server group
groupname {v1|v2|v3
{noauth|auth|priv}
[notify notifyview]}
[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumsonos

notifyview:
(1..30) cumsonos

readview:
(1..30) cumsonos

writeview:
(1..30) cumsonos

Cozgaet SNMP-rpynny nam Tabamuy cootsetctanit SNMP-
nosib3osatesnei n npasun o6o3peHnin SNMP.
-vl,v2,v3-SNMP vl, v2, v3 mogenb 6e3onacHocTu;

- noauth,auth,priv — Tun ayteHTMPUKaUMK, MCNoNb3yemMbii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTuduMKaumm, auth —
ayTeHTUdMKauma 6e3 wnudposaHus, priv — ayTeHTUOUKALMA C
WwndposaHuem);

- notifyview — uma npasuaa 0603peHnsA, KOTOPOMY paspeLleHo
onpepenatb coobweHna SNMP-areHTa — inform wu trap;

- readview — ums npasuia 0603peHns, KOTOPOMy paspeLleHo
TONIbKO YTeHue cogepkmumoro SNMP-areHTa KommyTaTopa;

- writeview — uma npasuna 0603peHnsa, KOTOPOMY pa3peLLeHo
BBOAMTb AaHHble U KOHPUTypMpoBaTb cogepknumoe SNMP-
areHTa KommyTaTopa.

Ypaanaetr SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos
groupname:
(1..30) cumBonos
engineid-string:
(5..32) cumBonos
password:
(1..32) cumBona
md5:
16 nnn 32 6ant
sha:
20 nnu 36 6ant
dopmart
IPv4: A.B.C.D
IPVv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cosgaet SNMPv3-nonb3oBatens.

- username — UM NONb30BaTeNS;
- groupname — vMa rpynnbl;

- engineid-string — naeHTudukaTop yaaneHHoro SNMP-
YCTPOICTBA, KOTOPOMY NOJIb30BaTE/Ib NPUHALNEKUT;

- auth-password — naponb A1a ayTeHTUOUKAUMU U reHepauum
KoYa;

- md5 — ka4 md5;

- sha — kntouy sha;

- host — IP-agpec/ ums xocra.

Ypanaetr SNMPv3-nonb3osaTensa.

snmp-server filter filter-
name oid {included |
excluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Cozpaet unu pegaktupyet npasuno SNMP-bunbTpa, KoTopoe
nossonset dunbTposaTb inform u trap-cooblueHuns,
nepenasaemble SNMP-cepsepy.

- oid — npeHtTndumkaTop ob6bekTa MIB, NnpeacTaBaeHHbIM B
Buae aepesa ASN.1 (cTpoKa Buaa 1.3.6.2.4, MOXKET BK/OYATL B
cebs 3ape3epBMpoBaHHbIe C10Ba, Hanpumep: system, dod. C
NOMOLLbIO CMMBO/IA ¥ MOXHO 0603HAYUTb CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuio GunbTpaLmm;

- exclude — OID uckntoyeHa 13 npasuna GuabTpaumm.

Ypansaet npasuao SNMP-¢unbtpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| priv]}] community [udp-
port port] [filter
filtername] [timeout
seconds] [retries retries)

no snmp-server host
{ipv4_address
|ipv6_address |
hostname}
[traps|informs]

hostname:
(1..158) cumsonos

community:
(1..20) cumBonos

udp-port: (1..65535)/162

filtername:
(1..30) cumBonios

seconds: (1..300)/15
retries: (0..255)/3

OnpegenseTt HaCTPOMKM ANA Nepesayun coobLieHnin
yesegomnerus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobluecTsa 419 Nepesayn coobLieHuni
yBeAOMIEeHNSR;

- version — onpeaensaT Tun coobueHunit trap —trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKa3blBaeT NOANNHHOCTb NakeTa 6e3 wndposaHus;

- noauto — He yKa3sblBaeT NOA/MHHOCTb NAKeTa;

- priv — yKa3sblBaeT Nog/IMHHOCTb NaKeTa C WudpoBaHUem;

- port — UDP nopt SNMP-cepBepa;

- seconds — nepuoa OXunaaHnA NOATBEPHKAEHUI nepes,
NOBTOPHOW Nepegayelt coobuweHui inform;

- retries — KONMYECTBO NOMNbLITOK Nepesayn coobuueHuii inform,
Npv OTCYTCTBUM UX NOATBEPKAEHUA.

Yaansert HacTporKku AnsA nepesadn coobLyeHnin yseLomneHus
inform un trap SNMPv1/v2/v3-cepsepy.
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snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps | informs]

{noauth |auth| priv} [udp-
port port] [filter
filtername] [timeout
seconds]

[retries retries]

no snmp-server v3-host
{ipv4_address
|ipv6_address

| hostname} username
[traps|informs]

hostname:
(1..158) cumsonos

username:
(1..24) cumBonos

udp-port: (1..65535)/162

filtername:
(1..30) cumBonos

seconds: (1..300)/15

retries: (0..255)/3

OnpeaenseT HaCTPOMKKN ANs nepesayn coobLieHnit
yBegomaeHus inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tun ayteHTUdUKauMn, ncnonbyemoii
npotokonom SNMP v3 (noauth — 6e3 ayTeHTUdUKaumm, auth —
ayTeHTUdMKauma 6e3 wnudposaHus, priv — ayTeHTUOUKALMA C
WwnpposaHuem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuoa OXnaaHna NoATBEPKAEHUN nepes,
NOBTOPHOW Nepegayeit coobueHnit inform;

- retries — KONNMYECTBO NONbLITOK Nepegayn coobuuenuii inform,
Npv OTCYTCTBUM UX NOATBEPIKAEHUA.

YpanaeT HacTPOWKK AN nepesayu coobLieHuit ysegomaeHnA
inform v trap SNMPv3-cepsepy.

snmp-server enginelD
local {engineid-string |
default}

no snmp-server enginelD
local

(5..32) cumBonos

Co3gaet naeHtTudukatop nokasbHoro SNMP ycTpolictea —
enginelD.

- default — npu ucnosnb3oBaHMM gaHHOW HacTPoOWiKkK enginelD
byaeT aBToMaTUYECKM co3aaH, Ha ocHoBe MAC-agpeca
yCTpOMCTBa.

Ypansaet ngeHtudumkaTop nokansHoro SNMP ycTpoictea —
enginelD

snmp-server enginelD
remote

{ipv4_address |
ipv6_address}
engineid-string

no snmp-server enginelD
remote

{ipv4_address |
ipv6_address}

(5..32) cumBonioB

Co3gaeT naeHTudunKaTop yaaneHHoro SNMP ycTpoicTea —
enginelD.

Ypanaet nageHtudukaTop yaaneHHoro SNMP yctpoiictea —
enginelD.

snmp-server enable traps

BkntouaeT nogaepkky SNMP trap coobuieHuni.

no snmp-server enable -/enabled OTkntoyaeT noaaepkky SNMP trap coobLieHui.
traps
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-cooblieHunit npu nepesoge
errdisable . nopTta B coctosAHue Errdisable.

-/disabled —
no snmp-server enable BbikntoyaeT otnpaBky SNMP trap-coobuueHuit npu nepesoae
traps errdisable noprta B coctosAHue Errdisable.
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuieHni npu nsmeHeHuu
erps coctosHua ERPS-konbua.

-/enabled "
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap coobLweHnin npu nsmeHeHUn
traps erps coctosiHua ERPS-konbua.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHnin npu nsmeHeHUn
flex-link bled coctoaHua napsl flex-link nHtepdericos.
no snmp-server enable /enable OTkntoyaeT otnpasKy SNMP trap coobLeHnin npu nsmeHeHUn
traps flex-link coctoaHua napsl flex-link nHtepdericos.
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuweHnit Npu nsmeHeHUn
link-status COCTOAHMA NopTa.

-/enabled —
no snmp-server enable OtkntovaeT otnpasKy SNMP trap coobLieHuit npu nsmeHeHnu
traps link-status COCTOAHUA NopTa.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobweHnit npu 3MeHeHUn B
mac-notification change Tabnvue nsyyeHHbix MAC-agpecos.
no snmp-server enable -/disabled OTkAtoyaeT otnpasky SNMP trap coobLieHui npu MsmeHeHnu
traps mac-notification B Tabanue nsyyeHHoix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHunit npu
mac-notification flapping ob6HapyeHun dnannmHra MAC-agpecos.
no snmp-server enable -/enabled OTkntoyaeT otnpasKy SNMP trap coobuieHunin npu
traps mac-notification obHapyeHun dnannmHra MAC-agpecos.
flapping
snmp-server enable traps -/ disabled BkntouyaeT otnpasky SNMP trap coobuweHunit npu

12protocol-tunnel

cpabaTbiBaHum drop-treshold n shutdown-treshold 8 L2PT.
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no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobuweHunin B L2PT
traps I2protocol-tunnel
snmp-server enable traps BkntouaeT otnpaeky SNMP trap coobuweHunit npu
storm-control bled 06HapYKEHUN LIMPOKOBELLLATENIbHOTO LTOPMA.
no snmp-server enable ~/enable BbikntoyaeT otnpaBky SNMP trap coobuuieHuii npm
traps storm-control 06HaApPYKEeHUN LIMPOKOBELLLATENBHOTO LITOPMA.
snmp-server trap PaspelwaeT nepegasaTb cooblieHnn trap cepsepy He
authentication npoweawemy ayTeHTUMdUKaLMIO.
no snmp-server trap 3anpeLaeT nepenaBaTtb cO0bLLEHMA trap cepsepy He
authentication npoweawemy ayTeHTMdUKaLMIO.
snmp-server contact text OnpeaenseT KOHTAKTHY0 MHPOPMaLMIO YCTPONCTBA.

(1..160) cumsonos —
no snmp-server contact YaanaeT KOHTaKTHY0 MHGOpPMaLmIo yCTpoicTBa.
snmp-server location text OnpeaenaeT MHGOPMaLMIO O MECTOMOIOKEHUN YCTPOMCTBA.

- (1..160) cumBonos —

no snmp-server location YaanaeT HGopMaLmio 0 MECTOMONOMKEHNN YCTPOUCTBA.
snmp-server set variable- variable-name, name, Mo3BONAET YCTAHOBUTb 3HAYEHUSA NepeMeHHbIX B 6a3e AaHHbIX
name namel valuel value gomkHbl 3agasateca | MIB KommyTaTopa.
[name2 value2 ... ] B COOTBETCTBUM CO - variable-name — nma nepemeHHoOW;

cneupduKaumeii - name, value — napbl COOTBETCTBUIA MMA — 3HAUYEHME.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KoHGUrypupoBaHua nHtepdeica Ethernet:

console (config-if)#

Tabnnua 5.151 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

KomaHoa Aelicmeue

snmp trap link-status BkntoyaeT otnpasky SNMP trap coobuieHunin npu n3meHeHUn COCTOAHMA HAaCTPauBaeMoro
noprTa.

no snmp trap link-status BobikntoyaeT oTnpaBKky SNMP trap coobuieHunit npu n3MeHeHUM COCTOAHNA HACTPauBaemoro
nopTa.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM perknma Privileged EXEC:

console#

Tabnnua 5.152 — KomaHgb! pexuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MokasbiBaeT ctatyc SNMP-coegmHeHU.
show snmp enginelD Moka3sblBaeT naeHTMouKaTop nokanbHoro SNMP-ycTpoictea — enginelD.

show snmp views
[viewname]

show snmp groups
[groupname]

show snmp filters
[filtername]

show snmp users
[username]

MokasbiBaeT npasuia o6o3perHnsa SNMP.

MNoka3biBaeT SNMP-rpynnbl.

MokasbiBaeT SNMP-bunbTpbI.

Moka3sbiBaeT SNMP-nonb3oBartenei.
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[Mpumepbl 8bIN0AHEHUA KOMAHO

=  YCTaHOBUTb 3HayeHMA Aaa napameTpoB contact, location. YcTaHOBUTL 40CTYN Ha YTeHue
AnA CTPoKuM coobuectea public. YcTraHoBUTL AocTyn Ha uteHne n 3annuce SNMP-cepsepy ¢
agpecom 192.168.16.3 B coobuliectse private.

console# configure

console (config)# snmp-server enable

console (config)# snmp-server contact support@eltex.nsk.ru
console (config)# snmp-server location Objedineniya-street, 9
console (config)# snmp-server community public ro

console (config)# snmp-server community private rw 192.168.16.3

5.19.5 NMpomokon yoanéHHo2o0 moHumopuHaa cemu (RMON)

MpoTtokon moHuTopuHra cetu (RMON) sBnsetca pacwmpeHuem npotokona SNMP, nossonas
npenoctaBuTb 6osiee WMPOKUE BO3MOXKHOCTU KOHTpons ceTeBoro Tpadwuka. Otanmume RMON ot SNMP
COCTOUT B XapaKkTepe cobupaemoit MHPOpMaummn — AaHHble cobupaemble RMON B nepsyio oyepesb
XapaKTepusyoT Tpaduk mexagy ysnamu cetn. WMHbopmauma, cobpaHHas areHTom, nepenaetcs B
NPUNOXKEHNE YNPaBAeHUA CETbIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bupa, 3anpoca KOMaHAHOM CTPOKM pexmma rnobasibHOro KOHOUrypupoBaHus:
console (config) #

Tabnnua 5.153 — KomaHapl pexkuma rnobanbHOro KOHPUrypmposaHms

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
rmon event index type HactpaunBaet cobbiTuaA, UCNONb3yemble B cCUCTEME YAaeHHOTro
[community text] MOHUTOpPMHra.
[description text] - index — nHAEKC cobbITUSA;
[owner name] - type — TMN yBeAOMIEHUSA, TEHEPUPYEMOTO YCTPOMNCTBOM MO
index: (1..65535) 3TOMY COBbITHIO:
none — He reHepupoBaTb yBEAOMIEHUS,
community text: log — reHepnpoBaTh 3anuch B Tabnule,
(0..127) cumsonos trap — otcbinath SNMP trap,
log-trap — reHepupoBaTb 3anunchb B Tabauue 1 otcblnate SNMP

description text:

(0..127) cumBonos trap; .
- community — cTpoka coobuwectsa SNMP ana nepecbinku
owner hame: CTPOKa trap;

- description — onvcaHue cobbiTus;
- name — UMA co3gatens cobbITuA.

no rmon event index Ypansaet cobbiTve, UCNonb3yemoe B cucTeMe yaaneHHoro
MOHUTOPUHTA.
rmon alarm index index: (1..65535) HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUFHANOB.
mib_object_id interval - index — NHAEKC aBapuUMHOro cobbITus;
rthreshold fthreshold revent mib_object_id: - mib_object_id — ngeHTMdMKaTOp NepemeHHOMN YacTm
fevent KOppeKTHbIl OID; obbekTa OID;
[type type] [startup direction] - interval — nHTepBan, B Te4EHME KOTOPOTO AaHHble
[owner name] interval: oTO6MpatlOTCA M CPAaBHMBAIOTCA C BOCXOAALLEN U HACXOAALWEN
(1..4294967295) cek rpaHuLamm;
- rthreshold — BocxogsLLan rpaHuLa;
rthreshold: - fthreshold — HucxoaAWan rpaHnLa;
(0..4294967295) - revent — MHAEKC cobbITUA, KOTOPOE UCNO/b3yeTcA Npu
rnepecevyeHnn BOCXoAALLEN FPaHNULLbI;
fthreshold: - fevent — uHAaeKc cobbITUA, KOTOPOE UCMONb3YeTCA NpK
(0..4294967295) nepecevyeHnn HUCXoAALWEeN rpaHmLbl;
- type — meTo 0T6OPa YKa3aHHbIX MepeMeHHbIX M noacyeTa
revent: (0..65535) 3HaYeHMA SN CPABHEHUA C rPaHNLAMK:

Mertog absolute — abcontoTHoe 3HaueHne BbIbpaHHOM

Ethernet-kommymamopsl MES1000, MES2000 165



HELTEX

no rmon alarm index

fevent: (0..65535)
owner name: CTPoKa

Mo ymonyaHuio meTop,
oTbopa nepemMeHHbIX —
absolute

Mo ymon4yaHuo
WMHCTPYKLMA ANA reHepauum
cobbITui rising-falling

nepemeHHon byaeT CpaBHEHO C rpaHuLLEeN Ha KOHLe
nccnesyemoro MHTepBana;

MerTog delta — 3HaueHue BbIbBpaHHOW NepeMeHHoM nNpu
nocnegHem otbope 6yaeT BbITEHO U3 TEKYLLETO 3HAYEHUA U
pasHuLUa byaeT cpaBHEHa C rpaHuLaMu (pasHuLa mexay
3HaYeHUAMM NepemMeHHOM B KOHLE W B Haya/ie KOHTPOJIbHOTO
WHTepBana);

- startup — MHCTPYKLUMA ANA reHepaunmn cobblTUiM Ha NepBoM
KOHTPOJIbHOM WHTepBane. OnpeaenseT NpaBuaa reHepaLmm
aBapUMHbIX COBbITUIM ANA NEePBOro KOHTPOLHOIO UHTEPBANA
nyTem cpaBHeHMA OTOBPaHHOM NepemeHHOM ¢ 0AHOM, 60
obenMmu rpaHuLamu:

- rising — reHepupoBaTb eAMHUYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rpaHuLe, ecav 3HaYeHne oTobpaHHoM
nepemeHHoW Ha NepBOM KOHTPOIbHOM UHTepBane 6onblue
NMB0 PaBHO 3TOW rPaHuULLE;

- falling — reHepupoBaTtb eanHUYHOE aBapuiiHoe cobbiTMe Nno
HUCXO4ALLEN TPaHMLe, ec/iv 3HauyeHne oTobpaHHOM
nepemeHHOM Ha NepBOM KOHTPOJIbHOM MHTEPBA/IE MeHbLUe
nMb0o paBHO 3TOW rpaHuLEe;

- rising-falling — reHepupoBaTb eaAnHNYHOE aBapuiiHoe
cobbiTe NO BOCXOAALLEN U/UAN HUCXOAALLEN TpaHuLe, ecin
3HayeHue 0TobpaHHOW NepemMeHHON Ha NepPBOM KOHTPObHOM
nHTepBasie 6oblie NMM6O PaBHO BOCXOAALLEN rpaHuLLe, u/man
MeHbLUe 60 paBHO HUCXOAALLEN FPAHULLE;

- owner — UMA co3aaTeNs aBapuiHoro cobbitus.

Yaanser ycioBue BblAaun aBapuUiHbIX COObITUN.

rmon table-size {history
entries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3afaeT MakcMmanbHbl pasmep RMON-Tabanu,.
- history — makcMmanbHoe KoamyecTBo CTPOK B Tabnuue
ncropuu,
- log — maKkcMmanbHOE KOIMYEeCTBO CTPOK B Tabaunue 3anucei.
3HaueHue BCTYNUT B CMAY TOJIbKO nocne
H nepesarpysku yCTPOMUCTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,

UHMepdgelica 2pynnbl N1opmos

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHuUrypuposaHua uHtepdeinca Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.154 — KomaHapl pexkuma KoHUrypuposaHua nHtepoeica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HaveHue

Aeilicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

no rmon collection stats
index

index: (1..65535);
name:
KOPPEKTHaA CTPOKa;
bucket-num: (1..50)/50;
interval:
(1..3600)/1800 cek

BkntouaeTt dopmupoBaHue UCTOpUM NO rpynnam CTaTUCTUKU
AnA 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — NHZEKC Tpebyemo rpynnbl CTaTUCTUKK;

- name — Bnageneu, rpynnbl CTaTUCTUKK;

- bucket_num — 3HayeHMe, acCoOLMMpPYyEMOE C KOIMYEeCTBOM
Aveek Ana cbopa UCTOpUM MO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ans $opMUpoBaHUA UCTOPUM.

BbikntoyaeT popmumpoBaHMeE UCTOPUM NO TPYNMNam CTaTUCTUKU
AnA 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
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console>

Tabnuua 5.155 — KomaHab! pexkmma EXEC

KomaHoa 3HayeHue

Aelicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

MoKa3sblBaeT cTaTUCTUKY MHTepdeiica Ethernet, nnbo rpynnbl
MopTOB, UCMONb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHGOPMaLMIO MO 3anpallnMBaemMbIm rpynnam
CTaTUCTUKK.

show rmon history index
{throughput | errors | other}
[period period] index: (1..65535)
period:
(1..2147483647) cek

MNokasbisaeT uctoputo Ethernet cratuctkn RMON.

- index — 3anpoLueHHas rpynna cTaTUCTUKK;

- throughput - noKa3sbiBaeT cCHETYMKIM NPON3BOAUTENIBHOCTU
(nponyckHol cnocobHocTK);

- @errors - NoKa3blBaeT CHETYUKU OIJJVIGOK;

- other - NoKa3sbIBaeT cyeT4YMKM 0BPLIBOB U KONU3NNA;

- period — NOKa3bIBaeT MCTOPWMIO 3a 3aMNPOLUEHHbIN Nepuos,
BpEeMEeHMU.

show rmon alarm-table -

Moka3sblBaeT cBOAHYIO TabanLy aBapuiiHbIX COBbITUNA.

show rmon alarm number

MNMoKasbiBaeT KOHOUIypaLMIO HAaCTPONKM aBapUMHbIX COBbITUIA.

(1..65535) - number — NHAEKC aBapUMHOro cobbiTuA.
show rmon events i MoKasbiBaeT TabanLy cobbITUiA yAaNEHHOTO MOHUTOPUHIA
RMON.
show rmon log [event] MokasbiBaeT Tabanuy 3anmcei yaaneHHOro MOHUTOPUHIa
(0..65535) RMON.

- event — UHAEKC cobbITusA.

[pumepbl 8b1M0MAHEHUS KOMAHO

= [lokasaTb cTaTucTuKy 10 nHTepdeiica Ethernet nepsoro ycrpoiictea B cTeke:

console# show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0

Octets: 3876
Broadcast: O

CRC Align Errors: 0
Undersize Pkts: 0
Fragments: 0O

64 Octets: 0

128 to 255 Octets: O
512 to 1023 Octets: O

Packets: 57
Multicast: 57
Collisions: 0
Oversize Pkts: O
Jabbers: 0

65 to 127 Octets: 57
256 to 511 Octets: 0
1024 to max Octets: 0

Tabnnua 5.156 - OnucaHume pesynbLTaTos

Napamemp OnucaHue
Dropped Konunuectso 3a4eTeKTUPOBaHHbIX COBbITUIM, KOraa NakeTbl 6bl1M OTOPOLLEHDI.
Octets Konnuectso 6aiT AaHHbIX (BKAOYaa 6aiTbl NIOXMX NAaKETOB), NPUHATLIX U3 CETU
(nckntouasa pperimoBble 6UTbI, HO BKAKOYAA BUTbI KOHTPOILHOW CyMMbl).
Packets Konnyectso NnpuHATLIX NAaKeTOB (BK/lOYasA NA0XMe, LUMPOKOBELWATEIbHbIE 1
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MHOroagpecHble I'IaKETbI).

Broadcast

Konnyectso NpuMHATBIX LUMPOKOBELLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE
naKkeTbl).

Multicast

KonmyecTBo NPUHATLIX MHOrOaApeCHbIX MAaKeTOB (TONIbKO KOPPEKTHbIE NAKETbI).

CRC Align Errors

KonnuyectBo NpUHATLIX NAaKeTOB A/IMHON OT 64 A0 1518 6aiT BKAOUNTENBHO,
UMEIOLLUX HEBEPHYIO KOHTPOIbHYO CYMMY IMB0 C Lie/ibiM Yncaom 6aiT (owmnbKkm
NPOBEpPKM KOHTPOJIbHOM cymMbl — FCS), nnbo c Heuenbim ynciom 6anT (ownbkm
BblpaBHMBaHMA — Alignment).

Collisions

OueHKa KonnyecTsa KoIM3nin Ha aaHHom Ethernet cermeHTe.

Undersize Pkts

KonnuyectBo NpUHATLIX NAaKETOB AJIMHON MeHbLUe 64 6alT (McKNtovas ppeiimoBble
6UTbI, HO BK/OYAA BUTBI KOHTPOJILHOM CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO
chopMMpPOBaHHbIX.

Oversize Pkts

KonmuecTBo NPUHATLIX NAKeTOB ANNHOW 6onblue 1518 6aliT (McKntovan pperimoBble
6UTbI, HO BK/IHOYAA BUTBI KOHTPOJILHOWM CYMMbI), HO B OCTa/IbHOM MPaBU/bHO
chOpMUPOBAHHDIX.

Konnyectso NpuMHATLIX NAaKeTOB A/IMHON MeHblue 64 6alT (McKAtoYaa Gppeirmosble
6UTbI, HO BKNHOYAA BUTbI KOHTPOJILHOWM CYMMbI), UMEIOLLIMX HEBEPHYHO KOHTPO/bHYHO

Fragments . .
CYMMY IM60 C LLeNbiM Yucaom 6ainT (oWMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS),
MBO € HeuenbiM Ynuciom 6anT (OWMBKKM BbipaBHUBaHMA — Alignment).
KonnuecTBo NPUHATLIX NAKeTOB ANnHOW 6onblue 1518 6aiT (Mckntovan pperimoBblie
Jabbers 6UTbI, HO BK/ItOYas BUTbI KOHTPOJIBHOW CYMMbl), UMEIOLLMX HEBEPHYIO KOHTPObHYIO
CyMMYy 160 € uenbim Ynciom 6aiT (oWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS),
b0 C Heuenbim Yucnom 6anT (owmbKK BbipaBHMBaHMA — Alignment).
64 Octet Konunyectso NpuHATLIX NakeToB (BK/OYasA Naoxue NakeTsbl) 4/IMHOM 64 BaiiTa

(nckntovas dpperimosbie 6UTLI, HO BKAHOYAA BUTbl KOHTPONLHOM CYMMbI).

65 to 127 Octets

Konnyectso NpuMHATLIX NaKeToB (BK/lOYaA NAoXMe NakeTbl) 4JIMHON oT 65 go 127
6alT BKAOUMTENbHO (MCKAtoYas pperimoBble BUTbI, HO BKAOYAA BUTbl KOHTPONLHOW
CYMMbI).

128 to 255 Octets

KonnuecTBo NPUHATLIX NAKeTOB (BK/tOYasA NaoXue nakeTbl) AAMHOM oT 128 Ao 255
6alT BKAOYUTENLHO (MCKAOYas GppelimoBble BUTbI, HO BKAKOYasA BUTbI KOHTPOIbHOM
CYMMbl).

256 to 511 Octets

Konnyectso NpUHATLIX NaKeToB (BK/IOUYasA Naoxue nakeTbl) A1MHON oT 256 ao 511
6alT BKAOUUTENBHO (UCKAOYasa dpelimoBble BUTbI, HO BKAtOYaA BUTbI KOHTPOIbHOM
CYMMbI).

512 to 1023 Octets

KonnyectBo NpuMHATLIX NaKeToB (BK/OYasA naoxue nakeTobl) AavHon ot 512 go 1023
6anT BKAOUNTENbHO (MCKtoYana dpeimoBble BUTbI, HO BKAOYan 6UTbl KOHTPObHOM
CYMMbI).

1024 to 1518 Octets

Konnuyectso NpuHATLIX NaKeToB (BK/OYanA Naoxue naketbl) AnvHon ot 1024 ao 1518
6anT BKAOYNTENBHO (MCKNtoYaa dpeimoBble BUTbI, HO BKAtOYAn BUTbl KOHTPOIbHOM
CyMMbI).

= [loKasaTb MHGOPMAaLMIO NO rPpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples
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Tabnnua 5.157 - OnucaHme pesynbLTaTos

Mapamemp OnucaHue
Index MHAEeKC, YHUKaNbHO MAEHTUOULMPYIOLLMIA 3aNUCh.
Interface Ethernet-uHtepdeiic, Ha KoTopom 3anyLLeH onpoc.
Interval NHTepBan B CEKyHAAX MeXay onpocamu.

Requested Samples

3anpomeHHoe KO/IM4eCTBO OTCYHETOB, KOTOPOE MOXET 6bITb COXpaHeHo.

Granted Samples

PaspelweHHoe (OCTaBLLIEECFI) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb
COXpaHeHo.

Owner

Bnapeneu, AaHHOM 3anucu.

NMoKa3aTb cHEeTUYMKM I'IpOI'IYCKHOVI CnocobHoCTH Aana rpynnbl CTaTUCTUKA 1

console# show rmon history 1 throughput

Sample set: 1
Interface:

Time

gil/0/1
Requested samples: 50

Maximum table size:

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800

Granted samples: 50

100
Multicast
675218.67%

Broadcast
2893

Packets
278562

Octets
204595549

Tabnuua 5.158 - OnuncaHue pesyibTaToB

Mapamemp

OnucaHue

Time

[aTa 1 Bpema co3gaHuna 3anmcu.

Octets

Konunuectso 6aiT AaHHbIX (BKAOYan 6aiTbl NAOXMX NAKETOB) MPUHATBLIX U3 CETU
(nckntovas dpperimosbie 6UTLI, HO BKAHOYAA BUTbl KOHTPONLHOM CYMMblI).

Packets

Konnyectso NpuHATLIX NAaKeToB (BK/HOYas NAoXMe NakeTbl) B TeueHme nepnoaa
dopmmnpoBaHMa 3anucK.

Broadcast

Konnyectso NpPMHATBLIX XOPOLIMX NAKETOB B TeYeHMe nepmoaa d)OpMMpOBaHMH
3anNnCn Hanpas/IEHHbIX Ha WWMPOKOBeLWaTeNbHbIE agpeca.

Multicast

Konnuyectso NPMHATBLIX XOPOLLIMX NAaKEeTOB B TeYeHue nepmoaa CI)OpMVIpOBaHI/IFI
3aNnNCKN Hanpas/slIEHHbIX HA MHOroagpecHble agpeca.

Utilization

OueHKa cpegHeit NPonycKHOM cnocobHOCTM GMU3MYECKOro YPOBHA HAa AaHHOM
uHTepdeice B TeyeHme nepuoaa ¢opmmnpoBaHma 3anmcu. MponyckHaa cnocobHOCTb
OLEHMBAETCA BEJIMYMHON A0 ThICAYHOWM NPOLLEHTA.

CRC Align

Konnuectso NpuHATLIX B Te4eHWe nepnoga GopmnmpoBaHUA 3anncK NaKeToB AJANMHOM
oT 64 0 1518 6alT BKAOYMTENIBHO, UMEIOLLMX HEBEPHYH KOHTPOJIbHYIO CYMMY
b0 C uenbim yncnom 6anT (oWMbKU NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo
C Heuenbim Yncnom 6aiT (owmbKku BbipaBHMBaHMA — Alignment).

Collisions

OueHKa KoimyecTBa KO/M3KUiIM Ha AaHHOM Ethernet cermeHTe B TedeHue nepropa
bopMMPOBAHUSA 3aMUCH.

Undersize Pkts

KonnuecTBo NpUHATLIX B TeYeHWe nepnoga GopmmupoBaHuMa 3anmncy naketTos AJANHOM
MeHblle 64 6aiT (Mcknovan GpelimoBsble 6MTbl, HO BKAKOYAA BUTbI KOHTPOAbHOM
CYMMbl), HO B OCTa/IbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnyectso NpuHATBIX B TeueHWe nepmoaa GopmMMpoBaHMA 3anmncu NakeTos AANHOM
6onbuwe 1518 6anT (Mckatoyan dpelrimosble BUTbI, HO BKAKOYAs GUTbI KOHTPOLHOM
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CYMMbl), HO B OCTa/lbHOM NPaBU/IbHO CHOPMMPOBAHHbIX.

Konnuectso NpuHATLIX B Te4eHWe nepnoga GpopmupoBaHMA 3aNnMCcu NaKeTOB AANHON
MeHbLe 64 6aiT (Mcktoyas Gperimosble BUTBI, HO BKAKOYasA BUTbI KOHTPOIbHOM
Fragments CYMMbl), UMEIOLLMX HEBEPHYIO KOHTPObHYIO CYMMY 6O C LieNibiM Yncaom 6anT
(oWwnBKM NpoBEPKM KOHTPOIbHOM cymMbl — FCS), 1nbo ¢ Heuenbim ynciom 6anT
(owmnbKM BbipaBHMBaAHMUSA — Alignment).

Konunuectso NpUHATLIX B Te4eHWe nepnoga GpopmmupoBaHuMa 3anncy naketTos AJAMHOM
6onble 1518 6aiiT (MckaoYan dpeimosble BUTbI, HO BK/ItOYAA BUTbI KOHTPOJIbHOM
Jabbers CYMMbl), UMEIOLLMX HEBEPHYIO KOHTPObHYIO CYMMY 6O C LeNibiMm Yncaom 6anT
(oWwmMBKM NpoBEPKM KOHTPONbHOM cymMmbl — FCS), nMbo ¢ Heuenbim Ynciom 6anT
(ownbKM BbipaBHMBaAHMA — Alignment).

Konnyectso 3a4eTeKTUPOBAHHbIX COGbITMVI, KOraa nakeTtbl 6b1n OT6p0LIJEHbI B

Dropped
TeyeHue neproaa GoOpMUPOBaHMA 3aNnCH.

- HOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHaHOBTpEBOFMI

console# show rmon alarm-table

Index OID Owner

Tabnuua 5.159 - OnucaHme pesyibTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUDULMPYIOLLMIA 3aNKCb

(0]]D] OID KOHTpOMpPYyEMOWN NepeMeHHOM

Owner Monb3oBaTtenb, CO3AaBLINIA 3aMNUCh.

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnua 5.160 - OnucaHune pesynbLTaToB

Mapamemp OnucaHue

oD OID KOHTpOAUpPYEMOI NEepeMeHHON.

3HayeHue nepemeHHO Ha NocAeAHEM KOHTPO/IbHOM MHTepBane. Ecan metoq
oT6opa nepemeHHbIx absolute — 10 3T0 abcontoTHOE 3HaUYEHME NEPEMEHHOM, eCu
delta — To pasHMLa MmexAay 3HAaYEHUAMM NePEMEHHOM B KOHLE U B Hayane
KOHTPO/IbHOTO MHTEPBaNa.

Last Sample Value

Interval MHTepBan B CEKyHAaX, B Te4eHME KOTOPOro AaHHble OTOMPAIOTCA M CPaBHMUBAOTCA C
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BEPXHEW M HUXKHEN TPaHNLAMMU.

MeToza, oT60opa yKa3aHHbIX NeEPeMEeHHbIX U NoACYETa 3HAYEHUA A1A CPABHEHUA C
rpaHMuamu. Metog absolute — abcontoTHoe 3HayeHWe BbI6PaHHOM NepeMeHHOoM
6yLeT cpaBHEHO C rpaHULLEN Ha KOHLEe uccneayemoro uHtepsana. Metoz delta —
3Ha4YeHWe BbIbpPaHHOW NepemMeHHON Npu nocieaHem otbope byaeT BblYTEHO M3
TEKyLLero 3HayeHusa, U pasHuLa byaeT cpaBHEHA C rpaHMLAMM (PasHULLA MeXaY
3HaYEeHUAMM NepemMeHHON B KOHLLE U B Ha4asie KOHTPOJIbHOrO MHTEPBAaA).

Sample Type

MHCTpYKUMA ANA reHepaumm cobbiTUIM Ha NEePBOM KOHTPO/IbHOM UHTEpBase.
OnpepenseT npasuia reHepaLMm aBapuinHbIx COOLITUIN ANA NePBOro KOHTPObLHOMO
WHTepBasa nyTem cpaBHeHUA oTobpaHHOM NnepemeHHol ¢ ogHon, inbo obenmu
rpaHMLaMK.

rising — reHep1poBaTb eAMHMYHOE aBapuitHoe cobbiThe No BoCcxoaAalLel rpaHuLe,
ec/v 3HaYeHne oTobpaHHON NepemeHHO Ha NepPBOM KOHTPOJIbHOM UHTepBane
6onbwem 6o paBHOM 3TOW rpaHuLe.

falling — reHepupoBaTb eaMHUYHOE aBapuitHoe cobbiTve NO HUCXOAALLEN rpaHMULE,
€c/Iv 3Ha4YeHne oTobpaHHOl NepemeHHOM Ha NepPBOM KOHTPOIbHOM MHTepBane
MeHbLUe IM60 paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTb eguMHUYHOE aBapuinHoe cobbiThe No BOoCXoaALLEen
U/MAN HUCXOAALLEN FpaHULLEe, eCY 3HaYeHne 0TOBPaHHOM NepemeHHo Ha NepBom
KOHTPO/IbHOM MHTepBase 6onblue NMM60 paBHO BOCXOAALLEN rpaHuLe, U/uam
MeHbLUe NM60 paBHO HUCXOAALLEN rpaHuULE.

Startup Alarm

3HayeHMe BocxosALlel rpaHuLbl. Koraa 3HaveHne oTobpaHHOM NnepemeHHoM Ha
npeablayLwem KOHTPOIbHOM MHTepBase 6bi10 MeHble AaHHOM rpaHuLLbl, @ Ha
TEKYLLLEM KOHTPO/IbHOM MHTepBase 60sibwem M60 paBHOM 3HaYEHWNIO TPaHULbI,
Toraa eaAMHUYHOe cobbiThe reHepupyeTcs.

Rising Threshold

3HayeHmMe HMcxoaallen rpaHmubl. Korga sHadeHne oTo6paHHON nepemeHHOM Ha
npeAablayLUem KOHTPOIbHOM UHTepBase 6b110 60blie AaHHOW rpaHuLbl, @ Ha
TEKYLLEM KOHTPONbHOM MHTEpPBane MeHblie NMM60 paBHO 3HAYEHMIO rPaHMLLbl, TOraa
eaVHNYHOoe cobbITMe reHepupyercs.

Falling Threshold

Rising Event MHAeKc cobbITUA MCMOJIb3YIOLWErocs, KOraa BOCXOAALLAA rpaHMLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA MCNO/b3YIOLLEroCcsa, KOraa HUCX0AALLLAA rpaHuLLa nepeceyeHa.
Owner Monb3oBaTtenb, CO3AaBLINIA 3aMNUCh.

= [lokasaTb Tabauuy cobbITU yaaneHHoro MoHuTopmHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnua 5.161 — OnucaHme pesynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUPULMPYIOLWMIA cobbITUE.
Description KommeHTapmit, onucbiBatoWwmii cobbitme.

Tun yBeAOMAEHUSA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY CODObITUIO:
none — He reHepupoBaTb YBeAOMIEHHUS,

Type - log — reHepupoBaTb 3anucb B Tabauue,

- trap — otcbinate SNMP trap,

- log-trap — reHepupoBaTb 3anucb B Tabanue n otcolnatbe SNMP trap.

Community CtpokKa coobuectsa SNMP ana nepecbinku trap.
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Owner Monb3oBaTenb, CO34aBLINI cOBbITUE.

Bpema n paTta reHepnpoBaHMa nocaegHero cobbiTuA. Ecnn He 6bino creHepuposaHo

Last time sent .
Cob6bITUI, TO 3TO 3HaAYEHNe ByAeT paBHO Hy/HO.

= [lokasaTtb Tabauuy 3anucei yaaneHHoro moHutopmHra RMON

console# show rmon log

Maximum table size: 100

1 Errors Nov 10 2009 18:48:33

Tabnnua 5.162 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLMIA 3aMUCh.
Description KommeHTapwuit, onucbiBatowmin cobbitue.
Time Bpema co3gaHuAa 3anmcu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom
MporpammHoe obecneyeHne KOMMYTATOPOB MO3BO/SET paspewunTb Anbo OrpaHuyMTb A0CTYyNn K

ynpaB/eHUIO YCTPOMUCTBOM Yepes onpeaesieHHble MHTepdelicbl. s 3Tol Lenun co3gatotca CNMCKM 4oCTyna
(Access Control List, ACL) onsa ynpasneHums.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Buz 3anpoca KOMaHAHOM CTPOKM pernma rinobasnbHoro KoHPUrypmposaHmsa:

console (config) #

Tabnnua 5.163 — KomaHAabl pexkuma rno6anbHoro KOHPUrypuMpoBaHus

KomaHda 3HaueHue Aeiicmeue
management access-list Co34aeT CNMCOK A0CTyna 414 yrnpasieHus. Bxoa B pexxum
name KOHOUIypMpoBaHUA CNMCKa A4OCTYNa ANA YNpaBieHus.
(1..32) cumBona
no management access-list YpanseT cnucok focTyna ANs ynpasaeHus.
name
management access-class OrpaHuyMBaeT ynpasneHue yCTPOMCTBOM Mo onpeaeneHHomy
{console-only | name} cnucky gocTyna (access list). AKTUBMPYET yKa3aHHbIM CNIMCOK
Joctyna.
(1..32) cumBona - console-only — ynpasneHue ycTpoiicTBOM 4OCTYMHO TObKO C
KOHCONM.
no management access- OTMeHsAEeT orpaHWyeHue Ha ynpaBaeHue ycTporucTBOM no
class onpezeneHHoMy Cnucky goctyna (access list).

KomaHObI pexuma KoHguU2ypupo8aHUsa Criucka 0ocmyna 0418 ynpasaeHus

Bug 3anpoca KOMaHAHOM CTPOKM B perkmme KOHOUIyprpoBaHMA CNMCKa A0CTyNa ANA ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabnnua 5.164 — KomaHapl pexuma

KOHQUIryprpoBaHUa CNncKa 40CTyna A4 ynpasiaeHus

KomaHoa

3HayeHue

Aeiicmeue

permit

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

permit ip-source {ipv4_address |
ipbv6_address [prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

group: (1..8);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3apaeT paspeliatoLLiee ycioBue ANA yNpasBaatoLLero
cnucka goctyna.

B napameTpax ycnoBus MoXeT bbITb yKasaH
MHTepdenc 1 NPOTOKOA AOCTYNa K YCTPOMCTBY.

deny

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);

deny ip-source {ipv4_address |
ipv6_address /

prefix_length}

[mask {mask | prefix_length}]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3agaert 3anpelyatoliee ycioBme 41 YNpaBasiowero
cnucKa gocTyna.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM perknma Privileged EXEC:

console#

Tabnuua 5.165 — KomaHab! pexkuma Privileged EXEC

KomaHda

Aelicmeue

show management access-list [name]

MoKa3bIBaEeT CMUCKM AOCTYNa ANA yNpasaeHus.

show management access-class

MNoka3sbiBaeT MHd)OpMaLI,MIO 06 aKTUBHbIX CNUCKaX AO0CTyna Ana ynpasneHuUA.
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5.19.7 Hacmpoiika docmyna

5.19.7.1 Telnet, SSH, HTTP u FTP

JaHHble

KOMaHAbl

npeaHasHayeHbl A

K HEMY 419 MOHUTOPUHTa U KOHOUTYPUPOBAHUS.

HACTPOMKM

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Buz 3anpoca KoMaHAHOM CTPOKM peXrnma rnobanbHoro KoHGUrypmposaHumsa:

console (config) #

Tabnnua 5.166 — KomaHapl pexkuma rnobanbHOro KOHPUrypmpoBaHms

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyaHuto Telnet
CepBep BK/IOYEH.

PaspewaeT yaaneHHoe KOHGUrypupoBaHUe yCTPOMCTBA Yepes
Telnet.

3anpeLaeT yaaneHHoe KOHGUTYpUpPOBaHUE YCTPOICTBA Yepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonuaHuto SSH
cepBep BKIOYEH.

PaspewaeT yaaneHHoe KOHPUIyprMpoBaHUe yCTPOCTBA Yepes
SSH.
[0 Tex nop, NoKa Kaou ana wudpposaHUsa He
creHepupoBaH, SSH-cepBep 6yaeT HaxoauTbCA B
pe3sepse. Nocne reHepauun Kawua (Mcnonblyemblie
KomaHpgb! crypto key generate rsa u crypto key generate dsa)
cepBep nepeliger B paboyee cocrosiHue.

3anpeLaeT yaaneHHoe KOHGUIypupoBaHue ycTpoiicTea yepes
SSH.

ip ssh port
port-number

no ip ssh port

(1..65535)/22

TCP-nopT, ucnonbsyemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuto
MCNONb30BaHNe
ny6MYHOrO Katoya
3anpeLyeHo

PaspeluaeT ucnonb3oBaHMe Ny6AMYHOrO KAkoUa 418 BXOAALLMX
SSH-ceccuit.

3anpewaeT Ucnoab3oBaHue Ny6AMYHOrO KAloYa AN BXOAALMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO OTK/IIOYEHO

BkatoueHWe pexuma ayTeHTUdUKaLMmM no naponto

OTKAloYeHME peXxnma ayTeHTUOMKaLMM No Naponto

crypto key pubkey-chain
ssh

Mo yMOAYaHMIO KoY He
co3paH

Bxog B pexxum KoHourypauum nybanyHoro Kawoua.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbI U Ny6AUYHBIN gns
SSH-cepsuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOUeEi y:Ke Co34aH, TO
V cucTema NPeaoXKUT nepesanucaTb KoY.

crypto key generate rsa

TeHepupyeT napy Knwoyen RSA — 4acTHbIA U Ny6AMYHbIA ann

SSH-cepBuca.

V’ Ecnun xoTa 6bl 0AMH U3 Napbl KAOYel yxKe co3aaH, To
cucTeMa NpeanoXKUT nepesanmncatb K.

ip ftp server

no ip ftp server

Mo ymonyaHuto FTP-cepsep
BKNIOYEH

Bkntouaet FTP-cepsep

OTtkntovaet FTP-cepsep

ip http port port

no ip http port

(1..65535)/80

3apaet nopt HTTP-cepBepa

BoccTaHaBnmBaeT 3HaveHue no yMmon4aHuUto
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ip http secure-port port

no ip http secure-port

(1..65535)/443

3apaet nopt HTTPS-cepBepa

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHUIO

ip http secure-server

no ip http secure-server

Mo ymonyanuio HTTPS-
cepBep BbIK/IOYEH

Bkntouaet HTTPS-cepsep

Bbikntoyaet HTTPS-cepsep

ip http server

no ip http server

Mo ymonuyaHuto HTTP-
cepBep BKAOYEH

Bkntouaet HTTP-cepBep

Bbikntoyaet HTTP-cepsep

ip http timeout-policy
seconds

no ip http timeout-policy

(0..86400)/600

3apaet TaiimayT HTTP-ceccum

BoccTaHaBnvBaeT 3HaveHue no yMON4aHUo

Ip https certificate {1]|2} 1 OnpegenseT akTUBHbIN HTTPS-cepTuduKaTt

crypto certificate {1]2} leHepupyeT SSL-cepTudukat

generate

crypto certificate {1]2} MmnopTtupyet SSL-cepTudukaTt, Ha3HaYEHHDbIN LLEHTPOM

import cepTudmrKaumm

V Knioun, creHepupoBaHHble KOMaHAamM crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM A1a nonb3osatens dpaine KoHpurypaumm.

KomaHObI pexcuma KoHgu2ypuposaHusa nybau4Ho20 Kaw4d

Buz 3anpoca KOMaHLHOW CTPOKM B peXnMme KOHOUrypupoBaHMaA nybanYHOro Karova:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.167 — KomaHapl pexkuma KoHOUrypupoBaHMA Ny6ANYHOro KAtoua

KomaHoa

3HayeHue

Aeiicmeue

user-key username {rsa|dsa}

no user-key username

(1..48) cumBonos

Bxof, B peXXnm co3gaHua MHAMBKUAYANbHOTO Ny6AMYHOrO
KAtoua.

- rsa — co34atb RSA-Kkntoy;

- dsa — co3gaTtb DSA-Kntou.

Ypanaet ny6nMyHbIN KoY 418 onpeaeneHHoro
nosib3oBaTens.

Bunpa 3anpoca KOME]H,CI,HOVI CTPOKU B pexmnme co3gaHnAa nHOnBnayasbHOro I'Iy6I'IM‘-IHOI'O K/to4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 5.168 — KomaHabl pexkuma co3gaHua MHANBMAYaAbHOTO Ny6ANYHOrO Katova

KomaHoa

Aelicmeue

key-string

Cospgaer I'Iy6}1|/|"IHbII7I KN4 gna onpegeneHHoro nonb3oBatena.

key-string row key-string

Cos3paet I'Iy6/1M‘-leIﬁ KN4 gna onpegeneHHoro nonb3osatena. BBopg kntoya ocyulecTenaeTtca

NOCTPOYHO.

- key-string — vacTb Kntoua.

[na Toro 4tobbl CUCTEMA NOHANA, YTO K/IHOY BBEA,EH NOJIHOCTbIO, HE06X0AUMO
BBecTH KomaHay key-string row 6e3 cumBonos.
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KomaHOb! pexcuma EXEC

KomaHabl gaHHOro pasaena AOoCTynHbl TOZIbKO ANA NPUBUNETUPOBAHHDIX nosb3oBaTenemn.

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 5.169 — KomaHgp! pexkuma EXEC

chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

Mo yMoAnYaHUIO OTNEYaToK
K/oua B
LwecTHaauaTePMYHOM
dopmare.

KomaHoa 3HaveHue Aeiicmeue
show ip ssh ) MokasbiBaeT KoHdUrypaunto SSH-cepBepa, a TaKkKe akTUBHbIe
Bxoaawme SSH-ceccum.
show crypto key pubkey- (1..48) cumBonoB. Mokas3sbiBaeT nybanyHble SSH-KNtoUM, COXpaHeHHble Ha

KOomMmyTaTope.

- username — UMA yAaNeHHOTO KANEHTa;
- bubble-babble — otneuatok kntoua B Koge Bubble Babble;
- hex — oTneyaTok KatoYa B WECTHaALLATEPUYHOM KOae.

show crypto key mypubkey MokasbiBaeT Nyb6anYHble KAo4uu SSH-kommyTaTopa.
[rsa | dsa]

show crypto certificate
mycertificate [1]2]
show ip http -

show ip https -

OTtobpaxkaet SSL-cepTudmKaTtbl ana HTTPS-cesepa

OTobpaxkaeT coctonaHue HTTP-cepBepa
OTtobparkaet coctosiHue HTTPS-cepsepa

[pumepbl 8b1M0MHEHUS KOMAHO

= Bknountb cepBep SSH Ha KommyTaTope. PaspewmnTtb Mcnonb3oBaHMe NyBMYHbBIX Kato4el.
Cospatb RSA-knto4 ans nonb3osartena eltex:

console# configure

console (config) # ip ssh server

console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRw
PW1A14kpgIw9GBRoNZQZx JHKCKL6rM1Q+ZNXfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GR
fpSwoQUVV35LgJJk67I0U/zfwOl1gkTwml75Q0RIgHU]S6KWGN20WXgh3ub8gDjTSqmuSn/Wd051
DX2IExQWu081icglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnk
mlshRE7Di71+w3fNiOA6wW9044t6+AINEICBCCA4YCcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jf
cel66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHGuU2ypuposaHus mepmuHand

KomaHAabl KOHPUrypMpoBaHUA TepMWMHaNa CAyXKaT A1A HACTPOMKM NapaMeTpoB JIOKaNbHON M
yAaNeHHOW KOHCONN.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KoHGUrypnposaHmsa:

console (config) #
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Tabnnua 5.170 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHms

KomaHoa Aelicmeue

line {console|telnet|ssh} BXoZ, B peXXMM COOTBETCTBYHOLLENO TEPMUHANA (NOKa/IbHAA KOHCO/b, yAaeHHasA KOHCO/b —
Telnet nnun ypaneHHas 3awmweHHas KoHconb — SSH).

KomaHObI pexxuma KOHgu2ypuposaHus mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypmposaHma TepMmmnHana

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnnua 5.171 — KomaHAabl pexkuma KOHPUrypuMpoBaHWsA TepMUHaNa

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYaHUIO
speed bps YcTaHaBAMBaET CKOPOCTb JOCTYNA NO JIOKaNbHOM KOHCOMU
2400, 9600, 19200, 38400, (KOMaH,CI,a ﬁOCTyHHa TONIbKO B pexunme KOHd)VII'ypVIpOBaHMﬂ
57600, 115200/115200 604, | /1OKanbHON KoHco/m).
no speed YcTaHaBAMBaeT 3Ha4eHMe No YyMOAYaHUIo.
autobaud BKk/loYaeT aBTOMaTUYeCKoe onpeaeneHne CKopocTi AocTyna
Mo JI0Ka/NIbHOM KOHCO/IM (KOMaHAa LOCTYNHA TO/IbKO B pexxume
- KOHPUIYpMpPOBaHUA IOKaNbHOW KOHCOMN).
no autobaud BbIK/tOYaeT aBTOMaTUYECKOe onpeaeneHmne CKOpoCTM A0CTyna
MO JIOKaNIbHOM KOHCONU.
exec-timeout minutes 3afaeT MHTepBas, B Te4EHNE KOTOPOro CUCTEMA OXKMAaeT
[seconds] minutes: (0..65535) MuH; | Beoga nosb3osaTens. EC/AM B TeUeHWe AaHHOTO MHTEPBaNa
seconds: (0..59) cek/ Nno/b30BaTeNb HUYEro He BBOAWUT, TO KOHCO/b OTK/KOYAETCA.
10 muHyT
no exec-timeout YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHMIO.

KomaHOobl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnnua 5.172 — KomaHgp! pexkuma EXEC

KomaHoa Aelicmeue

show line

MoKa3sblBaeT NapameTpbl TepMUHaNa.
[console|telnet|ssh] P P P
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5.20 XypHan asapui, npotokon SYSLOG

CuCTEMHDbIE }KYpPHanbl MO3BONAOT BECTU UCTOPUIO COOLITMIA, NPOM3OLLEALINX HA YCTPOMCTBE, @ TaKKe
KOHTPO/IMpOBaTb Npousoweawme cobbiTUA B peasibHOM BpeMeHU. B KypHan 3aHocATcA cobbiTuA cemm
TMUNOB: Ype3BblYalHble, CUrHa/bl TPEBOTU, KPUTUYECKME U HE KPUTMUYECKUE OLMOKKU, npeaynpexaeHus,
yBeAoMAEHUA, MHGOPMALMOHHbIE N OTNAA04UHbIE.

KomaHObI pexcuma 2106aa6HoU KOHGU2ypayuu

Bua, 3anpoca KoOMaHAHOW CTPOKM B pexnume

console (config) #

rnob6anbHON KOHGUrypaLumm:

Tabnanua 5.173 - KomaHapl pexxuma rnobanbHom KoHbUrypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

logging on

BKAtoYaeT perncTpaumto oTaafouHbIX COOBLLEHMI U
coobuieHnin 06 ownbKax.

-/ perucTpaums BrAOYEHA
no logging on

BbIKNOYAET PErMcTpaLmio OTNaA0uHbIX COOBLLEHNIA 1

coobuieHunin 06 ownbKax.

V Mpu BbIKNIOYEHHOI perncTpaumumn oTnagouHble
coobueHuns u coobuieHuns o6 owmnbkax byayT

nepepasaTbCA Ha KOHCONb.

logging host

{ip_address[host}
host (1..158) cumBonos;

[port port] [severity level]
[facility facility]
[description text]

port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/
local7;

BkntoyaeT nepenayy aBapunHbIX U OTAAL04YHbIX COODOLLEHNI
Ha yaaneHHblt SYSLOG-cepsep.

- ip_address — IPv4 unu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepBepa;

- port — HOMep nopTa N5 Nepesayn coobLLeHUN No
npotokony SYSLOG;

- level — ypoBeHb BaXHOCTM cOObLEHMI, NepesaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEHMAX;

- text — onncaHue SYSLOG-cepsepa.

no logging host text: (1..64) cumsona

{ip_address[host}

YaansaeT BbIOpaHHbIV cepsBep U3 CnMcKa UCNoJb3yemblx
SYSLOG-cepBeposB.

logging console /evel

level (cm. Tabn. 5.174)/

BkAtovaeT nepefayy aBapuUnHbIX AN OTAAL0UYHbIX COOBLLEHMI
BbI6PaHHOrO YPOBHA BaXKHOCTU Ha KOHCO/b.

. informational
no logging console

BbIKk/ItOYaeT nepesady aBapuMHbIX MAN OTAAA0YHbIX
COO06LIEHMIA Ha KOHCO/b.

logging buffered
[severity-level]

level (cm. Tabn. 5.174)/

BkAtovaeT nepefady aBapunHbIX UAN OTA3L0UYHbIX COOBLLEHMIA
BbIOPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

no logging buffered informational

BbIKkntouaeT nepegady aBapuUnHbIX MU OTAAL0UHbIX
Co0b6LEeHNI BO BHYTpEHHUI Bydep.

logging buffered size size
(20..400)/200

M3MeHAET KOo/IMYecTBO COOBLLLEHMI, 3aNOMUHAEMBbIX BO
BHYTpeHHem Bydepe. HoBoe 3HaueHue pasmepa bydepa
NPUMEHWTCA Noce nepesarpysku yCTponcTsaa.

no logging buffered size

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging file level

BkAtovaeT nepegady aBapunHbIX UAN OTA3L04YHbIX COOBLLEHMIA
BbIGPAaHHOIO YPOBHSA Ba*KHOCTM B Galin KypHana.

level (cm. Tabn.

. L 5.174)/errors
no logging file

Bbik/tovaeT nepeayy aBapunHbIX MAN OTAAA0UHbBIX
coobuieHunit B paiin xypHana.
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3aHOCUTb B XKYpHanbl COBbITUA ayTeHTUdMKALMM, aBTOPU3ALLUM

aaa logging login W yuera (AAA).

-/enable

He 3aHOCUTb B »KypHabl COObITUA ayTEHTUDUKALLMMK,

no aaa logging login aBTOpPU3aLMK U yyeTa (AAA).

BkntoyaeT pernctpaymto cobbiTuii ¢painsioBomn cUCTeMbI.

- COpY — perucTpaums coobLeHui, CBA3aHHbIX C onepaunamm
KonupoBaHus ¢alinos;

- delete-rename — pernctpauma coobLEHNI, CBA3AHHbIX C
vaaneHnem ¢paiinos n nepeMmeHoBaHMEM Onepaumii.

file-system logging {copy
| delete-rename} Mo ymonuaHuio
permcTpaums BKAOYEHa

no file-system logging
{copy | delete-rename}
management logging

BbIKNtoYaeT perucrTpaumnio cobbitmii GpannoBoit cucTemsl.

BK/tOYaeT permcTpaumio cobbiTuii 4OCTyNa ynpasaeHus.

deny Mo ymonyaHuio
no management logging perucTpauna BKAKYEHa .
deny BbIK/tOYaEeT perncrTpaumio cobbITniA 4OCTYNa ynpaBieHus.
logging aggregation on BKkntoyaeT KOHTpOb arperaymm syslog-coobuieHni.
no logging aggregation on OTKAtoYaeT arperaumio syslog-coobLueHmni.
logging aggregation YcTaHaBAMBAET BPEMA XPaHEHMUA CrPynnMpPOBaHHbIX syslog-
aging-time sec Cco0bLEeHMA.
loagi i (15..3600)

no logging aggregation

. gg_ § aggreg YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
aging-time
logging cli-commands PaspelsaeT BeaeHuMe yyeTa (akkayHTa) a4na BBeaeHHbIX B CLI

gs8ing Mo ymon4yaHuio segeHne KOMaH,

- - yyeTa 3anpeLyeHo
no logging cli-commands YcTaHaBAMBaET 3HAaYEHME NO YMONYAHUIO.
logging service cpu-rate- traffic: http, telnet, ssh, BKAtOYaET KOHTPOJIb OrPaHUYEHMA CKOPOCTM BXOAALLMX
limits traffic snmp, ip, link-local, dpeimoB ana onpeaeneHHoro TMna TpaduKa.
arp-switch-mode, OTKAIOYAET IOTUPOBAHME.

arp-inspection, stp-bpdu,
other-bpdu, dhcp-snooping,
dhcpv6-snooping,
igmp-snooping,
mld-snooping, sflow,
log-deny-aces, vrrp/-

no logging service cpu-
rate-limits traffic

Kaxaoe coobliieHne MMeeT CBOM YpOBeHb BaXKHOCTU, B Tabanue 5.171 npuseaeHbl TUNbl coobLeHuiA
B nopAAKe ybbiBaHUA UX BaXKHOCTU.

Tabanua 5.174 — Tunbl BaXKHOCTM COOBLLEHN

Tun saxcHocmu OnucaHue
coobweHuli
YpessoblyaliHole B cvcTeme npomsoluna Kputuueckas owmnbKa, cuctema mMoxeT paboTaTtb
(emergencies) HenpasuW/bHO.

CuaHanel mpesoau
(alerts)

Kpumuyeckue (critical) | B cucteme npomsoLlna KpUTUYECKan OWMBKa.

Heobxoanmo HemeaneHHOe BMeLIaTeIbCTBO B CUCTEMY.

OwuboyHsle (errors) B cucteme npousowwna owmbKa.
Npedynpexicdenus MNpeaynpexaeHue, HeaBapuiiHoe coobLieHme
(warnings) PeAynp ! P ’
YsedomneHus .

e YBegomneHue cUCTeMbI, HeaBapuiiHoe cooblieHue.
(notifications)
UHpopmayuoHHble
. bop '14 NHPopMaLMOHHbIE COOBLLEHNA CUCTEMDI.
(informational)
OmnadoyHele OThafoyHble coobeHuns, NpeaocTaBaaoT NoAb30BaTeN0 MHPOPMaLMIo AN
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMBI.
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KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexxkume Privileged EXEC:

console#

Tabnnua 5.175 - KomaHga pexkuma Privileged EXEC ans npocmoTpa dainna *KypHana

KomaHda

Aeilicmeue

clear logging

YpansaeT Bce cooblLeHUA U3 BHYTpeHHero bydepa.

clear logging file

Ypansaer Bce coobuieHns ns gpaina KypHana.

show logging file

OTOob6parkaeT COCTOAHME KYpHana, aBapuiiHble U OTAaA04Hble COOBLLEHNSA, 3anncaHHble B
dainne KypHana.

show logging

OTOb6parkaeT COCTOAHME XKYpHaa, aBapuiiHbie M OTAaA04YHble COOBLLEHMS, 3aNNCaHHble BO
BHYTpPeHHeM bydepe.

show syslog-servers

OTO6parkaeT HAaCTPOMKM A1 yAANEHHBIX Syslog-cepBepos.

[pumepbl UC1016308AHUS KOMAHO

- BkntouunTb perncrpaumio OLWNBOYHBIX COO6LLI,€HVIIZ Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OunuctuTb palin KypHana:

console# clear logging file

Clear Logging File [y/nly
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5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKasnpoBaHWA MOPTOB NpefHasHauyeHa AN KOHTPO/AA ceTeBoro TpaduKa nyTem
NepecbINKN KOMWUIA BXOAAWMX U/UAU UCXOOALLMX NAKETOB C OOHOMO MM HECKONbKMX KOHTPOIMPYEMbIX
NMOPTOB Ha OAMH KOHTPOAMPYIOLWMIA NOPT.

Mpu 3epKanupoBaHuu 6onee ogHoro ¢pusmyeckoro nHTepdeiica BO3MOXKHbI notepu TpaduKa.
OTcyTcTBME MNOTepb FapaHTUPYeTCA TOJMIbKO NpPU  3epKaJiMpoBaHUU OAHOro ¢uanyeckoro
o uHTepdeiica.

K KOHTpo/IMpyloLemy NopTy NPUMEHSAIOTCA Caeaytowme orpaHuyeHns:

— TopT He MoKeT BbITb KOHTPOMPYHOLLUM U KOHTPOAMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT 6bITb YEHOM rPyMMbl MOPTOB;

— IP-unTepdelic gonxkeH oTcyTCTBOBaTH AN1A 3TOrO NOPTa;

— MpoTtoKkon GVRP aonKeH 6bITb BbIK/OYEH HA 3TOM MOPTY.

K KOHTpOAIMpyemMbIM NOPTaM NPUMEHAIOTCA CAefyoWMe OrpaHUYeHns:

MopT HE MOKET ObITb KOHTPOIMPYIOLUM N KOHTPOJIMPYEMbBIM MOPTOM OZHOBPEMEHHO;

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

Bug, 3anpoca KOMaHZAHOM CTPOKM B peXXuMe r1ob6anbHo KOHOUrypaumm:
console (config) #
Tabnnua 5.176 - KomaHapl pexxuma rnobanbHoM KoHbUrypaumm

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda Aelicmeue

3agaeT pexum paboTbl nopTa
port monitor mode _/monitor-onl - monitor-only — dpelimbl, nocTynarowme Ha noprT,
{monitor-only| network} ¥ oTbpacbiBatoTCs;

- network — nossonser sectm 06MeH faHHbIMM.

port monitor remote vlan
vlan_id [tx]|rx] vlan_id: (1..4094)
no port monitor remote
vlan [tx|rx]

OnpegenerHne VLAN gna yaaneHHOro MOHMTOPUHra.

Ypanernune VLAN gna yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet

Buz 3anpoca KOMaHZAHOW CTPOKM B pexnume KoHOUrypupoBaHua nHtTepdeica Ethernet:

console (config-if) #

[aHHble KOMaHAbl HENb3A BbINONHATb B peXXMme KOHPUrypmpoBaHUA gManasoHa
H uHTepodeiicos Ethernet.

Tabnnua 5.177 - KomaHabl A4OCTYMNHble B peXXnume KoHPUrypupoBaHua nHtepdeica Ethernet

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOMYAHUIO

port monitor i port: (1..3/0/1..28); Bk/toyaeT QyHKLMIO MOHUTOPUHIA HA HACTPaNBaEMOM
{gigabitethernet gi_port | fga_port.- (1"3/0/1"24)’ uHTepdeiice. laHHbIi nHTepdeiic yaeT KOHTPOAMPYIOLLM
fastethernet fa_port} —port:{2.. e NOpPTOM AR YKa3aHHOro B KOMaHAe KOHTPOIMPYemMoro nopra.
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[rx]tx] - gi_port/fa_port — KOHTPOAUPYEMbI NOPT;

- IX — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOAUPYEMbIM
nopTom;

- tX — KOMMPOBaTb NaKeTbl, NepeAaHHbIe KOHTPOIMPYEMbIM
nopTom;

Mpy OTCYTCTBMM NapameTpa rx/tx ¢ KOHTPOAMPYEMOro NnopTa
KOMMPYHOTCA BCE NaKeTbl.

no port monitor BblKkntoYaeT GyHKLMIO MOHUTOPMHIA Ha HAaCTPaMBaeMom
{ gigabitethernet gi_port uHTepdeiice. JaHHbI UHTEpPdElc bonblie He byaeTt

| KOHTPO/IMPYHOLWMM NOPTOM AN5 YKa3aHHOro B KOMaHae
fastethernet fa_port} KOHTPOJIMPYyEeMOro nopTra.

port monitor vlan {id} BkatoyaeT GyHKLNIO MOHUTOPUHIA HA HAaCTPanBaeMoM

nHTepdeiice. JaHHbI HTEPPENC ByAeT KOHTPOAMPYIOLLMM
nopTom Ans ykasaHHol VLAN.

/' MopT MOHMTOPUHIA He A0/IXKEH NPUHAANENKATD K
HacTpamsBaemoii VLAN.

id: (1..4094) V MoHuTopuHr VLAN Mo3KeT 6biTb BK/IIOYEH AULLb B
TOM cnyyae, ec/lM B CUCTEME HAcTPOeHo He 6onee
O HOro KOHTPOAMPYIOLLEro NopTa.

/! ECnu KOHTpOAMPYIOWMIA NOPT HAaCTPOEH paHee, TO
TO/IbKO 3TOT NOPT MOXKeT 6bITb UCNONb30BaH ANA
moHutopuHra VLAN.

no port monitor vlan {id} Ypansaet yKkaszaHHyto VLAN U3 MOHUTOpPUHrA.

port monitor remote BkatoyaeT GyHKLUMIO YAaNEeHHOTO MOHUTOPUHIA Ha
HacTpanBaemom MHTepdeice.

no port monitor remote BblkntoyaeT GyHKLMIO yAaNEHHOrO MOHUTOPUHIA Ha
HacTpanBaemom MHTepoeice.

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOM cTpoKK B pexkume EXEC nmeet cneayrowmii BuAa;
console>

Tabnnua 5.178 — KomaHgpl, AocTynHble B pexxume EXEC

KomaHda Aelicmeue

show ports monitor BbIBOAUT MHOOPMALIMIO NO KOHTPOAMPYIOLLMM U KOHTPOIMPYEMbIM MOPTaM.

[pumepsbi 8biM0HEHUS KOMAHO

=  YcraHoBuTb 13 Ethernet nHtepdeic KoHTpoanpytowmnm ansa 18 nHtepdeica Ethernet. Becb
Tpaduk c 18 nHtepodeica nepenasatb Ha 13.

console# configure
console (config) # interface gigabitethernet 1/0/13
console (config-if) # port monitor gigabitethernet 1/0/18

=  BbIBECTU MHPOPMALMIO MO KOHTPOJMPYIOLMM U KOHTPOIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady
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5.22 ®dyHKuua sFlow

sFlow — TEXHO/1I0MNA, No3BosAKOWaA CheanuTb 3a Tpad)MKOM B MaKETHbIX CeTAX nepenayn AaHHbIX
nytem YaCTUYHOM Bbl60pKVI Tpacbm(a Aana ﬂOCﬂGAVI'OLLI,Eﬁ WMHKancynauyum B cneywnanbHble COO6LI.I,€HMFI,
nepegaBaemblie Ha cepBep c60pa CTaTUCTUKWN.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme rnobanbHol KoHdUrypaumu:

console (confiqg) #

Tabnnua 5.179 - KomaHapl pexxuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

sflow receiver id {IPv4|
IPv6 | IPv6z|url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1..8);

port: (1 .. 65535)/ 6343
byte: nonoxurensHoe
uenoe yncno /1400

dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X

IPv6z: X:X:X:X::X%<ID>

3agaeT agpec cepsepa cbopa cTatucTmKm sflow.

- id — Homep sflow-cepsepa;

- IPv4, IPv6, IPv6z — IP-agpec;

- url — pOMeHHOE UMA XOCTa;

- port — HoMep NopTa;

- byte — makcMManbHOe KONMYECTBO HalT, KOTOPOE MOXKeT
6bITb OTNPAB/IEHO B OAMH NAKET AaHHBbIX.

Ypansaet agpec cepeepa cbopa ctaTuctukm sflow

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGUrypuposaHua nHtepoeica Ethernet:

console# configure

console (config)# interface {gigabitethernet gi port|

console (config-if)#

Tabanua 5.180 — KomaHapl pexkuma KoHdurypuposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

sflow flow-sampling rate id
[ max-header-size bytes ]

no sflow flow-sampling

rate: (0, 1024..107374823);
id: (0..8);
bytes: (20..256)/128

3afaeT cpegHIo CKOPOCTL BbI6OPKM NakeTos. MTorosas
CKOPOCTb BbIBOPKM cumnTaeTca Kak 1/rate*current_spped
(current_speed — TeKylLasa cpefiHAA CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMManbHOe KonnyecTso 6alT, KoTopoe byaeT
CKOMMPOBaHO 13 obpasua nakera.

OTKAOYAET CHETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling
sec id

no sflow counters-
sampling

sec: (0, 15 .. 86400);
id: (0..8)

OnpegensieT MakCUManbHbIA UHTEPBAN MEXKAY YCNEeLUHbIMU
BbIGOPKaMM NaKeToB.

- Sec — MaKCMMasbHbIV MHTEPBan Mexay Bbibopkamu,
CeKyHApl. 3HaueHne «0» OTKNIOYAET BbIOOPKY;

- id — Homep sflow-cepsepa (3agaetca komaHaoi sflow
receiver B rno6anbHOM pexunme KoHbUrypaumm).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.
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KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM cTPOoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnuua 5.181 — KomaHabl, gocTynHble B pexume EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
fastethernet fa_port]

clear sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

show sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbiBOAWT HacTpoiiku sflow.

Ouniaet ctatuctnky sFlow. Ecam nHTepdeic He yKasaH,
KOMaHAa OYMLLAET BCE CHETUMKM CTaTUCTUKM SFlow.

OtobparkaeT cTatucTuky sFlow

[pumepbl 8b1M0MHEHUS KOMAHO

=  YcraHoBuTb IP-agpec 10.0.80.1 cepsepa 1 gnsa cbopa cratuctuku sflow. Ona ethernet-
nHtepdericos gil/0/1 - gil/0/24 yctaHOBUTbL CPeaHIO CKOPOCTb BbIBOPKK nakeTos - 10240
KBUT/C M MaKCMMa ibHbIN MHTEPBaN MeXay YCnelHbIMKY BbibopKamm naketos — 240 c.

console# configure
console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range gigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240

console

(config-if) # sflow counters-sampling 240 1
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5.23 ®dyHKUUM AUArHOCTUKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTATOPbI AOCTYMNa COAEP AT annapaTHble U NPOrpamMMHble CPeaCcTBa ANA AUATHOCTUKM
M ynpaBneHus GUUYECKMMU UHTEpPdENCAaMM U IMHUAMM CBA3U. B nepeyeHb TecTMpyembiX MapameTpoB
BXOAAT cneaylowme:

[N aNeKTpUYeckmx nHTepdeicos:

—  A/vHa Kabens;
—  paccTosHMe A0 MecTa HEMCMPABHOCTU — 06pbIBa UM 3aMbIKaHUS.

[na onTuyeckux nHTepdeincos:

— MNapamMmeTpbl NUTaHUA — HanpAXeHne U TOK;
— BbIXO4HaA onNnTn4yeCKkaAa MOLWHOCTb;
— ontTuyeckaa MOLWHOCTb Ha npueme.

5.23.1 AluazHocmuka medHoz20 Kabens

V OueHKa A[AWHbI Kabensa npuM McNonb3oBaHUM KOMaHAbl 'show cable-diagnostics

cable-length' BbINONAHAEGTCA NO Be/IMUMHE 3aTyXaHUA curHana. PyHKuma green-ethernet,

noaaep:KMpaemas KOMMYTaTOPOM, yMeHbLUaeT ypoBeHb NepesaBaemMoro CUMrHaaa npwm

OTCYTCTBUM aKTUBHOCTM Ha JIMHMU U MO3TOMY KOPPEKTHOE MU3MepeHue AnHblI Kabens

CTaHOBUTCA HEBO3MOXHbIM Ha YCTPOMCTBE, NPUHUMAKOLWEM OCcNabneHHblt curHan. B cBasun

C 3TUM HeobXo4MMO Ha Bpems U3MepeHWuid AJIMHbl Kabena OTKAOYATb pexum green-
ethernet Ha yaaneHHoMm ycTpoiicTBe.

Mo ymonuaHuio pexkum green-ethernet skaloueH. [lonyctuman NOrpewwHoCcTb U3mepeHus
onpegensaerca pa3ébpocom napameTpos JIMHUKN U COCTaBAAET 6M

KomaHOb1 pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM perknma privileged EXEC:

console#

Tabnunua 5.182 - KomaHAabl AMarHoCTMKM MeaHoro kabens

KomaHoa 3HavyeHue Aelicmeue
test cable-diagnostics tdr BbinonHAeT  BMpTyasbHOe  TecTMpoBaHWe  Kabena  anAa
{all | interface gi_port: (1..3/0/1..28); yKasaHHoro uHtepdeiica;
{gigabitethernet gi_port | fa_port: (1..3/0/1..24). - all — gns Bcex nHTepdeiicos.
fastethernet fa_port}}
test cable-diagnostics BbINOAHAET YCKOpPEHHOe BUPTyasbHOE TecTpoBaHWe Kabensa c
tdr-fast {all |interface gi_port: (1..3/0/1..28); HW3KOM TOYHOCTbIO AR YKa3aHHOro MHTepdeica;
{gigabitethernet gi_port | fa_port: (1..3/0/1..24). - all — ana Bcex nHTepdeiicos.
fastethernet fa_port}}

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM cTPOKK B pexkmme EXEC nmeeT cneayrowmin BuA,:

console>
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Tabnunua 5.183 - KomaHapl ANAarHOCTUKM MeaHOoro Kabensa

KomaHda

3Ha4yeHue

Aelicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTobparkaeT pes3ynbTaTbl NOCAELHErO BUPTYaSbHOMO
TEeCTMPOBaHMA Kabena ANnA yKasaHHOro uHTepdeiica (ecam
HOMep MopTa He 3aaH, TO KOMaHAa BbINONHAETCA ANA BCEX
nopTos).

OTobparkaeT NpeanonoKUTENbHYIO AMHY Kabens,
NOAKNOYEHHOrO K YyKazaHHOMY nHTepdeicy (ecnm Homep
nopTa He 3aZ,aH, TO KOMaHAa BbINONHAETCA ANA BCEX NOPTOB).

| UHTepdeiic ponkeH 6biTb aKTUBHbIM U paboTaTb B
V pexxume 100M6uTt/c uan 1000M6wuT/c.
[narHocTuKa noaaepKnBaeTca TO/IbKO Ha MHTepdepcax
GigabitEthernet.

MaKkcumanbHaa AAvHaA Kabens npun

MeTpPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

TEeCTUPOBaHUM He [0/KHA COCTaBNATb 6onee 120

= [lpoTecTMpoBaTb NOPT 24 NepBOro yCTPOMCTBA B CTEKE:

console# test cable-diagnostics tdr interface gigabitethernet

1/0/24

Port Pair Result

gil/0/24 1-2 OK
3-6 OK
4-5 OK
7-8 OK

HuKe npuBeseHbl BO3SMOXKHbIE 3HAaYeHMA pe3yAbTaToB TecTa No napam:

— Test failed — pusmueckan HemcnpaBHOCTL;

— OK-napa B nopaake;
— Open —paspblis;
—  Short — KOHTaKTbl Napbl 3aMKHYTbI;
— Impedance-mismatch — pasHuua B CONPOTUBAEHUN (CIMLIKOM H0/IbLIOE 3aTyXaHWUE B IMHWUN);
—  Short-with-pair — 3ambikaHne mexay napamu;

— Not tested — TecTMpoBaHuMe He NPOBOAMNOCD.

- nOKa3apr63yﬂbTaTblHOCﬂeAHEFOTeCTMDOBaHMH!

console# show cable-diagnostics tdr

gil/0/1
gil/0/2
gil/o0/3
gil/0/4
gil/0/5
gil/0/6

gil/0/18
gil/0/19
gil/0/20
gil/0/21

Result

Not
Not
Not
Not
Not
Not

Not
Not
Not
Not

tested
tested
tested
tested
tested
tested

tested
tested
tested
tested

Length [meters]
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gil/0/22
gi1/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

Not tested
Not tested
OK -

Fiber
Fiber
Fiber
Fiber

- 24-Mar-2014 11:52:31

5.23.2 fluaezHocmuka onmu4yecKko2o0 mpaHcueepa

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme rnobanbHoi KoHdUrypaumu:

console (config) #

Tabnnua 5.184 - KomaHapl pexxuma rnobanbHoM KoHbUrypaumm

3HayeHue/3HayeHue no

interval

no optical-transceiver

threshold notify-interval

KomaHoa Aelicmeue
yMOAYaAHUIO
optical-transceiver o
threshold notifv-interval YcTaHOBKa NPOMEKYTKa BPEMEHU 4,0 NOBTOPHOM reHepaLum
Y interval: npeaynpeskaeHvs/asapuv no npotokony syslog/snmp.

(30..3600) cek/600 cek

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KoHGUrypuposaHua nHtepoeica Ethernet:

console# configure
console (config)# interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabnuua 5.185 — KomaHabl pexkuma KoHdurypmuposaHusa nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

optical-transceiver
threshold action {
parameter | all } { none |
syslog | snmp-trap }

parameter: (current, input-
power, output-power,
temperature, voltage)

HasHauyaemoe aelicteue (He BbINOMHATL AEUCTBUIA, reHepauma
syslog-coobuieHuns, reHepaLma snmp-Tpana), KOTopoe 40/KHO
6bITb BbINONHEHO NPW NPEBbILEHMM YKa3aHHbIX NOPOroB A5
3aZ,aHHOro nNapamerpa:

- current — cuna Toka;

- input-power — MOLWHOCTb BXOAALLEFO CUrHANA;

- output-power — MOLLHOCTb UCXOAALLETO CUTHANa;
- temperature — TemnepaTypa;

- voltage — HanpAxeHKe.

optical-transceiver
threshold values
parameter high-alarm high-
warning low-warning low-
alarm

parameter: (current, input-
power, output-power,
temperature, voltage)
3HaueHus values ans:
current: (0-131000) uA
input-power: (-40000-
8200) mdBm
output-power: (-40000-

optical-transceiver
threshold values
parameter

8200) mdBm
temperature: (-127-127) °C
voltage: (0-6550000) uV

YKasaHuWe 3HaueHuii Noporos, NPy NPEBbLILEHNN KOTOPbIX
6yLeT NPOMCXOAMTb reHepaumn syslog/snmp-trap coobuieHms
[ONR YKa3aHHOro napamerpa:

- current — cuna TokKa;

- input-power — MOLLHOCTb BXOZALLEro CUrHana;

- output-power — MOLHOCTb UCXOAALLErO CUTHANa;
- temperature — TemnepaTtypa;

- voltage — HanpseHue.

YpaneHue 3aaHHbIX MOPOroB AN YKa3aHHOTo napameTpa.
3HayeHMA Mo YMONYAHMIO HE YCTaHOB/IEHbI.

3anpoc KomaHAHOM cTpoKKM B pexkume EXEC nmeet cneayrowmn sua;
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console>

Tabnnua 5.186 — KomaHaa ANarHoCTUKM ONTUYECKOro TpaHCcMBepa

KomaHoa 3HayeHue Aelicmeue

show fiber-ports optical-

. . OTtobparkaeT pe3ynbTaTtbl ANArHOCTUKU ONTUYECKOTO
transceiver [interface

L. . gi_port: (1..3/0/1..28); TpaHcuBepa
{gigabitethernet gL_port | fa_port: (1..3/0/1..24) - detailed — nogpo6Han AMarHocTvKa, eeprom-napameTpbi
fastethernet fa_port}] —port:{L.. Bands ap A , eep p p
TpaHcusepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

console# show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S$SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabanua 5.187 — MapameTpbl ANArHOCTUKM ONTUYECKOrO TPaHCMBEpPa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpskeHne nuTaHMA TpaHcMBepa.
Current OTKNOHEHME TOKa Ha nNepegaye.
Output Power BbIxoZHas MOLHOCTb Ha nepegadye (mBT).
Input Power BxogHaa MoLLHOCTb Ha Nnpueme (MBT).
LOS MoTepa curHana.

Mpu noapobHoit AmarHocTMKe AnA napameTpoB Temp, Voltage, Current, Power u3mepeHHble
3HaueHWA BbIBOAATCA HaA Aaucnnei. MNpu OBbIYHOW [MATHOCTMKE W3MEPEHHble 3HauyeHua AN 3TUX
NapameTPOB CPaBHMBAOTCA C AOMYCTUMbIMM, U Ha AWCNIEN BbIBOAMTCA pe3yibTaT cpaBHeHus (W, E, OK).

3Ha4yeHUs pesyNbTaToB ANArHOCTMKU U CPaBHEHUA NapaMeTpos:

N/A - HegocTynHo,

N/S - He nogaep*usaetcsa,
W - npegynpexaeHue,

E — ownbKa,

OK — 3HaueHue B nopaake.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHua o6 ypoBHe ob6cny*KnBaHUA B IP-ceTax) — TEXHONOrMA aKTUBHOINO MOHUTOPWUHIA,
UCMONb3YIOLWANACA A8 WM3MEPEHMA NapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CeTe W KayecTBa
nepegayunm AaHHbIX. AKTUMBHbIN MOHUTOPUHI NpeacTaBaseT cobol NPOAOC/IKUTENBHYIO LMKAUYECKYHO
reHepaumto TpaduKa, cbop nHPopmauum o ero NPOXOXKAEHUM MO CETU U BeAeHNE CTaTUCTUKN.

M3mepeHne NapaMeTpoB CETU MOXKET OCYLLECTBAATLCA NPU NOMOLLM Pa3/IMYHbIX TUMOB onepaumii IP
SLA. Tunbl onepauuii pasiMyaloTcAa NPOTOKONAMKM reHepupyemoro TpaduKa, a TaKkKe MeToZamwu
npoBeAeHUA U3MEPEHUA U U3MepsAeMbIMM NapameTpaMu. Tunbl NOAAEPKUBAEMbIX HA AAHHbLIA MOMEHT
onepauum IP SLA:

— ICMP Echo;
— UDP litter.

[na ncnonbsosaHua onepauuii IP SLA HeobxoaMMO BbINOAHUTL Caeaylowme AeNCcTBUA:

— Co34aTb onepaumio HyXKHOro TUMa U CKOHPUIYPUPOBaTh eé.

—  3anycTuTb UMKAMYECKOEe BbIMOJHEHWE onepaumu, U No3BO/INTL €l BbINONHATLCA B TedeHue
HEKOTOPOro BPEMEHMU.

— [pocMmoTpeTb CTaTUCTMKY, COBPaHHYIO 32 BPEMSA KU3HU onepaumu.

—  MNpun HeObX0AMMOCTU, NPEKPATUTL LLUKNNYECKOE BbIMOJAHEHME ONEPaLUMn.

KomaHObI pexcuma 2a06anbHol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 5.188 - KomaHabl pexkuma rnobanbHo KOHGUrypaLumm

KomaHoa 3HavyeHue Aelicmeue

ip sla operation index index: (1..20) MepenTn B KOHTEKCT KOHPUTYPUPOBAHUA OnepaLmm.
no ip sla operation index T Ypanutb cywectsytowyto onepauuto IP SLA.

KomaHObI pexcuma privileged EXEC

Buz 3anpoca KomMaHAHOW CTPOKM perknma privileged EXEC:

console#

Tabnnua 5.189 - KomaHap! pexuma privileged EXEC

KomaHda 3HaueHue Aeiicmeue
set ip sla start index index: (1..20) 3anycTuTb UMKANYECKOE BbINONHEHWE OnepaLmm.
set ip sla stop index T OCTaHOBWTb LMKANYECKOE BbIMOJIHEHWE OMNepaLymu.
show ip sla statistics index index: (1..20) OTO6pPa3nTb CTaTUCTURY A/1a onepauum IP SLA.

CtatucTuKa onepaumii IP SLA nmeeT o6LWwnit Ana Bcex TUNOB OnepaLmii 3aro/IoBOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter
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roe
— IP SLA Statistics for Index — Homep onepaummn, ANA KOTOpPOoM oTobparkaeTca CTaTUCTUKa;
— Operational state of entry — cTaTyc BbINO/IHEHMA ONepaLnm:

= Active — onepauma akTMBHA M B AAHHbIA MOMEHT HaXxoAMTCA B NPOLECCE LMKAUYECKOTO
BbINOJ/IHEHMNSA;
= |nactive — onepaunsa He aKTUBHA, HAXOAUTCA B PEXUME OXUAAHWA U A0CTyNHa ANA
KOHOUIYpPUPOBaHMA.
— Type of operation — tun onepaummn [P SLA. MpuMHMMaeT oO4HO 3Ha4yeHWe M3 CrMUCKa
noanepKMBaemMbIX OnepaLui.

MNpu nepesoae onepauum B coctoaHue «Active» cTatucTMKa onepauum oumuiaetcAa. CTaTUCTUKA
HaKan/anBaeTcA 3a TO Bpems, NoKa onepaumsa HaxoamTCA B 3TOM COCTOAHUN. CTaTUCTMKA COXpaHAETCA nocne
npeKpaLlleHna LMKANYECKOro BbINOIHEHUA onepaunmn 1 nepexoga B coctoaHue «lnactive» go Tex nop, noka
onepaums cHoBa He byaeT nepesBeAeHa B aKTUBHOE COCTOAHME.

bonee noppobHasa uHbOpMaLMA O coAepXaHUM CTAaTUCTUKM MNpeacTaBNeHa B pasgenax,
OMMCbIBAIOLLMX TUMNbI onepaunit IP SLA.

5.24.1 Onepayus ICMP Echo

Mpu Kaxkgom BbinosHeHUU onepauum ICMP Echo ycTtpoinctso otnpasnaset ICMP Echo request
cooblieHne Ha agpec Ha3HAYeHUA, OXKUZAET NoayyYeHus coobueHna ICMP Echo reply v namepset spems
OBYCTOPOHHEro npoxoxaeHus ICMP-nakeTa. Onepauma ICMP Echo Takke npegocrtasnset MHPopmaLmto o
MWHUMANIBHOM, CpPeAHEM W  MaKCMMA/IbHOM BPEMEHHbIX 3HAYeHUAX W  KOJIMYECTBE M3MEPEHUN,
3aBEPLUMBLUMXCA HEYAAYHO MO TOM UAW UHOM NPUYUHE.

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme co3aaHus onepaumin IP SLA:
console (config-ip-sla)#

Tabanua 5.190 - KomaHap! pexuma cosgaHus onepaumit IP SLA

KomaHoa 3HavyeHue Aelicmeue

Co3pgatb onepauuto ICMP Echo.
- target-address — |Pv4-agpec, Ha KoTopbili byayT

icmp-echo target-address source-interface:

. oTtnpasnsaTeca ICMP Echo request coobuieHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — IPv4-agpec, NoAcTaBAAOLWMIACA B
address] [source-interface fa_port: (1..3/0/1..24). APEC, NOA W

3aronoBoK ICMP-nakeTa, onuMOHaNbHbIM NapameTp;
- source-interface — NopT, C KOTOPOTo OCYLLECTBAAETCA
OTNpaBKa NaKeToB, OMLUMOHA/bHbIV NapameTp.

source-interface]

’ MapameTpeol target-address, source-address v source-interface moryTt 6biTb onpeaeneHbl

° TONbKO NPU CO34aHMU ONepaLumn U HeAOCTYMHbI ANA Aa/ibHeNLWero peaakTMpoBaHua. Ana
3a[,aHUA APYrMx NnapameTpoB Heo6X0AMMO yAaInTb CYLLECTBYIOLLYIO ONepaLMio U co34aTb
HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Bupa 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypmuposaHus onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

190 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

Tabnuua 5.191 - KomaHabl pexruma KoHdurypmposaHus onepauymm ICMP Echo

3Ha4yeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

KomaHda

frequency sec

YCTaHOBWTbL 4acToTy BbinosiHeHus ICMP Echo onepauuun B
CeKyHAax.

sec: (1..128)/60 c. - sec —yacToTa BbinosHeHua ICMP Echo onepaumii B cEKyHAaX.

no frequency YCTaHOBWTb 3HaYEHME YacTOTbl MO YMOIYAHMUIO.
YcTaHOBUTL TaimayT onepauum ICMP Echo B munnucekyHaax.
timeout msec msec: (1..3600000)/1000 - msec — 4actota BbinonHeHua ICMP Echo onepauuii B
Mmc MWINNCEKYHOAX.
no timeout YCTaHOBWTb 3HaYeHWe TalmayTa No YMOYaHUIO.

request-data-size bytes

YcTaHOBUTL KoanyecTBo 6aiT, nepegasaembix B ICMP-nakete
B KayecTBe AaHHbIx (payload).

bytes: (1..1432)/56 Gaitr - bytes — konnuecTtso 6alT.

no request-data-size YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHULO.

tos byte

YcTaHoBUTb 3HaueHune 6aitTa Type of Service, nepegatowerocs
B 3arosioBke |IP-naketa B nose Differentiated Services Field.
byte: (1..255)/0 - byte — 3HaueHue baiita Type of Service B none Differentiated
Services Field.

YcTaHOBWTb 3HaYeHuWe Baiita Type of Service no ymonyaHuio.

tag string

3afaTb TEKCTOBbIN Ter 414 onepauun.

no tag

string: (1..63) cumBonoB

Y6paTb TEKCTOBbIN Ter.

[Ona HopmanbHoro BbinoaHeHna onepauyumn ICMP Echo pekomeHAayeTca ycTaHaB/MBaTb
3HauyeHMe YacToTbl BbINO/IHEHUA onepauum 60blIMM, Yem 3HaUYEeHUe TalimayTa onepauun.

Mpumep BbIBOAA CTAaTUCTUKM Ana onepauum ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe

— Latest operation return code — Kopg, 3aBepLIeHnA NocneaHel BbINOHEHHOM onepaLmm:
=  OK-ycnewHoe 3aBepLleHne Npeablayluein onepaumm;
®  fagiled — Heypa4yHOe 3aBepLUeHME NOCAeAHEN MONbITKN U3MEPEHMUS.
— Latest latency value — 3HayeHWe nocnefHero ycnewHo M3MEPeHHOro nepuosa BPEMEHM
npoxoxaeHua ICMP-nakeTa.
— Number of operations — KonM4yecTBo NPoBeAEHHbIX 3aMYCKOB OnNepauuu.
— Latency Min/Avg/Max — MWHUMaNbHOE, CPeAHEE M MaKCMMaJbHOE 3HaYeHWUA BPEMEHMU
NPOXOXAEHWA NAKeTa, NOACYUTAHHDBIE 33 BPEMSA XKU3HU ONepauuu.
— Number of successes — KONNYECTBO YCNELIHO 3aKOHYEHHbIX ONepaUuii.
—  Number of failures — Konn4yecTBO HeyAa4HO 3aKOHUYEHHbIX onepauui.
— Failed operations — c4éT4MKM, OTODOpaNKaloLIMe KOAMYECTBO M3MEPUTENbHbIX ONepauui,
3aKOHYMBLLMXCA C COOTBETCTBYHOLLMM KOAOM OLLUMOKW.
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5.24.2 Onepayusa UDP Jitter

Kaxpaa onepauma UDP lJitter vHuummpyeT oTnpaBKy MNocienoBaTeNbHOCTM M3 HecKonbKux UDP-
naketoB. llocnenoBaTenbHOCTb XapaKTepPU3YeTCA TaKMMKW MNapameTpamMu, KaK KOJMYEeCTBO MNAKeToB B
nocnefoBaTeNIbHOCTM W BPEMEHHON MPOMENKYTOK Mexay oTnpaBaeHuamu. OCHOBHOW U3MepAemOoi
XapaKTEPUCTUKOMN ABAAETCA AXKUTTEP — USMEHEHME MEXKNAKETHOro BpeMeHHOoro uHTepBsana. Onepauma UDP
Jitter TakXKe no3BonAeET U3IMepPATb ABYCTOPOHHEE U OAHOCTOPOHHEE BPeMA MPOXOXKAEHWUA MAKETOB OT
OTNpaBUTENs K Noay4vaTento n obpatHo.

' Onepauusa UDP lJitter TpebyeT noapep)XKu Ha yaanéHHom ycTpoiictee ¢pyHKLUOHana IP SLA
e M He COBMECTMMA C YCTPOMCTBaMM Apyrux npoussogurenei.

' DAna nsamepeHusa spemeHu npoxoxkaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma

N TOYHAsA CMHXPOHU3ALUA YAaCcOB HA OTNPABAAIOLWLEM U NPUHUMAIOLLEM YCTPOIACTBAX.

MNepen co3paHmem onepaumm UDP Jitter Heobxoammo BbINoIHUTL HacTpoliky UDP-nopTtos ans IP SLA
Responder Ha yaanéHHOM yCTPOMCTBE, C KOTOPbIM Npoucxoamt obmeH naketamu. 3tot UDP-nopT cneayer
YKa3aTb npu co3aaHum onepaumm UDP Jitter B KauecTBe nopTa HasHavyeHUA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pernma rnobasbHOM KOHPUrypaumm:
console (config) #

Tabnuua 5.192 — KomaHabl pexkuma rnobanbHo KoHOUrypaumm

KomaHoa 3HavyeHue Aelicmeue

BKkntountb IP SLA Resonder u ycTaHOBUTb MPOCAYLIMBaEMbIiA
nopt Ana onepaummn UDP litter.
port: (1..65535) - port — HOMep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

IPSLAR .
udp_jitter OTkntounTb IP S esponder

KomaHObI pexcuma co30aHua onepayuli IP SLA

Buz 3anpoca KOMaHZAHOWM CTPOKM B peXnme cosgaHms onepaumit IP SLA:

console (config-ip-sla)#

Tabnnua 5.193 — KomaHapb! pexuma cosgaHus onepaumin IP SLA
KomaHda 3HayeHue/3Ha4yeHue no Aeiicmeue
ymon4YaHuro

Cospatb onepauuto UDP litter.
- target-address — IPv4 appec, Ha KoTopblii byayT
otnpasnatbca UDP-nakeTbl;

dp-jitter ¢ t-add t t-port: (1..65535
udp-Ji arget-aaaress arget-port: ( ) - target-port — UDP-nopT Ha3HayeHWA, AO/KeH coBnagaTb C

target-port [source-address source-port: UDP-noDTOM. HACTDOEHHbIM Ha DECHOHACDE:

source-address]  [source- (1..65535)/61040 prom, P P AEPE; .
- source-address — IPv4 agpec, NoACTaBAAOWMINCA B 3ar0N0BOK

port source-port] [num- | num-packets: (1-1000)/10
UDP-nakerTa;

packets num-packets] flakeTos num-packets — konnyectso UDP-nakeToB B Kaxaomn

[interval interval] interval: (1-60000)/20 mc P A
nocnesfoBaTeNIbHOCTH;
- interval — BpeMeHHON NPOMEKYTOK Mexay nakeTamu B
noc/iesfoBaTe/IbHOCTH.

' MapameTpbl KomaHAbl «udp-jitter» moryT 6biTb OonpeaeneHbl TONbKO NPU CO34aHUU

onepauuu U HeJOCTYNHbI A4NA AaNbHellero pegakTMpoBaHua. A 3agaHua apyrux
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napameTpos Heobxo4umo YA3annTb CywiecTeyoLlyo onepauuio n co3gatb HOBYHO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Buz 3anpoca KoMaHZAHOM CTPOKM B pexnume KoHOUrypuposaHua onepaumm UDP lJitter:
console (config-ip-sla-udp-jitter) #

Tabnnua 5.194 — KomaHgpl pexuma KoHpurypuposaHua onepaumm ICMP Echo

3HayeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

KomaHda

YCTaHOBUTb 4acTOTy BbINOJHeHWA onepauun UDP Jitter B

frequency secs CEeKyHAax.
| Y secs: (1..128)/60 cex - SeZSﬂHaCTOTa BbiNo/IHEHMA onepaumn UDP Jitter B cekyHaax.
no frequency YCTaHOBWTb 3HAYEHME YACTOTbl NO YMOIYAHUIO.
YcTaHOBUTb TaimayT onepauum UDP Jitter B munnvcekyHaax.
timeout msec msec: (1..3600000)/1000 - msecs — 4YacToTa BbINo/sHeHMA onepauun UDP litter B
mc MUANCEKYHAAX.
no timeout YCTaHOBWTb 3HaYeHWe TalmayTa No YMOYaHUIO.

YcTaHOBUTbL KoMyecTBo 6aiT, nepegasaembix B UDP-nakete B
KauecTBe gaHHbIX (payload).

- bytes — konn4ecTso 6anT.

no request-data-size YCTaHOBWTb 3HaYeHMe KonnyecTsa 6alT No yMoaYaHuIo.
YcTaHOBUTL 3HaYeHue 6aiTa Type of Service, nepepatolerocs
B 3aronoBkKe |IP naketa B none Differentiated Services Field.

request-data-size bytes bytes: (20..1432)/30 6aiit

tos byte . ) . .
y byte: (1..255)/0 - byte — 3HaueHue baiite Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3Ha4YeHuWe 6aitTa Type of Service Nno ymonyaHuio.
. 3apaTb TEKCTOBLIV Ter A4N1A onepaumu.
tag string . Ad rera pat
string: (1..63) cumBonos - String — TEKCTOBbIN Ter.
no tag Y6paTb TEKCTOBbIM Ter.
Ana HopmanbHOro BbinosHeHua onepauun UDP lJitter peKkomeHpyeTca ycTaHaBAMBATb
’ BpeMeHHbIe NapameTpbl onepauuun, ucxoaa ns caeayrouwiero COoOTHoweHumA:

frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTaTUCTUKKM Ana onepaummn UDP lJitter:

IP SLA Statistics for Index 2

Operational state of entry: Active

Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms

Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms

Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms

Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive jitter Num/Sum: 96/241 ms
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A

roe

Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative Jjitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

CTaTUCTUKA OAHOCTOPOHHEr0 NPOXOXKAEHUA NAKETOB MOXKeT 6bITb nycta n3-3a OTCyTCTBUA
CUHXPOHU3aUUn BpeMeHUn Ha yC'rpoﬁchax N BO3HUKHOBEHUA HEKOPPEKTHbIX 3HauyeHuil.

Latest operation return code — Ko, 3aBeplLUeHUs nocnegHen BbiNoHEHHOM onepaumm:
=  OK-ycneuwHee 3aBeplueHne npeaplayLiein onepaunu;
"  Failed — Heypga4yHoe 3aBeplleHue nocaenHeln NonbITKM U3SMEPEHUS.

— Latest latency value — 3HayeHWe nocnegHel YCNEWHO W3MEPEHHOM [ABYCTOPOHHEN
3aJEPKKU.

— Latency two-way values — cTaTUCTUKa U3MEPEHUA ABYCTOPOHHEro BPEMEHM MPOXOXKAEHMUA
nakeToB.

— Latency one-way values — cTaTUCTUKA U3MEPEHUS OAHOCTOPOHHErO BPEMEHMU MPOXOKAEHMUSA
nakeToB:

= SD - oT oTnpaBuTena K nonyyaTento (source-to-destination);
® DS -— 0T nosyyaTtena K otnpasutento (destination-to-source).
— Jitter values — cTaTUCTUKA U3MEPEHUA OAHOCTOPOHHEro AxKuTTepa. OTAENbHO YYUTbIBAOTCA
NONOMKUTE/bHbIE N OTPULATE bHbIE 3HAYEHMA AKUTTEPA B KAXKA0M U3 HanpasBaeHWUN.
— Out Of Sequence — KONNMYECTBO NAKETOB, BEPHYBLUMXCA BHE oYepeau.
—  Number of successes — KOANYECTBO YCMNELHO 3aKOHYEHHbIX onepauuii.
—  Number of failures — Konn4yecTBo HeyAa4YHO 3aKOHYEHHbIX onepauuii.
— Failed operations — c4€TYMKM, OTOOpaKaloWMe KONMYECTBO WIMEPUTE/bHbIX Onepauunii,
33aKOHUYMBLLMXCA HEYAAYHO C COOTBETCTBYHOLLMM KOLOM OLIMBKN.

5.25 Hactpoiika Green Ethernet

Green Ethernet — TexHonorva, nosposstoWaAn CHU3UTb 3HepronoTpebneHme ycTponcTBa 3a cyet

OTK/IIOYEHUA NMUTAHUA ONA HEAKTUBHbIX 31EKTPUYECKUX NMOPTOB U U3IMEHEHUA YPOBHA NepenaBaemoro
CUrHana B 3aBUCMMOCTHU OT OJINHDbI Kabens.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B perKmMme rnobasibHOro KoHGUrypmupoBaHua:

console (config) #

Tabnanua 5.195 - KomaHapl pexxnuma rnobanbHoro KoHPUrypmposaHms

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy-detect BKntoyaeT sHeprocbeperatowmii pexkMm s HeaKTUBHbIX
nopTos
-/BKAIOYEH —
no green-ethernet OTKAtoYaeT aHeprocHeperaoLLmMin pexkum Ana HEaKTUBHBbIX
energy-detect noptos
green-ethernet short-reach BKAtoyaeT sHeprocbeperaowmin pexxum ans nopTos, K
KOTOPbIM MOAK/IOYAIOTCA YCTPOWMCTBA C A/IMHOMN Kabens
-/BKAOYEH P A yere A
NOAKNOYEHMA MeHbLUIE NOPOroBOro 3Ha4YeHus,
YCTaHaB/AMBaEMOrO C MOMOLLbI0 KOMaHAb! green-ethernet
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short-reach threshold

no green-ethernet short-reach OTKAtoYaeT sHeprocbeperatowmii peXxMm Ha OCHOBaHUK
ONVHbI Kabensa

green-ethernet short-reach value: (0..70 YcTaHaBAMBaeT NOpPOroBoe 3HayeHue ana

threshold value MeTpoB)/40 sHeprocbeperatowero pexxmma short-reach.

no green-ethernet short-reach Bo3BpalyaeT HaCTPONKM NO YMONYAHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepgeltica

Bua 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHOUrypupoBaHua nHTepdeliica Ethernet:

console (config-if)#

Tabnnua 5.196 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy-detect BkntouaeT sHeprocbeperatowmii pexxum ana nHtepdeiica.
-/BKAOUEH " "
no green-ethernet energy- OTKAtOYaeT aHeprocbeperaowmii pexxnum ans nHtepdeica.
detect
green-ethernet short-reach BkntoyaeT sHeprocbeperatowmin pexxMm Ha OCHOBaHUU A/INHbI
Kabens.
-/BKNtOYEH .
no green-ethernet short-reach OTKANtOYaeT sHeprocbeperaoLwmnin pexxMm Ha OCHOBaHUK
ONVHbI Kabens.
green-ethernet short-reach force MNepmaHeHTHO BK/ItOYaeT aHeprocbeperaoLmii pekum gns
nopra.
-/oTKAtOUEH —
no green-ethernet short-reach MepmaHeHTHO BK/IlOYaeT sHeprocbeperatowmin peskum ais
force nopra.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:
console#

Tabnuua 5.197 - KomaHgabl pexkuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

show green-ethernet
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28); OTob6parkaeT CTaTUCTUKY green-ethernet.

fa_port: (1..3/0/1..24)

green-ethernet power- C6paCbIBBET CYETUUK nameputTena MOoLWHOCTU.
meter reset

[pumepsi 8biM0AHEHUS KOMAHO

= OT0b6pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length (m)

gil/0/1 on off LU on off on 10

gil/0/2 on off LU on off on 4
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gil/0/3 on off LU on off on 4
gil/o0/4 on off LU on off on 4
gil/0/5 on off LU on off on 4
gil/o0/6 on off LU on off on 4
gil/0/7 on off LU on off on 4
gil/0/8 on off LU on off on 4
gil/0/9 on off LU on off on 5
gil/0/10 on off LU on off on 4
gil/0/11 on off LU on off on 4
gil/0/12 on off LU on off on 4
gil/0/13 on on on off off LD

gil/0/14 on off LU on off off LL 60
gil/0/15 on off LU on off off LL 60
gil/0/16 on off LU on off off LL 60
gil/0/17 on off LU on off off LL 59
gil/0/18 on off LU on off off LL 60
gil/0/19 on off LU on off off LL 59
gil/0/20 on off LU on off off LL 59
gil/0/21 on off LU on off off LL 61
gil/0/22 on off LU on off off LL 60
gil/0/23 on off LU on off off LL 59
gil/0/24 on off LU on off off LL 60
gil/0/25 on off LT on off off LT 11
gil/0/26 on off LT on off off LT 12
gil/0/27 on off LT on off off LT 11
gil/0/28 on off LT on off off LT 11

LU — nHTepodeic HaxoguTca B coctoAaHMm UP.

LD — nHtepdeic HaxoguTca B coctoaHnm DOWN.

LL — pnviHa Kabens, NoAKAOYEHHOTO K MHTEpPdelicy NpeBbIWaeT NOPOroBoe 3Ha4YeHue.
LT — uHTepdeiic ABNAETCA ONTUYECKUM
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5.26 dnekTponutaHue no aMHuam Ethernet (PoE)

Mogenn KommyTtaTopoB c cyddpurcom
ycTpoiicTs no anHum Ethernet B cootBeTcTBUM € pekomeHaaumamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+).
KonnyectBo noptos, nogaepusatowmx POE M MaKCcMMasibHas CYMMapHas MOLLHOCTb 3/1IeKTPONUTaHUS
BapbupyeTca Ana pasHbix moaenei. MoapobHble cBeAEHUA MO KaXKAoh MOoAe/IM KOMMYTaTopa MOXKHO
HanTW B noapasaenax 2.3 n 2.4.

IPI

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Buz 3anpoca KOMaHAHOWM CTPOKM B peXnme rnobanbHOro KOHPUrypmpoBaHums:

console (config) #

Tabanua 5.198 - KomaHapl pexxuma rnobanbHOro KOHPUrypmposaHma

B 00O3HAauYeHUM MOAAEPIKUBAIOT 3/IEKTPONUTaAHME

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
yMon4aHuio
power inline limit-mode Bblbop pexknma orpaHnyYeHUA MOLLHOCTU 3/1eKTPONUTAHUA.
{port | class} - port — orpaH1YeHne yCcTaHaBNIMBAETCA Ha OCHOBaHUM
class aAMMHUCTPATUBHBIX NapaMeTpoB NopTa

- class — orpaHuyeHKe ycTaHaBAMBAETCA HAa OCHOBAHUM Kaacca
NOAK/NOYEHHOTO YCTPOMCTBA

power inline
usage-threshold percent

no power inline
usage-threshold

percent: (1..99)/95

YcTaHaBAWBaeT Nopor NoTpebasemoit MOLLHOCTH, NPY KOTOPOM
dopmupyeTca nHpopmaumoHHoe coobuieHme (snmp trap) o
npeBblWeHnn nopora

BoccTaHaBnuBaeT 3HaveHne nopora no ymon4yaHutio

power inline traps enable

no power inline traps
enable

PaspeleHmne popmuposaHne MHPOPMALMOHHBIX COOBLLLEHMM
ana noacuctemol PoE

Bo3BpalyaeT HaCTPOMKM K NapameTpam Mo yMOI4aHUIo

Mo ymonuyaHuio oTnpaBKa MHPOPMALIMOHHBIX COOBLLEHMI
3anpeLeHa.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGUrypuposaHua nHtepoeica Ethernet:

console# configure
console (config)# interface {fastethernet fa port| gigabitethernet gi port}
console (config-if)#

Tabnnua 5.199 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet

3HayeHue/3HayeHue no

device pd_type

no power inline

cuMmBO/10B)/He 3agaHo

KomaHoa Aelicmeue
YMOAYAHUIO
KomaHaa  ycTaHaBnuBaeT  pexum  paboTbl  cucTembl
3/1IEKTPONUTAHNA Ha MHTepdeiice.
- auto - paspewaer paboTy npoTokona OOHapyKeHuA
- POE-ycTpoiicTB  Ha uWHTepdeiice U  BK/IOYAeT nojad
power inline {auto | never} | /auto yerp pcP Aty
3N1IEKTPONUTAHUA Ha UHTepdeiic
- never — 3anpewaer paboTy npoToKoAa OBHapyKeHWs
PoE-ycTpoiicTB Ha wuHTepdelice M  OTKAOYAET nogavy
9/1eKTpONUTaHNA
power inline powered- [ob6asnaeT npoussonbHoe onucaHue PoE-ycTpoiictBa AnA
pd_type:(1..24

NOMOLLM B afMUHUCTPUPOBAHUN YCTPOWCTBA.

Yananset paHee 3agaHHoe onucaHune PoE -ycTpolictea
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powered-device

power inline priority
{critical | high | low}

no power inline priority

/low

3apaér  npuoputet PoE
3N1eKTpONUTaHNeEM.

- critical — ycTaHaBAMBaeT HauBbICWIKI NpUopUTET
9N1eKTPONUTaHUA. DNEKTPONUTAHME NOPTOB C TAKUM
npuopuTETOM BYAET NPeKpaLLaTbCca B NOCNEAHIO0 oYepesb
npu neperpyske cucrtembl PoE

- high — ycTaHaBAvBaeT BbICOKMI NPMOPUTET INEKTPONUTAHUA.

- low - YyCTaHaB/MBaeT HU3KWUIA NPUOPUTET I/IEKTPONUTAHUA

nHTepdeiica npu ynpasieHUn

BoccTaHaB/iMBaeT NPUMOPUTET MO YMONYAHUIO

power inline limit power

no power inline limit

HasHauaeT npegen
BbI6GPaHHOro NopTa

MOLLHOCTU  3/1eKTPONUTaHUA  AAA

Power: (0..30000)/30000
mMBT

BoccTaHaBnmBaeT npesen MOLWHOCTM NO YMOAYAHUIO
Mo ymonyaHuio ycTaHaBAMBaeTcA MaKCUMaNbHbIM npeaen
MOLLHOCTU INEKTPONUTaHUA

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:

console#

Tabanua 5.200 - KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

show power inline
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTO6parkaeT COCTOAHME INEKTPONUTAHUA BCEX MHTEPDENCOoB,
noaAepKuBaroLWwmx nuTaHne no MMHUN PoE, nam Tonbko
BblbpaHHOro nHTepdelica.

show power inline
consumption
[gigabitethernet gi_port |
fastethernet fa_port]

OTO6parkaeT XapaKTepuUCTUKKN NoTpebieHna MOLHOCTU BCeX
PoE-nHTepdelicoB ycTpoiCcTBa MM TONBKO BbIBPaHHOTO
nHTepodelica.

show power inline version

OTobparkaeT Bepcuio MporpammMmHoro obecneyeHumsn
KOHTpoAnepa noacuctemol PoE.

[pumepbl 8bIMN0AHEHUS KOMAHO

console# show power inline

MoKa3aTb COCTOAHME 3N1EKTPONMUTAHNA BCEX MHTepdenCcoB ycTpoiicTBa

Port based power-limit mode
Unit Power Nominal Consumed
Power Power
1 On 300 Watts 50 Watts (17%)
2 Off 1 Watts 0 Watts (0%)
3 Off 1 Watts 0 Watts (0%)
4 Off 1 Watts 0 Watts (0%)
Port Powered Device State
gil/0/1 IP Phone Model A Auto
gil/0/2 Wireless AP Model A Auto
gil/0/3 Auto

Usage Traps Temp (C)
Threshold
95 Disable 0
95 Disable 0
95 Disable 0
95 Disable 0
Status Priority Class
On High ClassO
On Low Classl
Off Low N/A
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® [lOKas3aTb COCTOAHME INEKTPONUTAHUA BbIbBpaHHOTo MHTepdelica

console# show power inline gil/0/1

Port Powered Device State Status Priority Class
gil/0/1 IP Phone Model A Auto On High Class0
Time range:

Power limit (for port power-limit mode): 30W

Port Status:
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
0
0

Port is on - valid capacitor/resistor detected

Absent Counter:
Invalid Signature Counter:

OnmcaHme0T06pamaeMbn(napameTposaneKTponMTaHMﬂanBeaeHOB136nmue

Tabnuua 5.201 — NapameTpbl CTaTyca 3/IEKTPONUTAHUA

Power

Cratyc noacuctemsl anekTponutaHmna PokE

Nominal Power

HomMHanbHaA MOLWHOCTb NCTOYHMKA NUTaHNA noacuctemsl PoE

Consumed Power

N3mepeHHOoe 3HavyeHue ﬂOTpEGI]ﬂEMOﬁ MOLWHOCTU

Usage Threshold MoporoBoe 3HayeHWe NOTPebASEMOW  MOLWLHOCTM, NpPU  KoTopom  dopmupyeTtcs
MHOPMaLMOHHOE coobLieHne (snmp trap) o NpeBbileHUM NOPOra

Traps OT0b6pakaeT paspeLieHre GopmupoBaHMe MHGOPMALIMOHHBIX COOBLLEHM

Port O603HauyeHne nHTepdelica KommyTaTopa

Powered device

OnwncaHue PoE-ycTpoicTtea

State

ALI,MMHVICTpaTVIBHoe COCTOAHUE 3SNEKTPOMUTaHUA nNnopTa. Bo3moxHble 3HavyeHuAa — auto u
never.

Priority

MpuopuTeT ynpasaeHUs sNeKTponuTaHnem nopTta. BoamorkHble 3HaueHus — critical, high, low.

Status

OnepaTMBHOE COCTOAHWNE INEKTPOMNUTAHNA NOPTa. BO3MOXKHbIE 3HAaYeHUA:

Off - nuTaHKWe nopTa BbIKAOYEHO aAMUHUCTPATUBHO

Searching — nuTaHWe NopTa BKAKOYEHO, OXKMaaHMe NnoakntodeHns PoE-ycTpoiicTea

On — nuTaHKe NopTa BK/OYEHO U eCTb NpMcoeguHeHHHoe PoE-ycTpoiicTeo

Fault — aBapua nuTaHms nopta. POE-yCTPOMCTBO 3anpocuno MOLHOCTb 60/bluyio, Yem
[0CTYNHO uan notpebisemasn POE-yCTpOCTBOM MOLLHOCTb NPEBbICU/IA 3aaHHbIN Npeaen.

Classification

Knaccudurauma nogKatodeHHoOro ycTpoictea B cootsetctemu ¢ IEEE 802.3af, IEEE 802.3at

Overload Counter

CYeTYMK KOIMYECTBA C/IY4aEeB NeperpysKm no 3NeKTPONUTaHNIO

Short Counter

CyeTymK cnyyaeB KOPOTKOTO 3aMblKaHUA

Denied Counter

CyeTymK cnyyaeB OTKasa B NoAaye aNeKTponuTaHuA

Absent Counter

CyeTuMK cyyaes NpPeKpaLLeHnUsa 31eKTPONUTAHUA 13-3a OTK/IOYEHUA NMUTAEMOro YCTPOWUCTBA

Invalid  Signature
Counter

CueTumKk ownbOoK KnaccudmrKaumm nograoueHHbIx PoE-ycTpoiicts
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5.27 ®yHKuumn obecnevyeHns 6esonacHocTn

5.27.1 ®yHKyuu obecneyeHun 3auumsi NOpmMoe

C uenbio noBbiweHMA 6e30nNacHOCTU B KOMMYTATOpe CYyL,EcTBYEeT BO3MOMKHOCTb HAacTPOUTb KaKoM-
Mbo nopT Tak, 4Tobbl AOCTYN K KOMMYyTaTopy 4yepe3 3TOT MOPT NpenocCTaBAf/CA TO/NbKO 3aAaHHbIM
ycTpoiictBam. PyHKUMSA 3aLLUTbI NOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecos, KOTOPbIM paspeLlaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHD WAW M3ydyeHbl KOMMmyTaTopom. locne usydyeHus
HeobxoAMmMbIX aApecoB MopT cneayeT 3ab/soKMpoBaTb, 3aWMTUB €ro OT MOCTYMN/JeHUA MaKeToB C
HeunsyyeHHbIMM MAC-agpecamun. Takum obpasom, Korga 3ab/10KMpPoBaHHbIA NOPT NosiydaeT naket, 1 MAC-
agpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBU3NPYETCA MEXAaHM3M 3aLLNTbI, B 3aBUCMMOCTU OT
KOTOPOro MOryT ObITb MPUHATbI CAeAylolWMe Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, MOCTynatolme Ha
3206/10KMPOBaAHHbIN NOPT, MEPECLINAIOTCA, OTOPACIBAOTCA, IMOO e NOoPT, MPUHABLLNI NaKeT, OTKAoYaeTcs.
dyHKUMa 6e3onacHocTn Locked Port nossonseT coxpaHuTb CNUCOK M3ydeHHbix MAC-agpecoB B daine
KOHOUIypaLmm, TakKnm 06pasom, 3TOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepes3arpysku ycTponcTea.

CywectByeT orpaHMyeHue Ha Koaumvectso MAC-agpecoB, KOTOpoe MOXeT U3YyYUTb NOpT
ucnonb3yowmii GyHKuMo 3awmtbl. Ana Kommyratopa MES1024/MES1124/MES2124 3t0
orpaHuyeHue pasHo 128 agpecam Ha nopr.

KomaHObI pexcuma KoHguaypuposaHusa uHmepagelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynmnsl N1opmos

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHuUrypuposaHua uHtepdeinca Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #
Tabnnua 5.202 — KomaHapl pexkuma KoHOUrypuposaHua nHTepoeiica Ethernet, rpynnbl untepdelicos

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aeiicmeue

port security max num 3afaeT maKcMmanbHoe Konmdecteo MAC-agpecos, KoTopoe

num: (0...1024)/1 MOXET U3y4nTb NOPT.

no port security max YcTaHaBAMBAET 3HAYEHMeE MO YMONYAHWUIO.

port security routed
secure-address MAC

®opmat MAC agpeca: YcTaHaBauBaeT 3awmeHHblin MAC-agpec.

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

no port security routed
secure-address

Ypansaer sawmweHHbIn MAC-agpec.

port security Bk/toyaeT OYHKUMIO 3aliMTbl Ha WHTepdeiice. Bbnokupyet
bYHKUMIO U3yUYeHUA HOBbLIX agpecoB Ans uHTepdeiica. Maketsl
C HeusyyeHHbIMU MAC-aspecamm UCTOYHMKA OTEpachIBatOTCA.

KomaHgza aHanornyHa KomaHze port security discard.

port security forward
[trap trap]

port security discard
[trap trap]

port security
discard-shutdown
[trap trap]

port security trap trap

no port security

trap: (1..1000000) cek

BkatouaeT ¢yHKUMIO 3awuTbl Ha wuHTepdelice. Bnokupyet
bYHKUMIO U3yUYeHUA HOBbLIX agpecos Ans uHTepdeiica. Maketsl
C HeunsyyeHHbIMU MAC-aapecamm UCTOUYHUKA NepechbINatoTCA.

BkatouaeT ¢yHKUMIO 3awuTbl Ha wuHTepdelice. Bnokupyet
bYHKUMIO U3yUYeHUA HOBbLIX agpecoB Ans uHTepdeiica. Maketsl
C HeunsyyeHHbIMU MAC-aapecamm UCTOYHMKA OTOPAChIBAKOTCS.

BKkAtoyaeT ¢yHKUMIO 3aWwmTbl Ha WHTepdelice. BbikntoyaeT
nopT NpWM NOCTYN/JIEHUN NAKeTOB C HeusyyeHHbimn MAC-
agpecamun. [MakeTbl ¢ HeusyyeHHbiIMM  MAC-agpecamm
WCTOYHMKa OTOpacbIBaloTCA.

3apaeT YacToTy reHepupyembix coobuweHunit npotokona SNMP
npv NOCTYNJIEHNN HECAHKLMOHNPOBAHHbIX NaKeTOB.

BbikntoyaeT pyHKLMIO 3aLlnUTbl HA MHTepdelice.
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port security mode 3agaeT pexum orpaHuyeHua usydyeHuma MAC-agpecos anA
[max-addresses | HacTpanBaemoro nHTepoeica.

lock | secure] - max-addresses — ygandeT  TekywMe  AMHAMMUYECKM
M3yyeHHble agpeca, CBA3aHHble ¢ MHTepdeicom. PaspelieHo
M3y4yeHMe MaKCMMaNbHOrO KO/MYecTBa afpecoB Ha MopTy.
MoBTOpHOE M3yYeHMe U CTapeHne paspeLLeHbl.

- lock — coxpaHsaeT B paiin Tekywmne AMHAMUYECKU U3yYeHHble
afpeca, cBA3aHHble C UHTepdericom M 3anpelaeT obyyeHune
HOBbIM apecam U CTapeHMe YKe NU3y4YeHHbIX apecos.

- secure — HacTpauBaeT CTaTMYeCKOoe OrpaHuyeHue usyyeHus
MAC-agpecos Ha nopTy.

-/lock

no port security mode YcTaHaBAMBaeT 3HayYeHWe No YMOAYAHUIO.

port security mode secure - permanent — yganseT TekyllMe AMHAMUYECKU W3YYeHHble
{permanent | agpeca, cBA3aHHble C WHTepdelicom. PaspelweHo wulyyeHue
delete-on-reset} MaKCMMaNbHOrO KoJsiyecTBa afpecoB Ha nopTy. MosBTopHOe
n3yyeHue n ctapeHue 3anpeuteHbl. MAC agpeca He yganatoTtca
nocne nepesarpysku.

- delete-on-reset — yganAer Tekywume  AMHAMUYECKU
M3y4YeHHble aapeca, cBA3aHHble ¢ MHTepdeicom. PaspelweHo
M3y4YeHMEe MaKCMMa/JIbHOTO KOJIMYecTBa afpecoB Ha MOpTy.
MoBTOpHOE M3yyeHne mn cTapeHue 3anpeweHbl. MAC agpeca
YyAaNATCA Noc/e NepesarpysKku.

no port security mode YcTaHaBAMBAET 3HAYEHUE NO YMOIYAHUIO

secure

-/lock

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma EXEC:

console>

Tabnuua 5.203 — KomaHabl pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show ports security
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

show ports security addresses
{gigabitethernet g/ port |
fastethernet fa_port |

MoKasblBaeT HAaCTPOMKN GYHKUMM Be3onacHOCTU Ha

gi_port: (1..3/0/1..28); Bbl6paHHOM UHTepdelice.

fa_port: (1..3/0/1..24);
group: (1..8)

MoKa3blBaeT TEKyLME AMHAMMYECKME agpeca Ans

gi_port: (1..3/0/1..28); 3a610KMPOBAHHBIX MOPTOB.

fa_port: (1..3/0/1..24);

port-channel group} group: (1..8)

se.t . interface . active gi_port: (1..3/0/1..28); AKTUBU3MPYET UHTEPdEIC, OTKIOYEHHbIN GYHKUMEN 3aLuTbl

{gigabitethernet gi_port | nopTa (KomaHaa AOCTyNHa TONbKO AN NPUBUNETMPOBAHHOIO
fa_port: (1..3/0/1..24);

fastethernet fa_port | nonb3osaTens).

group: (1..8)

port-channel group}

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAOYUTb OYHKUMIO 3amTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTL orpaHWyYyeHune Ha
nsyyeHne noptos — 1 nopt. MNocne wmsyyeHua MAC-agpeca 3ab610KMpPOBaTb GYHKLMIO
M3y4YeHMs HOBbIX aApPecoB AN MHTepdeica C Leblo OTOPOCUTbL NaKeTbl C HEU3YYEHHbIMU
MAC-agpecamm nctouHmka. CoxpaHuTb B Gain N3yvyeHHbIn agpec.

console# configure
console (config) # interface gigabitethernet 1/0/15

console (config-if) # port security max 1

= [loaKno4nTb KAKEeHTa K nopTty n nsyumntb MAC-agpec.

console (config-if) # port security discard
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console (config-if)# port security mode lock

5.27.2 MpoeepKka nodauHHOCMU KaueHmMa Ha ocHosee nopma (cmaHdapm 802.1x)

5.27.2.1 ba3zoeasa nposepka nodAuHHocMu

AyteHTUdMKauMa Ha oOcHoBe cTaHgapta 802.1x obecneynBaeT MpPOBEPKY MNOAJMHHOCTU
Nno/sib30BaTeNIeEN KOMMYyTaToOpa Yepes3 BHELIHWUI cepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAK/OYEH KAWNEHT.
TonbKo ayTeHTUOMLMPOBAHHbIE M aBTOPM30BaAHHbIE MOJ/Ib30BATENINM CMOrYT MepenaBaTb M MPUHMMATL
AaHHble. [poBepKa NoA/MHHOCTU No/b30BaTeNeil NopToB BbinosHAeTca cepepom RADIUS nocpeactsom
npotoKkosa EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupa 3anpoca KOMaHAHOM CTPOKM pexmMma rnobasbHOro KOHOUrypupoBaHus:
console (config) #

Tabnuua 5.204 — KomaHab! pexkmma r106a/1bHOro KOHGUIrypmupoBaHus

KomaHoa 3HaueHue/ Aelicmeue

3HayeHue no

YMOAYAHUIO
dotlx system-auth-control BkntouaeT pexunm ayteHTudumrkaummn 802.1X Ha KOmmyTaTope.
no dotlx -/ force-authorized BbIKntoYaeT pexkum ayTeHTuouKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3apaeT 04MH MK ABa MeToAa NPOBEPKN NOAJMHHOCTY,
default {none | radius} [none aBTopm3aumm 1 yyeta (AAA), ANA UCNONb30BaHMA HA
| radius] nHTepdericax IEEE 802.1X.

- none — He BbINOHATb ayTEHTUDUKALMIO;
- radius — ucnonbsosatb cnmucok RADIUS-cepBepos ans
-/radius ayTeHTUOUKALMM NONb30BaTENA.
BTopoit meToa, ayTeHTUPUKALMU UCNoNb3yeTca
V TO/IbKO B C/ly4ae, ecnv no nepsomy ayteHTuduKauma
6bin1a HeycneLwHoM!.

no aaa authentication dotlx YcTaHaBAMBaEeT 3HaYEHME N0 YMOIYAHUIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGUrypuposaHua nHtepdeica Ethernet:

console (config-if) #

/' Mpotokon EAP (Extensible Authentication Protocol) BbinonHser 3apgaum pan
ayTeHTUPUKaL MU YAANEHHOTO KMEHTA, NPU 3TOM onpeAenaa MeXxaHU3mM ayTeHTUPUKALMN.

Tabnnua 5.205 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeitca Ethernet
3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx port-control HacTtpausaet ayteHTUdMKaumto 802.1X Ha nHtepdeiice.
{auto | force-authorized | PaspelaeT py4yHON KOHTPO/Ib 338 COCTOSAHMEM aBTOPU3aL MK

-/ force-authorized
range_name: (1..32)
cumBona

force-unauthorized}
[time-range time]

nopra.
- auto - ncnonbzosatb 802.1X g U3MEHEHUA COCTOAHMUA
K/MEHTA MeK Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — Bbikntoyaet ayteHTUdMKaumto 802.1X Ha
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no dotlx port-control

uHtepderice. MopT nepexoanT B aBTOPU30BAHHOE COCTOAHUE
6e3 ayTeHTUOUKaLMY;

- force-unauthorized - nepesoanT NnopT B HEaBTOpU30BaHHOE
cocTtoAaHue. rHopupytoTca BCce MONbITKU ayTeHTUdUKaumm
KAMEeHTa, KOMMYTaTOp He NPeaoCTaBAAET CEPBUC
ayTeHTMdUKaLMmM ona 3TOro nopTa;

- time — uHTepBan BpemeHu. Ecam faHHbIV napameTp He
onpegeneH, To NOPT He aBTOPM30BaH.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/ nepuogmueckne
NOBTOPHbIE NPOBEPKM
MOA/MHHOCTM BbIK/IHOYEHbI

BK/itoYaeT neprMogmyeckre NoBTOPHbIE MPOBEPKM
NoAJ/IMHHOCTY (NepeayTeHTUMKALMIO) KNKEeHTa.

BbIK/lOYAET NepuoamUYeckne NOBTOPHbIE MPOBEPKU
nog/IMHHOCTU (NepeayTeHTUPUKALUIO) KANEHTA.

dotlx timeout reauth-period
period

no dotlx timeout reauth-
period

(30..4294967295)/
3600 cek

YcTaHaBMBaeT Nepuos Mexay NoBTOPHbIMU NPOBEPKaMU
NoA/IMHHOCTK.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

(0..65535)/60 cek

YcTaHaB/MBaeT Nepuog, B Te4eHUe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUM MOJIMAHUA NOCNE HEeYAAYHON NPOBEPKU
NOAJ/IMHHOCTM.

B TeyeHue nepmnoaa MoYaHMA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaAET 3Ha4YEHNE NO YMOIYAHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

(30..65535)/30 cek

YcTaHaBAMBAET Nepuos, B TEHEHWE KOTOPOTro KOMMYTATOP
OXMAaeT OTBET Ha 3anpoc Mbo naeHTUdMKaLmo no
npotokony EAP oT KaneHTa, nepes NOBTOPHOW OTMNPAaBKOM
3anpoca.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

dotlx max-req count

no dotlx max-req

(1..10)/2

YcTaHaBAMBaeT MaKCManbHOE YXC0 NOMbITOK Nepeaayn
3anpocos npoTokona EAP-knneHTy nepes HOBbIM 3aMyCKOMm
npouecca NpoBepKu NOAJIMHHOCTU.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

(1..65535)/30 cekyHa,

YcTaHaBAMBaeT nepnog mexay NoBTOPHbIMK Nepesadammu
3anpocos npoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

(1..65535)/30 ceKkyHp,

YcTaHaBAMBAET NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP
OXKMAAEeT OTBETA OT CepBepa ayTeHTUdUKauuK.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOoKK pexkmnma Privileged EXEC:

console#

Tabnnua 5.206 — KomaHgb! pexunma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyuHylo ocyuiecTBnAeT NOBTOPHYO NPOBEPKY NOAIMHHOCTH
yKa3aHHOro nopTta B KOmaHae, 1Mbo Bcex NopTos,
noagepxusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKasbiBaeT cocToaHue 802.1X ansa KommyTatopa 1Mbo ans
YKa3aHHOro nHTepdeiica.

show dotlx users [username

(1..160) cumBonos

lMoKa3blBaeT aKTUBHbIX ayTeHTVId)VI LMPOBAaHHbIX

username] nonb3osarenen 802.1X KommyTaTtopa.
show dot1x statistics gi_port: (1..3/0/1..28); MoKasblBaeT cTaTUcTUKy no 802.1X ans BbiIbpaHHOro
interface fa_port: (1..3/0/1..24) nHTepdeiica.
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{gigabitethernet gi_port |
fastethernet fa_port}

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUUTE pexmm ayTeHTudukaumm 802.1X Ha KommyTaTope. Mcnonb3oBaTb

cepBep AN MPOBEPKM MOAJMHHOCTU KAMEHTOB Ha WHTepdelicax IEEE 802.1X.

nHTepdelica Ethernet ucnonbsoBatb pexxum ayteHTUbMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius
console (config)# interface gigabitethernet 1/0/18
console (config-if)# dotlx port-control auto

= [loKasaTb coctoaHme 802.1X ana KommyTaTopa.

console# show dotlx

RADIUS-
Ona 18

802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period

gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gil/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gil/16 Force Authorized Authorized* Disabled 3600 n/a

More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocTosHue 802.1X ana 12 untepdelica Ethernet.

console# show dotlx interface gigabitethernet 1/0/12

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a

* Port is down or not present

Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2

Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds

Session Time (HH:MM:SS): 00:00:00

MAC Address:

Authentication Method: Remote

Termination Cause: Port re-initialize
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Authenticator State Machine

State: INITIALIZE
Backend State Machine

State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnuua 5.207 — OnucaHne pesynbTaToB BbIMOJAHEHMA KOMAHA,

MNapamemp

OnucaHue

Port

Homep nopTa.

Admin mode

Pexum ayteHTudmKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIi1 peXnm NopTa: aBTOPU30BaHHbIN, HEaBTOPMU30BaHHbII, N1M60
BbIKAtOUeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUdMKALMM,

Reauth Period

I'Iepwop, mexay NnOBTOPHbIMKU NpoBEPKamn NOA/TMHHOCTHU.

Mma nonb3osaTtena npu ncnonbzosaHnm 802.1X. Ecam nopT aBTOPU3OBaAH, TO
oTobpakaeTca MMsA TeKyLLero nonb3osaTtens. Eciv nopT He aBTOPU30BaH, TO

Username
oTobparkaeTca UMA NocieaHero ycnewHo aBTopM30BaHHOro Noib3oBaTens Ha
nopTy.

Quiet period Mepunogn, B Te4eHME KOTOPOro KOMMYTAaTOP OCTAeTCA B COCTOAHUN MOIMaHUA nocne

p HeyAa4yHOM NPOBEPKM NOAJIMHHOCTY.

Mepwvopa, B Te4EHNE KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc IM6o

Tx period naeHTMdMKaLmio no npoTokony EAP oT KnveHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

Max req MakcumanbHOe YMCA0 NOMbITOK Nepesayn 3anpocos NpoTokona EAP kaneHTy

nepea HoBbIM 3anyCKOM npouecca NpoBepkn NOAANHHOCTW.

Supplicant timeout

Mepuon mexay NOBTOPHbIMKU Nepeaadyamn 3anpocoB NPoToKoaa EAP kaneHTy.

Server timeout

Mepuos, B Te4eHME KOTOPOro KOMMYTaTOP OXMAAET OTBETA OT cepsepa
ayTeHTUdUKaumm.

Session Time

Bpemsa nogxaoueHuUs noab3osaTens K yCTpoMcTsy.

Mac address

MAC-agpec nonb3osatens.

Authentication Method

MeTog, ayTeHTUdUKAL MM YCTAHOBIEHHOM CeCCUm.

Termination Cause

MpuymHa 3aKpbITUA ceccum.

State

Tekyllee 3Ha4eHMe aBTOMaTa COCTOSSHUIN onpeaennTens NoAJANHHOCTM U BbIXOAHOTO
aBTOMaTa COCTOAHUM.

Authentication success

KonnyectBo nosiy4eHHbIx coobLyeHnit 06 ycnewHor ayTeHTMdMKaLmMm oT cepeepa.

Authentication fails KoanyectBo nosy4eHHbIX COOBLLEHNI O HeyCnewHoM ayTeHTUGUKALUM OT cepBepa.
VLAN Mpynna VLAN Ha3HayeHHaa Noab30BaTento.
Filter ID NaeHTudumKaTop rpynnbl GUAbTPaLUMN.

= [lokasaTb cTaTMCTMKY no 802.1X ana uHtepdodeiica Ethernet 13.

console# show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
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InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0O
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 5.208 — OnucaHMe pesybTaToB BbIMNOJHEHMA KOMaH/A,

Mapamemp OnucaHue

Konunyectso KoppeKTHbIx NakeTos ntoboro Tvna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpuHATbIX AaHHbIM onpeaenutenem

NOA/IMHHOCTMU.

KonnuectBo KOppeKTHbIX NakeToB Ntoboro Tvna npotokosia EAPOL, nepeaaHHbIxX
EapolFramesTx PP P pea

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konunuectso naketos Start npotokona EAPOL, npuHATbIX JaHHbIM OnpegennTenem
EapolStartFramesRx P P A PeA

NOA/IMHHOCTMU.

Konunyectso naketos Logoff npotokona EAPOL, NpUHATLIX AaHHbIM
EapolLogoffFramesRx g P P A

onpeaenutTenem NoAJAMHHOCTU.

Konunyectso naketoB Resp/ld npotokona EAPOL, NpUHATbLIX 4aHHbIM
EapolRespldFramesRx p/id np P A

onpeaenutTenem noajMHHOCTU.

Konnuyectso naketoB oteeToB (Kpome Resp/ld) npotokona EAPOL, npuHATbIX
EapolRespFramesRx (kp p/id) np P

OaHHbIM onpeaenuTenem NoAAMHHOCTU.

Konunyectso naketoB Resp/ld npotokona EAPOL, nepeaaHHbIX AaHHbIM
EapolReqldFramesTx p/id np pea A

onpeaenutTenem NoAJAMHHOCTU.

Konnuyectso naketos 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqgFramesTx P (kp p/id) np PeA

AaHHbIM onpegenutenem Nno4JMHHOCTU.

Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMNOM, NPUHATbIX

InvalidEapolFramesRx
JaHHbIM onpegenuTenem NoaSMHHOCTU.

Konnyectso naketos npoTtokona EAPOL ¢ HEKOPPEKTHOM ANMHOM, MPUHATBIX

EaplLengthErrorFramesRx
OaHHbIM onpeaenuTenem NogJMHHOCTU.

Bepcua npoTtokona EAPOL, npuHATan B camom nocnegHem Ha AaHHbIA MOMEHT

LastEapolFrameVersion
nakete.

MAC-a,u,pec MUCTOYHUKa, I'IpVIHﬂTbIVI B CaMOM nocaneaHem Ha ,D.aHHbIVI MOMEHT

LastEapolFrameSource
nakere.

5.27.2.2 PacwuperHas nposepKa nodauHHocmu.

PacwupeHHble HacTpolku dotlx Mo3BO/AOT NMPOBOAMUTL NMPOBEPKY MOAJIMHHOCTU ANS HECKOJIbKUX
K/MEHTOB, MOAKNOUYEHHbIX K NopTy. CyliecTByeT ABa BapnaHTa ayTeHTUOMKALMMK: NEePBbIi, KOraa npoBepKa
NOANMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUOUKAUMM TONAbKO OAHOrO KAMeHTa, yTobbl AoCTyn K
cucTeme MMenu Bce KameHTbl (pexunm multiple hosts), BTopoii, Koraa npoBepka NOAAMHHOCTM TpebyeT
ayTeHTMOUKALMM BCeX NOAKAOUYEHHbIX K MOPTY KAMEHTOB (pexum multiple sessions). Ecav nopt B pexkume
multiple hosts He npoxoanT ayTeHTUdMKaLMIO, TO BCEM MOAKNHOYEHHbIM XOCTam 6yAeT 0TKasaHo B A4OCTyne
K pecypcam ceTu. TaKKe K pacluMpeHHbIM HaCTPOMKaM OTHOCUTCA agMMHUCTpUpoBaHue roctesbix VLAN, K
KOTOPbIM MMEIOT AOCTYN He npolwelime ayTeHTUOUKALMIO N0Nb30BaTEe M.

MopT pocryna (Access) He moKeT 6biTb UneHom HeayTeHTuduumposaHHoii VLAN. Native

V VLAN tpaHKoBoro noprta (Trunk) He morKeT 6bITb HeayTeHTUdULUUPOBAHHbIM VLAN. Ho gnn
nopta B pexxume General PVID moxet 6biTb HeayTeHTUULUUpOBaAHHbIM VLAN (B 3Tom
C/yyae TOJIbKO TerMpoBaHHble MNaKeTbl MOryT ObiTb MNPUHATbBI B HEABTOPU3OBAHHOM
COCTOAHUM).
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNo6anbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnumua 5.209 — KomaHab! pexkmma rnobasnbHOro

KOHOUTYpUpPOBaHUA

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmesue
yMoOAYaHuro
dotlx bpdu {filtering | 3apaet 06paboTKy 3awmTbl nopTos 802.1x BPDU, Koraa 802.1x
bridging} rno6anbHO BbIKAKOYEH.
- filtering — dpunbTpoBaTH NAKeThI 802.1x BPDU;
- bridging — nepeaasatb naketbl 802.1x BPDU Kak 06biuHble
filtering nakeTbl AaHHbIX.

DYHKUMA paboTaeT TONbKO KOrAa pexxum
V ayteHTUdUKaumm 802.1x Ha KOMMyTaTope
BbIK/lOYEeH. 4N BbIKAlOYEeHUA ayTeHTudUuKaumm 802.1x
ucnonb3yeTtcsa KomaHga: no dotlx system-auth-control.

no dotlx bpdu

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx guest-vlan timeout
timeout
timeout: (30 .. 180) /

YcTaHaBAMBaEeT BpeMA 3a4EPXKKM MEXKAY BK/IOYEHUEM
pexuma ayteHTudunkaummn 802.1x (Man BKAOYEHMEM NopTa) U
pobasneHmem nopra B guest VLAN.

no dotlx guest-vian
timeout

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx traps mac-
authentication success

PaspelwaeT oTnpasKy trap-coobLWEHNI, KOraa KAUEHT
YCMewHo NpoxoanT ayTeHTudukaumo no MAC-agpecy,

-/ disable OCHOBaHHYI0 Ha cTaHgapTe 802.1x.
no dotlx traps mac- YcTaHaBAWBaET 3HaYeHMe MO YMONYAHUIO.
authentication success
dotlx traps mac- PaspeluaeT oTnpaBsKy trap-coobLueHunit, Koraa KAUeHT He
authentication failure npowen ayteHTUdMKaumo no MAC-agpecy, OCHOBaHHYO Ha
-/ disable cTaHgapTe 802.1x.
no dotlx traps mac-
. . YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.
authentication failure
dotlx radius-attributes YcTaHaBAnBaeT 06paboTKy oWwmnboK ans atpubyTos RADIUS:
errors filter-id resource - accept — nonb3oBaTesib NPUHAT, ecin duabTpauma no 1D He
{accept | reject} MOeT bbITb Npon3BeseHa No NpUYMHAM pacnpeseneHus
pecypcos. Ecan dunbtpauma no ID He MoKeT bbITb
npousBeAeHa No Apyrum NpuunHam, nonb3osatens byaer
-/ reject OTK/IOHEH;
- reject — Ecm dunbtpauma no ID He moxkeT b6bITb 3agaHa, TO
nosb3osatesib 6yaeT OTKNOHEH.
no dotlx radius-
attributes errors filter-id YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
resources
dotlx radius-attributes YcTaHaBAnBaeT GopmaTt Hymepauuun nopTos B aTpmbyTe NAS-
nas-port format-type Port npu ayteHTMdMKaymm no 802.1x:
{default | human} - deafult - 3HaueHMe No ymonyaHuio, Hymepaumsa
COOTBETCTBYET BHYTpPeHHMM ifIndex'am;
-/default - human - Hymepauma nopToB HaumMHaeTca ¢ 1 (Kak Ha

nepeaHen naHenu).

no dotlx radius-
attributes nas-port
format-type

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet

Buz 3anpoca KOMaHZAHOWM CTPOKM B pexnume KoHGUrypuposaHua nHtepoeica Ethernet:

console (config-if) #
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Tabnnua 5.210 — KomaHapl pexkuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUKO

Aelicmeue

dotlx host-mode
{multi-host | single-host
| multi-sessions}

-/ multi-host

PaspeluaeT Haanune oAHOro/HEeCKOIbKUX KANEHTOB Ha
aBToOpM3oBaHHOM nopty 802.1X.

- multi-host — HECKO/IbKO KNMEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — HecKobKO ceccuit.

dotlx violation-mode
{restrict | protect |
shutdown }

no dotlx
single-host-violation

-/protect

3apgaeT aencreme, KOTopoe HeObXo0ANMMO BbINOHUTL, KOraa
yctpoictso, MAC-agpec koToporo otanyaercsa ot MAC-agpeca
KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.

- restrict - naketbl ¢ MAC-agpecom, oTamnuHbiM oT MAC-agpeca
K/INeHTa, NepecblNnatoTCA, NpPpU 3TOM aapec UCTOYHUKa He
n3y4yaertcs;

- protect — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-
ajpeca KNneHTa, oTbpacbiBatoTCA;

- shutdown — nopT BbIKkAOYaeTcs, nakeTbl ¢ MAC-agpecom,
oTnYHbIM 0T MAC-aapeca KAneHTa, oTbpacbiBatoTcs;

YacTtoTa reHepupyembix coobuieHnit npotokona SNMP trap
npu NOCTYNNEHNN HECAaHKLMOHNPOBaHHbIX NAaKeTOB
coctasnset 1 cekyHay.

V KomaHpaa urHopumpyertca B pexxume multiple hosts.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan
enable

-/pocTyn 3anpelyeH

PaspeluaeT HeaBTOPMU30BaHHbIM NO/Ib30BATENAM AAHHOTO
MHTepdeinca goctyn K roctesoit VLAN.
[} Ha ycTpoiicTBe fonkKeH 6biTb HacTpoeH XoTa 6bl 0gUH
- rocreso VLAN (KomaHaa dotlx guest-vlan B
HacTpoiikax uHTepdeiica VLAN).

3anpelLaeT HeaBTOPU30BAHHbIM N0J/Ib30BATENAM AAHHOTO
nHTepdeica goctyn K roctesoi VLAN.

dotlx mac-authentication
{mac-only | mac-and-
802.1x}

no dotlx mac-
authentication

-/BbIKNIOYEHA

Bk/toYaeT ayTeHTUPMKaL Mo, OCHOBaHHYO Ha MAC-agpecax
nosb3osaTesnen.
- mac-only — BK/IOYAET ayTEHTUDUKALMIO, OCHOBAHHYIO TONbKO
Ha MAC-agpecax, naketbl 802.1x urHopmpyroTca;
- mac-and-802.1x — BK/IlO4aEeT ayTeHTUPMKALMIO, OCHOBAHHYO
Ha 802.1x u MAC-agpecax.

’ | -TlocteBas VLAN ponykHa 6biTb BKAOUYEHa, KOraa

N ucnonb3lyetca ayteHTMduKaumna no MAC-agpecy.

- He ponHo 6bITb cTaTMUECKMX NpueA3oK MAC-

agpeca.
- ®YHKLMA NOBTOPHOI ayTeHTUPMKALMM A0MKHA BbITb
BK/IlOYEHa.

BbikntouaeT ayTeHTUdMKaLMIO, OCHOBaHHY Ha MAC-agpecax
nonb3oBaTenen.

dotlx mac-authentication
format username {
lowercase | uppercase } [
separator{-|:|.}1[
groupsize{1]|2]|4}]

-/lowercase 6e3
pasgenuteneit u genexus
Ha rpynnbl (alb2c3d4e5e6)

KomaHga 3agaét dopmat cTpokm ¢ MAC afpecom KAneHTa,
nepefasaemoit B atpubyte User-Name.

-lowercase, uppercase - onpeaenatoT pernctp GyKBeHHbIX
CMMBONOB;

- separator - 334367 pa3genmTenb Mexay rpynnamm
CMMBONOB;

- groupsize - KOANMYECTBO CUMBOJIOB B KaXK40M rpynne.
3agaHue napameTpoB separator u groupsize He 0b6s3aTeNbHO
(.e., ecnu TpebyeTca, MOXKHO yKasaTb TObKO PErncTp), HO ANA
Toro, ytobbl MAC-agpec oTobparkancs pasgeiéHHbIM Ha
rpynnbl, Heob6xoaMMo 3agaTb 06a 3TUX NapameTpa.

Mpumep KoHOUrypaumm:
dotlx mac-authentication format username uppercase
separator : groupsize 4

dopmar cTpoku B aTpubyTe:
A1B2:C3D4:E5F6
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no dotlx mac-
authentication format
username

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

no dotlx radius-
attributes vlan

dotlx mac- Ctpoka password_string nepegaétcsa 8 RADIUS aTpubyTte User-
authentication format Password. Mo ymonyanuto B aTpubyTe nepegaértcs MAC agpec
password -/User-Name KNMeHTa B popmaTe, 3agaHHOM KomaHaown dotlx mac-
{password_string} authentication format username. MakcumanbHasa anvHa
nepenasaeMomn CTPoKu - 128 cumBonoB.

no dotlx mac- YcTaHaBAWBaeT 3HaYeHMe N0 YMOHAHUIO
authentication format
password
dotlx radius-attributes BK/OUMTbL NPOBEPKY NOA/IMHHOCTU, OCHOBaHHYH Ha ACL/
filter-id Ha3HaunTb QOS-Policy.

- -/BblKOYEH
no dotlx radius- YcTaHaBAWBaET 3HAaYEHME N0 YMONYAHUIO.
attributes filter-id
dotlx radius-attributes BkntouyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
vlan coobuieHmax RADIUS-cepsepa.

-/BbIK/IIOYEH

BbikntoyaeT 06paboTky onuun Tunnel-Private-Group-ID (81) B
coobuieHmax RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B perkume KoHOUrypupoBaHua nHtepdeiica VLAN:

console (config-if)#

Tabnuua 5.211 — KomaHabl pexkuma KoHdurypmposaHusa nHtepoeica VLAN

KomaHda

3HavyeHue

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

Mo ymonuyaHuio focTyn
HeaBTOPU30BaHHbIM
No/b30BaTeNAM 3anpeLleH

PaspewaeT goctyn K gaHHon VLAN HeaBTOpM30BaHHbIM
nonb30oBaTeNAM.

3anpewaeT f4ocTyn K gaHHoi VLAN HeaBTopr30BaHHbIM
nosib3oBaTenAM.

dotlx guest-vlan

no dotlx guest-vlian

Mo ymonyanuio VLAN He
onpejeneHa Kak roctesas

Onpegenset roctesyto VLAN.

OTKpbIBaeT HEaBTOPM30BaHHbIM NO/Ib30BaTENAM UHTepbelica
poctyn K roctesol VLAN. Ecnm rocteBas VLAN onpegeneHa u
paspelueHa, nopT ByaeT aBTOMATUYECKN NPUCOEANHATLCA K
Hel, Koraa He aBTOPM30BaH, U NOKMAATb, KOraa nporaer
aBTopusaumio. Ytobbl MCNoNb30BaTh AaHHbIN GYHKLMOHAN,
NnopT He Jo/XKeH BbITb cTaTUYeckum YneHom roctesoit VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTpPoKK pexkmnma Privileged EXEC:

console#

Tabnnua 5.212 — KomaHgpb! pexuma Privileged EXEC

KomaHda

3HavyeHue

Aelicmeue

show dotlx advanced
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKa3blBaeT AONONHUTE/IbHbIE CBEAEHUA O HACTPOMKaX
npoTokona 802.1x (KomaHAaa AOCTYNHa TO/IbKO ANA
NpWBUIErMPOBAHHOIO NOJb30BaTeN ).

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
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console#

Tabanua 5.213 — KomaHgb! pexunma Privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show dot1x bpdu MokasbiBaeT 06paboTKy 3awmTbl NopTos 802.1x BPDU Koraa
- 802.1x rno6anbHO BbIK/OYEH.

5.27.3 KoHmponae npomokona DHCP u onyuu 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBol NpPOTOKO/, NO3BOAAIOWMIA KAWEHTY MO
3anpocy nony4ats IP-agpec v gpyrue Tpebyemble napameTpbl, Heobxoammble ana pabotbl 8 cetn TCP/IP.

MpoTtokos DHCP moxeT ncno/ib30BaTbCA 3/10YMbILLJIEHHUKaMM /1 COBEPLUEHMSA aTaK Ha YCTPOWCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnaAa DHCP-cepsep BblgaTb BCe AOCTyMHble agpeca, Tak U CO CTOPOHbI
cepsepa, Nnytem ero nogmeHsbl. MporpammHoe obecneyeHne KOMMYTaToOpa NO3BONAET 0becnevnTb 3aLnTy
YCTPOICTBA OT aTak C Mcnonb3oBaHMem npoTokona DHCP, gna yero npumeHsetca yHKUMA KOHTpoOnA
npotokona DHCP — DHCP snooping.

YcTpoitcTBo  cnocobHO  oTcnexusatb nossneHne DHCP-cepBepoB B ceTW, paspewan Mx
MCNo/Ib30BaHME TOJIbKO Ha «AOBEPEHHbIX» MHTepdelicax, a TaKKe KOHTPOAMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabaunue cooTBETCTBUI.

Onuus 82 npotokona DHCP (option 82) ncnonb3yetca gnsa Toro, 4tobbl NnponHbopmuposaTb DHCP-
cepsep o Tom, oT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) 1 yepes Kakoli ero nopt 66l NOAyYeH 3anpoc.
MpumeHaeTca ANA yCTaHOBAEHUA COOTBETCTBUIN IP-agpecoB n NOpTOB KOMMYyTaTOpa, a TaKKe AN1A 3aLUTbI
OT aTak C wucnonb3oBaHWem npotokona DHCP. Onuus 82 npeacTtaBnsetr coboi [ONOAHUTENbHYIO
MHPopMauMio (MMA yCTPOMCTBA, HOMep nopTa), Ao0baBAseMyl0 KOMMYTaTOpPOM, KOTOPbI paboTaeT B
pexkume DHCP Relay areHTa, B Buae DHCP-3anpoca, NpMHATOro OT KAMeHTa. Ha ocHoBaHWKM AaHHOM onumu,
DHCP-cepBep Bbigenset IP-agpec (ananasoH |P-agpecoB) M Apyrve napameTpbl MOpTy KOMMyTaTopa.
Monyune Heobxoammble gaHHble OT cepsepa, DHCP Relay areHT BblaenseT IP-agpec KAMEHTY, a TaKxke
nepenaert emy apyrue Heobxoanmble NapameTpbl.

Tabnuua 5.214- dopmart noneit onummn 82

MMone Mepedasaemasn uHgpopmayusa

Mms xocTa ycTponcTaa.

Circuit ID CtpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuin 6aiT — HOMep MOPTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNpaBAsAloLLee
dhcp-3anpoc.

Remote agent ID Enterprise number —0089c1

MAC-agpec ycTpoiicTBa.

DOna ncnonb3oBaHuA onuumn 82 Ha YCTPOICTBE A0/13KHA 6bITb BKAOUeHa ¢yHKumA DHCP relay
areHTa. Ana skntoueHua DHCP relay areHTa ncnonbsyerca komaHaa ip dhcp relay enable 8
pexxume rno6anbHOro KOHGUrypmpoBaHmUa (CM. COOTBETCTBYIOLLUIA pa3aen AOKYMEHTaLum).

.‘

DOna KoppeKTHOI paboTbl GpyHKUMKM DHCP Snooping Bce ucnonb3yemblie DHCP-cepBepbl
BOMKHbI 6bITb NOAK/IOUYEHDI K € A,0BEPEHHbIM» NOPTaM KOMMyTaTopa. Ana aobasnaeHus
nopTa B CMUCOK «A0BEPEHHbIX» UCNO/b3yeTca KomaHaa ip dhcp snooping trust B pexxume
KoHUrypauum untepdeica. ins obecneuyeHmna 6e3o0nacHOCTU BCe OCTasibHble NOPTbI
KOMMYTaTOpa A0/KHbI BbITb «He0BepeHHbIMUY.

.‘
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM peXnma rnobasbHoro KoOHGUIrypupoBaHusa:

console (confiqg) #

Tabanua 5.215 — KomaHap! pexuma rnobanbHOro KOHUrypmpoBaHuma

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

Mo ymon4yaHuo
KOHTPO/IMPOBaHUE
npoTtokona DHCP
BbIKNHOYEHO

PaspeluaeT KOMMYTaTOPY KOHTPO/IMPOBaHWE NPOTOKONA
DHCP.

3anpeLLaeT KOMMYTaTOPY KOHTPOAUPOBAHWE NPOTOKO1A
DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vian_id

vlan_id: (1..4094).
Mo ymonyaxuio
KOHTPO/IMpPOBaHNe
npotokona DHCP
BbIK/IlO4YEHO

Paspewaet KoHTponpoBaHue npotokoaa DHCP B npegenax
yKasaHHoro VLAN.

3anpelaeT KOHTpoanpoBaHue npotokoaa DHCP B npegenax
yKazaHHoro VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuio npuem
DHCP-nakeTos c onuueit 82
OT «HeHafeXHbIX» NopTOB

3anpetueH

Paspewaet npuHumaTte DHCP-nakeTbl ¢ onumeit 82 ot
«HEHagEeXHbIX» NOPTOB.

3anpewaet npuHnumatb DHCP-nakeTbl c onuuen 82 ot
KHEHaZEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping

verify

Mo ymonyaxuio
BepUPMKaLMA BKAOYEHA

BkntouaeT BepuomrKkaymo MAC-agpeca knmenta u MAC-
ajapeca UCTOYHUKA, NnpuHaToro B DHCP-nakeTe Ha
«Hefo0BepeHHbIX» NopTax.

Bbikntovaet Bepuduraumio MAC-agpeca kameHTa u MAC-
ajapeca UCTOYHUKA, NnpuHatoro B DHCP-nakeTe Ha
«HeJoBepeHHbIX» nopTax.

ip dhcp snooping
database

PesepBHbIvi dain He

PaspelaeT ncnonb3oBaHue pesepsHoro daina (6asbl)
KOHTpoAA npotokosna DHCP.

no ip dhcp snooping
database update-freq
seconds

(600..86400)/1200

no ip dhcp snooping ncnone3syerea 3anpelyaeT Ucnonb3oBaHMe pesepBHOro daiina (6asbl)
database KOHTpO/A npoTokona DHCP.

ip dhcp snooping 3apgaet YactoTy 06HoBAeHUA daiina (6a3bl) KOHTPOA
database update-freq npotokona DHCP.

seconds seconds:

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

ip dhcp information
option

no ip dhcp information

Mo ymonyaHuio
nobasneHue onumn 82

PaspeLaeT ycTporictey gobasneHune onuyum 82 npu pabote
npoTtokosa DHCP.

3anpeluaeT ycTpoicTey gobasneHue onuum 82 npu pabote

option format-type
access-node-id

. paspeLueHo
option npoTtokosa DHCP.

ip dhcp information YcTaHOBKa ngeHTuduKaTopa access-node_id onumm 82.
option format-type

access-node-id node_id node_id: (1..32)

no ip dhcp information CMMBO/IOB/- YcTaHOBKa 3HaYeHUA N0 YMOYAHUIO.

ip dhcp information
option format-type
remote-id

no ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHOBKa ngeHtuomKatopa remote_id onuumm 82.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

ip dhcp information
option format-type
option format [delimiter
delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTpolika ¢opmarta DHCP onuum 82.
dopmar:

- Sp — HOMep C/10Ta M NopTa;

- SV — Homep cnota u VLAN;

- pv—Homep nopta u VLAN;
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- SpV — HOoMmep cnoTa, nopta u VLAN;
- bin — 6uHapHbIit dopmat: VLAN, cnor, noprt;
- user-defined — popmat onpegensertca nonbsosatenem. Mpu
onpeeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;
%p: KOpPOTKOe UmA nopTa, Hanpumep gil/0/1;
%P: pAvHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HayeHue nona ifTable:ifType B
LWeCcTHaALATEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHNUTA;
%Ss: HOMep C/0Ta;
%n: HoMmep NopTa (KaKk Ha IMLEeBoW NaHenn);
%i: ifindex nopTa;
%v: ngeHtnédukatop VLAN.

no ip dhcp information YCTaHOBKA 3HAY€HUA MO YMONYAHUIO
option format-type
option
ip dhcp information Hactpolika ¢opmata onumm 82.
option suboption-type - tr101 — yctaHaBnvBaeT popmat onumm 82 cornacHo
{tr101 | custom} CUHTaKCUCY, MPUHATOMY B pekomeHgaumax TR-101 (cm.
Tabauuy 5.216);
-/tr101 - custom — ycTaHaBAMBaeT popmat onummn 82 B COOTBETCTBUM

¢ popmaTtom, npusegeHHom B Tabnmue 5.217.

no ip dhcp information Bo3BpallaeT 3Ha4yeHMe No YMONYaHUIO
option suboption-type

Tabnnua 5.216 — dopmat noneit onuum 82 cornacHo pekomeHgaumsam TR-101

Mone lMepedasaemas uHgpopmayus

hostname ycTpolicTBa

Circuit ID cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6akiT — Homep NOPTa, K KOTOPOMY NOAK/OYEHO YCTPOWCTBO, OTNpasastoLLee
dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID .
MAC-agpec ycTpoiictaa

Tabnnua 5.217 — dopmat noneit onuunm 82 pexxknuma custom

Mone lepedasaemas uHgpopmayusa

Onnna (1 6ainT)

Twun Circuit ID

OnvuHa (1 6aiT)

VLAN (2 6aiiTa)

Homep mopyna (1 6aiT)

Circuit ID

Homep noprta (1 6aiT)
Onnna (1 6anT)

Tun Remote ID (1 6aiT)
Onnna (1 6anT)
MAC-agpec KommyTatopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypuposaHua uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

Buza 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypuposaHua nHtepdeinca Ethernet, nnrtepoeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 5.218 — KomaHab! pexkmma KoHurypmposaHus nHtepdeiica Ethernet, rpynnol nntepdeicos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyaHuto nHTeppenc
He ABNAETCA AOBEPEHHbIM

[obasnaeT uHTEpdENC B CNUCOK «A0BEPEHHBIX» NPK
MCNo/Ib30BaHUM KOHTponsa npoTtokona DHCP. DHCP-Tpaduk
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He
KOHTpONMpYeTCs.

YaanaeT uHtepdeic n3 cnucka «4oBepeHHbIX» Npu
MCNO/Ib30BAHUM KOHTPOAA npoTokona DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/Bbiknto4eHO

YcTaHaBAMBaeT OrpaHUYeHne Ana AaHHOro NopTa Ha
KonnuyecTso npuHumaembix DHCP-nakeToB B CEKyHAY .

CHMMaeT orpaHnyeHme Ha npmém DHCP-nakeToB ¢ AaHHOrO
nopra.

ip dhcp information
option format-type
circuit-id circuit_id

no ip dhcp information
option format-type
circuit-id

circuit_id:
(1..63) cumonos/-

YcraHasnusaet cneumduyHbii Circuit-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information
option format-type
remote-id remote_id

no ip dhcp information
option format-type
remote-id

remote_id:
(1..63) cumonos/-

YcTaHaBanBaeT cneunduyHbii Remote-id Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM perknma Privileged EXEC:

console#

Tabnuua 5.219 — KomaHab! pexkuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds|infinity}

no ip dhcp snooping
binding mac_address
vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..8);
seconds: (10..4294967295)

[ob6asnset B paitn (6asy) KoHTpona npotokona DHCP
cooTsetctBue MAC-aapeca knuneHTa, rpynne VLAN u IP-agpecy
[OJ/1 YKa3aHHOTo uHTepdelica.

[aHHas 3anucb byaer aeicTBUTeNIbHA B TEYEHME YKA3aHHOTO B
KOMaHZAe BPEMEHMU KMU3HU 3aNncu, ecim KANEHT He OTNPaBuUT
3anpoc Ha DHCP-cepBep Ha obHoB/ieHUe. Talimep o6HyNseTcA
B C/ly4ae NoNy4YeHUs OT KAMEHTa 3anpoca Ha 06HoBNeHWe
(KomaHpa JoCTyNHA TONbKO ANA NPUBUAETMPOBAHHOIO
nonb3osarens).

- seconds — BpeMA }KU3HW 3anuncu;

- infinity — Bpems »*KM3HM 3anucK He orpaHnYeHo.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokosa DHCP
cootBeTtcTBne MAC-agpeca kamveHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

Ounwaet daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console#
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Tabnnua 5.220 — KomaHgp! pexkuma EXEC

KomaHda 3HaueHue Aelicmeue

show ip dhcp information MokasbiBaeT MHbopmaLmio 06 ncnosb3oBaHMUM onuumn 82
option npoTtokona DHCP.

show ip dhcp snooping MoKa3sbiBaeT KOHOUrypaLumio GyHKLUM KOHTPOIA NPOTOKOANA

gi_port: (1..3/0/1..28);

igabi ] DHCP.
[gigabitethernet gi_port | fa_port: (1.3/0/1.24);
fastethernet fa_port | roup: (1..8)
port-channel group] group: L.
show ip dhcp snooping MokasbiBaeT cooTBeTCTBMA U3 dalina (6asbl) KOHTpPOAA
binding npotokona DHCP.

[mac-address
mac_address ]
[ip-address ip_address ]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094).

[pumepbl 8b1M0AHEHUS KOMAHO

= PaspewunTtb ncnonbszosaHne DHCP onuumn 82:
console# configure

console (config) # ip dhcp relay enable
console (config) # ip dhcp information option

= [loKasaTb BCe COOTBETCTBUA U3 daiina (6asbl) KOHTponsA npoTtokona DHCP:

console# show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 40

DHCP snooping database is Disabled

Relay agent Information option 82 is Disabled

Option 82 on untrusted port is forbidden

Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 1200 seconds

Interface Trusted Rate Limit (pps)

fal/0/1 No 5
fal/0/5 Yes -
fal/0/11 Yes --
fa2/0/11 Yes 9
fa3/0/5 No 1781
fa3/0/11 No 7
Pol Yes 124
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5.27.4 3awyuma IP-adpeca kKnuenma (IP-source Guard)

®OyHKUMA 3aLLMUTHI
NPUHATOrO ¢ UHTepdelica,

IP-agpeca (IP Source Guard) npepgHasHayeHa Aana ¢uabTpauumn Tpadwuka,

Ha oOcHoBaHWW Tabnuubl cootseTctBMn DHCP snooping w cTaTUYecKux

cooTBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard nossonsetr 6opoTbca ¢ nogmeHoi IP-

afpecos B NakeTax.

MocKkonbky GyHKUMA KOHTponsa 3awuTbl IP-agpeca ucnonb3yert Tabnauuy coorsercteuii DHCP
V snooping, MmeeT CMbIC/1 UCNO/Ib30BaTb AAHHYIO (YHKLMUIO, NpeABapuUTE/IbHO HAcTPOUB U
BKAtounB DHCP snooping.

V' dyHKuymo 3awmtbl IP-agpeca (IP Source Guard) Heob6xoaMMO BKAKOUYUTL r106anbHO U paA

uHTepdeiica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pekmnma rnobasbHOro KoHGUIrypupoBaHusa:

console (config) #

Tabnnua 5.221 — KomaHapl pexxuma rnobanbHOro KoHPUrypmpoBaHms

KomaHda

3HayeHue

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio GyHKumA
BbIK/tOYEHa

BkAtovaeT GpyHKUMIO 3aWwmThl IP-agpeca KAMeHTa ANs BCero
KOMMyTaTopa.

BbikntoyaeT PpyHKUMIO 3alumThl IP-aapeca KAneHTa gas BCero
KOMMYyTaTopa.

ip source-guard binding
mac_address vian_id
ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip source-guard
binding mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..8)

Co3pgaHue ctaTMyeckol 3anmcu B Tabauue cooTBeTCTBUA
mexay IP-agpecom knneHTa, ero MAC-aapecom v rpynnow
VLAN ans yKasaHHOro B KOmaHae uHTepoelica.

YpaneHue CTaTUYECKOM 3anucu B Ta6l'|l4Ll,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds |
never}

no ip source-guard tcam
retries-freq

(10..600, never)/60 cek.

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM
pecypcam C LLesibio 3anmcy B NamATb HEAKTUBHbIX
3awmueHHbIX IP-agpecos.

- never — 3anpeLaeT 3anncb B NamMATb HEAKTUBHbIX
3awmueHHbIX IP-agpecos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHus

uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHmepcgetica epynnel NOpmMo8s

Bupa, 3anpoca KomaHAHOW CTPOKU B pexnume KoHOurypmpoBaHusa uHTepodeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.222 — KomaHgpl pexkuma KoHduUrypuposaHua nHtepdeica Ethernet, rpynnbl untepdeiicos

KomaHda

3HaveHue

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonuaHuio GyHKUMA
BbIK/IlOYEHa.

BkntoyaeT GpyHKUMIO 3awmThl IP-agpeca KivMeHTa ana
HacTpanBaemoro nHTepoeiica.

BbikntoyaeT pyHKUMIO 3almThl IP-appeca kaneHTa ana
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| HacTpanBaemoro nHTepoeica.

KomaHOb1 pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM perkmnma Privileged EXEC:

console#

Tabanua 5.223 — KomaHgb! pexunma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

ip source-guard tcam
locate

BpyuyHyto 3anyckaet npouecc o6paLeHmns ycTponcTaa K
BHYTPEHHUM Pecypcam C Lie/iblo 3anmcy B NamaATb HEAKTUBHbIX
3awWuLLeHHbIX IP-aapecos. KomaHaa fOCTyNHA TONbKO ANA
NPUBWAEIMPOBAHHOTO NOAb30BATENA.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 5.224 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue

Aelicmeue

show ip source-guard
configuration
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

KomaHpaa oTobparkaeT HacTponky GyHKUMKM 3awmThl IP-aapeca
Ha 3aflaHHOM, MbBO Ha Bcex MHTepdencax ycTponcTaa.

show ip source-guard
status

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..8)

KomaHza otobparkaet ctaTyc GyHKUMM 3alumThl IP-aapeca ans
yKasaHHoro nHtepdeiica, IP-agpeca, MAC-agpeca nam rpynnol
VLAN.

show ip source-guard
inactive

KomaHgaa otobpaskaeT He akTMBHble |IP-agpeca oTnpasuTens.

[pumepsbi 8biM0AHEHUS KOMAHO

= [lokasaTb HacTpPOMKy GyHKLMM 3awwmTbl IP-agpeca ana Bcex MHTepdencos:

console# show ip source-guard configuration

IP Source Guard is Enabled
Interface State
gil/o0/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled
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Bkaountb GyHKUMIo 3awmThl IP-agpeca ana dunbtpaymm TpadmKa Ha OCHOBaHUKU TabanLbl
cooTtBeTcTBUA DHCP snooping n crtatuyeckux cootsetcTBuit IP Source Guard. Co3sgatb
CTaTUYeCKylo 3anucb B Tabaumue cooTBeTcTBUA ans uHTepdelica Ethernet 12 nepsoro

yCTpoicTBa B

CTeke:

IP-agpec

KameHta — 192.168.16.14, ero

00:60:70:4A:AB:AF. UHTepdeiic B 3-i rpynne VLAN:

console# configure

console (config) # ip dhcp snooping
console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.27.5 Konmpone npomokona ARP (ARP Inspection)

®yHKUMA KOHTpons npoTokosa ARP (ARP Inspection) npegHasHadeHa A/1A 3aluTbl OT aTak C
ucrnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-TpadwuKa).
npoToko/sia ARP ocyLIecTBASIETCA Ha OCHOBE CTaTUYecKuUx cooTeeTcTBui IP- 1 MAC-agpecoB, 3a4aHHbIX A

rpynnbl VLAN.
' MopT, ckoHPUryprMpOBaHHbIN «HegoBepeHHbIM» AnA dyHKuuu ARP Inspection, gonkeH
e TaK}Ke 6bITb «HeaoBepeHHbIM» ana ¢pyHKuuu DHCP snooping nam coorserctene MAC-

appeca u IP-agpeca ana 3TOro NOpTa A0NXKHO 6biTb CKOHPUIypMPOBaHO cTaTUYeCcKU. UHaue

AaHHbIWA NOpT He 6yAeT oTBevaTb Ha 3anpocbl ARP.

Y

Ona HeHagEXKHbIX NOPTOB BbINOJIHAIOTCA NPOBepPKU cooTsercTBuit IP- u MAC-aapecos.

KomaHObI pexcuma 2106a016H020 KOHU2YPUPOBAHUS

Buz 3anpoca KoMaHAHOM CTPOKM pernma rinobasibHoro KoHPUrypmposaHmsa:

console (config) #

Tabnnua 5.225 — KomaHapl pexxuma rnobanbHOro KOHPUrypmposaHms

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonyaHuio GyHKUMA
BbIK/tOYEHa

BK/ItoYaeT KOHTPOIb NpoToKona ARP (dyHKLMio ARP
Inspection).

BbIKtOYaET KOHTPO/Ib NpoToKona ARP (dyHKumo ARP
Inspection).

ip arp inspection vlan
vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyaHuio GyHKumA
BbIK/lOYEHa

PaspewaeT npoBepKy npoTokona ARP, ocHOBaHHYyo Ha 6ase
cootBetcTBuii DHCP snooping, B BbibpaHHoOM rpynne VLAN.

3anpewaeT npoBepKy NpoTtokosa ARP, ocHOBaHHyto Ha 6ase
cooTsetcTeuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.

ip arp inspection validate

MpepocTtaBnaeT cneundunyHble NPOBEPKN ANA KOHTPOAA
npoTtokona ARP.

MAC-agpec nctouyHuka: Ansa ARP-3anpocos 1 oTBeTOB
nposepaetca cootsetcTBne MAC-agpeca B 3arosioBke
Ethernet MAC-aspecy UCTOUYHMKA B COAEPHKMMOM NPOTOKONA
ARP.

MAC-agpec HasHauyeHusa: [lna ARP-oTBeTOB npoBepsaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoBke Ethernet MAC-
aZpecy Ha3HayeHUA B COAEPKMMOM NpoTokoaa ARP.
IP-agpec: MNposepaetca cogepxunmoe ARP-naketa Ha Hanmuune
HeKoppeKTHbIX IP-agpecos.
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no ip arp inspection
validate

3anpewaet cneynduyHble NPOBEPKU A1 KOHTPONA
npotokona ARP.

ip arp inspection list
create name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucKka ctatuyecknx ARP cooTBeTCTBUN.
2. Bxog B pexkum KoHdurypmposaHma ARP-cnuckos.

YpaneHue cnucka ctatudecknx ARP cooTBeTCTBUN.

ip arp inspection list
assign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHayaeT cnucok ctatuyecknx ARP cooTBeTcTBUIA ANA
yKasaHHon VLAN.

OTmeHAEeT HasHayeHue cnucka ctatnyeckmux ARP cooTBeTcTBUIA
ona ykasaHHou VLAN.

ip arp inspection logging
interval {seconds |
infinite}

no ip arp inspection
logging interval

(0..86400, infinite)/5 cek

3a43eT MMHUMANbHbIM MHTEPBAN MEXAY COODOLWeHNAMM,
cofeprKalmmm nHbopmaumto NnpoTokoia ARP,
nepegasaemMbiMU B XKypHa.

- 3HayeHue 0 yKasblBaeT Ha TO, YTO COobLLeHNA byayT
reHepnpoBaTbCA He3aMeaNUTENbHO;
infinite — He reHepMpoBaTb COOBLLEHNI B KYpHa.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KOHguU2ypuposaHus

uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHMepdgelica 2pynmnbl N1opmos

Bupa, 3anpoca KomaHAHOW CTPOKU B pexmume KoHdurypmupoBaHusa uHtepodeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.226 — KomaHabl pexkuma KoHdurypmuposaHua nHtepoeiica Ethernet, rpynnbl uHTepdeicos

KomaHda

3Ha4yeHue no
YMOAYAHUKO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuto nHTeppenc
He ABNAETCA AOBEPEHHbIM

[JobasnaeT nHTEepdENnc B CNUCOK «40BEPEHHBIX» NPU
MCNONb30BaHUN KOHTPOAA NpoTokona ARP. ARP-Tpaduk
«40BEPEHHOTO» UHTEpdelica cunTaeTcad 6e30NacHbIM U He
KOHTpPONMpYeTCA.

Ypanaer uHtepdeinc n3 Cnucka «40BEPEHHbIX» Npu
MCNO/b30BAaHUM KOHTPOANA NpoTokona ARP.

KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

Bua 3anpoca KOMaHAHOM CTPOKM B perkume KoHbUrypuposaHus ARP-cnmckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnnua 5.227 — KomaHgpl pexkuma KoHdurypuposaHua ARP cnuckos

KomaHda

Aelicmeue

ip ip_address
mac mac_address

[ob6asnsaet cTatnyeckoe cootsetcTeume IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypanset ctatnyeckoe cootsetcteue IP- u MAC-agpecos.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnnua 5.228 — KomaHgp! pexuma EXEC

KomaHda 3HaveHue Aelicmeue
sh.ow i.p arp inspec.tion gi_port: (1..3/0/1..28); I'onasblsaeT KOHOUrypaLmuo oyHKLUN KCiHTpOﬂﬂ npoToKona
[gigabitethernet gi_port | fa_port: (1..3/0/1..24); ARP Inspection Ha BbiBpaHHOM MHTepdeiice/Bcex
fastethernet fa_port | - e e nHTepdeicax

group: (1..8)
port-channel group]
show ip arp inspection MoKa3blBaeT CNUCKK cTaTUYecKnx cooTeeTcTBuii IP- 1 MAC-
list - afpecos (KomMaHAa AOCTYMNHA TONbKO ANA
NpWBUIErMPOBAHHOIO NoJib30BaTeNs).

show ip arp inspection MoKa3bIBAaET CTAaTUCTUKY A4S C/IefYOLWNX TUNOB NAKETOB,
statistics gi_port: (1..3/0/1..28); KoTopble 6biM 06paboTaHbl Npu nomoum GyHKuMM ARP:
[gigabitethernet gi_port | fa_port: (1..3/0/1..24); - nepefaHHble nakeTbl (forwarded);
fastethernet fa_port | group: (1..8) - noTepsaHHble nakeTbl (Dropped);
port-channel group | vlan_id: (1..4094) - owmn6ku B IP/MAC (IP/MAC Failures).
vlan vian_id]
clear ip arp inspection
statistics gi_port: (1..3/0/1..28);
Eﬁzi:;‘t:rt::tr?:_tpi:;frrt I fa_port: (glr.(-)i/;g/(l 1':_2;)' OunLaeT CTaTUCTUKY KOHTPOIA NpoTokona ARP Inspection.
port-channel group | vlan_id: (1..4094)
vlan vian_id]

[pumepbl 8b1M0MHEHUS KOMAHO

=  BKAOYUTL KOHTpPO/Ab MpoTokona ARP u pobaButb B cnMcoK spisok cratuyeckoe
cooteetctBme: MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauutb
cnuncok spisok ctatnueckux ARP cootseTcTeuii gna VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNUCKK CTaTUYecKkux cootsetcTauit IP- u MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.27.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHkuna MAC Address Notification no3BonsieT oTcnexKmMBaTb NOABAEHNE U UCYE3HOBEHME aKTUBHOIO
060pyn0BaHUA Ha CeTM, MyTeM COXpaHeHMA uctopum wusydenma MAC-agpecos. lMpu o6HapyxKeHUU
U3MEeHeHU B cocTaBe M3yvyeHHbIx MAC-agpecoB KOMMYTATOp COXpaHAeT WMHpopmauuto B Tabauue u
ussewaetr ob 3Tom C nomouwpto coobueHnit npotokona SNMP.  ®yHKUMA MMmeeT HacTpaMBaemble
napameTpbl — rnybuHa nctopmm 0 CoBbITUAX U MUHUMA/bHbLIA MHTEPBAA OTMPABKM coobuieHunid. Cepsuc
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MAC Address Notification no ymon4aHuio OTK/OUEH U MOKET BbITb HAaCTPOEH BbIBOPOUHO A/1A OTAENbHbIX
NOPTOB KOMMYTATOPA.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Buz 3anpoca KOMaHAHOWM CTPOKM B peXnme rnobanbHOro KOHPUrypmpoBaHums:
console (config) #

Tabnnua 5.229 - KomaHapl pexxknuma rinobanbHoro KoHPUrypmpoBaHms

KomaHda 3HayeHue/ 3HayeHue no Aeiicmeue
YMOAYAHUIO
[no] mac address-table KomaHga npegHasHayeHa Ana rnobanbHOro ynpasaeHmn
notification change odyHKumen MAC notification. KomaHaa paspelaer

perucTpaumio cobbituit gobasneHus u yaaneHma MAC
appecos B/13 TabauL, KOMMYTaTOpa U OTNPABKY YBEAOM/IEHUA
0 cOobbITUAX.

-/BbIK/lOYEHa OTpuuatenbHas popma KomaHabl (¢ npedpukcom no)
BbIKtOYaeT GYHKLMIO rN06anbHO U OTMEHAET
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

[na paboTbl GyHKUUM HEOBXOANMO AONONAHUTENBHO
paspelaTb reHepauunio yBegoMIeHNI Ha nHTepdelicax (cm.
HUXKe).

MaKcrMManbHbI MPOMENKYTOK BPEMEHWU MeX Ay OTNpaBKamm
SNMP-yBegomneHuii. Ecin 3HaueHMe MHTepBana BpemeHu
paBHoO 0, TO reHepaLmaA yBeJOMIEHUIN U COXPaHeHWe cobbITuit
B UCTOpUIO ByJeT ocyLecTBAATLCA HEMEANEHHO NO Mepe
BO3HMKHOBEHMA COObITUI 06 U3MEHEHUW COCTOAHUA TabaunLbl
MAC-agpecos. Ecnu 3HaueHWe nHTepsana spemeHn 6onblue O,
TO YCTPOMCTBO ByAEeT HaKanMBaTh CObbITUA 06 U3MeHeHUN
cocToAHuA Tabnunubl MAC-agpecoB B TeHEHME 3TOTO BPEMEHM,
a 3aTem OTNpaBAATb yBegoMAeHUA NpoTokona SNMP un
COXPaHATb COBBLITUA B UCTOPUMN.

mac address-table
notification change (0..4294967295)/1
interval {value}

KomaHza 3aaeT makcMmasibHOe KoIM4YecTBo cobbiTuii 06
M3MEHEHUU cocTosHMA Tabaunupl MAC agpecos, KoTopoe

mac address-table
COXpaHAeTca B UCTOPUM. ECiM yCcTaHOBAEH pasmep UCTOPUM

notification change history (0..500)/1 .

{value} paBHbIi 0, To cObbITUA He coxpaHatoTcA. Mpu nepenoaHeHUm
6ydepa uctopun HoBoe cobbiTHE NOMeLLAETCA Ha MecTo
Camoro cTaporo.
KomaHgaa npegHa3HavyeHa ANA BKAOYEHUA UK OTKIOYEHNA
oTnpaBku SNMP-yBegomneHuit 06 M3meHeHUnU COCTOAHMUSA
Tabamupl MAC-agpecoB. na OTKAOYEHMA NCNOb3yeTCa

[no] snmp-server enable oTpuuaTenbHasa Gopma KOMaHAb!.

traps mac-notification -/BbIKNIOYEHO Ecnv oTnpaska yBeAOMNEHWIA BKAOYEHA, TO YCTPOMCTBO byaeT

change MHPOPMMPOBATL O COBLITUAX COOBLLEHMAMM NpoTOKoAa SNMP
N COXPaHATb COOTBETCTBYIOLWME cobbITUA B UcTopum. Ecam
otnpaska SNMP-yBefoMAeHWMIA BbIK/IIOYEHA, TO YCTPOMCTBO
6yAeT TONbKO COXPaHATb COBLITUA B UCTOPUN.

[no] snmp-server enable BK/OYNTB/BbIKNIOYUTL OTNPABKY Tpanos o ¢paannuHre MAC-

traps mac-notification -/BKOYEHa aapecos (eltMnFlappingNotification).

flapping

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOMN CTPOKMK:

console (config-if) #
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Tabnumua 5.230 - KomaHabl pexruma KoHdurypmposaHus nHtepdeiica Ethernet

KomaHda

3HaueHue no Aelicmeue
YMOAYAHUIO

snmp trap mac-notification
change [added | removed]

Bk/itoyeHWe reHepauun yBeAOMNEHUI Ha KaXaoM
nHTepderice o cobbITUAX N3MEHEHUA cocToaHUA MAC-
BbIK/IIOYEHa appecos. OTAENbHO MOXKHO PaspeLlnTb reHepauuto
yBeAoM/IeHUIA TONbKO 06 M3yveHmun MAC agpecos nmbo
TO/IbKO 06 UX yaaneHun.

KomaHOb1 pexcuma privileged EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxkume privileged EXEC:

console#

Tabnnua 5.231 - KomaHap! pexuma privileged EXEC

KomaHda

3HaueHue Aeiicmeue

[interfaces]

show mac address-table
notification change history -

OTobparkeHne Bcex yBeAOMIEHUA 06 USMEHEHMM COCTOAHUSA
MAC-agpecoB, COXpaHEHHbIX B UCTOPUKN. BO3MOXKHa

dunbTpauma cobbiTMiM No NnopTam, rpynnam noptos (LAG) un
VLAN.

notification change
statistics

show mac address-table

OTobparkeHue CTaTUCTUKM cepBuca: obLLee KoNMYecTso
cobbITuit 06 nsyuyeHnn MAC-agpecos, obLiee KOANYECTBO
cobbITnit 06 yaaneHun MAC-agpecos, obLuee KONMYecTso
oTnpasneHHbIx SNMP-coobLieHuni.

[Mpumepbl UC016308AHUS KOMAHO

= [lpumep NoOKasblBaeT. Kak HacTpouTb nepegady coobueHnit SNMP MAC Notification Ha
cepsep c agpecom 172.16.1.5. MNpu HacTpolike 3apaeTca obuwee paspeweHne paboTol
cepBuca, HaCcTpauMBaeTca MMHMMANAbHbIM WMHTEPBAN OTNPaBKM COObOLLEHMI, 3ajaeTcs
pasmep UCTopUM COBbITUIA U HAaCTPaMBaAETCS CEPBUC Ha 3a4aHHOM MOPTY.

Console
console
console
console
console
console
console
console
console

(config) # snmp-server host 172.16.1.5 traps private
config)# snmp-server enable traps mac-notification change
config)# mac address-table notification change
config)# mac address-table notification change interval 60

)

(

(

(

(config) # mac address-table notification change history 100
(config) # interface gigabitethernet 0/7

(config-if)# snmp trap mac-notification change

(config-if)# exit

(config) #

5.28 ®dyHkumuu DHCP Relay nocpegHuka

3apauelt DHCP Relay areHTa aBnsaetca nepegadya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHo, B
cnyyae ecnn DHCP-cepBep HaxoguTtca B OA4HOM CeTW, a KAMEHT B Apyron. [pyroi ¢yHKUMEN ABnAeTcA
nobasneHune gononHuTenbHbix onumii 8 DHCP-3anpockl kKaveHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:

KOMMYTaTop MpuHUMaeT oT kaneHta DHCP-3anpocbl, nepegaer 3T 3anpocbl cepBepy OT MMEHMU
KAneHTa (oCTaBnsaa B 3anpoce onuum c TpebyeMbiMW KAMEHTOM MNapameTpamu W, B 3aBUCMMOCTU OT
KOHUrypaumm, gobasnsas ceom onuuu). NMoay4ns oTBET OT cepBepa, KOMMYTATOP NepesaeT ero KANEHTY.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM peXnma rnobasbHoro KoOHGUIryprupoBaHus:

console (config) #

Tabnnua 5.232 — KomaHapl pexkuma rnobanbHOro KoHPUrypmpoBaHms

KomaHoa

3Ha4yeHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonuyaHuto areHT
BbIK/IIOYEH

BkntoueHune ¢oyHKumin DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

Mo>keT 6bITb 3a4aH0 [0 8-
MU cepBepoB

3agaért IP-agpec goctynHoro DHCP-cepsepa gns DHCP Relay
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepos aas DHCP Relay
areHTa.

ip dhcp relay broadcast
enable

no ip dhcp relay broadcast
enable

Mo ymonyaHuio pexxmm
BbIK/tOYEH

BKAtOYAET perKMM LIMPOKOBELLLATEIbHOM PACCHIIKM OTBETOB
DHCP-cepsepa.

YcTaHaBAMBAET PeXXMM MO YMOJTYAHUIO

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay
information policy

Mo ymonyaHuio BKAOYEH
pexum keep

Onpegenset pexxum obpabotkn DHCP-nakeTos ¢ onuueit 82:
- keep — nponyckaeT nakeTbl 6e3 U3meHeHUI;

- replace — 3amellaeT cogepxumoe onuum 82;

- drop — oTbpacbiBaeT NnakeTbl c onuuen 82.

YcTaHaBAMBAET PeXMM MO YMOJTYAHUIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay
information option
format-type option

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpolika dopmarta DHCP onuum 82.
dopmar:
- Sp — HOMep cnoTa U NopTa;
- sv—Homep cnota u VLAN;
- pv —Homep nopta u VLAN;
- SpV — HOMep €noTa, nopTta un VLAN;
- bin — 6uHapHbIn dopmat: VLAN, cnoT, noprt;
- user-defined — popmat onpegensetca nonb3osatenem. Mpu
onpeaeneHnn UCNonb3yoTcA cneaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE MMA nopTa, Hanpumep gil/0/1;
%P: oAvHHOE MMSA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN  nopta (3HaueHue nona ifTable:ifType B
LWeCcTHaALATEPUYHOM BUAE);
%m: maK-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;
%S: Homep CNoTa;
%n: Homep NopTa (Kak Ha IMLEBON NaHenu);
%i: ifindex nopTa;
%v: ngeHtnédurkatop VLAN.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

ip dhcp relay information
option suboption-type
{tr101 | custom}

no ip dhcp relay
information option
suboption-type

-/tr101

Hactpolika ¢opmata onumm 82.

- tr101 — yctaHaBnvBaeT popmat onumm 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHaaumax TR-101 (cm.
Tabnuuy 5.216);

- custom — ycTaHaBnmBaeT popmat onuumn 82 B COOTBETCTBUM
¢ popmartom, npusegeHHom B Tabaumue 5.217.

BOSBpaLLI,BET 3Ha4YeHune No ymony4aHuo
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Buz 3anpoca KOMaHZAHOW CTPOKM B peknme KoHOUrypupoBaHua nHtepdeica VLAN:

console# configure
console (config)# interface vlan {vlan id}
console (config-if) #

Tabnnua 5.233 — KomaHgpbl pexkuma KoHPuUrypuposaHua nHtepoeica VLAN

KomaHoa 3HayeHue Aelicmeue
ip dhcp relay enable BkntoyeHne pyHKumii DHCP Relay areHTa Ha HacTpanBaemom
Mo ymon4yaHuto areHt MHTepodeice.
no ip dhcp relay enable BbIK/IIO4EeH BbikntoueHune dpyHkunin DHCP Relay areHTa Ha HacTpaMBaemMom
nHTepoelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKMU:

console (config-if)#

Tabnnua 5.234 — KomaHapl pexkuma KoHdUrypupoBaHua nHTepdeiica Ethernet

KomaHoa 3HayeHue no Aelicmeue
YMOAYAHUIO

Onpegenset pexxum obpabotkn DHCP-nakeTos ¢ onumeit 82.
- keep — nponyckaeT nakeTbl 6€3 U3MeHeHUN;

- replace — 3ameLLaeT cogepkmmoe onuun 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onunen 82.

3HayeHWe Ha nopTax umeet bonee BbICOKUIA NPUOPUTET, YEM
rnobanbHas HacTPOMKa.

ip dhcp relay information
policy {keep | replace | -/global
drop | global}

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexkmma EXEC:

console#

Tabnnua 5.235 — KomaHgp! pexkuma EXEC

KomaHda Aeiicmeue

show ip dhcp relay OTobparkaeT KOHOUTypauuio HacTpoeHHol ¢pyHKuMmn DHCP Relay areHTa 4n1a KommyTaTopa u
OTAENbHO ANA UHTePPEecoB, a TaKkXKe CMUCOK AOCTYMHbIX CEPBEPOB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb cocToAHne ¢yHKuMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay 1is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.29 dyHKuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP gns npoTokona IPv4 KOMMYyTaTop MOKET BbINOAHATb GYHKUMKM nocpeaHuKa (relay
agent) ana DHCPv6. [laHHbl dyHKLMOHAN peanmsoBaH B Buae Lightweight DHCPv6 Relay Agent cornacHo
RFC6221.

B pamkax BbINOAHEHMA GYHKUMM NOCPegHUKA KOMMYTATOp BCTaBAAET B KAneHTCKne DHCPv6-nakeThbl
onuumn 18 n 37. Ons BrAtoveHUa GyHKUMKM TpebyeTca BbINONHUTL Ceayowme npeasapuTebHble WarK no
HacTpoiKe:

e Bkatouuntb dyHKumMoHan DHCP snooping (ans IPv4) — rnobanbHo 1 Ha uenesom VLAN;

e BKAOUYMTb PyHKUMoHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIx» nHTepdelicax kKommyTtatopa («trusted» no TepmuHonornn RFC3046) BbINONHUTL
DHCPv4-HacTpolKy «ip dhcp snooping trusty;

e Ha «aoBepeHHbIX» WHTepdelicax KOMMYTATOpa BbIMOJAHUTbL HACTPOMKY «ipv6 dhcp guard
trusted-port»

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bupa, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHOUrypupoBaHus:
console (config) #

Tabnnua 5.236 — KomaHAabl pexkuma rno6anbHoro KOHPUrypmMpoBaHus

KomaHoa 3HauyeHue Aelicmeue
ipv6 dhcp-Idra enable Mo ymonuaHuio BkntouaeT ¢pyHKumio Lightweight DHCPv6 Relay Agent (LDRA).
no ipv6 dhcp-ldra enable BbIKNtOYEHa OTKkntoyaet dpyHKumto LDRA.
ipv6 dhcp-ldra information 3agaeT naeHtTUdKnKaTop remote-id (onyusa 37)
option format-type
remote-id word word: cTpoka oT 1 go 63
no ipv6 dhcp-ldra CMMBONOB YaanaeT ugeHtndumkatop remote-id.
information option format-
type remote-id

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepaelica Ethernet

Bua 3anpoca KOMaHZHOM CTPOKM:

console (config-if) #

Tabanua 5.237— KomaHabl perkuma KoHpurypmuposaHus nHtepdelica Ethernet

KomaHda 3HavyeHue no Aelicmeue
YMOMYAHUIO

ipv6 dhcp-ldra 3agaet naeHTuounkaTop nopra (onuma 18)
information option
format-type interface-id

word word: cTpoKa oT 1 go 63

- CMMBOJI0B
no ipv6 dhcp-ldra BoccTaHaBAMBaeT 3HaYEHME MO YMOIYAHMIO.

information option

format-type interface-id
ipv6 dhcp-Ildra 3agaet naeHtuounkaTop remote-id (onuma 37)
information option word: cTpoka o1 1
format-type remote-id
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word 00 63 cMmBO/I0B

no ipv6 dhcp-ldra BoccTaHaBAMBaAET 3HAYEHME MO YMONYAHMIO.
information option

format-type remote-id

5.30 KoHdurypuposaHue PPPoOE Intermediate Agent

®yHKumA PPPoE |IA peannsoBaHa B COOTBETCTBUM C TpeboBaHuaMM goKymeHTa DSL Forum TR-101 m
npegHasHavyeHa A1A UCMOJIb30BAHUA HA KOMMYyTaTopax, paboTatoLwmx Ha ypoBHe A0CTyna.

®PyHKUMA nNo3BONAET AOMNOAHATL NakeTbl PPPOE Discovery uHboOpmaumen, xapaKtepusyrowemn
nHTepdelic goctyna. 3To HeobxoaMmo Ans MaeHTUdMKaunmM nosib3oBaTeIbCKOro MHTepdeica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsatom n o6paboTkoli naketos PPPoE
Active Discovery ocyuwectBnaetca rnobanbHO AnA BCEro YCTPOMCTBA M BbIOOPOYHO ANA KaxKaoro
nHTepdelica.

Peanusaums ¢yHKumm PPPoE |A npegoctaBnfaeTr A0ONONHUTE/NIbHbIE BO3MOXHOCTU
COODOLLEHN NPOTOKONA MYyTEM Ha3sHAYeHUs f0BePEHHbIX MHTepdelicoB.

KOHTpOAA

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bupa, 3anpoca KOMaHAHOM CTPOKM peXmnma rnobanbHoro KOHOUrypupoBaHus:
console (config) #
Tabnuua 5.238 — KomaHabl pexxnma rnobanbHOro KOHGUrypmMpoBaHUs

KomaHda 3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-

agent PaspelueHune/3anpet pabotbl PPPOE Intermediate Agent.

-/PPPOE IA oTKAtOueH

[no] pppoe intermediate-
agent format-type access-
node-id word

word: cTpoka ot 1..32
CUMBONOB/MAEHTUDMKATOP
YCTPOMCTBA HE Ha3HaueH.

YCTaHOBKa CTPOKM MaeHTUOMKaumMm yCTpoiicTea foCTyna.
OTpuuatenbHas ¢opma KomaHabl (no) BoccTaHaBAMBaEeT
HaCTPOWMKM MO YMONYaHMIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: cTpoKa fo 128
CMMBO/I0B/Ha3Ha4YeHo
coobuieHne «PPPoE
Discover packet is too large
to process.»

YcTaHOBKa TeKcTa coobleHns 06 owmnbKe npesblweHun
pa3mepa naketa (MTU), otnpasnsemoro PPPoE |IA 8 PADO uau
PADS naketax. OTpuuaTenbHasa ¢opma KOMaHAabl
BOCCTaHAB/IMBAET 3HAaYEHWeE NapameTpa no YyMONYaAHMIO.

MpumeuyaHue: ecau COO6LU,8HVIE CoOepPXKUT CUMBONbI
npo6ena, ero HEOGXOAVIMO 3aK/IIOYNUTb B KaBbI4YKU.

[no] pppoe intermediate-
agent format-type option
{splsv|pvlspvl
user-defined} delimeter

[.:#/]

-/ycTaHoBNeH popmaT B
cooTtBeTcTBMM C TR-101:
slot / port : vlan;

Hactpovika Habopa napameTpoB 1 pasgenuTens Mexay HUMK,
KOTOpble UCMONb3YOTCA AN GOPMUPOBAHUA NOAONLMM
circuit -id.
B KOmaHAe MCcnonb3yoTca cieaytoLme yCnoBHble
0603HayeHus:
- sp —slot + port
- sv—slot +vlan
- pv — port + vlan
- spv —slot + port + vlan
- user-defined — popmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnm NCnonb3ytoTca cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn  nopta (3HavyeHue nona ifTable:ifType B
WwecTHaauaTepmMyHom Buae);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;

%U: HOMep KHUTA;
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%S: HOMep €NoTa;

%n: Homep nopTa (KaK Ha NML,EeBOI NaHenn);
%i: ifiIndex nopTa;

%v: ngentnoukatop VLAN.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepagelica

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KOHOUTypupoBaHua nHTepdeiica:

console (config-if)#

Tabnnua 5.239 — KomaHgpl pexuma KoHUrypuposaHua nHtepoeica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspelwweHune/3anpet pabotbl PPPoE Intermediate Agent Ha
nHTepoerice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: cTpoka oT 1 fo 63
CMMBOJI0B

HasHaueHue ngeHtuomKartopa circuit-id, sobasnsemoro
KommyTaTopom. aeHTudMKaTOp, 3a4aHHbIN B KOMaHAe,
NOJIHOCTBIO NepeonpeaensaeT MAEHTUPUKATOP, BbIYMCISEMBIN
Ha OCcHoBe rnobanbHbIX NapameTpos access-node-id n
option/delimeter. OtpuuatensHas Gopma KOMaHAbI
BOCCTaHaB/AMBAET HAaCTPOMKY Ha OCHOBE r106a/bHbIX
napametpos access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: cTpoka oT 1 fo 63
CMMBOJIOB.

Mo ymonyaHuio B Kayectse
remote-id ncnonbsyetcs
MAC-agpec KommyTaTtopa.

HasHauyeHue ngeHtudmKatopa remote-id, nobasnsemoro
KoMMyTaTopom. MaeHTUdUKATOp A0/IKEH ObITh
CKOHPUIypupoBaH Ha BCex MHTepdelicax KommyTaTopa, rae
paboTaeT PPPoE IA. OTpuuatenbHaa ¢opma KoMaHAbl
BOCCTAHaB/IMBAET HAaCTPOMKY MO YMOYAHUIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3afaHue BPeMeHU KU3HU KAUeHTCKo ceccuu. Mpu BBOAE
napameTtpa timeout paBHbIM Hy/O, TaliMayT HOBbIX ceccuii
bypeT paBeH 6ECKOHEYHOCTU.

OTpuuatenbHas ¢opma KOMaHAbl BOCCTaHABAMBAET HAaCTPOMKY
No YMONYaHMIO.

[no] pppoe intermediate-
agent trust

Mo ymonyaHuio nHTepdeic
He ABNAETCA A0BEPEHHbBIM.

YnpaBneHue pexnmom gosepus K uHTepdeicy. Komanaa
[ob6aBnaeT unu yaanaet MHTepdeinc ns crnmcka fL0BepeHHbIX.
NHTepoelicbl, K KoTopbiMm noaxatodeHbl PPPOE cepsepbl,
HacTpaunBatoTCA KaK foBepeHHble. MHTepdelichl, K KOTOPbIM
NOAK/IOYEHbl N0N1b30BaTeNN, HACTPaNBaOTCA Kak
HepoBepeHHble. OTpuuaTenbHaa Gopma KOMaHAbl
BOCCTaHAaB/NMBAET 3HAYEHNE N0 YMOIYAHMIO.

[no] pppoe intermediate-
agent vendor-tag strip

Mo yMmoN4YaHuUIo pexnm
YAANEHUA BbIK/OYEH.

PaspelueHune nau sanpet yaaneHus vendor-speciifc onumm 13
naketos PADO, PADS, PADT nepef, 0TNpaBKOM UX B CTOPOHY
nonb3osaTens. PyHKLMA yaaneHna MmoxeT bbiTb
MCNONb30BaHa TONIbKO Ha MHTepdeiice, Ha KOTOPOM
pa3peleHa pabota PPPoE |A 1 KoTopblit AaBnseTcs
[oBepeHHbIM nHTepdelicom. O6bI4HO GYHKUMA yaaneHus
HacTpauBaeTca Ha HTepdeiice, 06paLLleHHOM B CTOPOHY
PPPOE cepsepa.

OTpuuatenbHaa Gopma KOMaHAbl BbIKNOYAET PerKUM
yAaneHums.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnuua 5.240 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show pppoe

gi_port: (1..3/0/1..28);

OtobpakeHne Hactpoek PPPOE Intermediate Agent. Ecan B
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{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

po: (1...8).

intermediate-agent info fa_port: (1..3/0/1..24); KOMaHAe ABHO He 3ajaH WHTepdelc, To KOomMaHAa
[interface {gigabitethernet po: (1...8). BbINOJ/IHAETCA 411 BCeX MHTepdencos, rae paspelleHa pabora
gi_port | fastethernet PPPOE IA 1 Bcex noBepeHHbIX MOPTOB.
fa_port | port-channel po}]
show pppoe OTob6parkeHne cTaTUCTUKK paboTbl PPPOE Intermediate Agent.
interrr!ediai\te-agent gi__port: (1..3/0/1..28); Echn B KOomaHpe He 3apaH HBI—:O UHTepdeic, To KomaHAa
statistics [interface BbINONIHAETCA ANA BCeX UHTepdelicoB ¢ paspeweHHbIMm PPPoE

.. ] fa_port: (1..3/0/1..24);
{gigabitethernet gi_port | IA 1 Bcex lOBEPEHHbIX MOPTOB.
fastethernet fa_port | po: (1...8).
port-channel po}]
clear pppoe OumnCcTKa CTaTUCTUKKM paboTbl PPPOE Intermediate Agent. Ecam
inte_rm_edie'lte-agent gi_port: (1..3/0/1..28); B KOMaHAe He 3ajaH ABHO ) nHTepdelic, TO KomaHAa
statistics [interface fa_port: (1..3/0/1..24); BbINONIHAETCA ANA BCeX UHTepdelicoB ¢ paspewleHHbIM PPPoE
{gigabitethernet gi_port | - ! IA 1 BCcex AOBEPEHHbIX MOPTOB).
fastethernet fa_port | po: (1...8).
port-channel po}]
show pppoe OT0b6parkeHne Bcex 3aperncTpMpoBaHHbIX KIMEHTCKUX CECCUI.
intermediate-agent . Ecnn B KOMaHge He 3afiaH ABHO MHTepdeiic, To oTobpakatoTca
sessions [interfgce gi_port: (1..3/0/1..28); BCE Ceccum ¢ cp‘opmpos'?(oﬁ no MHTepd)F:adl;lcaM. i

fa_port: (1..3/0/1..24);

clear pppoe
intermediate-agent
sessions [mac_address]

mac_address:(H.H.H nau
H:H:H:H:H:H nan H-H-H-H-
H-H)

YpaneHve KAneHTckon ceccumn. Ecnm mac_address He 3apaH,
YZAaNAoTCA BCE CECCUM.

5.31 KoHdurypuposaHue DHCP-cepBepa

DHCP-cepsep

ocyuwecrsnAaeT

LUEeHTPaIMN30BaHHOE

ynpasneHue ceTeBbiMmun agpecamu

n

COOTBETCTBYHOLWMMU KOHd)VIpraLI,VIOHHbIMM napameTpamun, aBTOMaTUYECKU NpenoctaBnaa UX KAUEHTaM.
3710 No3BOAIAET U3bEXKaTb PYYHOM HACTPONKM YCTPOMCTB CETU U YMEHbLUAET KOIMYECTBO OLINOOK.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Buz 3anpoca KoMaHAHOM CTPOKM peXrnma rinobasnbHOro KoHPUrypmposaHumsa:

console (config) #

Tabnnua 5.241 — KomaHapl pexxuma rnobanbHOro KoHPUrypmposaHms

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BblK/IIOYEHA

BkntoueHune ¢dyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne PpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

(1-32) cumBonos

BxoZ, B peXXnm KOHOUTYpUpOBaHUA CTaTUYECKUX afpecoB
DHCP-cepsepa.

Yaansaet koHourypaumto DHCP-knveHTa ¢ 3343aHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

(1-32) cumsonos

Bxog, B perum KoHpurypuposaHua DHCP-nyna agpecos
DHCP-cepsepa.
- name —vma DHCP-nyna agpecos.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-
address low_address
[high_address]

YKasbiBaeT IP-agpeca, koTopble DHCP-cepBep He byaeT
Ha3Ha4vaTb g DHCP-KknneHTOB.

- low_address — HayanbHbIl IP-agpec AnanasoHa;

- high_address — KoHeuHbIN IP-agpec AnanasoHa.

YpaneHue IP-agpeca u3 cnncka UCKAOYEHUI ANA Ha3HAYeHun
ero DHCP-knueHTam.

ip dhcp ping enable

-/BbIKNIOYEHA

BKkntounTb nepenayvy ICMP-3anpocoB Ha HasHavyaemblli agpec
ANA NpoBepKu, uTo IP-agpec ABnseTca cBO6oAHbIM, NpexKae
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no ip dhcp ping enable

yem OH byaeT HazHauyeH DHCP-kauneHTy.

YCTaHOBWTb 3HaYeHMe MO YMOJIYaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpegenset KonmnyecTso otnpasnsembix ICMP-3anpocos.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500 mc

Onpepenset TalimayT, B TeueHue Kotoporo DHCP-cepsep
OXMZaeT OTBET C agpeca, Ha KoTopbli oTnpasaeH ICMP-
3anpoc.

YCTaHOBWUTb 3HAYeHME NOo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOW CTPOKM B pPeXMUMe KOHPUIypUpOBaHWUA CTaTUUECKMX aLpecoB

cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #

DHCP-

Tabanua 5.242 — KomaHgbl pexnma KoHPUrypuposaHuma

KomaHda

3HayeHue

Aelicmeue

address ip_address
{mask | prefix_length}
{client-identifier id|
hardware-address
mac_address}

no address

PyuHoe pesepsuposaHue IP-agpecos ana DHCP-kaveHTa.

- ip_address —IP-apgpec, KOTopbIvi 6yAeT conocTaBeH ¢
bU3MUECKMM aAPECOM KNNEHT];

- mask/ prefix_length — macka nogcetn/ gnnHa npedukca;
- id — dbu3nyecknin agpec (MaeHTUOUKATOpP) CETEBOM KapTbl;
- mac_address — MAC-agpec.

Ypanaet 3ape3epsBupoBaHHble IP-agpeca.

client-name name

no client-name

(1-32) cumBonos

Onpepenset uma DHCP-knneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nysna DHCP-cepsepa

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHduUrypuposaHua nyna DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnnua 5.243 — KomaHapl pexuma KoHGUrypuposaHua

no lease

KomaHda 3HavyeHue Aelicmeue
address {network_number YcTaHaBAMBaeT HOMep NOACETU U MAcKy NoAceTV ANs nyna
| low low_address aapecos DHCP-cepsepa.
high high_address} - network_number — |P-agpec Homepa noaceTy;
{mask | prefix_length} - - low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuyHbIN IP-agpec gMana3oHa agpecos.
- mask/ prefix_length — macka noaceTtv/ anvHa npeduKca.
no address Ypanset koHourypaumto DHCP-nyna agpecos.
lease {days [{hours} Bpems apeHabl IP-agpeca, KOTopbIit HazHa4YeH oT DHCP.
[minutes]] | infinite} - infinite — Bpemsa apeHabl He orpaHUYeHo;
- days — KO/IMYecTBO AHel;
-/1 peHb

- hours - KonnyecTso 4acos;
- minutes — KONN4ecTBO MUWHYT.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ping enable

no ping enable

-/BblKNIOYEHA

Bkatountb nepenady ICMP-3anpocos ana nposepku, 4To IP-
afpec ABnseTca cBO6OAHLIM, Npexae Yem OH ByeT HasHayeH
DHCP-KnueHTy.

YCTaHOBUTb 3HAYeHUe no YMO4aHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-

cepsepa

Bua 3anpoca KOMaHZHOM CTPOKMU:

console (config-dhcp) #

Tabnnua 5.244 — KomaHgpl pexuma KoHGUrypuposaHusa

KomaHda

3HauyeHue

Aelicmeue

default-router ip_address_list

no default-router

Mo ymon4aHuo Cnncok
MapLLPyTU3aTOPOB He
onpegeneH.

OnpegenseT CNMCOK MapLIpPyTU3aTOPOB MO YMOYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB maplupyT13aTopos,
MOMKET COAEPMKaTb A0 8 3anuncei, pasaeneHHbix npobesom.
IP-agpec maplupyTM3aTopa A0KeH 6bITb B TOM Ke
H NOACETH, YUTO U KUEHT.

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnucok
DNS-cepsepos He
onpegeneH.

Onpepgenset cnucok DNS-cepsepoB, AOCTYNHbIX ANA KANEHTOB
DHCP:

- ip_address_list —cnucok IP-agpecos DNS-cepBepoB, MOXeT
coAeprKaTb A0 8 3anucei, pasgeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

domain-name domain

no domain-name

(1-32) cumBonoB

Onpegenset gomeHHoe umsa ana DHCP-kaneHToB.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnmucok
WINS-cepBepoB He
onpeaeneH.

Onpepgenaet cnucok WINS-cepsepoB, AOCTYNHbIX ANA
KnueHtos DHCP:

- ip_address_list —cnucok IP-apgpecos WINS-cepsepos, moeT
coAeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

netbios-node-type
{b-node | p-node | m-node |
h-node}

no netbios-node-type

Mo ymonyaHuio TMn y3na
NetBIOS He onpegeneH.

Onpegenset Tmun y3na NetBIOS Microsoft gnaa knmeHtos DHCP:
- b-node — wupokoBelLaTenbHbIi;

- p-node — TOUKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rnbpuaHbIn.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOTro AOXKEH BbITh
nosly4yeH 3arpy3oyHbiii pain.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

next-server-name name

no next-server-name

(1..64) cumBonos

Mcnonb3yetca ana ykaszaHua DHCP-kaneHTy nmsa cepsepa, €
KOTOPOro A0/IXKeH BbITb MONYYeEH 3arpy304HbIi danin.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

bootfile filename

no bootfile

(1..128) cumBonos

YKasbiBaeT uma daiina, Ncnosib3yemoro AnA Ha4yaibHOM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

time-server ip_address_list

no time-server

Mo yMONYaHMIO CINCOK
cepBepoB He
onpeaenex.

OnpegaenseT CNMCOK CepBepoB BpemMeHU, AOCTYMHbIX A4
KknueHTos DHCP:

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHMU,
MOMKET COAEepPMKaTb A0 8 3anuncei, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

option code

{ascii ascii_string |
hex hex_string |
ip ip_address }
option ip-list code
ip_address_list

no option code

Hactpausaet onumm DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- ascii_string — ctpoka B popmarte ASCII;

- hex_string — cTpoKa B 16-om ¢popmare;

- ip_address —IP-appec;

- ip_address_list — yka3blBaeT, 4TO 32 KOAOM CNnefyeT CUCOK
IP-appecos.

Ypanaet onumn gna DHCP-cepBepa.

tftp-server ip_address_list

no tftp-server ip_address_list

Mo ymon4YaHuIo Cnncok
cepBeposB He
onpeaeneH.

HacTpolika onumn 150 — agpeca TFTP-cepsepa:
- ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cogepKaTtb A0 8 3anucei, pasgeneHHbix npobenom.

Yaansaet HacTpoliky onuuu 150:
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- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofep:KaTb A0 8 3anuceld, pasfeneHHbIX Npobesom.

KomaHOb1 pexcuma Privileged EXEC

Buz 3anpoca KomaHZHOW CTPOKM perknma Privileged EXEC:

console#

Tabanua 5.245 — KomaHgb! pexmma Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

clear ip dhcp binding
{ip_address | *}

YpaaneHue 3anuceit us Tabanubl COOTBETCTBUA PUNYECKUX
a4pecoB M afpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbI DHCP-cepsepom;

* - yaanuTb BCE 3anucu.

show ip dhcp

MNMpocmoTp KoHbUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, kKoTopble DHCP-cepsep He byaeT
HasHa4vaTb Ana DHCP-KknneHTOB.

show ip dhcp pool host
[in_address | name]

(1-32) cumBonos

MpocmoTp KoHGUrypaumm ansa ctatmyeckux agpecos DHCP-
cepBepa:

- ip_address — IP-agpec KNIMeHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

(1-32) cumBonos

MpocmoTp KoHourypaummn DHCP-nyna agpecos DHCP-cepBepa:
- name —nma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address ]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUINYECKMMU
afipecamu KAMEHTOB, a TaKXKe Bpems apeHabl, cnocob
Ha3HayeHuA 1 cocToaHue IP-agpecos.

show ip dhcp server
statistics

MpocmoTp cTtatnctmkn DHCP-cepsepa.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ nmeHem test
LWAKO3 NO YMOANYaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

console# configure
console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

M yKasatb ana DHCP-knueHTOB: Mma gomeHa - test.ru,
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5.32 KoHdurypuposaHue ACL (cnuckn KOHTponsa aocTtyna)

ACL (Access Control List — cnMcoK KoHTpona goctyna) — Tabnuua, KoTopas onpeaenseT npaBuna
dunbTpauum Bxoaaulero Tpadmka Ha OCHOBaHUM NepesaBaeMblx B NakeTax npotokonos, TCP/UDP noptos,
IP-agpecos nnn MAC-agpecos.

Ona peanusaumm ¢yHKuMm ACL KommyTatop ucnosibayeT cucteMHble pecypcbl TCAM (Ternary
Content Addressable Memory). 3ToT pecypc Ucnonb3yeTca ANA peanmsaunu u agpyrux GyHKLUMIA YyCTPONCTBA,
Hanpumep, o¢yHKUMKM Selective Q-in-Q. MMockonbKy pecypc TCAM ABnAeTcA OrpaHMYeHHbIM, AAA
ONTUMM3ALMN €ro UCMNOb30BAHUA B PA3NNYHBIX YCAOBUAX NPEAYCMOTPEHO ABa pPeXuma. ITU peumsbl
Ha3BaHbl ACL-only 1 ACL & SQinQ.

B pexknme ACL-only Becb pecypc TCAM oTgaeTca Ana ucnonb3oBaHusa cepsucom ACL. 3To nossonset
No/sIb30BaTENI0 YCTPOMCTBA CO34aTb MaKCMMA/IbHOE KOAMYECTBO NpPaBMA AA CMUCKOB KOHTPOAA AOCTyna.
Kpome TOro, B aTOM pexmme BO3MOXKHA TPYyNMnMPOBKA UOEHTUYHbIX NPABWJI, €CIM OHU NMPUMEHAIOTCA ANA
BCEX MOPTOB KOMMYTATOPA - 3TO AaeT BO3MOXKHOCTb CyL,EeCTBEHHO COKOHOMMUTL pecypcbl TCAM.

Ons ynpasneHus npasunamm ACL B pexkume ACL-only mcnonbayerca AOMNOAHUTENbHbLIA NapameTp
npodunb (profile). Ana Kaxkagoro nopta goctynHo 3 npodmns — 0, 1 1 2, K KOTOPbIM MOXHO NPUBA3bLIBATb
cnuckM poctyna. MNpu aHanule TpaduK MocnenoBaTesibHO MPOBEPAETCA Ha COOTBETCTBME MNpaBuaam
CMUCKOB KOHTPOAA AOCTyna B MopagKke, onpegensembiMm Homepom npoduna. CHayvana nposepAtoTca
npasuna npodpuna 0, 3atem npoduna 1 n B nocneaHow ovepeap — npoduna 2.

Ona ToOro, ytobbl caKoHOMUTb pecypcbl TCAM obuwme ana Bcex NOpPTOB npasBuna Tpebyetca
rpynnuMpoBaTb B 04HOM U3 npoduien.

OrpaHuyeHue pexunma ACL-only cocToUT B HEBO3MOXKHOCTM UCMOb30BaTh GyHKUMM Selctive Q-in-Q m
MAC-based VLAN.

Pexxum ACL & SQinQ npeaycmatpmBaeT OOHOBPEMEHHOE WCMNONb30BaHMe pecypca TCAM

HecKonbKumu cepsrcammn. PacnpegeneHne TCAM mexay cepsnucamu NponCxXxoanT aBTOMaTUYECKM.
OueHnTb ncnonb3osaHne TCAM MOMKHO C MOMOLLBIO KOMaHAbl «show system resources tcamy.

V ACL-cnucku Ha 6a3e IPv6, IPv4 n MAC-agpecoB He AO0NXHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6 u IPv4-cnucku moryTt pabotatb BMecTe Ha ogHom ¢usmnueckom uHtepdeiice. Cnucok
ACL Ha 6a3e MAC-agpecaumm He MOXKeT COBMeLLaTbCA €O cnucKamu ana IPv4 unm IPv6. iBa
CNUCKa OAMHAKOBOrO TUMA He MOryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHabl Ans co3gaHus U peaakTMpoBaHusa cnvckoB ACL JOCTynHbl B peXume r106asbHOro
KOHOUIrypupoBaHms.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

KomaHaHana cTpoKa B pexkume rnobasbHOro KoHGUrypmMpoBaHusa MMeeT BuA,
console (config)#

Tabnnua 5.246 — KomaHapl Ana co3aaHma U KOHPUrypmuposaHms cnmckos ACL

KomaHda 3HayeHue Aelicmeue
ip access-list extended Co3paHune HoBOro pacwmnpeHHoro cnucka ACL gnsa agpecaumm
access_list IPv4 1 BXOA B peXnm ero KoHGuUrypnpoBaHus (ecam cnmcok ¢

AaHHbIM UMEHEM eLlle He co34aH) B0 BXO4 B peXnm

access_list: (1..32) KOH(UIypMpOBaHMA paHee CO34aHHOrO CMMCKa.

no ip access-list extended tmeona YnaneHue cnucka ACL ana agpecaunu IPv4.
access_list
ipv6 access-list Co3paHue HoBoOro pacwmpeHHoro cnucka ACL gnsa agpecaumu
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access_list

no ipv6 access-list
access_list

mac access-list extended
access_list

no mac access-list
extended access_list

IPV6 1 BXOA B PeXMM ero KoHGUrypnpoBaHusa (ecam cnmcok ¢
AaHHbIM UMEHEM €elLLle He co3aH) 60 BXOZ B PEXMUM
KOHGUTYPMPOBaHMA paHee CO34aHHOTO CMMCKa.

Ypanexue cnucka ACL ana agpecaunm IPv6.

Co3gaHue HoBoro cnmcka ACL Ha 6a3e MAC-agpecauum 1 BXog,
B PEXMM €ro KOHPUrypmpoBaHua (eCn CNMUCOK C AaHHbIM
MMEHEM eLLe He co34aH) b0 BXOZ B PeXKMM
KOHOUIypMpoBaHUA paHee CO34aHHOrO CrUCKa.

Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumm.

time-range range_name

no time-range
range_name

range_name: (1..32)
cMmBoia

BxoZ, B peum KoHPUrypupoBaHus time-range u
onpeaeseHne BpeMeHHbIX MHTepPBaioB ANA CNUCKa AOCTyna.
- range_name - umsa npodunsa HacTpoek time-range.

YaaneHue 3agaHHOM KOHGUrypaumm time-range.

Ona Toro 4tobbl

aKTMBM3MpoOBaTb cnucok ACL,

NHTepdelicom, UCMOoJb3yIOLLMM CIUCOK, MOXKET bbiTb b0 nHTepdeic Ethernet, nmbo rpynna nopros.

KomaHabl pexkuma KoHourypuposaHua nutepdenica Ethernet, Vlan, rpynnbl nopTos.

KomaHaHan cTpoka B pexkxume KoHoUrypupoBaHua nHtepdeiica Ethernet, rpynnbl noptos nmeet sua;:

console

(config-if) #

Tabnnua 5.247 — KomaHga HasHayeHua cnmucka ACL nHTepdeicy.

KomaHda

3HayeHue

Aelicmeue

service-acl input
access_list [profile
profile_id]

no service-acl input
[profile profile_id]

access_list: (1..32)
CUMBONA;
profile_id: (0..2)

B HacTpolikax onpeaenéHHoro pusnyeckoro nHTepderica
KOMaH/Aa NpuBA3bIBAET YKa3aHHbIM CUCOK K AaHHOMY
nHTEpbeNcy.
V‘ Napamertp profile aocTyneH TonbKo B pexume
acl-only.
V’ B pexkume acl-only koHdurypuposaHue ACL Ha VLAN
HeAoCTynHO.

YpaneHue cnucka c uHtepdelica.

KomaHObI pexcuma Privileged EXEC

KomaHgaHan cTpoka B pexkume Privileged EXEC umeeT Bua;:

console#

Tabnnua 5.248 — KomaHap! aAna npocmoTpa cnmckos ACL

KomaHda

3HayeHue

Aelicmeue

show access-lists
[access_list]

show access-lists time-
range-active [access_list]

access_list: (1..32)
cMMBONIA

Moka3sbiBaeT cnnckn ACL, co3gaHHble Ha KommyTaTope.

Moka3sbiBaeT cnnckn ACL, co3gaHHble Ha KommyTaTope,
KOTOpble B HACTOALLEee BpeMA ABAAKTCA aKTUBHbIMM.

show interfaces access-
lists [gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group (1..8)

MokasbliBaeT cnucku ACL HazHauyeHHble nHTepdeiicam.
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clear access-lists counters
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

O6HYNUTbL BCe cyeTumKkm cnuckos ACL, inbo cyeTumkm gna
cnuckoB ACL 3apaHHOro nHTepdelica.

show interfaces access-
lists counters
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

lMoKa3bIBaET CYETYNKN CNIUCKOB Aoctyna.

KomaHObi pexcuma EXEC

KomaHgHasa cTpoKa B pexume EXEC nmeert sua;

console#

Tabnuua 5.249 — KomaHab! ana npocmoTtpa cnmckos ACL

KomaHda 3HaveHue Aelicmeue
show time-range range_name: (1..32) MoKa3blBaeT KOHOUIypaLUnio BpEMEHHOTO UHTEepBaa
range_name CnMmBONa

5.32.1 KoHdpueypuposaHue ACL Ha 6a3e IPv4

B AaHHOM paspene npuBeAeHbl 3HAYEHUA U OMUCAHMUA OCHOBHbLIX MAapamMeTpoB, UCMO/b3yeMbIX B
coCTaBe KOMaHA HacTpoiikm cnmuckos ACL, ocHOBaHHbIX Ha agpecauun |Pv4.

CosgaHne n BXOo4, B peXum pegaktmpoBaHua cnuckoB ACL, ocHOBaHHbIX Ha agpecauunn IPv4,
OCYLLLeCTBNAETCA MO KOMaHAe: ip access-list extended access-list. Hanpumep, ana cosgaHuA
cnuncka ACL nog HasBaHueMm EltexAL Heob6xo4MMO BbINONHUTL CieAyoLMe KOMAHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabanua 5.250 — OcHoOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaH4ax

MpoTtokon

Mapamemp 3HauyeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3paeT paspeluatoliee npasuao ¢unbTpaumm 8 cnucke ACL.
deny [ewncTteue ‘3anpetuts’ Co3gaeT 3anpeLatolee npasmao punbtpaunm B cnucke ACL.
protocol Mone npeaHasHayeHo AN yKasaHWA NPOTOKoNa (Mnu Bcex

NPOTOKO/08B), HAa OCHOBE KOTOPOro byAeT ocywecTsaseTca
dunbTpayms. Mpu BbiIGOpe NPOTOKOIA BO3MOXKHbI Cieayoume
BapwaHTbl: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp,
idpr, ipv6, ipvb:rout, ipv6:frag, idrp, rsvp, gre, esp, ah,
ipv6:icmp, eigrp, ospf, ipinip, pim, I2tp, isis, ipip, 6o
yncnoBoe 3HaYeHWe NPOTOKONa, B AnanasoHe (0 — 255).

[na cootBeTcTBUA NIOBOMY NPOTOKOJY MCNOb3YETCA
3HayeHue ip.

source_mac

MAC-agpec UCTOYHUKA

Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
WCTOYHMKA

Macka onpegenset 6uTbl MAC-afpeca UCTOYHWMKA NaKeTa,
KOTOpble HE06XOANMMO UFHOPMPOBATb. B 3HaUeHMA
UTHOPUpPYeMbIX BUTOB A0MKHbI BbITb 3aMMCcaHbl e4UHULbI.
Hanpumep, ncnonb3ys macky, MOXXHO onpenenvTb Ana
npasuna ¢uabTpaumm amanasoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao dpunbTpaumumn sce MAC-agpec
HaunHaowumeca Ha 00:00:02:AA.xx.xx, Heobxo4AMMO 3a4aTb
3HayeHne mackn 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHom
macke, nocnegHue 16 6ut MAC-agpeca byayT He BaxKHbI 4414
aHanusa.
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destination_mac

MAC-agpec HasHayeHus

Onpegenser MAC-agpec HasHayeHWsA Nakerta.

destination_mac_wildcard

Macka MAC-agpeca
Ha3HayeHuA

butoBasa macka, npumeHaemasa kK MAC-agpecy HazHavyeHuA
nakeTa. Macka onpegenset 6utel MAC-aapeca, KoTopble
HeobXxoAMMO UFHOPMUPOBATL. B 3HAYEHUA UTHOPUPYEMBIX
6MTOB A0/MKHbI BbITb 3aNMCcaHbl eaMHULbI. MacKa
MCNONb3yeTcA aHaNorM4yHO macke source_mac-wildcard.

source_ip

IP-apgpec NCTOYHUKaA

Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MCTOYHMKA

buToBasa macka, npumeHaemas K IP-agpecy UCTOYHMKA NakeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble HeobxoaMMo
MrHOPWUPOBaTb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB JO/KHbI
6bITb 3anNncaHbl eanHULbI. Hanpumep, UCNO/b3yA MackKy,
MOXHO onpeaenvnTb ans npasuaa Gunbtpaymm IP-ceto.
YT106b1 f,062BUTL B Npasuio ¢punbtpaymm IP-cetb 195.165.0.0,
HeobxoanMo 3a4aTb 3HauyeHne mackn 0.0.255.255, To ecTb
COrnacHoO AaHHOM Macke nocnegHue 16 6uT IP-agpeca byayT
MUTHOPMPOBATbLCA.

destination_ip

IP-agpec Ha3HavyeHunA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

destination_ip_wildcard

Macka IP-agpeca
Ha3HavyeHun

ButoBaa MacKka, npumeHsemas K IP-agpecy HazHayeHusA
nakeTa. Macka onpegaenset 6utbl IP-agpeca, KoTopble
HeobxoANMO UFHOPUPOBATL. B 3HaYEHUA UTHOPUPYEMbIX
6UTOB [0/IKHbI ObITb 3aNMcaHbl eauMHULbl. Macka
MCNONb3YeTCs aHaIorMYHO Macke source_ip_wildcard.

Mpuopurer IP

vlan WaerTudukaTop Vian Onpegaenset Vlan, gna Kotoporo 6yaeTt npumeHATbCA
npasuno.
DSCP- iff .B
dscp None DSCP & 3aronoske L3 OI‘IpEAEﬂH%T 3HayeHne DSCP-nons diffserv. BoamoxkHble Koabl
coobueHunit nons dscp: (0 — 63).
precedence Onpegenset npuopuTeT IP-Tpaduka: (0-7).

range_name

Mma npoduna
KoHOUrypauum time-range

Onpe,u,enﬂeT KOHC'JMpraLI,VIIO BPeMEeHHbIX MHTEePBAOB.

icmp_type

Tun coobuweHuii npotokona ICMP, ncnonbsyemblnt ans
dunbTpaumm ICMP-nakeToB. Bo3MOKHbIe TUMbl COODLLEHNI
nons icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-
request, address-mask-reply, traceroute, datagram-
conversion-error, mobile-host-redirect, mobile-registration-
request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris, iMb6o yicnosoe 3HayeHne
TMna coobuieHus, B ananasoHe (0 — 255).

icmp_code

Kop coobuieHunn
npoTtokona ICMP

Kopg, coobuweHunii npotokona ICMP, ncnonbsyemblin s
dunbTpaumm ICMP-nakeToB. Bo3MOKHble KOgbl COODLLEHNI
nons icmp_code: (0 — 255).

igmp_type

Tun coobuieHunn
npoTtokona IGMP

Tun coobuweHunit npotokona IGMP, ncnonbsyemblit gns
dunbTpaumm naketos IGMP. Bo3MOKHble TUMbl COOOLLEHWI
nons igmp-type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nnéo
YyncaoBoe 3HaYeHne Tna coobuieHns, B gnanasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayYeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moxHble 3HayeHMA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
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time (37), who (513), xdmcp (177).
JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags Ecaun ana ycnosua ¢unbTpaumm enar 4oaxKeH bbiTb
YCTaHOB/IEH, TO Nepes, HUM CTaBUTCA 3HAK «+», eC/n He
O0/1XeH 6bITb YCTaHOB/EH, TO «-». BO3MOMHbIe BapuaHTbI
®naru npotokona TCP dnaros: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin. Mpu McNo/ib30BaHMM HECKONbKUX Garos B
ycnosumn dunbTpauum, dnarv o6beguHAIOTCA B O4HY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

disable-port BbIK/IOYAET MOPT, C KOTOPOTO BblN MPUHAT NaKeT,
OTKNtOYeHMe nopTa YA0BNETBOPAIOLWMI YyCN0BMAM Nt060I 13 KOMaHA 3anpeTa
deny, B cocTaBe KOTOpOW, 6bI10 ONKCcaHO none.
log-input Bknatouaet OTNpaBKy WMHGOPMALMOHHbBIX COObBLEeHNA B
OTnpaBKa coobueHuni CUCTEMHDBINA  KypHan npuv MNONAYYEeHUW MaKeTa, KOTOpbIi

COOTBETCTBYET 3anncu.

offset_list_name 3apaeT Mcnonb3oBaHWe cNUcka WaboHOB Noab3oBaTens Ana
pacno3HaBaHua nakeToB. [AnAa Kaxpgoro cnvcka ACL moxket

6bITb ONpeaeneH cBoM CNMCOK WabnoHOoB.

HanmeHoBaHMe cnncka
wabaoHOB Nonb3oBaTens

index MHaeKc  3agaeT noONOXKeHMe npaBuna B CNUCKe UM ero
MHpekc npasuna npuoputeT. Yem meHble MHOEKC — TemM MNpuoputeTHee
npasuao. [JManasoH 4oNyCTUMbIX 3HayeHu 1-2147483647.

Ona Bbibopa Bcero guManasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3syertca
V napamerp «any».

/| Mocne TOro Kak xots 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHelt no ymonuaHuio
pobasnsetca 3anucb «deny any any any», KOTOpas O3HayaeT MWrHOpPUMpoBaHWe Bcex
nakeTtoB, He yaoBneTsopAloWMX ycnosuam ACL.

Tabnnua 5.251 - KomaHapl, Mcnonb3yemble gnsa HacTpoikm ACL cnmvckoB Ha ocHoBe IP-agpecaumm

KomaHda Aelicmeue
permit protocol [JobasnsaeT paspeLatoLyto 3annce GUabTpaLmm ans npotokona. MakeTobl,
{any|source_ip source_ip_wildcard} oTBevatoLme ycnosusam 3anucu, byayT o6pabatbiBaTbCA KOMMYTAaTOPOM.

{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

permit arp JobasnsaeT paspelatowyto 3annce uabTpaumm ansa npotokona ARP.
{any/source-mac source-mac-wildcard } MaKeTbl, OTBEYatoLMe yCA0BUAM 3anucu, byayT obpabaTtbiBaTbes
{any/ destination mac destination mac wildcard} | kommyTatopom

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}
[vlan vian_id] [index index]

permit ip [ob6asnser paspeLlatoLLyto 3anncb GuabTpaLmmn ana npotokona IP.
{any|source_mac source-mac-wildcard} MaKeTbl, OTBEYatoLWMe yCA0BUAM 3anucu, byayT obpabaTbiBaTbCA
{any|destination_mac KOMMYTaTOpPOM.

destination_mac_wildcard}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

permit icmp [JobasnsaeT paspeLatoyto 3anncb GuUabTpaumm ans npotokona ICMP.
{any|source_ip source_ip_wildcard} MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
{any| destination_ip destination_ip_wildcard} KOMMYTaTOpPOM.

{any|icmp_type}
{any|icmp_code}
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[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

permit igmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

Job6asnseT paspelatoLyto 3anmcb GuUabTpaLmm gaa npotokona IGMP.
MakeTbl, 0TBEYalOLWMe ycnoBUAM 3anucu, byayTt obpabatsiBaTbca
KOMMYTaTOpPOM.

permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnseT paspeluatoLyto 3anmcb GuUabTpaLmm ana npotokona TCP.
MakeTbl, OTBEYAtOWME YyCNOBUAM 3anucK, byayT obpabaTbiBaTbea
KOMMYTaTOpPOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[ob6asnsaeT paspeLatouyto 3anuce puabTpaumm ana npotokona UDP.
MakeTbl, OTBEYaKOLLME YCNOBUAM 3anncK, byayT obpabaTtbiBaTbCa
KOMMYTaTOpPOM.

deny protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obaBnaeT 3anpeLyatoLLyto 3anucb GUAbTPaLMKM ANA NpoTokona. MakeTbl,
oTBeYaloLLMe yCNoBUAM 3anucu, byayT 6/10KMPOBATLCA KOMMYTaTOPOM.
Mpu ncnonb3oBaHUK KAtoYeBOro cnosa disable-port dusnyeckui
nHTepdeNc, NPUHABLLMI TaKoW NakeT, byaeT BbikAoYeH. MNpu
MCMNONb30BaHUM KNOYEBOTO cNoBa log-input byaeTt oTnpasneHo
coobLLEeHNE B CUCTEMHBIM XKypHa.

deny arp {any/source-mac source-mac-wildcard
}

{any/ destination mac destination mac wildcard
}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }

[{log-input} {disable-port}]

[vlan vian_id]

[obasnaeT 3anpewatoLLyto 3anucb puabTpaumm ana npotokona ARP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 610KMpoBaTbCA
KoMMyTaTopom. Mpun ncnonb3oBaHUKM KNtoueBoro cnosa disable-port
duU3MYecKnit UHTepdelic, NPUHABLLMI TaKOM NakeT, byaeT BbikAtoueH. Mpu
MCMONb30BaHUM KNOYEBOTO CN10Ba log-input byaeTt oTnpasneHo
COObLLEHNE B CUCTEMHBIN XKypHan

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac
destination_mac_wildcard}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-
input] [index index] [offset-list
offset_list_name]

[vlan vian_id]

[ob6asnseT 3anpeLatoLyto 3anucb GuUAbTPaLMM ANs npoTokona IP.
MakeTbl, 0TBEYaOLWME YCNOBUAM 3anucK, ByayT 6a10KMpoBaTbCA
KomMmyTaTopom. Mpu MCNob30BaHMM KNoYeBOro cnoBa disable-port
duU3MYecKUIi UHTepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoueH. Mpu
MCNONb30BaHMM KNtOYeBOro cnoBa log-input 6yaeTt oTnpasaeHo
COObLLEHNE B CUCTEMHBII XKYypHa.

deny icmp {any|source_ip source_ip_wildcard}
{any| destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[ob6asnaeT 3anpeLyatoLyto 3anucek puabTpaumm ana npotokona ICMP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaTbCA
KoMmyTaTopom. Mpu Mcnonb3oBaHUK KNtoueBoro cnosa disable-port
dU3MYECKUI HTepdelic, NPUHABLLMIA TaKOM NaKeT, byAeT BbIKAHOYEH.
Mpw Mcnonb3oBaHWK KNOYEBOTO CN0Ba log-input byaeTt oTnpaBneHo
CO0bLLEHNE B CUCTEMHBII XKypHa.
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deny igmp {any|source_ip source_ip_wildcard}
{any| destination_ip destination_ip_wildcard}
ligmp_type]

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnsaeT 3anpewatoLyto 3anmcb GunbTpaumm gaa npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KoMmyTaTopoM. MpKn ncnoib3oBaHUK Katouesoro cnosa disable-port
du3nYecKMii UHTepdelic, NPUHABLUMIA TaKoM NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHUK KNKOYEBOTO cNoBa log-input byaeT oTnpasieHo
CO0bLEHME B CUCTEMHDIN KYPHa.

deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnaeT 3anpewatoLyto 3anmcb GuabTpaLmm ana npotokona TCP.
MaKeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHUKM KakoveBoro cnosa disable-port
du3nYecKMii MHTepdelic, NPUHABLUMIA TaKoM NakeT, byaeT BbikAtoyeH. Mpu
MCNO/Ib30BaHMM KNtoYeBoro cno.a log-input byaet otnpasneHo
COObLLEHNE B CUCTEMHDIV KYpHa.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

LobasnaeT 3anpewarouwyto 3anncb GunbTpauum gna npotokona UDP.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKMpoBaTbCA
KoMmyTaTopoMm. Mpun ncnosnb3oBaHUK Katovesoro cnosa disable-port
dusnyecknin nHTepdenc, NPUHABLIKUIA TaKoM NakeT, byaeT BbIK/NIOYEH.

offset-list name { offset_base offset mask value}

Co30aéT cnmcok wabioHOB No/b30BaTeNA C UMeHeM name. ima moXKeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.
B 04HOIM KOMaHAEe MOXKET coaepKaTbCA A0 NATH WabIOHOB, COCTOALMX U3
cnepyoLmx NapameTpoB:
offset_base — 6a30Boe cmelleHWe. BO3MOXKHble 3HaYeHuA:

L3 — Hayano 3aronoBKa IPv4;

L4 — KoHeL, 3aronoskKa IPv4;
offset — cmeweHre b6aliTa faHHbIX B Npeaenax naketa. basosoe
cMelleHre NPUHMMAETCA 3a Havalo OTCYeTa;
mask — macka. B aHanu3e naketa NPMHUMALIOT y4acTUe TOJIbKO Te paspsaabl
6aliTa, ANA KOTOPbIX B COOTBETCTBYIOWMX Pa3paaax Macku 3agaHa ‘1’;
value — UICKomoe 3HayeHue.

no offset-list name

Yaansaer co3faHHbIA paHee CrMCOK.

5.32.2 KoHjpueypuposaHue ACL Ha 6a3e IPv6

B AaHHOM pa3gene NpuBeAEHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MapPamMeTpPoB, UCMO/b3YEMbIX B
CoCTaBe KOMaHA HacTpoiikm cnmuckos ACL, ocHOoBaHHbIX Ha agpecauun IPv6.

CospgaHne u BXoA, B pexum pegaktMpoBaHua cnuckoB ACL, ocHOBaHHbIX Ha agpecaunun [Pv6,
OCyLLEeCcTBAAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, AnAa co3gaHua Cnmcka
ACL nog Ha3BaHMem MESipv6 HeE06X0AMMO BbINOSIHUTL CAeAyolmMe KOMaHabl:

console#

console# configure

console (config)# ipvé access-list MESipv6
console (config-ipv6e-al) #

Tabnnua 5.252 — OcHOBHble NapamMeTpbl, UCNONb3yeMble B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue
permit [Jenctene paspewmnTsb Cospgaet paspeLuatollee npasuao ¢punbTpaumum B cnmucke ACL.
deny [Jevicteue 3anpetutb Co3pgaet 3anpeLatollee npasmao punbtpaumm B cnucke ACL.
protocol NooToKON Mone npeAHa3Ha4YeHO AN YKa3aHUA NPOTOKoNa (Mam Beex
P NPOTOKO/I0B), Ha OCHOBE KOTOPOro byAeT ocyLlecTsafeTcs
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dunbTpaums. Mpu BbiIGOpe NPOTOKO/IA BO3MOXKHbI Cieayoume
BapuaHTbl: icmp, tcp, udp, 1M60 YMcnoBoe 3HaYeHne
npoToKona —icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA NIOBOMY NPOTOKOY MCNOb3YETCA
3HauyeHwue ipvé6.

source_prefix/
length

Afpec oTnpasuTensa u ero
ANMHa

OnpegenseT IPv6-agpec u aanHy npedukca cetn (0-128)
(KonnyecTBO CTapwmx BUT agpeca) MCTOUHKMKA NakeTa.

destination_prefix/

Aapec HazHavyeHuA u ero

Onpeaenset IPv6-agpec n anvHy npedukca cetm (0-128)

length OJ/IMHA (KonnyecTBO CTapLmnx 6UT agpeca) HasHauYeHUs NaKkeTa.

dscp None DSCP & saronoske L3 Onpep,enﬂeuT 3HayeHune DSCP-nonsa diffserv. BoamoskHble Koabl
coobueHnit nons dscp: (0 — 63).

precedence Mpuoputert IP Onpegenset npuoputeT IP-TpaduKa:(0-7).

range_name

Nmsa npoduna
KOoHbUrypauum time-range

Onpegenser KOHOUTYPaLUIO BPEMEHHbIX MHTEPBAJOB.

icmp_type

Tun coobuweHunn
npoTtokona ICMP

Ucnonbsyetca ana ¢punorpaumnmn ICMP-nakeTos. Bo3moxHble
TUMbl U YMCNOBbIE 3HAYEHUA cO0bLLEHMI nos icmp-type:
destination-unreachable (1), packet-too-big (2), time-
exceeded (3), parameter-problem (4), echo-request (128),
echo-reply (129), mld-query (130), mld-report (131), midv2-
report (143), mld-done (132), router-solicitation (133), router-
advertisement (134), nd-ns (135), nd-na (136).

icmp_code

Koa coobuieHui
npoTtokona ICMP

Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3moKHble
3HayeHua nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3HauyeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moxHble 3HauyeHus nonsa TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp (117), whois (43), www (80);

ana UDP-noprTa biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).

JInbo uncnosoe 3HavyeHue (0 — 65535).

list_of flags

®narn npotokona TCP

Ecaun ana ycnosua ¢unbtpaumm dnar 4oaxKeH bbiTb
YCTaHOB/IEH, TO Mepes HUM CTAaBUTCA 3HAK «+», €C/IU He
[0KeH 6bITb YCTAaHOB/EH, TO «-». BO3MOXHble BapuaHTbl
¢dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin.

OTnpaBKa coobuieHni

disable-port BbIKNtOYaAET NOPT, C KOTOPOTo BbI1 NPUHAT NaKeT,
OTKANtoYeHVE nopTa YZL0B/IETBOPAIOLWNIA YCNOBUAM Nt06ON M3 KOMaHA, 3anpeTa
deny, B cocTaBe KOTOpOM, 6b110 ONKUCaHO none.
log-input Bkatouaet OTNpaBKy WHOOPMALMOHHBIX CcoObLeHni B

CUCTEMHBIN KYpHan npu MOJNyYEHUM MNaKeTa, KoTopbli
COOTBETCTBYET 3anucHm.

offset_list_name

Mmsa cnvcka 6UToBbIx
nonem

3agaeT MCnonb3oBaHWe cnuncka WwaboHoB Noab3oBaTensa Ais
pacno3sHaBaHuA naketoB. [na Kaxgoro cnmucka ACL moskeT
6bITb ONpeaeneH CBOM CNMUCOK WabnoHOoB.

index

MHaekc npasuna

NHaeKc npaBuna B Tabnuue, 4yem MeHbLIe UHAEKC — Tem
npuoputeTHee npasuno 1-2147483647

/ Ana ebibopa Bcero AvanasoHa napametpos, Kpome dscp u ip-precedence ucnonb3yerca
napameTtp «any».

[ Nocne Toro, Kak xota 6bl ogHa 3anucb aobasneHa B cnucok ACL, B cnucok agob6asnatorca

3anucu

permit-icmp any any nd-ns any

permit-icmp any any nd-na any
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deny ipv6 any any

[Be nepsble U3 HUX pa3pellaloT NOUCK coceaHux IPv6 yCTPOMCTB ¢ MOMOLLbIO NPOTOKONA
ICMPVv6, a nocnegHAaa O3HayaeT UrHOPUPOBAHME BCEX MAKEeTOB, He YA0BAETBOPAIOLMX

ycnosuam ACL.

Tabnuua 5.253 — KomaHabl, ucnosbayemole ans Hactponkm ACL cnmckos Ha ocHoBe IPv6-agpecaumm

KomaHoa

Aeiicmeue

permit protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[obasnaet paspeLatoLyto 3anmcb GUAbTPaLMM AnA NpoToKoNa. MakeTbl,
oTBevatoLme ycnoBuam 3anmcu, byayT 06pabatbiBaTbCA KOMMYTAaTOPOM.

permit icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[dobasnaeT paspelatowyto 3anncb GuUabTpaumm ans npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOpPOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

JobasnsaeT paspeLatowyto 3anuce uabTpaumm ans npotokona TCP.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[obasnsaeT paspeLatowyto 3anuce uabTpaLmm ans npotokona UDP.
lMaKeTbl, OTBEYalOLMeE yCnoBUAM 3anucK, byayT obpabatbiBaTbea
KOMMYTaTOPOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnsaer 3anpeLyatoLLyto 3anucb GUAbTPaLMK ANA NpoToKona. MakeTsl,
oTBEYaloLLME YCIOBUAM 3anucK, byayT 6/10KMPOBaTHCA KOMMYTAaTOPOM.
Mpu ucnonb3oBaHUK KNtodeBoro cnosa disable-port ¢usnueckuit
UHTepdeic, NPUHABLLMI TaKoM NaKeT, byaeT BbiKAOYEH. Mpu
MCNo/Ib30BaHUM KNKOYEBOTO C/10Ba log-input byaeT oTnpaBneHo
co0bLLEHME B CUCTEMHDIN KYpPHa.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

JobasnsaeT 3anpewatoyyto 3anuce puabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCa
KoMmyTaTopoMm. Mpu ncnonb3osBaHum Katodesoro cnosa disable-port
du3nYecknin nHTepdeic, NPUHABLIKIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNONb30BaHUK KNKOYEBOIO cNoBa log-input byaeTt oTnpaBneHo
co0bLLEHME B CUCTEMHDIM KYpPHa.
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deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpewatoLLyto 3anucb puabTpaumm gna npotokona TCP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHUK Katouesoro cnosa disable-port
duU3MYeCcKUIi UHTepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoueH. Mpu
MCMNONb30BaHUM KNOYEBOTO C10Ba log-input byaeT oTnpasneHo
CO0D6LEHNE B CUCTEMHBII XKypHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6aBnaeT 3anpeLLatoLLyto 3an1cb GuabTpauumn ana npotokosa UDP.
MakeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaThbCA
KommyTaTopom. Mpun ncnonb3oBaHUKM Katovesoro cnosa disable-port
dusnyecknin HTepdenc, NPUHABLLIMIA TaKoW NakeT, ByaeT BbikatoveH. Mpu
MCMNONb30BaHUM KOYEBOTO C/10Ba log-input byaeTt oTnpaBneHo
co0blLEeHME B CUCTEMHDIN KypHa.

offset-list name
{ offset_base offset mask value} ...

Co34aéT cnMcoK WwabioHOB No/b30BaTeNA C UMEHEM name. ma moxKeT
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.
B ogHOM KOMaHAE MOXKET coaepKaTbCa 40 NATU WabaoHOB, COCTOAWMX U3
cneayoLmx napameTpoB:
offset_base — 6a3oBoe cmeleHMe. BO3MOXKHbIe 3HaYeHuUsA:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeL, 3aronoBskKa IPv4;
offset — cmeweHne 6aliTa pJaHHbIX B Mpegenax naketa. basosoe
CMeLLeHMe NMPUHMUMAETCA 33 Ha4yao OTCYeTa;
mask — macka. B aHanuse nakeTa NPMHUMAIOT y4acTue TOJIbKO Te paspsaabl
6aiTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paLax Macku 3agaHa ‘1’;
value — ucKomoe 3HaveHue.

no offset-list name

Yaanser co3aaHHbIN paHee CruCoK.

5.32.3 KorngpuzypuposaHue ACL Ha 6a3ze MAC

B gaHHOM pasgene npuseeHbl 3HAYEHMA M ONUCAHMA OCHOBHbIX MApPameTpoB, UCMOAb3yeMbIX B

cocTaBe KoMaHg HacTponkm cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumn.

CospaHune u BXoA, B pexum pepaktuposaHua cnuckoB ACL, ocHoBaHHbIX Ha MAC-agpecauun,
oCcyllecTBnAeTcA NO KOMaHAEe: mac access-list extended access-list. Hampumep, ana cosgaHwma

cnucka ACL nog Ha3BaHMem MESmac Heob6xoAMMO BbINOHUTL CAeAYHOLME KOMaHAb!:

console#
console# configure

console (config)# mac access-list extended MESmac

console (config-mac-al) #

Tabnnua 5.254 - OcHOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaHaax.

Mapamemp 3HavyeHue Aelicmeue
permit [JeWcTBre paspelnTsb CospgaeT paspeluatolee Npasmno punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3paet 3anpewatolee npasuno unbtpaumm B cnucke ACL.
source Appec oTnpasuTens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

buTtoBasa macka,
npumeHaemasn Kk MAC-
afpecy UCTOYHMKA NakeTa

Macka onpegenset 6utel MAC-agpeca, KoTopble Heo6X04MMO
WUrHOPWPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB AOKHbI 6bITb
3anucaHbl eanHULbI. Hanpumep, UCnob3ya MacKy, MOXKHO

YT106bl £,06aBMTL B Npasuao ¢punbtpaumm sce MAC-agpec
HaunHatowmecs Ha 00:00:02:AA.xx.xx, HeO6X0AMMO 334aTb
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3HayeHune mackm 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoM macke,
nocnegHue 16 6ut MAC-agpeca 6yayT He BaKHbI AN aHaAn3a.

destination

AZpec HazHayeHun

Onpepenser MAC-agpec HazHa4yeHUA nakeTa.

destination_wildcard

buTtoBasa macka,
npumeHaemasa Kk MAC-
afpecy HazHayYeHuA NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HE0H6X0AMMO
UrHOPMPOBaTb. B 3HaYeHUA THOPUpPYyeMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbI. MacKa MCMob3yeTcAa aHaN0rMYHO MacKe
source_wildcard.

vlan_id [ranasoH 3Ha4YeHul MNoacetb VLAN ¢opunbTpyembix NakeTos.
(0..4095)
cos [unanasoH 3HaYeHui Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.
(0..7)

cos_wildcard

buTtoBasa macka,
npumeHaemas K Knaccy
obcnyxnsanus (CoS)
dUNbTPyeMbIX NaKeToB

Macka onpegenset 6uTbl CoS, KOTopble HE0HX0ANMO
WUrHOPMpPOBaTb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB A0/XKHbI BbITh
3anucaHbl eguMHNULBI. Hanpumep, 4Tobbl UCNonb30BaTb B Npasuie
¢dunbTpaymm CoS 6 n 7, Heobxogumo B none CoS ykasaTb
3HauyeHue 6, 6o 7, a B Nosie Macku 3HadeHune 1 (7 B ABONYHOM
npeactasneHun — 111, 1 — 001, nonyyaercs, 4To nocnegHuin 6mr,
byaeT urHopupoBsatbes, To ecTb CoS moxeT 6biTb b0 110 (6),
nmbo 111 (7)).

eth_type

[uranasoH 3Ha4YeHul"
(0.. OXFFFF)

Ethernet Tvn ¢unbTpyembix NakeToB B WECTHAALATEPUYHOWN
3anucu.

disable-port

BbIkNtOYaeT NopT, C KOTOPOro H6bl1 NPUHAT NakKeT,
YO,0BNETBOPAOLWMI YCIOBUAM KOMaHAbI 3anpeTa deny.

log-input

OTnpaBKa coobweHni

BKAtoyaeT oTnpaBKy MHOGOPMALMOHHBIX COOBLEHUIA B CUCTEMHbIN
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucHu.

range_name

Nma npoduna
KoHbUrypauum time-range

Onpegenset KOHPUIYPaLMIO BPEMEHHbIX MHTEPBAOB.

offset_list_name

MobaliToBOE CMelLleHne OT
KNHOYEBOM TOUKK

3afaeT Mcnosib30BaHME CMMCKa WabsoHOB NOAb30BaTENA AN1A
pacno3HaBaHuMA NakeTos. Aaa Kaxkaoro cnvcka ACL moxkeT 6bITb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

index MHOeKE NDaBuAa MHAaeKe npaBuna B Tabanue, Yem meHbLIe MHAEKC — Tem
A P npuoputeTHee npasuno 1-2147483647
/ Ana Bblﬁopa BCEero AuvanasoHa napameTposB, Kpome dscp u ip-precedence ucnoab3lyerca
napamerp «any».
/' MNocne Toro Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeit No ymonyaHuio
AoﬁaBHHETCﬂ 3anNucb deny-any-any, KOTOpaA O3Ha4YaeT UTHoOpupoBaHUEe BCeX NaKeToB He

yaosnersopsatowmx ycnosuam ACL.

Tabanua 5.255 — KomaHgpl, ucnonb3yemole gns Hactpoikn ACL-cnmckoB Ha ocHose MAC-aapecaumm

KomaHda

Aelicmeue

permit

[vlan vian_id]

{any|{source source_wildcard }
{any|destination destination_wildcard}

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

[ob6aBnseT paspeLuatoLLyto 3anncb GuabTpaLmu. MakeTbl, OTBeYatoLLme
yCa0BMAM 3anucu, byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

deny

[vlan vian_id]

{any|{source source_wildcard }
{any|{ destination destination_wildcard}}

[cos cos cos_wildcard] [eth_type]

[JobasnsaeT 3anpeLyatoLLyto 3anuck punbTpaumm. MNakeTsl, oTBeYaoLWme
ycnosuam 3anucu, byayt 610kmposatbca KommytaTopom. Mpum
MUCNONb30BaHUK KNtoveBoro cnosa disable-port, ¢usnyeckuin nHtepdeiic,
NPUHABLUWIA TaKoW NakKeT, byAeT BbIK/AOYEH.

Mpu ncnonb3oBaHWM KNtOYeBOTO cnoBa log-input byaet oTnpasneHo

[time-range range_name] Cco0bLLEHME B CUCTEMHDIM KYpPHa.
[disable-port|log-input] [index index]
[offset-list offset_list_name]

offset-list name { offset_base offset mask

value} ...

Co34aéT cn1coK WabnoHOB NOb30BaTENS C UMeHeM name. ms moxkeT
BK/ItOYaTb OT 1 A0 32 cMmBONOB.
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B 04HOIM KOMaHAEe MOXKET coaepKaTbCa A0 NATU WabIOHOB, COCTOALMX U3
cnepyoLWwmx NnapameTpoB:
offset_base — 6a30Boe cmelleHne. Bo3mMoXKHble 3HaYeHun:
L2 Havano cmelleHusa ot Ethertype-
outer-tag  Havano cmeweHusa ot STAG
inner-tag Hayano cmelteHusa ot CTAG
src-mac Hayano cmeuteHma ¢ MAC-agpeca UCTOYHMKA
dst-mac Hayano cmeweHna ¢ MAC-agpeca Ha3HayeHua
offset.offset — cmeweHne 6aliTa gaHHbIX B Npesenax naketa. basosoe
cMeLeHMe NPUHMMAETCA 3a Havano oTcyeTa
mask — macka. B aHann3e naketa NPMHUMAIOT y4acTUe TOJIbKO Te paspsaabl
6aifTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paax Macku 3agaHa ‘1’.
value — uckomoe 3HayeHune

no offset-list name Ypanaet co3faHHbIN paHee CrUCOoK.
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5.32.4 Hacmpoliika epemeHHbIX UHMepeanoes «time-range» 074 cnuckos docmyna

B AaHHOM pasgene npnuBoaATCA KOMaHAbIl HaCTpOﬁKM BPEMEHHbIX MHTEPBANIOB A/14 CMUCKOB ACL.

CospgaHve U BXo4 B

pexumm  penakTmpoBaHUA

npopuna KoHbwurypaumm «time-range»,

OCYLLEeCTBAAETCA NO KOMaHAe: time-range range_name. Hanpumep, ans cosgaHma npoduns BpeMeHHbIX
WHTEepPBaNoB noj HasBaHuem http-allowed HeobxoAMMO BbINOHUTL C/ieAytoWMe KoMaHap!:

console#
console# configure

console (config)# time-range http-allowed

console (config-time-range) #

Tabnnua 5.256 — KomaHAabl pexkuma KOHPUIypUpPOBaHUA BPEMEHHbIX UHTEPBANOB

no absolute end

month: (Jan .. Dec)
year: (2000..2097)

Mapamemp 3HauyeHue Aelicmeue
absolute start hh:mm day month year YcTaHaBAuBaeT abcontoTHble BpeMs U AaTy, Korga CNmMcoK
[A0CTyna BCTYMNaeT B CUAY.
no absolute start YaanaeT orpaHuyeHne no BpemeHu
hh:mm: (0..23):(0..5) A P P
absolute end hh:mm day month year day: (1..31) YcTaHaBAnBaeT abcontoTHblE BpeMA U AaTy 3aBepLUeHns

LEeNcTBMA CNUcKa gocTtyna.

YaanaeT orpaHuyeHune no spemeHun. Ecam spems n gata
3aBepLUeHUs AeUCTBMUA CNMUCKA AOCTYNa He YCTaHOB/IEHbI,
TO CMMCOK J0CTyna byaeT fencTBoBaTb HeonpeaeNeHHbIN
CPOK.

periodic day_of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the_weekl1
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the_week2...day_of the_week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
Monday,
Tuesday, Wednesday,
Thursday, Friday,
Saturday, Sunday
hh:mm: (0..23):(0..5)

YcTaHaBAMBaeT Bpema U AeHb Hedenun, Koraa Cnucok
AocTyna 6yaeT akTUBEH.

Ypanaet orpaHu4YeHune no BpemeHun.
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5.33 KoHdurypuposaHue 3awurtbl ot DoS-atak

l£|,aHHbIl\;1 K/1aCC KOMaHA NO3BONAET 6ﬂOKVIpOBaTb HEKOTOpPblE PACNPOCTPAHEHHbIE KN1ACCbl DoS-aTak.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

KomaHaHasA cTpoKka B pexkume rnobanbHOro KOHPUrypMpoBaHUA MMEET BUA,:

console

(config) #

Tabnnua 5.257 — KomaHapl Ana HAaCTPOMKM 3alnTbl oT DoS-aTak

Mapamemp

3Ha4yeHue

Aelicmeue

security-suite
martian-addresses
{reserved|add ip_address
|remove ip_address }

deny

3anpelLyaeT NpoxoxaeHve ¢ppenmos ¢ HegONyCTUMbIMU
(«mapcraHcknumm») IP-agpecamu nctodHuka (loopback,
broadcast, multicast).

- ip_address - BanngHbin IP-agpec

security-suite dos protect
{add|remove}
{stacheldraht|
invasor-trojan|
back-orifice-trojan}

3anpelyaeT/paspellaeT NPOXoKAEHME ONpeaeNeHHbIX TUNOB
TpaduKa, xapaKTepHbIX ANA BPEAOHOCHbIX MPOrPamm:

- stacheldraht — ot6pacbiBaet TCP-nakeTbl ¢ nopTom
UCTOYHMKA 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOpPTOM
Ha3HayeHua 2140 n nopTom UctouHUKa 1024;

- back-orifice-trojan — ot6pacbisaeT UDP-nakeTbl c noptom
HasHaveHuA 31337 n nopTom UctouHnKa 1024,

security-suite enable

no security-suite enable

BksitouaeT Knacc KomaHg, security-suite.

OTKAIOYaEeT KNacC KOMaHA, security-suite

KomaHabl pexxuma KOHOUTYpPUPOBaHUA VIHTepdDEI\/’ICH Ethernet, rpynnbl NOpTOB

KomaHAHanA CTpoKa B pexkume KoHOUrypuposaHua uHTepdeiica Ethernet, rpynnbl nopToB MMeeT BUA;

console

(config-if) #

Tabnnua 5.258 — KomaHga KoHpurypmposaHuma 3awwmtbl ot DoS-atak gns nHtepdeiicos

KomaHda

3HayeHue

Aelicmeue

security-suite deny
{fragmented |icmp [syn}
{add|remove} {any|
ip_address } [mask]}

no security-suite deny
{fragmented|icmp|syn
{add|remove} {any|
ip_address} [mask]

Cospaet/yganser npasusio, 3anpeLLatoLLee NpoxXoxaeHne
TpaduKa, COOTBETCTBYIOLLEFO KPUTEPUAM:

- fragmented — ¢pparmeHTMpOBaHHbIE NaKETHI;

- icmp — ICMP-Tpaduk;

- Syn — syn-naketbl;

- ip_address — BanuaHbii IP-agpec;

- mask — macka B ¢opmarte IP-agpeca nnm npedukca.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYAHMIO.

security-suite dos syn-
attack rate {any|
ip_address} [mask]

no security-suite dos syn-
attack {any| ip_address}
[mask]

rate: (5..1000) nakeToB B
CeKkyHAay

3afaeT Nopor syn-3anpocoB Ha onpeaeseHHblit IP-agpec/ceTs,
Npw NpeBbILEHNN KOTOPOTO NLWHNE dperimbl byayT
oTbpacbiBaThCA.

- rate — CKOpOCTb;

- ip_address - BanugHbii IP-agpec;

- mask — macka B ¢opmarte IP-agpeca nam npedukca.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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5.34 KauectBO 06CnyuBaHua - QOS

Mo ymonyaHMIO Ha BCeEX MOPTax KOMMYyTaTopa MCMO/b3yeTcs opraHM3auus ovyepeam NaKeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsbit ywén (First In — First Out). Bo Bpems MHTEHCMBHOM nepenayu
TpadmKa Npu UCNONb30BaHMM AAHHOTO METOAA MOIYT BO3HWKHYTb NMpPobaemMbl, MOCKO/bKY YCTPOMCTBOM
UrHOPUPYIOTCA BCe nakeTbl, He Bowegwune B bydep ouvepean FIFO, M cooTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. PelwaeT gaHHyt nNpobnemy MeToh, OpraHM3yloWwMii ovyepean Mo npuoputety TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 0b6cnyKMBaHWA), peann3oBaHHbIN B KOmMyTaTope MES2124,
NMO3BONISIET OPraHM30BaTb YeTbipe ovepenm NPUOPUTETA NAKETOB B 3aBMCMMOCTU OT TUMA NepenaBaeMblX
OAHHbIX.

06cny:KuBaHue ovepeaei

Anroputmbl 06CNyXKMBaHUA ovepeder MOo3BOJIAKT NPeAoCTaB/ATb PasHbiid ypoBeHb QoS TpaduKky
pasHbiX KnaccoB. Karkaas odepegb 3aHMMAETCA MakeTamMu C onpedeneHHbIM npuoputeTom. Tpebyetcs,
yTObObl BbICOKOMPUOPUTETHLIN TpaPuK 0bpabaTtbiBasicA C MUHUMAJIBHOW 334EpPXKKOW, HO MpM 3TOM He
3aHMMan BCIO MOJIOCY MPOMYCKaHMUA, U 4YTOObl TPadUK KarKAoro M3 OcCTasibHbIX TMNOB obpabaTtbiBascA B
COOTBETCTBUU C €ro NPMOPUTETOM. ITO peanmnsyetcs Npu NOMOLLM MexaHU3Ma «oTcevyeHua xBocTa» (tail-
drop), ncnonb3oBaHMA BUPTYaibHbIX NAKETHbIX BypepoB 1 HAaCTPOKKN pa3sMepoB oUepeent.

B KoMmyTaTope MMeeTcs HacTpolKa Mo YMOJIMaHUIO A1 PasMepoB ouyepeneirt U napameTpoB
BMPTYa/IbHbIX MaKeTHbIX bydepos. Mpn HEOOBXOAUMOCTN AAHHYIO HACTPOMKY MOXKHO M3MEHWUTb NPY NOMOLLM
mexaHu3ama «qos tail-drop profile».

5.34.1 Hacmpolika QoS

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Buz 3anpoca KoMaHAHOM CTPOKM pernma rinobasnbHoro KoHPUrypmposaHumsa:
console (config) #

Tabnnua 5.259— KomaHabl perkuma rnobanbHoro KoHGUrypupoBaHums
3Ha4yeHue/3HayeHue
no ymon4aHuro

qos [basic | advanced] PaspeluaeT KoMmyTaTopy MCnoab3oBaTb QOS.

- basic — 6a3o8bIlt pexxum QoS;

- advanced — pacluMpeHHbI pexkum KoHdurypmposaHusa QoS,
BK/IIOYAIOLLMIA NOMHbIN NepeyeHb KOMaHZ HacTpolikM QoS.

KomaHda Aelicmeue

-/basic
no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.

V HacTpoiiku QOS npu atom 6yayT yaaneHbl.
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class-map
class_map_name
[match-all| match-any]

no class-map
class_map_name

(1..32) cumBonos

Mo ymonyaHuto
MCNonb3yeTca onuua
match-all

1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.
2. BXOAWT B peXXUM pesakTMpoBaHMA CMCKA KpUTEpUEB
KnaccuduKkaumm TpaduKa.
- match-all — Bce KpuTepum gaHHOro cnuncka goKHbI BbITb
BbIMO/IHEHDI;
- match-any — oauH, 1t060W KpUTEPUII JaHHOTO CKCKa
O0J/IKeEH BbITb BbINOJIHEH.

, B cnucke Kputepues MoxKeT 6biTb OAHO UM ABA
V npasuna. Echv npasuna gBa, u 06a oHM yKasbiBaloT

Ha pasHble Tunbl ACL (IP, MAC), To Knaccudukauma

6yAeT ocyLwecTBAATLCA NO NePBOMY B CIMCKe BEPHOMY
npasuay.
DeiicTByeT TONbKO AnA pexxuma qos advanced

¥

YaanaeT cnvcok Kputepues Knaccuduraumm Tpadumka.

gos tail-drop profile
profile_id

no qos tail-drop profile
profile_id

profile_id: (1..4)/-

Co3gatb npodunb gos tail-drop.

Ypanute npodunsb qos tail-drop.

policy-map
policy_map_name

no policy-map
policy_map_name

(1..32) cumBonos

1. Co3paert cTpaternio Knaccudurkaumm Tpaduka.

2. BXxoauT B peXXnm pefaKTMpoBaHuUA cTpaTernm

KnaccuduKkaumm Tpadpumka.

V' B ogHOM HanpaBneHUU noaaep:KMBaeTca TO/IbKO
ofHa cTpaterua Knaccudukaumm Tpaduka.

Mo ymonuyaHuio policy-map ycraHasnusaetr DSCP=0 ans IP-

naketoB un CoS=0 ana TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TOoNbKO anA pexxuma qos advanced.

YaanseT npasmao Knaccuomnkaumm tpaduka.

gos aggregate-policer
aggregate_policer_name
committed_rate_kbps excess-
burst-byte [exceed-action
{drop | policed-dscp-
transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumBona

committed_rate_kbps:
(3..57982058)

committed_burst-byte:
(3000..19173960)

Onpegenset wWabaoH HacTPOEK, KOTOPbI NO3BOAET
OrpPaHMYUTL NOAOCY MPOMNYCKAHMA KaHana U B TO e Bpems
rapaHTUPOBaTb ONpPeseIeHHYI0 CKOPOCTb Nepesayn AaHHbIX.
Mpu paboTe ¢ NONOCON NPONYCKaHWA UCNONb3YETCA aroPUTM
MapKMPOBaHHOW «KOP3UHbI». 3a4auei anroputma ABAseTcs
NPUHATUE pelleHns: nepeaaTtb NakeT Uam oTbpocuTb.
MapameTpamu anroputTma sBAAITCA — CKOPOCTb MOCTYNIEHUSA
(CIR) mapKkepoB B «KOpP3WHY» U 06BEM (CBS) «KOP3UHBI».
- committed_rate_kbps — cpegHee 3Ha4YeHNe CKOPOCTH
TpaduKa, Kbut/c. [laHHaA CKOPOCTb rapaHTUPyeTCa Npu
nepegave nHbopmaumu;
- excess-burst-byte — pasmep cep:KuBatoLLero nopora B
baiTax;
- drop — naket byzeT oTOpOLLEH, KOraa KKOp3MHa»
nepenosHMTCS;
- policed-dscp-transmit — npu nepenonHeHUN KKOP3UHbI»
3HauyeHue DSCP byaeT nepeonpeseneHo.
V' Henb3sa yaanuTb WabnoH HACTPOEK, ec/n OH
ucnonb3ayetca B ctpaterum policy map, nepeg
yAaneHvem cneayet yaanutb HasHaueHue wabnoHa
cTpaTteruu: no police aggregate aggregate_policer_name

\ [eicTByeT TONIbKO ANA pexuma qos advanced.

Ypanaet wabnoH HaCTpOEK peryimpoBaHMA CKOpPOCTU KaHana.

wrr-queue cos-map queue_id
cosl1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4)
cosl...cos8: (0..7)
3HayeHuna CoS no
YMOIYaHMIO ann

oyepepnen:
CoS=1-ouepegb 1
CoS =2 -ouepegb 1

Onpegenset 3HaveHna CoS ana ouepeseit ucxoaallero
TpaduKa.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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CoS =0 —ouepegpb 2
CoS =3 —ouepegpb 2
CoS =4 —ouepegp 3
CoS =5-ouepegp 3
CoS =6 —ouepegb 4
CoS =7 —ouepegb 4

wrr-queue bandwidth
weight1 weight2 weight3
weight4

no wrr-queue bandwidth

0..255/1

Mo ymonyaHuto Bec
KaXKAoW o4yepean paseH
1

MpuceansaeT BEC UCXOAALLMM O4EPeSAM, UCMO/b3yeMbli
mexaHusmom WRR (Weighted Round Robin — BecoBoit
MeXaHM3M pacnpeaeneHunn Harpysku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

priority-queue out
num-of-queues

number_of_queues

no priority-queue out num-
of-queues

number_of_queues:
(0..4)

Mo ymonyaHuio, Bce
ouepeam
obpabaTtbiBatoTcs no
anropuTmy «strict
priority».

3afaeT KOANYECTBO NPUOPUTETHBIX OYepesen.
Ana npuoputetHoit ouepeau sec WRR 6yger
urHopuposartbca. Ecnu 3apaetca otanuHoe ot «0»
3HaueHue N, To ctapwme N ouepepeii 6yayTt
npuoputeTHbiMU (He 6yayT yyactBoBatb B WRR).
MNpumep:
0: Bce ouepeaun paBHOMNPABHbI;
1: Tpu mnaawunx ouyepeam yyacrsyior B WRR, 4-a He
y4yacrsyer;
2: ase mnaawmx oyepeam yyacrsyior 8 WRR, 3-4 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

qos wrr-queue threshold
gigabitethernet
queue_id
threshold-percentage

no qos wrr-queue threshold

queue_id: (1..4)

threshold-percentage:
(0..100)

Mo ymonuyanuio
3HayYeHne NopPOoroBbIX
HaCTpoeK ans
oTbpacbiBaHUA

YcTaHaBAVMBaET NOPOroBble 3HaYeHUA A1A oT6pacbiBaHUA
136bITOYHOro TpaduKa ouepeam.
O6bem TpaduKa B 3aBUCUMOCTM OT €ro npuopuTeTa
CPaBHMBAETCA C COOTBETCTBYIOWMUM noporom. Ecam
nopor npesbiLIeH, NAaKeTbl C COOTBETCTBYHOLLMM
npuoputeTom cbpoca 6yayT oTépacbiBaThCcA B TEYUEHUE BCErO
BPEMEHHU, NOKa Nopor NpeBsbilLeH.
[DeicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaEeT 3HaYE€HUA NOPOroB MO YMOIYaHMIO

gigabitethernet n3bbITO4HOro Tpaduka
queue_id pasHo 80%
qos wrr-queue wrtd Bkntoyaer WRTD (Weighted Random Tail Drop — Becoso#
MeXaHM3M yZaleHUA NaKeToB U3 ouepesen).
V' U3meHeHUA BCTYNAT B CUMAYy Mocne nepesarpysku
yCTpoicTBa.
Mo ymonuyanuio WRTD
Mocne nepesarpy3ku KOMMYTaTOpa YAANAOTCA
BbIK/IlOYEHO

no qos wrr-queue wrtd

V HACTPOWKM ouepeaei, B KOTOPbIX 6blInM HAaCTpoiKu Y-
sharing, a Tak}Ke Bce HacTpoiiku port-limit. Tak ke
3anpeLatoTca HacTpoiiku Y-sharing u HacTpoiiku port-limit.

Bbikntoyaetr WRTD.

qos map policed-dscp
dscp_list to dscp-mark-down

no qos map policed-dscp
[dscp-list]

dscp_list: (0..63)
dscp-mark-down: (0..63)

Mo ymonyaHuto Tabamua
NOBTOPHOW
MapK1POBKK ABAAETCA
nycTol, To ecTb
3HayeHuna DSCP gna
BCEX BXOAALMX NAKETOB
ocratoTca
HEU3MEHHbIMMU.

3anonHseTt Tabauuy nepemapkuposku DSCP. [na Bxoaalmx
nakeToB C YyKasaHHbIMM 3HayeHuamu DSCP 3apaeT HoBsoe
3HayeHune DSCP.

- dscp_list — onpepenaer go 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstorcs 3Hakom npobena.

- dscp-mark-down — onpegenser Hosoe 3HadYeHue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..4)
3HayeHuA no

YMOYaHUIO:
DSCP: 0-15, ouepegap 1

YcTaHaBAMBaeT COOTBETCTBME MmexAay 3HadeHuamn DSCP
BXOAALLMX MAKETOB M o4epesamu.

- dscp_list — onpepenaer go 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcs 3Hakom npobena.

V [JeiicTBYyeT ToNIbKO ANA pexkuma gos advanced.
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no qos map dscp-queue
[dscp_list]

DSCP: 16-23, ouepegpb 2
DSCP: 24-39, ouepegp 3
DSCP: 40-47, ouepeab 4
DSCP: 48-63,
oyepesab 3

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO

gos map dscp-dp dscp_list
to dp

no qos map dscp-dp [dscp-
list]

dscp_list: (0..63)
dp: (0..2)

Mo ymonyaHuio Bce
nakeTbl UMetoT
npuopuTet cbpoca
dp=0

CTaBUT B COOTBETCTBME 3HayeHuto DSCP npuoputet otbpoca
(4em BbIWE 4YMCNOBOE 3HAYEHME NPUOPUTETA, TEM HUNKe
BEPOATHOCTb TOro, YTO MakeT 6yaeT oTbpolweH; B nepsyto
ouepenb OoTbpacbiBatoTCA MakeTbl ¢ npuoputetom cbpoca O,
3atem 1, 3atem 2)

- dscp_list — onpepenser go 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcs 3Hakom npobena.

V‘ [DeicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAWBaeT 3HaYeHUA N0 YMONYAHMUIO.

qos map dscp-cos dscp_list to
cos

Nno gos map dscp-cos
[dscp_list]

dscp_list: (0..63)
cos: (0..7)

3anonHset Tabanuy nepemapkuposku CoS B 3aBUCMMOCTU OT
3HayeHua DHCP nakerta.

BepHYTbCs K 3HAYEHUAM MO YMOHAHUIO.

qos trust {cos | dscp}

no qos trust

-/cos

YCcTaHaBAMBAET peXuM [0Bepus KommyTatopa B 6asoBom
pexume QoS (CoS nan DSCP).

- COS — YCTaHABNMBAET KnaccubuKaL Mo BXOAALMX MAKETOB NO
3HayeHmnAM CoS. [1nA HeTerMpoBaHHbIX NAKeTOB MCMNONb3yeTcA
3HaveHue CoS No ymonyaHuio;

- dscp — yCTaHaB/iMBaeT KaacCUPUKALMIO BXOSALLMX MAKETOB
no 3HayeHnam DSCP.

V [DeicTByeT TONIbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHuaA no YMOANYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonaeT NPUMEHUTb TabanLy U3MeHeHW dscp K
COBOKYMHOCTM dscp-A0BepeHHbIX NopToB. Mcnoib3oBaHue
TabMLbl USMEHEHMI NO3BOAET Nepe3anuncaTb 3HaYeHnsa dscp
B IP-nakeTax Ha HOBble 3HAYEHMUA.

V‘ NpumeHUTb TabaMLy n3meHeHU DSCP BO3MOXKHO

TONbKO ANA BXoAAlero TpaduKa A0BEPEHHbIX
~ nopTos.
V [eiicTByeT TONbKO AN pexuma qos basic.

OTMeHsAET UCNOIb30BaHME KapTbl UIMeHEHUI dscp.

gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63),
out-dscp: (0..63)

Mo ymonyaHuto KapTa
M3MEHEHUI ABNsAeTcA
nycToW, To ecTb
3HayeHus DSCP ansa
BCEX BXOAALLMX NaKeToB
ocTatoTca
HEU3MEHHbIMMU

3anonHseTt Tabauuy nepemapkuposku DSCP. [na Bxoaalmx
nakeToB C YKa3aHHbIMM 3HayveHnamu DSCP 3apgaet HoBble
3HayeHua DSCP.

- in_dscp — onpepenser fo 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTca 3Hakom npobena.

- out_dscp — onpepenser Ao 8 HOBbIX 3HayeHwuin DSCP,
3HaYyeHun pasgenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA pexxuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHMUIO.

rate-limit vian_id rate burst

vlan_id: (1..4094);
rate: (3..57982058)

YCTaHaBAMBAET OrpaHUYeHMEe CKOPOCTU A/ BXOAALLETO
Tpaduka gns 3agaHHon VLAN.

- vlan_id — Homep VLAN:

- rate — cpeaHaAn ckopocTb Tpaduka (CIR), K6UT/C;

K6uT/C
burst: (3000 /19173960) - burst — pazmep caepK1BatoLLero nopora (orpaHuyeHne
Gaitt /128K6aiiT CKopoCTH) B BaiTax.
no rate-limit CHUMaET orpaHmnyeHne CKOPOCTM BXOAALLEro TpaduKa.
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KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

Bug 3anpoca KOMaH,D,HOﬁ CTPOKU peXnMa peaakTnpoBaHMA CNUCKa KPUTEpPUEB KI'IaCCMCbMKaLI,MM

TpadukKa:

console# configure
console (config) # class-map class map name[match-all|match-any]
console (config-cmap) #

Tabnnua 5.260 — KomaHapl pexxuma pegakTMpoBaHMs CMcKa KpuTepues Knaccudukaumm tpadmka

KomaHda

3HavyeHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

(1..32) cumBonos

[JobasnaeT Kputepuii KnaccuouKkaumm Tpaduka. Onpegenser
npasuna duabTpaumm Tpaduka no cnucky ACL ana
KnaccuduKaumu.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Ypanaet KpuTepuii Knaccudmkaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHusa cmpameauu KaaccuguKayuu mpaduka

Buz 3anpoca KOMaHAHOWM CTPOKM peXMMa pefakTUpoBaHMA cTpaTernm knaccudmkaumm tpadumka:

console# configure
console (config) # policy-map policy map name
console (config-pmap) #

Tabnnua 5.261 — KomaHAabl pexxuma peaakTMpoBaHua cTpaTerumn knaccudukauum Tpaduka

KomaHda

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

(1..32) cumBonos

OnpegenseT npasuao Knaccudumkaumm Tpaduka u BXoguT B
pexxum KoHdUrypnpoBaHua npasuna knaccudmrkaumm — policy-
map class.

- access-group — onpegenset npasuna GunbTpaumm Tpaduka
no cnucky ACL ana knaccudurkaumu. MNpu co3gaHum HOBOro
npasuaa KnaccuduKaumm, onLMoHaAbHbIN NapameTp access-
group obasarteneH.

) [nsa Toro utob6bl UCNONIb30BATb HACTPOIKM CTPaTernmn
\ 4 policy-map ana uHutepdeiica, ucnonbsyiite KomaHay

service-policy B pexxume KoHpurypauumn nHtepdeiica.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuno Knaccuoukaumm tpaduka class-map us
ctpateruu policy-map.

KomaHObI pexcuma KoHgu2ypuposaHUs npasusaa Kadaccugpukayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXMma KOHOUIypupoBaHUA NpaBmaa Kaaccupurkaumu:

console# configure
console (config) # policy-map policy map name

console (config-pmap) # class class map namelaccess-group acl- name]
console (config-pmap-c) #
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Tabnnua 5.262 — KomaHgpl pexkuma KoHOUrypupoBaHMa NpaBuaa Knaccudumkaumm

KomaHda

3Ha4yeHue

Aelicmeue

trust
[cos | dscp | cos-dscp]

no trust

M0 yMONYaHUIO perknm
[0BepuA He YCTaHOB/EH

OnpegenaeT pexxum AoBepus K onpegeseHHoMy Tuny
Tpaduka. [laHHO KOMaHAoM BbIBMpaeTca 3HaYeHNe, KOTopoe
QoS 6yaeT Ucnonb3oBaTb B KayecTBe BHyTpeHHero DSCP.

- €os — B KayecTse BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KauecTtBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOALLMX MAKETOB (3Ha4YeHWe No YMOYaHUIO);

- cos-dscp — B KauyecTBe BHyTpeHHero DSCP ucnonbsyetca DSCP
BXOAALLMX NaKeToB, ecaun 310 IP-nakeTbl, nHaye CoS.

V' [DeicTByeT TONIbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO.

set
{dscp new_dscp | queue
queue_id | cos new_cos}

no set

new_dscp: (0..63)
queue_id: (1..4)

new-cos: (0..7)

YcTaHaBAMBaAET HOBblE 3HaYeHus ana IP-nakeTa.
V KomaHpaa set aBnaseTca B3aMMOUCKAIOYAIOLWLEN C
KOMaHpAoi# trust ona oaHoOM 1 Toi XKe cTpaTerum
policy-map.
) Crpateruu policy-map, ucnonb3sytouime KomaHgpbi set,
V trust uan umerowmin Knaccupumkaumio ACL,
HA3HAYaloTCA TO/IbKO ANA UCXOAALMNX UHTepdelicoB.
V' DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypanaet HoBble 3Ha4yeHUA gna IP-nakeTa.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

no police

committed_rate:
(3..12582912) k6ut/c

committed_burst:
(3000..19173960) 6aiiT

Mo3BONSAET OrPaHUYUTDL NOJOCY NPOMYCKAaHUA KaHana U B TO e
BPEMSA rapaHTUPOBaTb OnpeaesieHHY0 CKOPOCTb Nepeaaymn
OaHHbIX.

Mpw paboTe ¢ NonoCcoMn NPonycKkaHUA UCNOb3YETCA aNrOPUTM
MapKMPOBaHHOM «KOP3MHbI». 3aga4elt anropuTMa aBaseTcs
NPUHATUE pelleHuna: NnepeaaTtb NAKeT UM oTOPOCUTD.
MapameTpamu anropuTma ABAAIOTCA — CKOPOCTb NOCTYNAEHUA
(CIR) mapKkepoB B «KOpP3uHY» U 06BEM (CBS) «KOpP3UHBbI».

- committed_rate_kbps — cpegHee 3Ha4YeHNe CKOPOCTH
TpadwmKa, K6uT/c. JaHHan CKOPOCTb rapaHTUPYeTCa Npu
nepegaye nHpopmauuu;

- committed_burst_byte — pazmep caepKuBatoLLero nopora B
baiTax;

- drop — nakeT 6yzeT oTOpoLLUeH, Koraa «Kop3mHa»
nepenonHuTCS;

- policed-dscp-transmit — npu nepenosHeHNn «KOP3WHbI»,
3HayeHue DSCP 6yaeT nepeonpeaeneHo.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

OTKAtovaer perynmposaHne CKOpPOCTU KaHana.

police agregate
aggregate_policer_name

no police agregate
aggregate_policer_name

(1..32) cumBonos

HasHauaeT npasuay Knaccudukaumm Tpadumka wabnoH
HaCTPOEK, KOTOPbIV MO3BOAAET OrPAHMUYUTL NONOCY
NPOMYyCKaHWA KaHasa 1 B TO Ke BpeMs rapaHTMpoBaTh
onpegeneHHyo CKOpPOCTb Nepeaayn AaHHbIX.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanset wabnoH HacTPoeK peryMpoBaHnUsa CKOPOCTU KaHana
13 NpaBuna KnaccudumKkaumm TpadumKa.

KomaHObI pexcuma KoHgu2ypuposaHUAa npogunga gos tail-drop

Buza 3anpoca KOMaHZAHOW CTPOKM pernma KoHdurypuposaHusa npoduns qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #
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Tabnuua 5.263 — KomaHab! pexkmuma KoHpurypmposaHusa npoduna qos tail-drop

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

port-limit limit

no port-limit

limit: (0..400)/64

3af4aTb pasmep MAKETHOro pasgensemoro nysna Ans
nopra.
YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

queue queue_id [limit limit]
[without-sharing | with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..400)/64

M3meHunTb Napamepbl ovepeam.

- queue_id — Homep ovepeay;

- limit — Konn4YecTBO NaKeToB B o4YepeaM;

- without-sharing — 3anpetutb goctyn K obuwemy
nyny;

- with-sharing — paspewwuTb gocTyn K obuemy nyny.
YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma KoHbUrypuposaHusa nHtepdeiica Ethernet, rpynnsi nopTos:

console (config-if)#

Tabnnua 5.264— KomaHap! pexkuma KoHourypuposaHua uHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio knaccudukaumm Tpadmka.
1 B ogHOM HanpaBneHuu uHtepdeiicom
V noAAepKMBAETCA TONIbKO OAHa cTpaTerus
Knaccupukaumm tpadpuka.

/ [elicTByeT TONbKO ANA pexuma qos advanced.

YaansaeT ctpateruio knaccudpukaumm tpaduka ¢ nHTepdeica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) K6uT/C

committed_burst:
(4096..16769020) 6auT

YcTaHaBAMBAET OrpaHNUYeHMEe CKOPOCTU AN UCXOLALLENO
TpaduKa Yepes nHTepoeic.

- committed_rate — cpefHAn CKOPOCTb TpadmKa, K6UT/c;
- committed_burst — pasmep caepu1BatoLLero nopora
(orpaHuuyeHue ckopocTu) B HaiTax.

CHVMMaeT orpaHuYeHre CKOPOCTU UCXoaaLLero TpadurKa Yepes
UHTepdenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) k6uT/C

committed_burst:
(4096..16769020) 6auT

YcTaHaBAMBaeT orpaHUYeHme ckopoct TpadurKa yepes
UHTepdec ana ucxoasaweln odepeam.

- committed_rate — cpefHan CKOPOCTb TpaduKa, K6UT/c;
- committed_burst — pasmep cAepKuBatoLLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHMMaeT orpaHuyeHue ckopocTu Tpaduka yepes uHTepdeic

no qos trust

queue_id queue_id: (0..8) [LNA UCXoaALLeit ovepeapm.
qos trust BkntouaeT 6a30Bblil MeXaHW3M (oS A1 MHTepdelica.
-/BKNt04EHO V [eicTByeT TONbKO ANA pexuma qos basic.

BblKkntoyaeT 6a308bli MeXaHW3M qOs ANs UHTepdelica.

rate-limit rate [burst]

rate: (3..1000000) k6ut/c
burst: (3000..19173960)

YcTaHaBAMBaET OrpaHNYeHMe CKOPOCTU ANA BXOAALLENO
TpaduKa.

- rate — cKoOpocCTb TpaduKa, K6UT/C;

- burst — pazmep caepK1BatoLLero nopora (orpaHuyeHmne
CKOpoCTKM) B BaiTax.

profile_id

Garit /128KbaitT [aHHaA KOMaHAa AOCTYNHA TONLKO B pexXume
KOHoUrypuposaHua uitepdeiica Ethernet.
no rate-limit CHMMaEeT orpaHuYeHne CKOpoCTH BXoaaLLero Tpaduka.
os tail-drop profile - Mcnonb3oBaTtb 3agaHHbIV Npoduab Ha UHTepdence.
q PP profile_id: (1..4) A pod pd
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no qos tail-drop profile

3HayeHue no YMONYaHUIO.

qos cos
default-cos

Nno qos cos

(0..7)/0

YcTaHaBAuBaeT 3HayeHume CoS no ymonyaHuto ana nopta (CoS,
NpUMeHAEMbI ANA BCEro HeTermpoBaHHOro TpadukKa,
nNpoxoasALLero yepes nHTepdeic)
[aHHana KomaHAa A0CTYMNHA TONbKO B peXxume
KoHdurypupoBaHus nHtepoeiica Ethernet.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHULO.

KomaHOb! pexcuma KoHgpuypupoeaHusa uHmepdgeiica Vian

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUrypupoBaHua nHTepdeliica Vian:

console (config-if)#

Tabnnua 5.265 - KomaHap! pexkuma KoHdurypuposaHua nHtepdeica Vian

No (Os Cos egress

KomaHoa 3HayeHue Aelicmeue
oS cos egress cos YcTaHaBAMBaeT 3HadYeHMe napameTpa nosis  npuopuTeTa
cos: (0..7)/0 802.1p anA ucxoasAwWwero TermpoBaHHoro Tpaduka.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOobl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnunua 5.266 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show qos

MoKa3sbiBaeT pexkum QOS HacTpoeHHbIW Ha ycTpolicTee. B 6azosom
peKrMMe NoKasbiBaeT «40BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
C1MBO/IOB

MoKa3blBaET CMMCKM KpUTEpUEB Knaccuoukaumm tpaduka.
/! DeiicteyeT TONbKO ANA pexuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name: (1..32)
CMMBOJIOB

MoKasbiBaeT Npasuaa KnaccuduKkaumm Tpadmka.
/ | [eilicTByeT TONbKO ANA pexunma qos advanced.

show qos aggregate-
policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBonios

MoKa3blBAaeT HACTPOMKN CPeaHeN CKOPOCTH, U OrpaHUYEHMA MOOChHI
NPONycKaHWUsA ANA NPaBuA Knaccudukaumm Tpadmka.
/| DeiictyeT TONbKO ANA pexuma qos advanced.

show qos interface
[buffers | queueing |
policers | shapers |
rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

Moka3sblBaeT QoS-napameTpbl 414 MHTepdeica.

- vlan_id — Homep VLAN;

- gi_port — Homep uHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepdelicos Fast Ethernet;

- group — HoMep rpynmnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepdelica;

- queueing — anropuTm o6paboTku ouepeseit (WRR mam EF), Bec gns
WRR ouyepegeit, knaccol 06cny:mBaHua ana odepenein n npuoputeT
ana EF;

- policers — CKOHdUrypupoBaHHble
Tpaduka ana nHtepdeica;

- shapers — orpaHuyeHve CKOpoCTH ANA UCXOAALLEro TpaduKa;
- rate-limit — orpaHnyeHne ckopocTn a4nA BXxogAalero Tpaduka.

CTpaTtermu Knaccmd)mau,mm

show qos map
[dscp-queue | dscp-dp |
policed-dscp |
dscp-mutation | dscp-
cos]

Moka3sbiBaeT WHbOpMaumio o none B
ncnosbsyembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegeir;
- dscp-dp — Tabanua cootsetcTBua meTok DSCP n npnopuTeta cbpoca

(DP);

3ameHe naketax,
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- policed-dscp — Tabaunua nepemapkuposku DSCP;
- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;
- dscp-cos — Tabnnua cootseTcTBnA meToK DSCP 1 3HaueHus CoS.

show qos tail-drop

MpocmoTp napametpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MpocmoTp tail-drop uHbOpMauuM No KoHKpeTHomy nopTy (Bcem
noptam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHbOPMauUKM MO KOHKPETHOMY YCTPOMCTBY B
cTeKke ([LOCTYMHO TO/IbKO B peXKMMme CTekKa).

[pumepbl 8bIN0AHEHUA KOMAHO.

= Bkawountb pexkum QoS advanced. Pacnpeaenutb TpaduKk no oyepenam, naketol ¢ DSCP 12 8
nepsyto oyepenp, naketbl ¢ DSCP 16 Bo BTOpYl. Bocbmaa ouvepegb — NpuopUTETHaA.
Co3patb cTpaTternto Knaccudukaumm tpaduka no cnucky ACL, paspelsatowemy nepegady
TCP-naketoB ¢ DSCP 12 n 16 u orpaHMYmMBalOLLYO CKOPOCTb — cpegHAaa cKkopocTtb 1000

Kéut/c,

nopor

nHTepdeiicax Ethernet 14 un 16.

console#

console# configure
console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced

console (config)# gos map dscp-queue
console (config) # gos map dscp-queue

orpaHuyeHua 200000 6aitt.

Mcnonb3oBaTb AaHHYlO CTpaTernmto Ha

12 to 1
16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic
console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface gigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface gigabitethernet 1/0/16
console (config-if) # service-policy input traffic
console (config-if)# exit
console (confiqg) #

(
(
(
(
(
(
(
(
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexXmnma rnobasbHOro KoHGUIryprupoBaHus:

console (config) #

Tabnnua 5.267 — KomaHabl pexknuma rnobanbHoro KoHGuUrypuposaHuma

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-
policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

(1..32) cumsonos

Mo ymonyaHuto QoS-
CTaTUCTUKA OTK/IIOYEHa

BkatoyaeT QOS-CTaTUCTMKY NO OrpaHUYEeHMIo Noa0C
nponycKaHua.

OTkntovaeT QOS-CTaTUCTUKY NO OFPAHUYEHUIO NONOC
nponycKaHua.

qos statistics queues set

set: (1..2);

BkntouaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX oYepesei.
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{queue | all}{ dp | all}
{ gigabitethernet gi_port
I

fastethernet fa_port | all}

no qos statistics queues
set

queue: (1..4);

dp: (high, low);
gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24)

- set — onpegenseT HAbop CHETUMKOB;
- dp — onpegaenset npuoputet cbpoca.

3HayeHue No yMOo4YaHuUIo:

Set 1: Bce npuopuTeThl, BCE
oyepeam, BbICOKUM
npuopuTteT cbpoca.

Set 2: Bce npuopuTeTsl, BCE
oyepeam, HU3KUM
npuopuTet cbpoca.

OTKnto4aeT QOS-CTaTUCTUKY A5 BbIXOAHbIX ovepenen.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynnel nopmos

Bug 3anpoca KOMaHAHOM CTPOKU pexmma KoHPUrypuposaHusa uHTepdeiica Ethernet, rpynnbl

NnopTOB:

console (config-if) #

Tabanua 5.268 — KomaHgbl pexxuma KoHpurypmposaHua nntepoeiica Ethernet

KomaHda

3Ha4yeHue

Aelicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos

class_map_name:

BkntouyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.

- policy_map_name — cTpaTterva Knaccudukaumm tpaduka;
- class_map_name — cnncok KpuTepues Kaaccupukalmm
TpaduKa.

(1..32) cumBonos

Mo ymonyaHuto cbop QoS-
CTAaTUCTUKUN OTKNIHOHEH

OTKntoyaeT cbop QOS-cTaTUCTUKM Ha HTepdelice.

KomaHOb!1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM pexkmma EXEC:

console#

Tabnnua 5.269 — KomaHabl pexxmma EXEC.

KomaHda

Aelicmeue

clear qos statistics

Ouunwaet ctatUcTKy QOS.

show qos statistics

Moka3sbiBaeT cTaTUCTUKY QOS.

5.35 Cratuueckaa mapuipyrtusauma

CraTnyeckas MapwpyTuM3auMa — BUA MappyTM3aumm, NpyM KOTOPOM MapLUpyTbl YKasblBaloTcA B
ABHOM BuAe Npu KoHdMrypauum mapupytusatopa. BcA maplipyTvMsaums npu 3TOM npoucxoauT 6es

y4dactuAa KaKux-1nbo NPOTOKO/Z1I0B MapLlpyTU3aLmnn.

Ob6opyaoBaHue NoAAEPKUBAET:

— 128 ipv4 static routes;
— 10 ipv6 static routes.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KoHGUrypnposaHmsa:
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console (config) #

Ta6nuua 5.270- KomaHgbl pexxuma rnobanbHoro KoHpurypmposaHmsa

KomaHoa

3HaveHue Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

Co3faeT cTaTUYeCcKUiA MapLUpyT.

- prefix — ceTb Ha3HayeHus (Hanpumep 172.16.0.0);

- mask — macKa ceTu (B popmaTe AeCATUYHON CUCTEMBI UCUNC/IEHUS);
- prefix_length — npeduKc Macku ceTn (KoIMYecTBO eANHUL, B MACKe —
0..32);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHuUs;

- distance — Bec mapLipyTa;

- reject — 3anpeLaeT MapLpyTU3aLMIO K CETU Ha3HaYeHun yepes Bce
LWA03bI.

distance: (1..255)/1

YaanseT ctaTMyeckuii mapLipyT.

ipv6 route ipv6_prefix/len
gateway [metric
distance]

no ipvé6 route
ipv6_prefix/len [gateway]

Co3gaeT cTaTuyeckuii IPvemapLupyT.
- ipv6_prefix/len — npedpuKc cetm HasHayYeHus;
- gateway — w03 ANA AOCTYNa K CETU Ha3HaYeHuUs;

distance: (1..65535)/1 - distance — Bec MapuIpyTa.

Ypanaer ctatuyeckuit IPv6 mapwpyT

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Ta6nuua 5.271- KomaHpab! pexxuma EXEC

KomaHda

Aeiicmeue

show ip route
[connected | static |
address ip_address
[mask | prefix_length]

MoKasbiBaeT TabauLy MapLIpyTM3aLLMK, YA0BNETBOPAIOLLYIO 33laHHbIM KPUTEPUAM.

— connected — NOAKNOYEHHbIV MapLpPyYT, TO €CTb MapLUpyT, B3ATbIN C HENOCPEACTBEHHO
NOAK/OYEHHOTO U GYHKLMOHMPYtowero nHTepdeica;

— static — cTaTMueckuii MapLpyT, NPONMUCaHHbIM B TabavLe MapLipyTU3aumm.

sh ipv6 route

Moka3aTb Tabanuy mapwpyTtmsaumm IPv6.

[pumep 8b1M10AHEHUS KOMAHObI

MoKasaTb TabauLy MapLpyTU3aLmK:

console# show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnuua 5.272—- OnucaHne pesynbTaTa BbINOJAHEHUS KOMaHAb!

Mone OnucaHue

MoKa3bIBaET NPOMCXOXKAEHNE MapLIpyTa:

C - Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO MNOAKNIOYEHHOIO U
dyHKUMOHUpYowero uHTepdeiica),

S — Static (cTaTMyeckuit mapLipyT, NPONMCaHHbIN B Tabanue mapLipyTusaumm).
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10.9.1.0/24 Apgpec cetu.
MepBoe 3HaYeHWe B CKOBKaxX — aAMMHUCTPATUBHAA AUCTAaHLMA (cCTeneHb f40BepUus
[5/2] MapLUpPYTM3aToOPy, YEM YMC/O Bbllle, TEM MEHbLUE JOBEPUE K UCTOYHMKY), BTOpoe
4YMCNO — METPMKA MapLLIpyTa.
via 10.0.1.2 Onpegaensert IP-agpec cneayrowero MapLwpyTnsaTopa, Yepes KoTopblil TpoxoauT
o MapLIpyT 0 CeTu.
00:39:08 OnpeaenseT Bpema nocnegHero 06HOBAEHMA MapLUpyTa (Yacbl, MUHYTbI, CEKYHAbI)
Vlan 1 OnpegaenseT nHTepdeinc, Yepes KOTOPbLIN NPOXOAUT MapLIPYT A0 CETU.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ncnonab3yetTca AnAa BbINONHEHUA CneUMaZIbHbIX npoueayp, Taknx Kak: obHoBNEHME
nporpaMmmMmHoro O6€CI'IE‘-I€HMF|, yganeHune cogepxmnmoro d)flaLLl-rIaMﬂTM, BOCCTaHOB/N1EHME NAPOAA,
ANAarHoCTuKa, 3agaHne CKoOpoCctn pa6OTbI TEPMUHANa, pa60Ta C napamMeTpamMmm CTeKa yCTpOVICTBa.

Ona Bxoga B meHto Startup HeobxoAMMO NMpPepBaTh 3arpy3Ky Haxkatuem Knasuwwmn <Esc> nnn <Enter>
B TEYEHMEe MepBbIX ABYX CEKYHA NOC/ae NosBAeHUA cOObLEeHUA aBTo3arpy3kM (N0 OKOHYAHMM BbINOAHEHUSA
npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

oY U W N

Enter your choice or press 'ESC' to exit:
[ns BbIxo4a U3 MEHIO U 3arpy3KUM YCTPOMCTBA HaXKMUTE KNaBuLly <6>, 1nbo <esc>.

' Ecnm B TeuyeHue 15 cekyHA (3HaueHUe No YMONYaHUIO) He BbIGpaH HYU OAUH U3 NYHKTOB
e MEHI0, TO 3arpy3Ka ycTpoiicTBa NpoAoKUTCA. Bpema 0XKuaaHNA MOXKHO YBENUYUTD C
NOMOLLbIO KOMaHA, KOHCONN.

Tabanua 6.1 — OnucaHmne meHio Startup

Ne HazeaHue OnucaHue

Ona 3arpyskum nporpammHoro obecneyeHus ucnonbsyetca npotokon X-Modem. [Mpu
HakaTuM KNaBuLWK <1> Ha KOHCONb ByAET BbiBEAEHO Caeaytolee cooblyeHue:
Download Software

<1> O6HoBneHMWe Downloading code using XMODEM.
nporpaMmmHoOro
obecneyeHun Tenepb, Koraa ycTPOWCTBO roTOBO K npuemy odaiina, HeobxoAMMO nepenatb ero npu
nomouwu npoTokona X-Modem. MMocne npuema daitna ycTpoicTBO nepesarpysuTcs
aBTOMATMYECKM.
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[aHHas npoueaypa ncnonb3yeTtca ANA yaaneHus KoHoUrypaumm ycTpomncTsa. Ona
yaaneHusa ¢alkina HaxaTb KnaBuwy <2>, MNoABWUTCA MpeaynpexaeHue (noatseppute
HakaTMem KiaBuwu <y>):
Warning! About to erase a Flash file.
Are you sure (Y/N) ? y
BeecTn uma daitna KoHPUrypaumm:
Erase Flash File
YaaneHme Write Flash file name (Up to 8 characters, Enter for none.): CDB
<2> Write Flash file name (Up to 8 characters, Enter for none.): CDB
copepmmoro $psw- . ) . I
File CDB (if present) will be erased after system initialization.
namaTm
==== Press Enter To Continue ====pns Bosspara 8 meHio Startup HaxaTb
KnaBuuly <enter>.
==== Press Enter To Continue ====
Ansa HoBoro daina KoHpurypaumm Mma AOMKHO 6biTb OTAMYHO OT UMEHM
KOH}Mrypaumnm 3anMcaHHOM Ha AaHHbIA MOMEHT.
[daHHas npoueaypa MCMNONb3YeTca AAA BOCCTAHOB/IEHWA YTPAyeHHOro Mapons, OHa
NoO3BONAET NOAK/IOUYNTLCA K YCTPOMCTBY H6e3 napons.
Password Recovery
Procedure [lnA BOCCTAHOB/MIEHUA MaPOA HaKaTb KAaBuLy <3>, NpU Nocaeaylolem NOAKAHEHUM K
<3> BoccTaHOB/EHME YCTPOICTBY Naponb byAeT NpouUrHopupoBaH.
napo/a Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HakxmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa UCNoab3yeTca A1A YCTAaHOBKM CKOPOCTU paboTbl TepmMMHana (Mo ymonYaHuio
A 115200 bog,).
Set Terminal Baud- A o
Rate [na 3agaHua HOBOWM CKoOpocTM paboTbl TepMMHaNa HaxaTb Knasuwy <5> u BBeauTe
<4> 3agaHue ckopoctu 3natenme:
A P Set new device Baud rate: 115200
paboTbl TepMUHaAnNa
[na Bo3BpaTta B meHto Startup HaxaTb Knasuuy <enter>.
==== Press Enter To Continue ====
[Ona  yBenNvyeHUa Ko/AMyecTBa MOPTOB KOMMYTAToOpa, CyLlecTByeT BO3MOMKHOCTb
0b6begMHEeHUA YCTPOMCTB B CTeK. YCTPOWCTBO C uaeHTuduKaTopom 1 byaeT sBeaywmm,
ocTanbHble - BeaoMbiMu. Kommytatopbl MES1024/MES1124/MES2124 moryT paboTaTh Kak
aBTOHOMHO, TaK U B COCTaBe CTeKa.
Ona naeHTMOMKaLMM M YCTAHOBKM pexkmMma paboTbl YCTpOMCTBA B CTeKe WMCNoJb3yeTcs
Stack menu MeHto cTeka (Stack menu).
Paborta ¢
<5> napameTpamu cTeka [nA BXo4a B MEHIO CTEKa HayKaTb Kaasuwy <5>:
yCTpoiicTBa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnwucaHue Stack menu ykasaHo B Tabnuue 4.3
<6> Back [nA BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXkKMUTe Knasuwy <6>, inbo <esc>.
Bbixog, U3 meHto
Tabnnua 6.2 — OnucaHune meHio Stack menu, paboTa c napameTpamm CTeKa YCTPOMNCTBa
Ne HaseaHue meH0 OnucaHue
Show unit stack id [na npocmoTpa naeHTMdMKaTOpa YCTPOMCTBA B CTEKE HAXKMUTE KAaBuwy <1>:
Current working mode is stacking.
<1> MpocmoTp ) cid
naeHTMdbHKaTOpa Unit stack id set to 1.
YCTPOICTBA B CTeKe
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[N HazHayeHUa aeHTMOMKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBULLY <2>:
Enter unit stack id [0-8]: 1

Set unit stack id Unit stack id updated to 1.

<2> HasHaueHwne roe )
naeHTuduKaTopa 3HayeHue oT «1» Ao «8» —HOoMep YyCTPOMCTBA B CTEKE,
YCTPOICTBA B CTeKe 3HayeHue «0» - aBTOHOMHBIN pexxrMm paboTbl KOMMmyTaTOpa.

[nAa Bo3BpaTa B MEHIO CTEKA HAXXMUTE KAaBuLly <enter>.
==== Press Enter To Continue ====

[nA ycTaHOBKM pexnma paboTbl yCTPOMCTBA HAXKMUTE KNaBULLY <3>3
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
3HayeHue 1 — aBTOHOMHbIV pexum,
3HayeHue 2 — peXXMM CTEKMPOBAHMUA.
[na Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwy <enter>.

==== Press Enter To Continue ====

<3> | YcraHOBKa pexuma
paboTbl ycTponcTa

Back [InA BbIXO4A M3 MEHIO HaXXMWUTe KNasuLy <4>

<4>
Bbixoz 13 meHio

6.2 O6HoBneHMe nporpammHoro obecneueHus c cepsepa TFTP

Cepsep TFTP ponxkeH 6biTb 3anyLeH M HaCTPOEH Ha KOMNbloTepe, ¢ KoToporo byaer
3arpy»artbca nporpammHoe obecneyeHune. CepBep AONKEH UMETb paspeLleHUue Ha YTeHne
¢daiinos HayanbHoOro 3arpysumnka u/vmnm cucremuoro NO. KomnbloTep ¢ 3anyweHHbiMm TFTP-
cepBepoM A0/KeH bbiTb AOCTyNeH A KOMMYTaTopa (MOXKHO NPOKOHTPOANPOBATb,
BbINO/IHUB Ha KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

@ ey

O6HoBneHue nporpammMmHoOro obecneyeHna moxer OoCyLwiecTBNATbCA TO/IbKO
npusuiaernposaHHbIM NoJsib3oBaTesieM.

© oy,

6.2.1 O6HoBnEHUEe cucmemMHO20 Npo2paMmmHo20 obecrneyeHus
3arpyska ycTpoOWCTBa OCYyLLECTBAAETCA M3 dalina CUCTEMHOro nporpammHoro obecnedyenus (MO),
KOTOpbIA XpaHuTcA BO dasw-namatu. MNpu obHoBNeHUW, HOBbIA ¢ain cuctemHoro MO coxpaHAeTca B

cneumanbHO BblaeneHHoW obnactu namatu. Mpu 3arpyske YCTPOWCTBO 3amycKaeT aKTUBHbIN dain
cuctemHoro MO. Bbibop akTMBHOrO dainna 3agaeTcs KOMaHAOM:

boot system {image-1 | image-2 } [unit unit_id]

rae unit_id — Homep ycTpoicTBa B CTeKe (414 ycTpoicTBa, paboTatlowero B aBTOHOMHOM peXxume,
HOMep YCTPOICTBa He 3agaeTcA), image-1, image-2 — dpaiin cuctemHoro MO.

Mpwu paboTe B cTeKe, eC/IM HOMEP YCTPOMUCTBA He 3a4aH, AaHHAA KOMaHAa NPUMeEHAeTca K
° BegyLuemy yCTpOUCTBY.

[na npocmoTpa TeKywel BepcuMM CUCTEMHONO MporpaMmmHoro obecrnedyeHus, paboTarolwero Ha
yCTpOICTBE, BBEAUTE KOMAHAY show version:

console# show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBneHuA MNO:

KomaHaoit copy ckonupoBaTb HOBbIM ¢alin nporpammHoro obecneyeHus Ha YCTPOMCTBO B

BblAeNeHHyto obnacTb NnamATu (image2). dopmaT KomaHAabl:

copy tftp:// tftp_ip_address/[directory/]filename image
Mpumep BbINOAHEHUA KOMaHAbI:

console# copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
RN NN NN RN NN RN N N N N RN NN R R

Copy took 00:01:11 [hh:mm:ss]

/ 3HaK BOCK/AML,AHUA YKa3biBaeT Ha TO, YTO UAgeT npouecc KonnposaHuA. Ka)KAbIVI

BOCK/IMLLATE/NbHbIM 3HAK COOTBETCTBYET ycnewHoii nepeaave 10 naketos no 512 6anT
MHdOopMaUMM KaxKAablii. TOUKa YKasbiBaeT Ha TO, YTO B NpoLLecce KONUPOBAHUA Npou3oLes

TaﬁmayT oXupgaHua naketos ot TFTP-cepsepa. HeckonbKo ToueK B CTPOKEe MOXeT O3HA4aTb,
YTO BO3HMK/IA OWINGBKa B npouecce KonunposaHuA.

KomaHgzoit boot Bbibepute akTUBHbIN dann cuctemHoro MO ana nocnepytowen 3arpysku:

.~

console# boot system image-2

Ecnun He BbIGpaH HOBbIN 3arpy}XeHHbli ¢paiin cuctemHoro MO aKTUBHbIM, TO YCTPOIACTBO
BbIMOJIHMT 3arpy3Ky C MICNO/Ib30BaHMEM TeKYLL,ero akTMBHOro obpasa.

Yb6eautecob, YTo NPaBUAbHO BblOpaH akTMBHbIN ¢dann cuctemHoro MO. [aa npocmoTpa AaHHbIX O

BEPCUAX NPOrPamMMHOro obecrneyeHna 1 UxX akTUBHOCTM BBEAUTE KOMaHAY show bootvar:

console# show bootvar

Unit Image Filename Version Date Status
1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25 Active
1 2 image-2 1.1.44[1537c93f]  12-Nov-2015 15:45:10 Not active*

v

CumBonom «*» oTmeuaetca ¢aiin nporpammHoro obecneueHus, KoTopbiii 6yaer
MCNOJIHATLCA NPU NOCAeAyoLei 3arpysKe.

MepesarpysnTe KOMMYTaTOp KOMaHZAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepauTe NepesarpysKy BBOAOM ‘y'.
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6.2.2 O6HosneHuUe 3a2py304HO20 ¢halina ycmpolicmea (Ha4aabHO20 3a2py34uKa)

HauanbHbIM 3arpysymk 3anycKaeTcsa cpasy Mocie BK/AYEHUA MUTAHWA ycTpolcTBa. [ocpenctsom
3arpysoyHoro ¢anna ocylecTBASeTCs npoueaypa «TeCTUPOBaHMA CUCTEMbl NpuW BKAodeHun» (POST),
pacnakoBka M 3anyck ¢aiina cucremHoro MO. Mpu obHOBAEHUM HOBbIM dalin Havya/bHOrO 3arpysymka
coxpaHaeTcsa Ha flash Ha mecTe cTaporo.

[Ons npocmoTpa TeKylleih Bepcum 3arpysouHoro ¢aina, paboTalollero Ha YyCTpPoOWCTBe, BBeAUTe
KOMaHAy show version:

console# show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa obHoBeHuA M0:

1. KomaHAgolh copy CKOMMPOBATb HOBbIMA 3arpy3o4Hblit ¢ain Ha ycTponcTtBo. PopmaT KOMaHAbI:
copy tftp://tftp_ip_address/[directory/]filename boot.

console# copy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
RN RN NN RN NN N R R RN N R RN RN

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

3HaK BOCK/IMLL@aHUA YKa3bIBaeT Ha TO, YTO UAET NPOLLECC KoNUpoBaHUA. Kaxkablii

V BOCK/IMLLATENbHDIM 3HAK COOTBETCTBYET ycnewHoi nepegayve 10 naketos no 512 6anT
nHdopmMaumnmM KaxKablii. TOUKa yKasbiBaeT Ha TO, YUTO B NpoLLecce KONUPOBaHUA NPoU3oLLes
TalimayT 0XKugaHua naketos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKE MOXKET 03HAUaTb,
4TO BO3HUKNA OWMGKa B Npouecce KONMPOBAHUA.

2. TlepesarpysnTe KOMMYTaToOP KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoateepauTe NepesarpysKy BBOAOM ‘y'.
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MPUNOXEHUE A MNPUMEPbl MPUMEHEHUA U KOHPUTYPUPOBAHUSA
YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa cBA3yowWwMx gepesbes (MSTP)

Mpotokon MSTP no3BoaAeT CTPOUTb MHOXECTBO CBA3YIOLWUX AepeBbeB AN otaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKaAbHOM CETW, YTO NO3BOAAET BAaNaHCMPOBATb HArpy3Ky. a8 NPOCTOTbl PACCMOTPUM
CAyYal ¢ Tpema KoMMmyTaTopamu, 06beAMHEHHbBIMM B KOMbLEBYHO TOMOJIOTMIO.

MycTb vlan 10, 20, 30 o6beamHsoTCA B nepBom 3k3emnaspe MSTP, vlan 40, 50, 60 ob6beaunHatoTCA
BO BTOpOM 3K3emnaape. Heobxoammo, utobbl Tpadmk VLAN-o8 10, 20, 30 mexxay nepBbiM U BTOPbIM
KOMMyTaTopamu nepegasasncs Hanpsamyto, a Tpaduk VLAN-oB 40, 50, 60 nepegasasncs TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HazHa4yMm KOPHEBbIM A1 BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM MepefaeTca cay>ebHana nHpopmauma. KommyTaTopbl 06BbEANHAIOTCA B KOAbLO,
ncnonb3ys noptbl g1 1 g2. HuxkKe npmuBeaeHa cxema, M3obpakaloLan JIormyeckyto TONoJIormio ceTu.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHbl Ha axzemMnnap 2

xommyTarop 1 KoMmmyrarTop 3

370T NOPT nepeckbinaeT Tpagpmk
AnA akaemnnapa 2 u Gnokupyer
Tpachmk ana akzemnnapa 1

JTOT NOPT NepeckinaeT TpadMk
Ans akaemnnsapa 1 u GnokuMpyer
Tpaduk Ana akzemnnapa 2

KOMMmyTarTop 2

PucyHoK 31- Hacmpolika npomoKosaa MHOXecmaa cea3yrouux oepesoes

Korza oAuH U3 KOMMYTaTOPOB BbIXOAMUT U3 CTPOS, IM60 0OPbIBAETCA KaHaN, MHOXECTBO LepeBbeB
MSTP nepecTpanBaeTcs, YTO NO3BOJIAET MUHUMU3NPOBATL NOCAEACTBUA aBapuu. HuxKe npueegeH npouecc
KOHOUrypaumMm KommyTaTopoB. [na 6onee ObICTPOM HACTPOMKKM co3gaeTca obwmii KOHOUrypaLMOHHbIN
wabsoH, KoTopbli 3arpykaetcA Ha TFTP-cepBep WM MCMosb3yeTcA BMOCAEACTBMM AJ/1S HAaCTPOWKKU BCex
KOMMYTaTOpPOB.

1. CospgaHue wabnoHa 1 KoOHPUrypaumsa NepBoro KOMMyTaTopa

console# configure

console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config) # interface vlan 1

console (config-if) # ip address 192.168.16.1 /24

console (config-if) # exit

console (config) # spanning-tree mode mstp

console (config) # interface range gigabitethernet 1/0/1-2

262 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

console (config-mst)# instance 1 add vlan 10,20,30

console (config-mst)# instance 2 add wvlan 40,50,60

console (config-mst) # exit

console (config) # do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) # do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config)# spanning-tree mst 1 priority 0
console (config)# end

KoHdurypaums BToporo KommyTaTopa

console# configure

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0Oct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console# configure

console (config)# interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.100 /24
console (config-if)# exit

console (config)# spanning-tree priority 0

console (config) # end

KoHdurypaums TpeTbero Kommytatopa

console# configure
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console (config) # interface vlan 1
console (config-if)# ip address 192.168.16.1 /24
console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 SCOPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console# configure

console (config) # interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.101 /24
console (config-if)# exit

console (config)# spanning-tree mst 2 priority 0
console (config)# end

Hactpoiika selective-qinqg

[Do6asneHue SVLAN

[aHHbIA Npumep onucbiBaeT, Kak aobasnate meTky SVLAN 20 Ko Bcem VLAN 3a UCKAKOYEHMEM
VLAN 27.

console#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTAx nepefayn AaHHbIX A0BOJIbHO YAacTO BO3HMKAlOT 334ayu, CBA3aHHble ¢ nogmeHoin VLAN
(Hanpumep, [ANA  KOMMYTaTOpOB YPOBHA  AOCTyna CywecTByeT TunoBas  KOHdUrypauus, HO
nosnb3soBaTenbcknn Tpaduk, VOIP n Tpaduk ana ynpasneHua TpebyeTtca nepeaaBatb B pasHbix VLAN Ha
pa3/INYHbIX HanpaB/eHUsX). B aTom cnydae 6bi10 6bl yA06HO BoCNob30BaTbcA GyHKUMel nogmeHbl CVLAN
ANA  3ameHbl TMnusmpoBaHHbIXx VLAN Ha VLAN ana Tpebyemoro HanpasaeHUs. PaccmoTtpum
KOHOUrypaLMio KOMMYTaTopa, B KOTOpOM ocyliecTBaseTca nogmeHa VLAN 100, 101 u 102 Ha 200, 201 u
202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202
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console (config-vlan) #exit

console (config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202
console (config-if) #selective-qing list ingress override vlan 200
ingress vlan 100

console (config-if) #selective-qing list ingress override vlan 201
ingress vlan 101

console (config-if) #selective-qing list ingress override vlan 202
ingress_vlan 102

Hacrpoitka Multicast-TV VLAN.

®dyHkumna «Multicast-TV VLAN» paet BO3MOXKHOCTb MCNONb30BaTh A5 Nepeaadym MHOroaapecHoro

Tpadumka ogHy VLAN B ceT onepatopa M JOCTaBAATb STOT TPAadUK NOSb30BATENAM [AXKe B TOM C/lyHae, ecnu
OHM He ABAAtoTCA yneHamm 3toh VLAN. 3a cueT PpyHKummM «Multicast-TV VLAN» moxKeT 6bITb COKpalleHa
Harpyska Ha ceTb onepaTopa 3a CYeT OTCyTCTBMA Ay6AMPOBAHMA MHOrOaAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrtasneHum ycnyrm IPTV.

Cxema npuvmeHeHUa OYHKUMKM npeanosiaraeT, yto MnopTbl Nosb3oBaTeneli paboTaloT B perkume

«access» WAM «customer» M nNpuHagnexatr K nwbolk VLAN 3a wucknwouveHnem multicast-tv VLAN.
Monb3oBaTeNIN UMEOT BO3MOXKHOCTb TO/IbKO MOy4aTb MHOroagpecHbl Tpadumk us multicast-tv VLAN u He
MOryT nepegasaTb gaHHble B 3To VLAN. Kpome TOro, B KoMmMmyTaTtope AO/IXKEH OblTb HACTPOeH MNopT-
NCTOYHMK multicast-TpaduKa, KOTopbIM AoMKeH bbITb y4acTHMKOM multicast-tv VLAN.

Y

1.

dyHKuma «Multicast-tv VLAN» paboTaeT TonbkKo coBmecTHO ¢ IGMP Bepcumii 1 1 2.

Mpumep HacTPOIKKM Ana nopTa B pexkume paboTbl access

Bkntouuntb cbmanpau,mo MHOroagpecHbIX AaHHbIX

console (config)# bridge multicast filtering

Hactpoutb VLAN nonb3osateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpaBneHun
(VID 1200)

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

HacTpouTb NopThbl NOAb30BaTENEN.

console (config) # interface range fal/0/1-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000

console (config-if)# bridge multicast unregistered filtering
( ) #

console (config-if exit

HaCTDOMTb uplink-nopT, pa3pewns nepegayvyy mHoroagpecHoro Tpad>m<a, Tpad)m(a no/sb3oBaTeneu
W ynpasneHue.
console (config) # interface gil/0/1
console (config-if)# switchport mode trunk
console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) # exit
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5. HacTtpoutb igmp snooping rnobanbHo 1 Ha UHTepdelicax.

console (config)# ip igmp snooping

console (config)# ip igmp snooping wvlan 1000

console (config) # ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

console (config) # ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124

HacTpouTb MHTepdeiic ynpasaeHus

console (config)# interface wvlan 1200

console (config-if)# ip address 192.168.

console (config-if) # exit

33.100 255.255.255.0

Mpumep HacTPOIKK ANA NOpPTa B pexKume «customer»

JaHHbIM TN noAaknveHnA
nonb3sosatenbckne |IGMP-report’bl onpeaeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWHUMU METKaMM
(SVLAN).

BKAOUNTD GUABTPALMIO MHOTOAAPECHbIX SAHHbIX

MOXeT

ObITb

ncnonb3oBaH AOnAa  TOro, yTobbl MOMeYaTb

console (config)# bridge multicast filtering

Hactpoutb VLAN nonb3sosateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus

(VID 1200)

console (config)# vlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

HacTpouTb NOpT No/sib30BaTeNA

console (config)# interface fal/
switchport mode customer
switchport customer vlan 100

console (config-

if)#

0/1

(

(
console (config-if) #
console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if)# exit

HactpouTb uplink-nopT, paspewns nepesady mHoroagpecHoro Tpaduka, Tpaduka nonbsosatenein
W ynpasaeHue

console (config) # interface gil/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

Hactpoutb igmp snooping rnobanbHo M Ha WHTepdelicax, A06aBUTb NpasBuia MAPKUPOBKM
nonb3osaTtenbckux IGMP-report’os

console (confiqg)
console (confiqg)
console (confiqg)
console (config)

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HacTtpouTb uHTepdelic ynpaBaeHus

console (config)# interface wvlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Hacrtpowka asropusaummn IGMP-3anpocos yepe3 RADIUS

B gaHHOM npumepe onucbiBaeTca NPOoLLecC HACTPoMKKn asTopusaumm IGMP-3anpocos yepes Radius-
cepsep. IP-agpec kommyTtatopa - 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-agpec
KnneHnTta — 00:1B:21:4F:F8:1F, amanasoH paspeuweHHbix Multicast-rpynn: 233.7.0.0/16, nopt KaveHta —
FastEthernet 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepskunmoe ¢ainna ”/etc/freeradius/clients.conf”
client 10.113.113.0/24 ¢{

secret = mestest
nastype = cisco
shortname = private

}
2. Copepxkumoe daina “/etc/freeradius/users”

001B214FF81F Cleartext-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config) # bridge multicast filtering

console (config)# wvlan database

console (config)# wvlan 30

console (config) # exit

console (config)# ip igmp snooping

console (config) # ip igmp snooping vlan 30

console (config)# radius-server host 10.113.113.1 usage igmp-auth key
mestest
console (config
console (config
console (config
console (config
console (config exit

console (config interface gigabitethernet 1/0/4

( ) # interface range fastethernet 1/0/1-10
( ) #
( ) #
( ) #
( ) #
( ) #
console (config)# switchport mode trunk
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #

switchport access vlan 30
bridge multicast unregistered filtering
multicast snooping authorization radius

console (config switchport trunk allowed vlan add 30
console (config exit

console (config interface vlan 1

console (config ip address 10.113.113.2 255.255.255.0
console (config no ip address dhcp

console (config exit
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NPUNOXEHUE B TWUMNOBBLIE CXEMbl MOCTPOEHMA CETEM HA BA3E
NMPOTOKO/JIA EAPS

1. Tononorua npocroe «KoAbLo»

SWITCH 1

(@)
2

B Tononornu cetu ToNbKo 04HO KObLO. B 3ToM cnyyae HeobxoaMmo onpeaennTb A1A HEero ToNbKo
EAPS domain.

2. Tononorma oguH fOMEH C HECKO/IbKMMU KKOJIbLLAMM»

B Tononornu cetn 3 Konbla (MoxeT 6biTb 2 1 Bonee) n 2 obuwmnx yana mexxay HUMKU. B aTom cnyyae
Heobxoaumo onpeaenntb EAPS-domain 1 ycTaHOBUTb OAHO KO/bLO B KayecTBe OCHOBHOrO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOJIbLLAMU»

)
N

7

<

B TonosorMm cetn 2 Kosnbua (MoxeT 6biTb 6osee AByX) C ogHUM obwMm y3nom. B aTom cnydyae
Heobxoammo onpeaenutb EAPS-domain ans Ka)kaoro Konbua.
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NMPUNOXKEHUE B ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnuua - OnucaHMe NPoLeccoB KOMMYTaTopa

Uma OnucaHue npouecca

npouecca

3SWF MNepenaya NakeToB MeXAY YPOBHEM 2 U CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n 06paboTka metogos AAA

AATT CumynaTtop AAA gna nposepku metogos AAA

ARPG Peanunsauma npotokona ARP

B_RS YnpasneHue nepesarpy3Kkon yCTPONCTB B CTEKE

BOXM JononHuTenbHble AeNCTBUA B CTeKke (MosiydeHue cBeAeHWMIt O cTeke, MHAMKauMA, obmeH
coobLeHnaMU, cmeHa unit id)

BOXS O6paboTKa KOMaH[, COCTOAHUA CTeKa: aobasneHne macrtepa/cneisa, UsyyeHue TOMoA0ruu,
obHoBneHue Bepcum MO cneiiBa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe
intermediate agent

BRMN Bridge Management: EAPS, STP, onepaummn c FDB (mobaBneHue, yaaneHue 3anucem),
3epKannposaHue, KoHdpurypmposaHme noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP
multicast, OAM

BSNC ABTOMAT CMHXPOHW3aLMM MacTepa M c/ieiBa B CTeKe

BTPC Knnent BOOTP

CDB KonnpoBaHne KOHOUIypauMOoHHbIX pannos

CFM Peanusauma Ethernet CFM

CNLD 3arpy3ka/Bbirpyska KoHGUrypaumm

COPY YnpasneHue KonuposaHuem ¢aiinos

D_LM Link Manager — nOTOK, KOTOpPbIA CNeAUT 33 COCTOAAHME CTEK-TMHKOB

D-SP Stacking Protocol

DACT Diacnostic ACTive tests. MoToK, B KOTOpom BbinoaHAoTcA VCT-TecTbl.

DDFG PaboTa c ¢ainosoi cucremoit

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nony4yeHue MHbOPMaUUK € yaaneHHbIx oHUTOB (Bepcus MO, uptime,
YCTaHOBKa aKTMBHOro obpasa M0)

DNSC Knnent DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKa cobbITUIA OT yAa/IeHHbIX OHUTOB 06 M3MEHEHUU COCTOSHUA
BEHTUNATOPOB, UCTOYHMKOB NUTaHUA, TepmoaaTymkos, SFP-TpaHcuBepos. MNonyyeHne
COO06LLEHNI OT yaaneHHbIX toHMToB 06 nx Bepcumn MO, cepuiiHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ESTC JlornpoBaHue cobbiTHiA 0 NpeBbileHnn noporos TpadmKa Ha CPU (cpu input-rate detailed)

EVAU O6paboTKa cobbiTMin Address Update, HUKHWUI ypoBeHb, Nepeaaya Bbille

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUIA YPOBEHb, Nepesaya Bblle

EVRX O6paboTKa cobbITMI NpUéMa nakeTa M3 KommyTtaTtopa B CPU, HMKHUI ypoBeHb, nepesaya
nakeTta Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHWUA OTNPaBKKU NakeTa n3 CPU B KOMMyTaToOp, HUKHUIN YPOBEHb

exRX O6paboTKa Bbix0Aa NAKETOB C HUMKHETO YPOBHS 2

FFTT YnpasneHue Tabanuen mappyTmsaumm U MapLipyTmM3auma NakeTos

FLNK ®yHKuma FlexLink

FTPD Peanusauma npotokona FTP

FTPM YnpasneHue FTP-cepsepom (06paboTka KoHdUrypaLmoHHbIx 3anpocos 13 CLI/SNMP)
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GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanusauuna Green Ethernet

HCLT MonyyeHue n 0b6paboTka KOMaHA, HAaCTPOMKMU YCTPOMCTBA HUKHETO YPOBHS

HDEB C6op cTaTucTUKM paboTbl 33434 CUCTEMDI

HLTX OTnpaska naketos n3 CPU B KommyTaTop

HOST OcHOBHOW host-NOTOK, X0N10CTOM X0A,

HSCS Stack Config — HacTpoiika yHKUMI cBMYA HA yAANIEHHOM HOHUTE

HSES Stack Events — obpaboTka cobbiTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTepe

ICMP Peanusauma npotokona ICMP

IDLE BespelictBne cuctemnl

IGMP Peanusaumna npotokona IGMP (xocToBol Yactu)

I0D |0 Debug task

I0TG YnpasneHne TepMmnHanamum BBoAa-BbiBoAa

I0TM YnpasneHne TepMmnHanamum BBoAa-BbiBoAa

IOUR YnpasneHne TepMmnHanamum BBoAa-BbiBoAa

IP6C CyéTtumnkm ipvd n ipvé

IP6M MapuwpyTtusauymsa ipvé n ipve

IPAT YnpaBneHue 6a30i gaHHbIX ip-agpecos

IPG O6paboTKa nepexBayeHHbIX GparmeHTUPOBaHHbIX |IP-nakeToB

IPRD BcnomoraTtenbHana 3agada gna ARP, RIP, OSPF

IPSL Peanusauma IP SLA

KEYM YnpasneHue Kato4aMm ayTeHTUOMKaLmMm

L2HU MNepenaya NnakeToB Ha ypoBeHb 3

L2PS O6paboTka COBbLITMIN CMeHbI COCTOAHUA/HACTPOEK MHTepdeicoB M nepeaaya coobLLEHMI
3aperucTpmpoBaHHbIM CyKbam

L2SC JNornposaHue storm-control

L2UT YTunusaumsa noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 okoHYaHWK aeiicteua B FDB (ageing MAC-agpecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBupoBaHune KoOHPUrypaunmoHHoro dania B SHEProHe3aBUCUMOM NAMATU

MSCm MeHegasKep ana paboTbl C TEPMUHANBHBIMU CECCUAMM

NSCT HacTpoWKka orpaHuyeHMAa CKOPOCTM nepexBaTa naketos Ha CPU, seaeHue CTaTUCTUKM MO
nepexsBavyeHHbIM MaKeTam

NTPL Mepuogmnyeckas reHepauma curHana ana onpoca tabany MAC, VLAN, nopToB, My/bTUKACTa,
MapLpyTM3aumm, npuopmTesaumm

NTST [JobaBneHune n yganeHue OHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHUA IOHUTA, HA CETEBOM
YypOBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTKa KomaHAabl Ha BoccTaHoBneHne OUI ans Voice VLAN

PLCR O6paboTKa COObITUIN CMEHbI COCTOSIHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOSIHUS NOPTOB

PNGA Peanunsauma ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTtenbckmin Tack ansa Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOOHOBNEHME N aBTOKOHPUIrYpUPOBaHUE

SEAU MonyuyeHune cobbiTnin Address Update, HUKHWI ypoBEHb
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SELC MonyyeHue cobbITUI O CMEHE COCTOAHWUA NOPTa, HUKHUIN YPOBEHb

SERX MonyuyeHue cobbITMiM NpUéma naketa M3 kKommyTtatopa B CPU, HUKHWUIN ypoBEHb

SETX MonyyeHue cobbITUIN OKOHYAHMA OTNPaBKM NakeTa n3 CPU B KOMMYTaTop, HUKHWUI YPOBEHb

SFMG sFlow Manager — obpaboTKa cobbiTuii M3meHeHus IP agpeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanunsauma npotokona SNMP

SNPR 3apgaua, KoTopan pasbusaeT 6bonbwmne SNMP 3anpocbl Ha 6onee menkune (NPoKkcupyer)

SNTP Peanusauma npotokona SNTP

SOCK YnpasneHue paboToi COKeToB

SQIN Hactpoiika selective ging

SS2M Slave To Master — nepegaya coobLeHnin co cnenBa Ha mactep

SSHP Cepsep ssh - HacTpoiika, 06paboTKa KomaHA, Talimep

SSHU Cepsep ssh - npoTokon

SSLP Peanusauma SSL

SSTC NornposaHue cobbiTnin 0 NpesbllleHMn noporos Tpaduka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccuma yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN

STSD CLI-ceccua yepes VLAN

STSE CLI-ceccua yepes VLAN

STSF CLlI-ceccunsa yepes VLAN

STSG CLI-ceccua yepes VLAN

STSH CLI-ceccna vepes VLAN

STSI CLI-ceccna vepes VLAN

SW2M O6paboTKa cobbiTnit Adress update ot FDB, 610KMpoBKa nopTa Npu BO3HUKHOBEHMN OLWIMBOK
Ha nopTty

SWTR PaspelueHne npoxoxaeHna TpadpduKa Yyepes KackagHble HTepdeicol

SYLG BbiBOA, cO0bLLEHMI B syslog

TBI_ Tabnnua BpemeHHbIX npomeKyTkos aas ACL

TCPP Peanunsaumna npotokona TCP

TFTP Peanunsaumna npotokona TFTP

TMNG YnpasaeHune npuoputeTamn 3agau

TMON Monitor Task — oTcieXXMBaeT coCTOsHUE 3aK0NbLIOBKM BydepoB 1, B cydae obHapyKeHus,
nepesarpy»<aeT HUT (gpyroro cnocoba pelleHus Nnpobaembl HalAeHO He 6blsIo)

TNSL KnuneHT telnet

TNSR Cepsep telnet

TRCE Peanusaumusa trace route

TRIG 3anyck gelicteua B FDB (ageing MAC-agpecos)

TRMT YnpaBneHue loHUTaMM B CTEKE C NOAAEPKKOM TpaH3aKuui

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamu cteka (M0)

TUNT Peanunsauma TyHHenen: KoHoUrypmposaHue, 0b6paboTka NakeTos

UDPR UDP relay

VRRP Peannsauma npotokona VRRP

WBSR YnpasneHue u Taimepbl web-cepsepa

WDHI He ncnonb3yetca (paHblue 6bina cBAzaHa ¢ watchdog Talimepom).

WDLO Cépoc watchdog Taiimepa. Mpwu cpabaTbiBaHUM Talimepa (3TO NPOMUCXOAUT NPU 3aBUCAHUM)
KOMMYTaTOp nepesarpy»KaeTcs.

XMOD Peanusauma npotokosna X-modem
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TEXHUYECKAA NOOAEPXKKA

Onsa  nonydyeHWs TeXHUYECKOM KOHCY/AbTauuM MO BOMpPOCaM 3KCNayatTauuu obopyaoBaHuA
000 «lMpeanpuatne «InTeke» Bol moxkeTe 06paTuTbcA B CEPBUCHDIN LLEHTP KOMMNAHUK:

Poccuitckaa Pegepaums ,630020, r. HoBocmbupck, yn. OKpyKHasi, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha odumumanbHOM cante KomnaHMM Bbl MoXKeTe HalTN TEXHUYECKYIO AOKYMEHTALMIO U NPOrpamMmmMHOe
obecneyeHne pans  npoaykumm OO0 «lMpegnpustne «IaTekc», obpatutbca K 6ase  3HaHUN,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CEPBUCHOIO LLEHTPa Ha TeXHUYECKoM dopyme.

OduumanbHbI calT Komnanmm: http://eltex.nsk.ru
TexHunyeckuit popym: http://eltex.nsk.ru/forum

ba3a 3HaHuit: http://eltex.nsk.ru/support/knowledge
LieHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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