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A ELTEX

YC/NNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaApaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobA3aTe ibHble
napameTtpbl, HO MUX BBOA NpPeAoCTaBAAeT onpeae/ieHHble A0MONHUTE/IbHbIE
onumu.

{}

B ¢urypHbIx ckobKkax B KOMaHAHOMN CTPOKE YKa3blBAOTCA BO3MOXHble 06A3a-
TesbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.

«,»
«=-»

JaHHble 3HaKM B ONUCAHUN KOMaHAbI MCNONb3YOTCA ANA YKa3aHNA Ananaso-
HOB.

«|»

[aHHbI 3HaK B ONMCAHUM KOMaHAbl 0603HaYaeT «KUan».

«f»

ﬂ,aHHbIVI 3HaK B ONMUCaHne KOMaHdbl YKa3blBaeT Ha 3Ha4YeHune no ymoa4aHuto.

Kypcus Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble AWM NapameTpbl, KOTopblie He-
06X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM UIU CTPOKOW.

Mony»upHblii Kypcms

MonyXunpHbIM WPUPTOM BblaeNeHbI MPUMEYAHUA U NPeayNpPeKaeHNs.

<lMonyxcupHolii
Kypcus>

MoNyXMPHbIM KYPCUMBOM B YI/I0BbIX CKOBKaxX yKa3blBalOTCA Ha3BaHUA KNasuLl
Ha K/iaBuaType.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New

WpudpTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3y/ibTaTbl BbINOJHEHUA
KOMaHa.

MpumeyvaHuA U npegynpexaeHua

Y
p

MpumeuaHua cogeprKaT Ba)KHYIO MHPOPMaLUIO, COBETbl AN pPEeKOMEHAauuu No Mc-
No/1b30BaHUIO U HACTPOiiKe YCTPOUCTBA.

MpeaynpexaeHna MHPOPMUPYIOT NO/Ib30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
Bpeps, yCTPOMUCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-

Tepe AaHHbIX.
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HELTEX

1 BBEAEHUE

B nocnegHue rogbl Habnogaetca TEHAEHUMA K OCYLLECTBAEHWIO MacLUTabHbIX MNPOEKTOB Mo
NMOCTPOEHMUIO ceTell CBA3M B cooTBeTcTBUM C KoHuenuumen NGN. OaHOM M3 OCHOBHbIX 3ada4y npu
peanusaumnm KPYMNHbIX MY/IbTUCEPBUCHbIX ceTen AaBnaerTca co3gaHue HaaeXHbIX n
BbICOKOMPOM3BOAUTENbHBIX TPAHCMOPTHbLIX CEeTei, KOTOopble ABAAKTCA OMOPHbIMM B MHOIOC/IOMHOM
apPXUTEKTYpe CeTen caeayowero NoKoAeHus.

Mepesaya wHOOPMAUMM Ha OOMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPyMHOro MmaclTaba,
noApasymeBaeT BbI6Op TaKoM TOMOMOMMM CETU, KOTOpas No3BoAseT NMOKO OCyLLeCTBAATL pacnpeaeneHne
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepuin MES53xx, MES33xx n MES23xx, MOryT MCNoNb30BaTbCs Ha CETAX KPYMHbIX
npeanpuATMA U NpeanpuATMiA mManoro u cpegHero 6usHeca (SMB), B onepaTopckux cetax. OHu
06ecneynBaloT BbICOKYIO MPOM3BOANUTENBHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBo
obcnyxueaHma (QoS). Kommytatopbl MES5324 1 MES3324 o6nagatoT NOBbILWEHHOW HAAEXKHOCTbIO 33
CYET pe3epBMPOBAHMA Y3/10B, onpegenstowmx becnepeboiiHOCTb GYHKUMOHMPOBAHUA — Moaynel
NUTaHUA U MOAYNEN BEHTUAALMMN.

B HacToALleM pyKoBOACTBE M3/10XEHbl Ha3HaueHne, TeXHUYECKNE XapaKTepUCTUKN, peKoMmeHaaummn
Nno Ha4vanbHOM HaCTpOVIKe, CUHTAKCNC KOMaHAg AONnA KOHd)MprMpOBaHM‘r'I, MOHUTOPUHTA U obHoBNEHUA
nporpammHoro obecneveHus KOMMYTaTOpa.
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DHELTEX

2 OMUCAHUE U3OENUA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES5324, MES3324 — 3TO BbICOKOMNPOU3BOAUTE/NbHbIE YCTPOMCTBA,
OCHalleHHble WHTepdencamm 10GBASE-X, 40GBASE-X W npepgHasHayeHHble A0S MCNONb30BaHMA B
ONEepaToOPCKMX CETAX B KAYeCTBE YCTPOWCTB arperaumm n B LLeHTpax o6paboTkm aaHHbIX (LLOJ) B KavecTse
Top-of-Rack nnm End-of-Row KommyTaTopos.

MopTbl ycTpolicTBa noaaepusatoT paboTy Ha ckopocTtax 40 réut/c (QSFP) (MES5324), 10 réut/c
(SFP+) nan 1 rémt/c (1000BASE-X 1 1000BASE-T SFP), yuto obecneumsaeT rubKOCTb B MCNOAb30BAHUN U
BO3MOHOCTb MOCTEMNEHHOrO Nnepexoaa Ha 6o0s1ee BbICOKME CKOPOCTU Nepeaaym AaHHbIX. Hebnoknpyemas
KOMMYTaLMOHHAA MaTpuua MO3BONSAET OCYWECTBAATb KOPPEKTHy0 06paboTKy naketoB npw
MaKCMMabHbIX Harpyskax, COXpaHsaa Npu 3TOM MWHWMANbHbIE U MpeAcKasyemble 33a4eprKKU Ha BCeX
TMnax Tpaduka.

Cxema BeHTMAAuMKM front-to-back obecneumsaeT apdeKkTMBHOE OXNarKaeHWE NPU UCNOb30BAHMM
YCTPOMCTB B YC/I0BUAX cOBpemeHHbIX LLO/.

[dy6nvMpoBaHHble BEHTUAATOPbI U WUCTOYHMKM MUTAHUA MOCTOAHHOMO WAM NEPemMeHHOro ToKa B
COYETaHUWM C Pa3BUTOM CUCTEMOM MOHWMTOPMHIA anmnapaTHOM YacTU YCTPOMCTBA MO3BOAIOT MONYYUTb
BbICOKME MOKa3aTeNIn HaAeKHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsYeit 3ameHbl mogynei NnuTaHus
N BEHTUAALUMOHHBIX Moayneit, obecneunsas becnepeboitHoCTb GYHKLMOHUPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna cepun MES2324, MES2348 — ynpasasemble KOMMYTaTopbl YPOBHA L2+,
KoTopble umetoT 24-48 noptos 10/100/1000Base-T 1 4 nopta 10GBase-X (SFP+)/1000Base-X (SFP).

KommyTaTopsb! goctyna cepmum MES2308 — nmetoT B cBoém coctase 10 noptos 10/100/1000Base-T,
(MES2308P — 8 noptos 10/100/1000Base-T ¢ noaaep»kon PoE+ 1 2 noprta 10/100/1000Base-T), 2 nopTa
1000Base-X (SFP).

KommyTaTopbl [0CTyNa OCYLLECTBAAIOT MOAK/IOYEHWE KOHEYHbIX MOoJ/ib30BaTeneli u cetei
npegnpuATUA Manoro u cpegHero 6usHeca K ceTam onepaTopoB CBA3M C NOMoLpto UHTepdelicos Gigabit
Ethernet.

2.2 ®DyHKUMM KOMMYTaATOpaA

2.2.1 bazosvbie pyHKYUU

B Tabavue 2.1 npuBegeH cnMcok 6a3oBbix  PYHKUMM  YCTPOMCTB, AOCTYMHbIX A1
aAMUHUCTPUPOBAHUA.

Tabnunua 2.1 — basosble PyHKUUKM yCTpOICTBA

3awuma om BnoKMpoBKa BO3HMKaeT B CAyYasax neperpysku BbIXOAHbIX NOPTOB YCTpONCTBa Tpa-
6710KUPOBKU o4epedu | PUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. 3TO MPMBOAMT K 3aJepKKam nepeaayu
(HOL) AaHHbIX M NoTepe NakeToB.
[Modoepxcka CnocobHocTb nogaep:knsaTb nepefadyy CBepXAJ/MHHbIX KaApoB, YTO NO3BOAAET Me-
€8epXx0UHHbIX KOOPO8 | peaasaTb AaHHble MEHbLIMM YNC/IOM NaKeTOB. ITO CHMKaeT 06bem cnyxebHoN nH-
(Jumbo frames) dopmaumn, Bpems 06paboTKM 1 NepepbIBbI.
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HELTEX

YnpaeneHue nomokom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOIAET COEANHATD HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [ANA npefoTBpalleHua nepenonHeHua 6ydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOKHOCTb OTNpaBaaTb naket PAUSE, Tem cambim MHPOPMU-
pys BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU cAenaTb naysy Npu nepena-
Yye NakeToB.

Paboma e cmeke
ycmpolicms

KommyTaTop noadeprkuBaeT o6beMHEHNE HECKO/IbKMX YCTPOWCTB B CTEK. B aTom
C/lydae KOMMYTaTOpbl PAacCMaTpMBAlOTCA KaK eguHOe YCTPOWMCTBO C 06WwumMK Ha-
CTpOMKamun. Bo3moXKHbI ABE TONONOMMKN NOCTPOEHUA CTEKA — KOJIbLLO U LienoyKa. Mpu
3TOM MapameTpbl NMOPTOB BCEX YCTPOWCTB, BKJ/IKOYEHHbIX B CTEK MOMKHO 334aTb C
KOMMyTaTopa, paboTalowero B pexmme «mactep». CTeKMpoBaHMe yCTPOMCTB Mo-
3BOJIIET CHU3UTb TPYA0EMKOCTb YPaBAEHUA CETHIO.

2.2.2 ®yHKyuu npu pabome c MAC—-adpecamu

B Tabnnue 2.2 npueaeHbl GyHKLMK YCTPONCTB Npu pabote c MAC—agpecamu.

Tabnnua 2.2 — dyHKUMK paboTbl ¢ MAC-agpecamu

Tabauuya
MAC-adpecos

KommyTaTop coctasaseT B namatu Tabauuy, B KOTOPOM yCTaHaB/IMBAETCA COOTBETCT-
Bune mexay MAC-agpecamu n ysnamu nopToB KOMMyTaTopa.

Pexcum obyveHus

B oTcyTcTBME 0byuYeHUA, AaHHbIe, MOCTYNatloLWme Ha Kakoi-1mbo nopT, nepegatoTcs
Ha BCe OCTasibHble NOPTbl KOMMyTaTopa. B pexume obyyeHUs KOMMyTaTOp aHau-
3upyeT Kagpbl W, onpegenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabauuy
MaplupyTusaumn. Bnocneactsum, kagp Ethernet, npepgHasHaueHHbI Ans xocTa,
MAC-agpec KOTOpOro y¥Ke ecTb B Tabsvue, nepeAaeTca TO/IbKO Yepes yKasaHHbIN B
Tabauue noprt.

lModdepxka nepedayu
Ha HeckosnbKo MAC-

adpecos
(MAC Multicast Support)

[aHHaa ObyHKUMA NO3BONAET YCTaHaB/AMBATb COEAMHEHUA «OAUH KO MHOMUM» U
«MHOTME KO MHOTMM». Takum o6pasom, Kagp, aApecoBaHHbI MHOroaapecHow
rpynne, nepesaeTca Ha Kax bl NopT, BXOAALLMIA B rpynny.

AsmomamuyecKoe £ . MAC .
CAN OT YCTPOWCTBA C onpeAefieHHbIM -aflpecom 3a onpeeneHHbli nepuog,
epems xpaHeHua MAC- yer P P P P
3 BpemMeHu He NoCTynatoT nakeTbl, TO 3aNMcb A4 AaHHOro aApeca ycrapesaer U yaa-
aopecos nAetca. ITo No3BOAAET NOAAEPIKMBATb TabMLYy KOMMYTaLMKU B aKTyaslbHOM COCTOA-
(Automatic Aging for MAC HUAN
Addresses)
Cmamuvyeckue 3anucu o
MAC CeTeBOW KOMMYTaTOp MO3BOASAET MO/b30BaTEN0 ONpeAeUTb CTaTUYecKue 3anucu
] ] cootseTcTBMiA MAC-aapecos, KOTopble coxpaHatoTca B Tabnuvue mapLupyTU3aLuu.
(Static MAC Entries)

2.2.3  ®dyHKYyuu emopo20 yposHsa cemesoii moodenu OSI

B Tabanue 2.3 npusegeHbl GyHKLMU U 0COOEHHOCTM 8MOpPO20 yposHA (yposeHs 2 OSl)

Tabnunua 2.3 — OnucaHune GyHKLUMIA BTOpOro ypoBHaA (yposeHb 2 OSl)

Peanusaumna npotokona IGMP no3sonseTr Ha ocHoBe WMHPoOpMaLUMUKM, MOAYYEHHOWN

®dyHkyua IGMP npu aHanmse cogepxumoro IGMP nakeTos, onpeaenunTb, Kakue ycTpoincTeBa B CeTu
Snooping Y4acTBYIOT B Fpynnax MHOrOaApecHoOm paccbiikK, U aapecoBaTb TpaduK Ha COOTBET-
CTBYyHOLLME NOPTHI.

. Peanusauus npotokona MLD nossosfeT ycTPOWUCTBY MMHUMWM3MPOBATb MHOroas-

®yHKyua MLD Snooping o 4 P yerp y P A
pecHbiit IPV6 Tpaduk.

DyHKLUMA, NO3BONAIOWAA NepeHanpaBaaTb MHOroaapecHoln Tpaduk ns ogHon VLAN

®dyHkyua MVR B APYryto Ha ocHoBaHMK IGMP-coobLeHni, 4To NO3BOAAET YMEHbLUNTb HAarpy3Ky Ha

uplink-nopTy. MpumeHseTca B pewweHusx lli-play.
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DHELTEX

3awjuma om
WwupoKosewamenoHO20

«cwmopma»
(Broadcast Storm Control)

LLinpoKoBeLaTeNbHbIA WTOPM — 3TO Pa3MHOMKEHME LUMPOKOBELAaTeNbHbIX Co0bLLe-
HWIA B Ka)XAOM y3/1e, KOTopoe NpUBOAUT K NaBUHOOBPA3HOMY POCTYy MX YMCna M Na-
panusyet paboTy ceTu. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYHO OFPaHNUYUTL
CKOPOCTb Mepeaayn MHOroagpecHbiX U WMPOKOBELLATENbHbIX KaApoB, NPUHATLIX U
nepeAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue

nopmos
(Port Mirroring)

3epKanupoBaHue NopToB no3sonset AybanposaTb TpaduK Habaogaembix NOPTOB.,
nepecbinas BXogdawme WM/MAN UCXOAALLME NaKeTbl Ha KOHTPOAMpyloWwMi nopt. Y
Nonb3oBaTeNss KOMMYTAaTOpPa eCTb BO3MOMHOCTb 334aTb KOHTPOAMPYIOWMIA U KOH-
TponMpyemble NopThl U BblI6paTh TMN TpaduKa (BXOAAWMMN M/UAN NCXOAALWNNI), KO-
TOpbIV ByAeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

U3onayua nopmos
(Protected ports)

[aHHas ¢yHKUMA no3sosiseT HazHauuTb nopTy ero uplink-nopT, Ha KoTopbIn Besyc-
NOBHO byZeT nepeHanpaBAaTbCA BeCb TpaduK, obecneuynsasn Tem caMbiM U30NALMNIO
C ApYyrMmM nopTamu (B npegenax o4HOr0 KOMMYTAToOpa), HAXOAALWLMXCA B STOM e
WwnpoKoBewaTenbHom gomeHe (VLAN) B npegenax og4HOro KommyTaTopa.

Private VLAN Edge

[daHHaa ¢yHKUMA NO3BONAET W30AMPOBATHL rPynny nopToB (B npeaenax ogHoOro
KOMMYTATOpa), Haxo4AwWwMXca B O4HOM LWMPOKOBELLATE/IbHOM LOMEHE MEXAy COo-
60i1, N03BOAAA NPU STOM O6MEH TPAadUKOM C APYTMMU NOPTaMM, HaXo4AWMMUCA B
3TOM }Ke LWMPOKOBELLATENbHOM SOMEHE, HO HE NMPUHALAEXKALLMMU K 3TOM rpynne.

Private VLAN

Ob6ecneynBaeT U30ALMI0 MeXAY YCTPOMCTBAMM, HAXOAAWMMMUCA B OLAHOM LIMPOKO-
BellaTe/IbHOM AOMeEHe, B Npeaenax Bcei L2-cetn. PeannsoBaHbl TONIbKO ABa pexu-

(light version) Ma paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHuBaTbCA
APYT C Apyrom).

Spanning Tree Protocol — ceTeBoi NPOTOKOA, OCHOBHOW 3aga4ell KOTOPOro ABNAET-

lNoddepka ca npusegeHune cetn Ethernet ¢ U3bbITOYHBIMK COEANHEHUAMMU K PEBOBUAHON TO-

npomokona STP nosorMu, UckoYaLwel netam. Kommytatopbl 06MeHMBaOTCA KOHOUTYPALMOHHbI-

(Spanning Tree Protocol)

MM COOBLLEHMAMM, CMONb3YA Kaapbl cneuunansHoro Gopmara, U BbIGOPOYHO BK/IHO-
YaloT M OTK/IKOYAOT Nepeaady Ha nopTbl.

lModdepiKa

npomokona RSTP
(IEEE 802.1w Rapid spanning

Rapid (6bicTpbiit) STP (RSTP) — sBndeTcA ycoBepLIEHCTBOBaHMEM MNpoTokosa STP,
XapaKTepusyeTcs MeHbLIMM BPpEMEHEM NPUBEAEHMA CETU K APEBOBUAHOMN TOMOMO-
MK 1 umeeT 60/1ee BbICOKYHO YCTOMYMBOCTD.

tree protocol)
MpoToKoA NpeaHa3HavyeH ANA NOBbILWEHUS YCTOMUYMBOCTM U HALEHHOCTU CETU Nepe-
lpomokon ERPS [a4M OaHHbIX, MMetoLEe KONbLLEBYHO TOMOAOMNIO, 33 CHET CHUMKEHMUA BPEMEHU BOC-
(Ethernet Ring CTQHOBNEHMA CETM B C/lydae aBapuun. BpemA BoccTaHOBNEHUA He npesbiwaeTt 1 ce-

Protection Switching)

KYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHM NEPECcTPOMKN CETU NMPU UCNONb30BAHUM
NPOTOKO/I0B CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYTaTopa, 06pasyloLmx O4HY LUMPOKOBELLATENbHYIO
obnactb (gomeH). KommyTaTop NoaaepMBaeT pasanyHble cpeacTBa Knaccuduka-
UMM NaKeTOB A/ onpeaeneHna X NPUHAANEKHOCTM K onpeaeneHHoi VLAN.,

Moddepxcka

npomokona OAM
(Operation, Administration,
and Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHK-
UMM YPOBHA KaHasia nepegayum AaHHbIX NPeacTaBAsoT cOb0M NPOTOKOA MOHUTOPUH-
ra COCTOAHWA KaHana. B aTom npoToKosie ana nepedadym MHGOPMALMKU O COCTOAHUM
KaHana MexAay HenocpefcTBEHHO MOAKAOYEHHbIMM ycTpoictBamu Ethernet uc-
no/sb3ytoTcs 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/XKHbI

802.3ah
ah) noaaep»ueaTb ctaHgapT IEEE 802.3ah.
Mpotokon peructpaumm GARP VLAN obecneuyvBaeTr pgumHamuyeckoe pobasne-
lMododepicka GVRP Hue/yaanenune rpynn VLAN Ha noptax KommyTaTopa. ECAM BKAOYEH MPOTOKOA
(GARP VLAN) GVRP, kommyTaTop onpegenseT, a 3aTeM pacrnpocTpaHAeT AaHHble O NPUHAANE K-

HocTh K VLAN Ha Bce NopTbl, ABAAIOLLMECA YACTbIO aKTUBHOM TONONOIMN.

Moddepicka VLAN Ha

b6aze nopmos
(Port-Based VLAN)

Pacnpepenernune no rpynnam VLAN BbinonHAeTcA No BxogAwmm noptam. [aHHoe
pelleHVe NO3BOAET UCMOJIb30BAaTh HA KaX40M NOpTy TONbKO ogHy rpynny VLAN.

lMododepxcka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTAHAAPT, KOTOPbI ONMCbIBAeT npoueaypy TermpoBaHus
TpadumKa gns nepedaumn MHpopmaumm o npuHagnexkHoctm K VLAN. MNossonser uc-
noab30BaTb HecKoabKo rpynn VLAN Ha ogHOM nopTy.

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx
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HELTEX

ObveduHeHuUe KaHan108
c ucrnonvb3osaHuem LACP

Mpotokon LACP obecneynBaeT aBTomaTUyeckoe obbeguHeHne oTAe/bHbIX CBSA3eN
MeXKAY ABYMS YCTPOMCTBAMM (KOMMYTAaTOP—KOMMYTATOP MM KOMMYTAaTOp—CepBEp)
B €4MHbIN KaHa/ nepesayun AaHHbIX.

B nNpoToKone NOCTOSIHHO OonpeaensaeTcs BO3MOXKHOCTb 06beANHEHNA KaHaNoB, U B
C/ly4yae OTKa3a CoeaANHEHUs, BXOAALLErO B 06beAMHEHHDbIN KaHa, ero TpaduKk aBTo-
MaTUYECKU nepepacnpesenfaeTca No He 0TKa3aBWIMM KOMMNOHEHTaM 06beaNHEHHO-
ro KaHana.

Co30aHue epynn LAG

B ycTpolicTBax nopaeprkmsaetcAa GYHKUMA CO34aHMA rpynn KaHanos. Arperaums
KaHanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHon0rmna ob6beanHeHUs
HECKOJIbKMX PU3NYECKMX KaHA/I0B B OAMH IOFTMYECKUA. ITO CnocobCcTBYET He TOIbKO
YBE/NIMYEHWNIO NMPOMNYCKHOM CMOCOBHOCTM MarucTpasbHbIX KaHa/oB KOMMYyTaTop—
KOMMYTATOpP WINW KOMMyTaTOp—CepBEP, HO M MOBbILWEHUID UX HAAEXHOCTU. Bos-
MOMHbl TpM TMNa 6anaHCMpPoBKM — Ha ocHoBaHMM MAC-agpecos, Ha ocHOBaHuu IP
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHaueHwUs.

lpynna LAG cocTouUT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatolmx B Aynaekc-
HOM pexunme.

lModoepxka Auto Voice
VLAN

MpepocTaBnAeT BO3MOXHOCTb MAEHTUOULMPOBATL FO0COBOM TpadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-agpeca). Ecam B
MAC-Tabnmue KommyTatopa npucytcteyet MAC-agpec ¢ OUIl ronocoBoro wto3a
unn xe IP-tenedoHa, To AaHHbIM NOPT aBTOMATUYECKM fobasnsetcs B voice vlan
(naeHTMOMKaumMa no npoTtokony SIP unum ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3sonseT Ha3HauyaTb BHewHUM VLAN SPVLAN (Service Provider's VLAN) Ha ocHoBe
CKOHOUTYPUPOBAHHBIX MNpaBun  GUAbLTPAUMM NO HOMepam BHyTpeHHux VLAN
(Customer VLAN). MNpumeHeHue Selective Q-in-Q nossonseT pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHutb metky SPVLAN y nakeTa B OTAE/bHOM y4a-
CTKe ceTu.

2.2.4 dyHKyuu mpemoe2o ypoeHa cemesoli modenu OSI/

B Tabaunue 2.4 npusBegeHbl pyHKUUM TpeTbero yposHs (yposeHb 3 OSl)

Tabnuvua 2.4 — OnucaHne GyHKLMI TpeTbero ypoBHsA (Layer 3)

Knuenmeoi BootP u DHCP
(Dynamic Host Configuration
Protocol)

YcTpoictBa  CNOCO6HbI

BootP/DHCP.

aBTomMaTMyecku nonyyatb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AOMUHUCTPATOP KOMMYTaTOPa MMEeT BO3MOXKHOCTb 406aBAATL M YAANATb CTaThye-
CKMe 3anucu B TabanLy mapipyTMsaumu.

lpomokon ARP
(Address Resolution Protocol)

ARP — npoToKkon conoctasneHus IP-agpeca n dusmnyeckoro agpeca ycrpoicrea. Co-
OTBETCTBME YCTaHaB/AMBAETCA Ha OCHOBE aHa/M3a OTBETa OT y3/1a CeTu, aapec y3na
3anpalwmMBaeTca B WWMPOKOBEeLaTeIbHOM MaKeTe.

lpomokon RIP
(Routing Information

MPOTOKON ANHAMMYECKOW MApPLLPYTU3aLLMM, KOTOPbIM NO3BOAAET MapLLPYTU3aTOPam
06HOBAATL MapPLIPYTHYIO MHOOPMaALMIO, NOMYYan ee OT COCeAHMX MapLipyTM3aTo-
poB. B 3a4ayn NpoTOKONA BXOAUT onpeaesieHre ONTMMaNbHOIrO MapLIpyTa Ha OCHO-

Protocol) V BaHMM AaHHbIX O KOIMYeCcTBe MPOMEXKYTOUHbIX Y3/10B.
‘ DyHKLMOHAN Noaaep:KuBaeTca Ha KommyTatopax MES5324, MES3324F.
®dyHkyuAa IGMP Proxy - pyHKUMA YNPOLLEHHON MApLUPYTM3aLMM MHOT0aAPECcHbIX AaHHbIX Me-
IGMP Proxy XAy ceTamu. Ana ynpasneHua mappyTmnsaumen ncnoabsyetca npotokon IGMP.

lpomokon OSPF

MpoTOKON AMHAaMWYECKON MapLIpPyTU3aLMKU, OCHOBAHHbIN Ha TEXHONOTUU OTCNENKU-
BaHWA cocTosHMA KaHana (link-state technology) n ncnonb3yowuii ana HaxoKaeHun
Kpatyanwero nytv Anroputm [Oewnkctpbl. MNpoTtokon OSPF pacnpocTpaHaeT UHdop-
MaLMI0 O AOCTYMHbIX MapLlUIpyTax MeXay MaplipyTM3aTopamu OAHON aBTOHOMHOW

¢ CUCTEMBbI.

dyHKUMOHAN NoaaepKuBaeTca Ha KommyTtatopax MES5324, MES3324F.
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lpomokon VRRP

Mpotokon VRRP npegHasHayeH gnA pe3epBUPOBaAHUA MapLLPYTU3aTOPOB, BbIMOA-
HAKOLWMX PO/b LWAKD3a MO YMOAYaHWIO. ITO AocTUraetca nyTém obbegmHeHusa IP-
nHTepdencoB rpynnbl MapLpyTM3aTOpoOB B OAMH BUPTYasbHbIN, KOTOpbI byaet
MCNOJIb30BaTbCA KaK LWIKO3 NO YMOJIYAHUIO AN1A KOMMNbIOTEPOB B CETU.

lpomokon PIM

PIM—npoTokon mHoroagpecHol mapwpytusaummn ana IP-ceteit, cospaHHbId ana
pelweHua npobaem rpynnosoi maplupytusaumu. PIM 6asmpyeTca Ha TPaANUMOHHbBIX
MapLpYTHbIX NpoTokonax (Hanpumep, Border Gateway Protocol), smecto Toro,
yTobbl CO34aBaTb COOCTBEHHYLO ceTeByto Tomnosornio. PIM ucnonb3yeT unicast-
Tabnauuy Mapwpytusauum gns  nposepkn RPF. 3Ta npoBepKa BbINONHAETCA
MapLpyTusaTopamu, Ytobbl ybeanTbes, 4To nepegada MHoroazpecHoro tpaduka
BbINoO/IHAETCA No nyTn 6e3 netessb.

V ®DyHKUMOHan noaaepxusaerca Ha kKommyrtatopax MES5324, MES3324F.

2.2.5 @yHKyuu QoS

B Tabnnue 2.5 npmBeaeHbl OCHOBHbIE PYHKLMKM KadecTBa obcnyxkmBaHua (Quality of Service)

Tabanua 2.5 — OCHOBHble PpYHKLUMM KayecTBa 06CayKMBaHNA

Moddepxcka
npuopumMemHsix
oyepedeli

YCTPOCTBO NoaAepRnBaeT npuopmTesaumio ncxogawero Tpaduka no ouepeaam Ha
Kaxkgom nopTy. PacnpegeneHve nakeToB No o4Yepeasm MOMKET MPOU3BOAMTLCA B
pesynbTaTe KnaccMouKaLmm NaketTos No PasNMUYHbIM NOJAM B 3aro/I0BKax NaKkeTos.

Moddepxcka Knacca
obcnymueaHus 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kagpa M anroputm
MCNO/Ib30BaHMA NPUOpPUTETA B LEAX CBOEBPEMEHHOW AOCTAaBKU YyBCTBUTENbHOTO K
BPEMEHHbIM 3aAep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuoputeTos. KommyTaTopbl MOryT MCNO/Mb30BaTb 3HayeHwe npuoputeTa 802.1p
ONA pacnpeneneHusa Kagpos Mo NPUOPUTETHLIM OYepPesAM.

2.2.6 PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnnuya 2.6 — PyHKUMKM obecneyeHma 6esonacHOCTH

DHCP snooping

DyHKUMA KOMMyTaTopa, NpeAHa3HaYeHHasa 418 3aWmnTbl OT aTaK C UCMOJIb30BAHNEM
npotokona DHCP. O6ecneunsaeTt ¢uabtpaumto DHCP coobuieHnin, nocTynmBLINX C
HeHaZeXHbIX MOPTOB MyTEeM MOCTPOEHMA U NOAAEPKAHWUA 6a3bl JAHHbLIX MPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAEeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyusa 82 npomokKona

OnuwmAa, KoTopasa nossonsetr npouHbopmuposate DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi nopT npuLien 3anpoc.
Mo ymon4aHM0 KOMMyTaTop, MCno/b3yrowmin dyHKumMo DHCP snooping, obHapyKu-

DHCP BaeT u otbpacbiBaeT Aobon DHCP-3anpoc copep:kalmin onumio 82, KOTOPbIM OH
NoAy4YMn Yyepes HeHaaEXHbIl (untrusted) noprT.
UDP relay MepeHanpaBneHne wnpokoselatensHoro UDP-TpadurKa Ha yKasaHHbIN IP-agpec

®yHrkyuu DHCP-cepsepa

DHCP-cepBep ocywiecTBAseT LeHTPaM30BaHHOE yrpaBAeHue CeTeBbIMU agpecamm
N COOTBETCTBYIOWMMU KOHOUTYPALMOHHBIMU NapameTpamu, aBTOMaTUYECKU npe-
[OCTaBNASA UX KAMEHTaM.

IP Source address guard

DyHKUMA KOMMYTaTOpa, KOTopasa orpaHuynBaet IP-TpaduK, GunbTpys ero Ha OCHOo-
BaHUKM Tabauubl cooTBeTCTBUIM 6a3bl AaHHbIX NpuBaskM DHCP — DHCP snooping u
CTaTUYECKU CKOHOUTYpUpPOBaHHbIX IP-aapecoB. ®yHKLMA ncnonbsyetca ana 6opbbbl
c nogmeHol IP-agpecos.

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx
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Dynamic ARP Inspection
(Protection)

®PyHKUMA KOMMYTaTOpa, NpeAHa3Ha4YeHHaa ANA 3alWnUTbl OT aTak C UCNO/Ib30BAHUEM
npoTtokosa ARP. CoobLieHne, KOTOpOe NOCTyNaeT ¢ HEHAAEKHOrO NOpTa, NoaBepra-
eTca nposepKke — cooTtseTcTByeT A IP-agpec B Tene npuHatoro ARP-naketa IP-
agpecy oTnpasuTens.

Ecnun apgpeca He coBNagatoT, TO KOMMYTaATOp OTOpacbIBaeT NakKerT.

L2 - 13— 14 ACL (Access
Control List)

Ha ocHose nHpopmauumn, coaepKallenca B 3arosoBkax yposHen 2, 3 u 4, y agmu-
HUCTPaTOpPa ecTb BO3MOMKHOCTb HAacTpouTb A0 1024 npaBuA, COrNAcHO KOTOPbIM Na-
KeT byaet obpaboTaH, AMMb60O OTHPOLLEH.

Time-Based ACL

Mo3BonseT cKoHbUIypupoBaTh BpeMeHHbIe PaMKU, B TeHEHMNE KOTOPbIX AaHHbIA ACL
byger genctesoBathb.

noodsAuUHHOCMU HaA
ocHoee nopma (802.1x)

Moddeprka OcHoBHaa QyHKUMA BAOKMPOBKM — MOBbLICMTbL 6e30MacHOCTb CeTH, NpPeAoCcTaBAs

306/10KUPOBAHHbIX OOCTYyN K NOPTYy KOMMYyTaTopa TOJ/IbKO A1A yCTpoincTB umetowmx MAC — agpeca, 3a-
nopmos KpenneHHble 33 3TUM NOPTOM.

lposepka Mposepka noanvHHocTu IEEE 802.1x npeacraBnseT coboit MexaHU3mM KOHTPOAA A0C-

Tyna K pecypcam 4yepes BHeLWHWn cepsep. Mpowealime NpoBepKy NOAANHHOCTU
No/Ib30BaTe/IM MOJIYYalOT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 @yHKyuu ynpasseHUs KOMMymamopom

Tabauua 2.7 — OcHoBHble GpYHKLMM YNPaBAEHNA KOMMYTaToOpamMm

3a2py3Ka u 8bi2py3Ka
¢halina Hacmpoliku

MapameTpbl YCTPONCTB COXpaHAIOTCA B ¢aitne HaCTPOMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHOUIypaLMM Kak BCeN CUCTEMbI B LLeIOM, TaK U OnpeaesieHHoro nopra ycr-
poticTsa.

lpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ucnonb3yeTtcs ANA onepaumin 3anucu u yteHua ¢annos. MNpoToKon
OCHOBAaH Ha TpaHCMopTHOM npoTokoae UDP.

YcTpoicTBa Noaaep»KMBatoT 3arpy3ky M nepeaadvy no AaHHOMY NpOTOKoAy ¢daiios
HaCTPOMKKN 1 06pa3oB NPorpammHoro obecnevyeHms.

Mpomokon SCP (Secure

Mpotokon SCP ucnonb3yetca gns onepaumit 3anucu u yteHma dainos. MpoToKon
OCHOBaH Ha ceTeBOM npoToKone SSH.

MOHUMOpuUHe (RMON)

Copy) YcTpoicTBa NoAAepKMBAlOT 3arpysky M nepegady no AaHHOMY NPoOToKoay ¢dalinos
HaCTPOMKKN 1 06pa3oB NPorpammHoro obecnevyeHms.
YaaneHHolt MOHUTOPUHT (RMON) — cpefcTBO MOHUTOPMHIA KOMMNbIOTEPHbIX CETEMN,
o pacwupeHmne SNMP. CoBMmecTUMble YCTPOMCTBA NMO3BOISAOT COOMpPaATh ANarHocTnye-
YOaneHHsili

CKMEe AaHHble C MOMOLbIO CTaHUUK ynpasneHua cetbto. RMON — 3TO cTaHAapTHaA
6asa MIB, B KOTOpOW onpeaenieHbl TeKyWas W npeablaywas CTaTUCTUKA YPOBHA
MAC 1 06beKTbl ynpaBieHus, NpegocTaBasoWme AaHHbIe B peaibHOM BpeMEHMU.

Mpotokon SNMP ncnonb3yeTtca A8 MOHUTOPUHIA M YNPaBJeHUA CeTeBbIM YCTPOM-

lpomokon SNMP cTBOM. 15 ynpaB/ieHMA AOCTYNOM K CUCTEME ONpeaensaeTca CMUMCOK 3anucen co-
06LecTBa, KaXKaasn M3 KOTOPbIX COAEPKUT NPUBMUIErMM JOCTYNA.
YnpaeneHne kommytatopamu nocpeactsom CLI ocyliecTBafeTcs noKanabHO yepes
Nnmepdgpelic nocnepoBatenbHbli NopT RS-232, nnbo yaaneHHo depes telnet, ssh. UHTepdelic
KOMQHOHOU cmpoKu KOMaHAHOW CTPOKM KoHconu (CLI) sBnaeTca npombiWAeHHbIM CTaHAapToM. UHTep-
(CLI) npetatop CLI npefocTaBnAeT CNMCOK KOMaHA, U KNHOYEBbIX C10B A5 NOMOLLM MO/b-
30BaTet0 M COKpaLLeHMI0 06 bema BBOAMMBIX AaHHBbIX.
Svslo Syslog — npoToKos, obecneymBatowmii nepeaadyy cOObOLEHNN O NMPOUCXOAALLNX B
yslog cucTeme cobbITMAX, a TaKKe yBeAOMIEeHN 06 olWNBKax yaaneHHbIM cepBepam.
SNTP MpoTokon SNTP — NPOTOKON CUHXPOHMU3ALIMN BPEMEHU CETU, rapaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMM BPEMEHM CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUIIUCEKYHADI.
Protocol)
Traceroute — cny»kebHasa GyHKUMA, NpeAHa3HaYeHHan Ans onpesesneHns mapLupy-
Traceroute y dyHKUMA, npes, A pes; ppy

TOB nepegayvun AaHHbIX B IP-ceTax.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx
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YnpaeneHue A .
MWHWUCTPATOP MOXKET OnpenenMTb YPOBHU NPUBUAErUIA AOCTYNa ANA NONb30Ba-
KOHmMposaupyemsim A . P . P PEA yp P AocTy p,v
Tenewn yCTpomcTBa M XapaKTEPUCTUKM ONS KaXKA0ro YPOBHA NPUBMAETUIA (TONbKO s
docmynom — yposHU N
. yTeHusa — 1 ypoBeHb, NoMHbIN JocTyn — 15 ypoBeHb).
npususneauu
KommyTtaTop cnocobeH ycTaHaB/iMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
npasneHuna (SNMP, CLI). 3anpeT moxeT bbITb YCTaHOBNAEH OTAE/IbHO ANA KaXaor
B/10KUpOBKa ynpasne (S , CLI). 3anpeTt moxeT 6 YCTaHOB/NEH OTAENbHO A, A0ro
uHmepdeiica TMNa goctyna:
P Telnet(CLI over Telnet Session)
ynpaenewus Secure Shell (CLI over SSH)
SNMP
JlokanbHaAa [na nokanbHoOM ayTeHTUDUKALMM NOALEPKMBAETCA XPaHEHWe Naponelt B 6ase AaH-
aymeHmMuguKayus HbIX KOMMYyTaTOpa.

Gdunempayus IP
adpecos 0519 SNMP

Joctyn no SNMP paspewaetca ana onpeaeneHHbix IP-agpecos, ABNAKOLWUXCA Yne-
Hamn SNMP-coobuiecTsa.

Knuesm RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdMKaumm, aBTopusaumnm n yyeta. Cep-
Bep RADIUS ucnonbsyet 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPasA COAEPKUT AaHHbIe
NPOBEPKM MNOLJIMHHOCTU ANA KaXk[oro nosb3osartenda. KommyTaTtopbl copepkat
KNMEHTCKYI0 YacTb npoTokona RADIUS.

yCTpOl;'ICTBO npeaocTasaAeT NnoAAePKKY NPOBEPKU NOANTNHHOCTUN KIMEHTOB Nocpea-

TACACS+
(T inal A ctBom npoTtokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYO
erminal Access o
cuctemy 6e30MacHOCTM 419 NPOBEPKM NO/b30BaTes1el, NOAYYAOWMX AOCTYN K yCT-
Controller Access Control o
System) POMCTBY, @ TaKKe LieHTPaNIM30BaHHYO CUCTEMY YMNpaB/ieHuA Npu coba0aeHnn co-
Y Bmectumoctn ¢ RADIUS u gpyrumun npoueccamn NpoBepKU NOAJAUHHOCTU.
DyHKUMA cepsepa SSH nossonAaeT KAneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3alLiym-
Cepeep SSH YHKL, psep y Yy ycTp L,
LLleHHOE coeauHEeHne ANA YNPaBAeHUA UM.
ModdepsKa [aHHas dyHKUMA NpeaocTaBiseT BO3MOXKHOCTb CO34aBaTb MaKPOKOMaHAbl, nNpea-
cTaBasowme coboit Habop KOMaHA, M MPUMEHATb UX ANA KOHPUTYPaLUU YCTPOMCT-
MAKPOKOMAHO P P Puryp yere

Ba.

2.2.8 JononHumesnbHble hyHKYUU

B Tabanue Tabavua 2.8 npuseseHbl JONOAHUTENbHbIE PYHKLUKN YCTPOICTBA.

Tabanua 2.8 — JononHUTeNbHble GYHKLMKN YCTPOMCTBA

BupmyaneHoe CeTeBble KOMMYTaToOpbl MMEIOT B CBOEM COCTaBe MPOrpammHble M anmnapaTHble
mecmuposaHue Kabesa | cpeacTBa, NO3BONAOLME BbINOAHATL QYHKLMM BUPTYaibHOTO TecTepa kabena — VCT.
(VCT) TecTep NO3BOASET ONPEAEANTb COCTOSHME MeAHOro Kabens ceAsn.
JluaeHocmuka YCTPOCTBO MO3BOASET TECTUMPOBATb ONTMYECKMI TpaHcueep. Mpu TecTMpoBaHUU
onMmuYecKo20 OTC/IE}KMBAIOTCA TaKMe NapameTpbl, Kak TOK M HanpsKeHWe nuTaHuaA, Temnepartypa
mpakcueepa TpaHcuBepa. Ana peanvsaummu TpebyeTca noaaepka sTux QyHKLUMIM B TpaHCKBepe.

Green Ethernet

,ﬂ,aHHbIVI MeXaHU3M NO3BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyet
OTKNHOYEHNA HEAKTUBHbIX 31EKTPUYECKNX NOPTOB
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2.3 OCHOBHble TEXHUYECKME XapaKTEePUCTUKM

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTATOpPa NpueeaeHbl B Ta6ﬂMLI,e 2.9.

Tabnnua 2.9 — OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM

O6wme napameTpbl

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324F Marvell 98DX3336-A1 (PonCat3)

MES2324

MaKeTHbIM NpoLeccop MES2324B

MES2324FB

MES2348B Marvell 98DX3236-A1 (AlleyCat3)

MES2308

MES2308P
1x10/100/1000Base-T (OOB)

MES5324 1x10/100/1000Base-T (Management)
24x10G Base-X(SFP+)/1000Base-X (SFP)
4x40G Base-SR4/LR4 (QSFP)
1x10/100/1000Base-T (OOB)
20x1000 Base-X (SFP)

MES3324F 4x(10G Base-X(SFP+)/1000Base-X (SFP)
4x10/100/1000 Base-T/1000 Base-X Combo

MES2324

MES23248 24x10/100/1000Base-T, 4x(10G Base-X(SFP+)/1000Base-X (SFP))

MHTepgeice! 20x1000 Base-X (SFP)

MES2324FB 4x(10G Base-X(SFP+)/1000Base-X (SFP)
4x10/100/1000 Base-T/1000 Base-X Combo
48x10/100/1000Base-T

MES2348B

52348 4x(10G Base-X(SFP+)/1000Base-X (SFP))
10x10/100/1000Base-T

MES2308 2x1000Base-X(SFP)
8x10/100/1000Base-T (PoE+)

MES2308P 2x10/100/1000Base-T
2x1000Base-X (SFP)

MES5324 800 réut/c

MES3324F

MES2324
128 réut/c

MponyckHas MES2324B
CNocobHoCTb MES2324FB

MES2348B | 176 6ut/c

MES2308,

MEs2308p | 24 TOUT/C

MES5324 32 Méut

MES3324F

O6bem bydpepHoin MES2324

MES2324B

namaTu

MES2324F8 | 2 MouT

MES2308

MES2308P

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx
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MES2348B

24 Méut

Tabnnua MAC-agpecos

MES5324

64K

MES3324F
MES2324
MES2324B
MES2324FB
MES2348B
MES2308
MES2308P

16K

O6bem TCAM
(konunuecTBo npasun
ACL)

MES5324

2K

MES3324F

3K

MES2324
MES2324B
MES2324FB
MES2348B
MES2308
MES2308P

1K

Konnyectso
mapuwpyTtos L3 Unicast

MES5324

8K

MES3324F

13K

MES2324
MES2324B
MES2348B
MES2324FB
MES2308
MES2308P

®yHKUMOHan L3 BbikAtoYeH

Konnyectso ARP-
3anucen

MES5324

8K

MES3324F

4K

MES2324
MES23248B
MES2324FB
MES2348B
MES2308
MES2308P

1K

Konunyectso rpynn L2
Multicast (IGMP
snooping)

MES5324

4K

MES3324F

4K

MES2348B
MES2324
MES2324B
MES2324FB
MES2308
MES2308P

2K

Konnyectso
mapuwpyTos L3
Multicast (IGMP Proxy,
PIM)

MES5324

4K

MES3324F

4K

MES2348B
MES2324
MES2324B
MES2324FB
MES2308
MES2308P

®PyHKLUMOHAN L3 BbIKAOYEH

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx
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MES5324 OnTunyeckme nHTepdelicol 1/10/40 réut/c
dneKTpuyeckme nHTepodericsl 10/100/1000 M6éut/c
MES3324F
MES2324
CkopocTb nepeaayun 523 OnTunyeckme nHTepdelicol 1/10 réut/c
aHHbIX MES23438B dneKTpuyeckme nHTepodeicsl 10/100/1000 M6éut/c
A MES2324B P P
MES2324F
MES2308 OnTnyeckune nHTepdeiicol 1 Fémut/c
MES2308P dneKTpuyeckme nHTepodericsl 10/100/1000 M6éut/c
MES5324 1375(ingress)/75(egress)
MES3324F 1320(ingress)/72(egress)
Konnyectso npasun MES2324
i P MES2348B
MES23248 360(ingress)/72(egress)
MES2324F & &
MES2308
MES2308P
MNopaepxkka VLAN cornacHo 802.1Q go 4K aktmeHbIx VLAN

KauecTBo obcnyxuBaHma QoS

npuoputesauma Tpaduka, 8 yposHel

8 BbIXOAHbIX oYepeaei C pasHbIMU NPUOPUTETAMU AN1A KaxK[0ro nopTa

Konnyectso VRRP-mapwpytmnsatopos | 255
Konunyectso L3 uHtepdeincos 2048
Konunuectso BupTyanbHbix Loopback- 64

uHTepdeicos

Arperaumsa KaHanos (LAG)

16 rpynn, o 8 NOPTOB B KaxKA0M

Konnuyectso ak3emnaapos MSTP

64

CBepxaivHHble Kagpbl (jumbo frames)

MaKCMManbHbIN pazmep naketos 10K

CreKknpoaHue

0o 8 yctpoiicTts

CooTBeTCTBME CTaHAAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P)

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, WEB

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx
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dusnyeckme xapaKTepucTUKN U yCI0BUA OKpYKalowieit cpeabl

CeTb NepeMeHHOoro Toka: 220B+-20%, 50 'y,
CeTb NOCTOAHHOrO TOKa: -36.. -72B

MES5324 BapMaHTbl NUTAHUA:
MES3324F - OAWH UCTOYHMK NUTAHMA NOCTOAHHOIO MW NEePeMeHHOro TOKa;
- ABa WCTOYHMKA NUTAHMA MNOCTOAHHOINO WM NEPEeMEHHOro TOKa, C BO3-
MOXHOCTbIO FopsAYelt 3aMeHbl.
MES2324
MES2308 CeTb NepeMeHHOoro Toka: 220B+-20%, 50 'y,
MES2308P
VcTo4HMKM nUTaHuA CceTb NepemMeHHOoro Toka: 220B+-20%, 50 'y,
N CBUHL,OBO-KMUCNOTHbI aKKyMynaTop.
XapaKTepuCTUKM 3apsaAHOTro YCTPOMCTBA:
- TOK 3apsja:
mg:gzijEB 2,7+0.2A - MES2324FB n MES2348B;
1.6+0.1A - MES2324B.
MES2348B
- HanpsXeHue cpabaTbiBaHUA pacuenuTens Harpyskm — 10-10,5 B;
- MOPOroBOEe HaNpAXKeHWe MHAMKAUUM HM3Koro 3apaga —11 B
V CeueHue nposoaa gna nogknoueHue AKB, He meHee 1,5mm?
Emkoctb AKB, He meHee 20Ah (Hanpumep GP12200).
MES5324
MES3324F He 6onee 85 BT
MES2324 He 6bonee 25 Bt
MES2324B He 6onee 50 BT
MoTpebnsemas
MOLLHOCTb MES2324FB He 6onee 45 Bt
MES2348B He 60siee 44 BT / He 6onee 84 BT (c yueTom 3apsaaa 6atapen)
MES2308 He 6onee 12,5 BT
MES2308P He 6onee 275 BT
MES5324 430x298x44Mmm
MES3324F 430 x 280 x 44 mm
MES2324
MES23248 430 x 158 x 44 mm
FabapuTHble pasmepsl |\ \co)30arp | 430 x 243 x 44 Mm
MES2348B 430 x 280 x 44 mm
MES2308 310 x 158 x 44 mm
MES2308P 430 x 158 x 44 mm
MES5324 oT 0 no +45 °C
MES3324F
MES2348B
NHTepBan paboumnx MES2324
Temnepatyp MES2324B oT-20 o +45 °C
MES2324FB
MES2308
MES2308P

MHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx 18
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OTHOCUTENbHAA BAAXKHOCTb NpU
aKcnnyaTtaumm (6e3 obpasoBaHuUs He 6onee 40%
KOHZeHcaTa)

OTHOCKTENIbHAA BNAXKHOCTb npu

XpaHeHuu (6e3 obpasoBaHua o1 10% no 95%
KOHZeHcaTa)
CpenHuii CPOK CyKObI 20 net

/ Tun NUTaHMA YCTPOICTBa onpeaenseTca Npu 3akase.

2.4 KOHCTpYKTUBHOE UCMOJIHEHUEe

B AaHHOM pa3gesie ONMCaHO KOHCTPYKTUBHOE MCMOJ/IHEHME YCTPOMCTB. peacTasieHbl n3obpaxe-
HMA nepeaHen, 3aaHein 1 BOKOBbIX NaHeel YCTPONCTBA, ONUCAHbl Pa3bembl, CBETOANOAHbBIE MHANKATOPDI
W opraHbl ynpaBaeHus.

Ethernet-kommyTtatopbl cepuin MES53xx, MES33xx, MES23xx BbINO/IHEHbI B METa/I/INYECKOM KOpny-
ce C BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucarHue nepedHeii naHeau ycmpolicme MES53xx, MES33xx, MES23xx

BHewHWn BMA nepegHeit naHenu yctponcts cepuit MES53xx, MES33xx 1 MES23xx nokasaH Ha
pucyHkax 1-8.

] HELTEX 56
MES5324 _ Console TS
et Unit ™ i

O Power
O Master
OFfan
ORes

PucyHok 1— MES5324, nepedHssa naHens

B Tabaunue 2.10 npuBedeH nepeyeHb PasbeMOB, CBETOAMOAHbIX WMHOMKATOPOB W OpraHoB
ynpaB/aeHWA, PacnosIoXKeHHbIX Ha NepeaHeN NaHeIn KoMmmyTaTopa.

Tabnunua 2.10 — OnucaHune pasbeMoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepegHel naHenm MES5324

No dnemeHT nepeaHem Onncanme
naHenu
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLmil/seaombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx 19
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Console

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNsa yCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yeTca

He Ucnonb3yeTca

RX

GND

GND

TX

He Ucnonb3yeTca

He Ucnonb3yeTca

He Ucnonb3yeTca

Pacnaitka KOHCONbHOTO Kabesa npuseaeHa B NPUIOKeHUN B

O 0O NOULDS WN PP

usB

USB nopr.

00B

MopT (out-of-band) 10/100/1000 Base-T (RJ-45) ana yaaneHHoro ynpasne-
HWA YCTPONCTBOM.

YnpasneHne OCyLLECTBAAETCA MO CETWU, PashebHO C KaHasom nepeaayu
OaHHbIX.

Mgmt

Mopt 10/100/1000 Base-T (RJ-45) ana yaaneHHOro ynpasaeHUs yCTPOMNCT-
BOM. YNpasaeHWe OCyLLEeCTBAAETCA MO CETU Nepesadn AaHHbIX.

®YHKLUMOHaNbHAA KHOMKa 4/a nepesarpysku ycTpoincTea M cbpoca K 3aBo-
ACKMM HacTpoliKam:

- NPV HaXKaTWUM Ha KHOMKY AJIMTENbHOCTbIO MeHee 10 c. npoucxoant nepe-
3arpysKka ycTpoWCTBa;

- MPU HaKaTMM Ha KHOMKY A/UTeNbHOCTbo 6oaee 10 c. npoucxoamt cbpoc
HaCTPOEK YCTPOICTBA 40 3aBOACKON KOHdUrypaumu.

[1-24]

CnoTbl ANA yCTaHOBKK TpaHcueepos 10G SFP+/ 1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 gna yctaHoBKM TpaHcneepos 40G QSFP.

SELTEX  MES3324F

PucyHok 2 — MES3324F, nepedHAsA naHesb

B Tabnmue 2.11 npuBepeH nepevyeHb pPa3bemMoB, CBETOAMOAHbIX MHAMKATOPOB W OpPraHoB
ynpasaeHuA, pacnosIoXKeHHbIX Ha nepeaHel naHenn kommyTtatopa MES3324F.

Tabnunuya 2.11 — OnucaHne pa3beMoB, MHANKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHenn MES3324F

dnemeHT nepepHein

Ne OnucaHue
naHenun
UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTAHMA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLumii/seaomoiit).
Fan NHankaTop paboTbl BEHTUNATOPOB.
RPS MHAMKaATOp pe3epBHOro a1eKTPONUTaHuA.

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx 20
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2 Console KOHCO/IbHbIM NOPT 4R NOKANBbHOIO YNPaBAEHUA YCTPOUCTBOM.
MopT (out-of-band) 10/100/1000 Base-T (RJ-45) ana yaaneHHoro ynpasne-

3 00B HWA YCTPOMCTBOM.
YnpaBneHue ocylecTsiAeTcA NO CeTU, pa3fesibHO C KaHanoM nepegayu
OaHHbIX.
®yHKLMOHaNbHAA KHOMKA 4/1A nepe3arpysku ycTpoictea M cbpoca K 3aBo-
ACKMM HacTpoOMKam:

4 r - MPY HaXKaTUM Ha KHOMKY AnuTenbHocTblo meHee 10 c. npoucxoauT nepe-
3arpyska ycTpoWcTBa;
- MPY HAXKaTUM HA KHOMKY AaunTenbHocTbio 6onee 10 c. npoucxoguT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

5 [1-24] CnoTbl ANA yCTAaHOBKKU TpaHcueepos 1GSFP.

6 [11-12, 23-24] Komb60o-noptbl: nopTbl 10/100/1000 Base-T (RJ45).

XG1, XG2
+ .
7 XG3, XG4 CnoTbl Ana ycTaHOBKM TpaHcnsepos 10GSFP+/ 1GSFP

OB B B S B B B B e o B B B S B e S S S e s o S S S D S BB e 560000000 A
) - SOUOROATOSSTRAEEL
SESE e = e DO OV
000 cmon 8 5% DOTCOBOCVIETO0O
w0 O O OO 61
w000 00w i o
((((( O Ow

1 2 3 4 5 6

110-250 VAC 60/50Mz max 24 (=) Q o (h
£ AEUTEX MES2FB § 001050003200 0063000002600 005600004005 50700600400 8 005066501506 6 0FHEGOOORBE0S 11 006 15 06 56 51 066 X 02

7 120 5A Uz o) o o] ] (0] o D
ow © Q

o] o

= o} Q

= O [ ey | O

Q ®

b4

XG4 b4

[ ]

PucyHoK 5 — MES2324FB, nepedHsAsa naHess

Aerex
i i i
e i

LJELL]EJBJEJ F_J ‘TLJLJ‘E_ELJ »
WWEFTTW T oliyllyl ﬂm' —

ESESNEY -0

fEL’

3 45 6 8
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PucyHok 6 — MES2348B, nepedHss naHeso

B Tabnuue 2.12 npuBedeH nepeyvyeHb pPasbemMoB, CBETOAMOAHbLIX WHAMKATOPOB U OpraHoB

ynpaB/ieHMA, PacrnoIoXKeHHbIX Ha NepeaHeN NaHenn KommyTtaTopa MES2324.

Tabnunuya 2.12— OnncaHMe pa3bemMoB, MHAMKATOPOB U OPraHOB yNpaB/aeHua nepegHei naHean MES2324 !

dnemeHT nepegHen
Ne e OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHUA K MCTOYHMKY 3EKTPONUTAHUA NepemMeHHOro
2A TOKa.
UnitID MNHauMKaTop HOMepa yCTPOICTBa B CTeKe.
Power NHOMKaTOp NUTAaHMA YCTPOMCTBA.
2 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomsiit).
Status MNHAMKaTOp COCTOAHMA YCTPOICTBA.
Battery (MES2324B (FB)) MNHAMKATOP COCTOAHMA akKyMynaTopHoi HaTapeu.
3 Console KOHCONbHbBIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPOMUCTBOM.
®YHKUMOHaIbHAA KHOMKA ANA NepesarpysKku ycTpomncTea U cbpoca K 3aBos-
CKMM HacTpoMKam:
4 E - MPM HAXKaTUM Ha KHOMKY ANUTeNbHOCTbIO meHee 10 c. nponcxogmT nepe-
3arpyskKa ycTpoucTBa;
- NPWU HaXaTuUM Ha KHOMKY AnuTenbHoCcTbio 6osee 10 c. npoucxoauT cbpoc
HaCTPOEeK YCTPOICTBA A,0 3aBOACKON KOHbUTypauuu.
5 [1-24] 24 nopTtal0/100/1000 Base-T (RJ-45).
6 Link/Speed CseToBasA MHAMKALMA COCTOAHUA ONTUYECKUX UHTepdENCcoB.
XG1, XG2
7 XG3: XG4 CnoTbl gnAa yctaHoBKM TpaHcueepos 10GSFP+/ 1GSFP.

B Tabauue 2.13 npuBedeH nepeyeHb pPasbeMOB, CBETOAMOAHbLIX WMHAMKATOPOB W OpraHoB

ynpaBaeHuA, pacnosIoXKeHHbIX Ha nepeaHel naHenn kommyTtaTtopos MES2324B, MES2324FB, MES2348B.

Tabanua 2.13 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHMA nepegHen naHenu
MES2324B, 2324FB, MES2348B

dnemeHT nepeaHen

Ne naHenw OnwucaHue
1 ~110-250VAC, 60/50Hz max | Pasbem Ana NOAKNOYEHUA K UCTOUYHWUKY 3NEKTPOMNUTaHUA NepemeHHoro
2A TOKa.
2 12VDC max 3A Knemmbl g1 NOgKAOYEHMA aKKYMYNATOpPHOM BaTapeun 12V.
UnitID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
3 Master MHauKaTop pexuma paboTbl ycTpoiicTea (BeayLwmii/seaomblit).
Fan MHamkaTop paboTbl BEHTUNATOPOB.
Battery MHAMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.

! KommyTtaTopbl MES2324, MES2324B, MES2324FB moryT 6biTb OCHaweHbl noptom OOB (nopt (out-of-band)
10/100/1000 Base-T (RJ-45) ans yaaneHHOro ynpasieHna yCTPOMCTBOM. YnpaBaeHue oCyLecTBAAeTCA No CeTu, pas-
OENbHO C KaHAa/IOM Nepeaym faHHbIX).

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx
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4 Console KOHCONbHbIV NOPT A5 NOKANbHOIO YNPaB/eHUs YCTPOWCTBOM.
PyHKLMOHaNbHAA KHOMNKA ANA nepe3arpyskun ycTponcTBa 1 cbpoca K 3aBoa-
CKMM HACTpOMKam:
5 r - MPY HaXXaTUKU Ha KHOMKY AaAnTenbHOCTbio meHee 10 c. npoucxoguT nepe-
3arpysKa ycTpoicTBa;
- MPM HaXaTUM Ha KHOMKY AauntenbHoCTbio 6onee 10 c. npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypaumu.
MES2324B 24 nopTtal0/100/1000 Base-T (RJ-45).
[1-24]
MES2324FB | CnoTbl gnA ycTaHOBKM TpaHcueepos 1G SFP.
6 | [11-12,
23-24] MES2324FB | Komb6o-noptsl 10/100/1000 Base-T (RJ45).
[1-48] MES2348B 48 noptoe 10/100/1000Base-T (RJ-45).
7 Link/Speed CBeTOBasA MHAMKALMA COCTOAHUA ONTUYECKMX NHTEPENCOB.
XG1, XG2
8 XG3, XG4 CnoTbl gna yctaHoBKM TpaHcueepos 10GSFP+/ 1GSFP.

JELTEX  MES2308p

18 -10/100/30008ASE.T, 802 331 Pok
10 107100/ 30008ASL-T
ASE

PucyHok 8 — MES2308P, nepedHsas naHeso

B Tabnunue 2.14 npuseneH nepeyeHb pasbemMoB, CBETOAMOAHbBIX MHAMKATOPOB M OPraHoOB ynpas-
JNIeHUA, PacnonoXKeHHbIX Ha NepeaHeln naHenn kKommyTtatopos MES2308, MES2308P.

Tabnunua 2.14 — OnncaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpasiaeHus nepeaHel naHenn MES2308,

2308P
dnemeHT nepegHen
Ne PEA OnucaHue
naHenun
1 Knemma 3azemnenun = Knemma pgns 3a3emneHuns ycTpomcTsea.
) ~110-250VAC, 60/50Hz max | Paz3bem 418 NOAKAOHYEHUA K MCTOUYHWMKY INEKTPOMUTaHWA NepemMeHHoro
2A TOKa.
3 UnitID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx
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Power NHAMKATOp NUTaHMA YCTPOMCTBA.
Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beaywmii/seaombiit).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
4 Console KoHCO/bHbIM NOPT ANA IOKANbHOIO YNPaB/ieHUA YCTPOUCTBOM.
®yHKLMOHaNbHAA KHOMKa A1A nepe3arpyskun ycTpoicTea U cbpoca K 3aBoa-
CKMM HaCTpoMnKam:
5 F - NPW HaXaTuUM Ha KHOMKY AAWTeNbHOCTblo meHee 10 c. npouncxoauT nepe-
3arpysKa yCTpoMncTBa;
- PU HaXKaTUW Ha KHOMKy AnuTtenbHocTblo 6osee 10 c. npoucxoamt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.
6 [1-10] 10 nopTtos 10/100/1000 Base-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX HTEpPdENCOB.
8 11,12 CnoTbl AnA ycTaHOBKM TpaHcnsepos 1G SFP.

2.4.2 3adHAA naHenb ycmpolicmea

BHewWwHMI BMA 3a4HEN NaHeNn KommyTaTopoB cepun MES5324 npmnBeaeH Ha pucyHKe 9.

©

~220 VAC
50 Hz
max 1A

PucyHok 9 — MES5324, 3a0HAs naHens

B Tabnmue Tabnumua 2.15 npmBeaeH nepeyeHb pasbemoB, PAcnoOKEHHbIX Ha 3agHel NaHean
KOMMyTaTopa.

Tabanua 2.15 — OnucaHMe pa3bemMoB 3a4Hel NaHeAn KoMmyTaTopa

Ne dnemeHT 3agHei naHenn OnucaHue
1 Knemma 3asemnenua = Knemma ANA 3a3emneHunAa yCTpOl‘;iCTBa.
2 CbemHble BEHTUNATOpPbI CbemHble BEHTUNALNOHHbIE MOAY/TU C BO3SMOXHOCTbIO ropﬂqeﬁ 3aMeHbl.
3 Pasbem Ana noaxknyeHnAa K UCTOYHUKRY 3S1EKTPONUTAHUA NOCTOAHHOIO
TOKa.
4 ~220 VAC 50 Hz max 1A Pasvem AnAa Nnoaxkn4eHnA K UCTOYHUKY SNEKTPONUTaHUA nepemeHHOoro

TOKa.

1 ~20 VA
50 He
max 1A

PucyHok 10 — MES3324F, 3a0HAA rnaHeso

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx
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Tabnnuya 2.16 — OnucaHne pasbemoB 3aJHEN NaHeNN KOMMyTaTopa

1 Knemma 3azemneHua = Knemma gna sasemneHus yCTpOViCTBa.

2 CbemHble BEHTUNATOPLI CbemHble BEHTUNALNOHHbIE MOoAyNn C BO3SMOXHOCTbIO FODHHEVI 3aMeHbI.

3 Pazbem AnAa NOAKAOYEHUA K MUCTOYHMKY SNEKTPOMUTAHUA MOCTOAHHOrO
TOKa.

4 Pasbem ana NOAKNIOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA NepemMeHHOro
TOKa.

BHewHW BUA 3agHen naHenm

KommyTaTtopos cepum MES23xx npuseseH Ha pucyHKax 11-13.
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PucyHok 11 — MES2324, MES2324B, 3a0HAA naHesb
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PucyHok 13 — MES2348B, 3a0HAsA naHesb

Tabnnuya 2.17 — OnucaHune pasbemoB 3agHeN NaHenn KommyTtatopos MES2324, MES2348B

1 Knemma 3aszemneHua = Knemma gna 3a3emneHus ycTpomncraa.
2 BeHTunatopbl.
3 12VDC max 5A Knemmsbl gns NogKAOYEHUA aKKYMYyNATOpPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz max Pasbem Ana NOAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
2A TOKa.
|
Q0OVO 000000000000
OUOC %ﬂ)@o@ooco DOO0000. | 85X MM [|y=
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PucyHoK 14 — MEES2308, MES2308P, 3a0HA5 naHeso
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2.4.3 bokKoevble naHenu ycmpolicmea
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PucyHok 15 — Mpasas 6okoeas rnaHesns Ethernet-kommymamopos
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PucyHok 16 — Jlesasa 6okosas naHenb Ethernet-kommymamopos

Ha 60KOBbIX MaHeNAX YCTPOMNCTBA PACMO/OMKEHbl BEHTUAALMOHHbIE PELLETKWN, KOTOpble CAYXKaT Ans
oTBoAa Tenaa. He 3akpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMMK NpeameTamu. ITO MOXKeT
MPUBECTU K Meperpesy KOMMOHEHTOB YCTPOMICTBA M Bbi3BaTb HapylleHusA B ero pabote. PekomeHaaumu no
YCTaHOBKe YCTPOICTBA PacMo/IOXKeHbI B pasaene «YCTaHOBKa U NMOAK/IOUYEHNEY.,

2.4.4 Ceemoeas uHOUKayusa

CoctoaHue wuHTepdelicoB Ethernet wuHauumpyetca aABymMA CBETOAMOAHBLIMU  WHAMKATOPaMU,
LINK/ACT 3eneHoro ugeta U SPEED aHTapHOro uBeTa. PacrnonoeHue cBETOANOA0B NMOKa3aHO Ha PUCYHKAX
15, 16, 17.

LINK/ACT SPEED

PucyHok 17 — BHewHuli sud pazvema ¢ QSFP mpa+Hcusepamu
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VA VA

LINK/ACT  SPEED

PucyHok 18 — BHewHul 8ud pazvema SFP/SFP+

LINK/ACT SPEED

PucyHoK 19 — BHewHul sud pasvema RJ-45

Tabnnuya 2.18 — CeeToBas MHAMKAUMA cocTOAHUA XLG nopTos

MopT BbLIKAKOYEH UAN COEAUHEHUE He YCTa-
BbikntoueH BbikntoueH

HOB/IEHO

YCTaHOBNEHO COoeAWHEHWEe Ha  CKOpOCTU
lopuT NnocTtosiHHO lopwuT NocTosHHO

40G6uT/C
[opuT nocToAHHO MwuraHune NpoeT nepegaya faHHbIX

Tabnnuya 2.19— CeeToBan MHAMKaLMA cocTosHMA XG NopToB

MopT BbLIKAOYEH UAM COEAMHEHUE He yCTa-
BbikntoueH BbikntoueH

HOBJ/IEHO

YCTaHOBNEHO CcOoeAMHEeHWEe Ha CKOPOCTU
BbikntoueH lopuT nocToAHHO

1G6ut/c

YCTaHOBNEHO cOeAMHEHME Ha  CKOPOCTU
[opuT nocToAaHHO lopuT noctoAHHO

10G6uTt/c
X Mwuranune NaeT nepefaya faHHbIX

NHankatop Unit ID (1-8) cnyuT ans o603HaYeHns HOMepa YCTPOMCTBA B CTEKE.

CuctemHble nHamkaTtopsl (Power, Master, Fan, RPS) cnyaTt gns onpeaeneHus coctosHusa paboTbl
y310B KOMMyTaTopos cepumn MES53xx, MES33xx, MES23xx.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx 27



A ELTEX

Tabnunuya 2.20— CBeToBanA UHAMKALMUSA CUCTEMHbIX MHOAMKATOPOB

HasBaHue PyHKUMA -
CocTtosiHMe MHAMKATOpa CocTosiHMe YyCTPOMUCTBA
UHOUKaTOpAa UHOUKATOpa
BbikntoueH MuTaHne BbIK/IKOYEHO
MuTaHWe BKAOYEHO,
Power CocToaHue 3eneHbliA, rOPUT NOCTOAHHO HOopMmanbHasA paboTa
WUCTOYHMKOB NUTAHUA ycTpolicTBa
o CamoTtecTupoBaHue
3eneHbli, mepuaet N
ycTpolicTea npu ctapTe (POST)
. YcTpoicTBO ABNAETCA
3eneHbln, ropuUT NOCTOAHHO
Mpu3Hak BeayLLero «MaCcTepom» CTeKa
Master YyCTPOICTBa Npwm YCTpOMNCTBO He ABAseTcA
paboTe B cTeke BbikntoueH «MaCcTePOM» B CTEKE WU He
33[aH PeXXMM CTeKMPOBaHUNA
CoctosAHue 3eneHbliA, FOPUT NOCTOSHHO Bce BEHTUAATOPbLI UCMPABHbI
Fan BeHTUAATOpPA . OTKa3 oaHoro uau bonee
KpacHbIN, ropuT NOCTOAHHO
oxnaxaeHua BEHTUNATOPOB
Pe3epBHbIN UCTOYHUK
3eneHbli, ropuT NOCTOAHHO noakatoyeH n pabotaet
HOPMa/IbHO
Pexkum paboTbl OTcyTCTBME NEPBUYHOIO
RPS pesepBHOro . NUTAHUA pe3epBHOro
KpacHbIi, ropuT NOCTOAHHO
WUCTOYHMKA NUTAHUA MCTOYHMKA UN ero
HencnpaBHOCTb.
Pe3epBHbIN UCTOUYHUK He
BbikntoueH
NoAKAoYeH
. AKB nogKkntoyeHa, nuTaHue 8
3eneHbl, ropuUT NOCTOAHHO
HOopme
3eneHblii, MUraHue AKB 3apsarkaeTca
Battery MHamkaTop - =
o OcHoBHOe nuTaHue
(MES23248B, COCTOAHUSA OpaH:KeBbli, TOPUT NOCTOAHHO
. oTkAtoyeHo, AKb pa3sparkaeTca
MES2324FB, | akkymynatopHow — - —
MwuraeT, KpacHbl-3eN1eHbIN Hu3knin yposeHb 3apaga AKb
MES2348B) | barapeu -
KpacHbli, ropnT NOCTOAHHO AKB oTknioueHa
. Asapwua PTb (pacuenutens
KpacHbln, muraHue P (pacy
TOKa 6aTapen)

2.5 KomnaeKTt nocraBku

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;
—  Mogaynb nutaHua PM75-48/12 nan PM-160-220/12 (onumoHanbHo);

—  WHyp nuTaHusa (B ciyyae KOMMIEKTALMM MOAYNEM NUTAHMA Ha 220B);
— KomnnekT Kpenexa B CTOWKY;
— JoKkymeHTauma.

/I Mo 3aKa3sy noKynatena B KOMMJIEKT MNOCTaBKU MOryT 6bITb BK/IOYEHbI

TpaHcUBepbI.

SFP/SFP+-
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3 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pasfaene onucaHbl NpoLeaypbl YCTAHOBKM 060pyA0BaHUA B CTOMKY W NOAKAOUYEHMA K NK-
Talowen cetu.

3.1 KpenneHue KPpOHLWTENHOB

B KOMMNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHWTEWHbI AN1A YCTAaHOBKM B CTOWMKY M BUHTbI 414 Kpen-
NeHVA KPOHLUTEMHOB K KOPMNyCY YCTPOWCTBA. [1A YCTaHOBKM KPOHLITENHOB:

PucyHok 20 — KpenneHue KpoHwmeliHo8

1. CoBmecTuTe YeTblpe OTBEPCTUA 419 BUHTOB Ha KPOHLUTEMHE C TAKUMMU XKe OTBEPCTUAMMU Ha
60KOBOM NaHen yCTPOMCTBA.

2. C nomoLbto OTBEPTKM MNPUKPENUTE KPOHLLTEMH BUHTaMU K KOpnycy.

3. T[oBTOopuTe AencTemAa 1,2 Ana BTOPOro KPOHLWTENHa.

3.2 YcTaHOBKa YCTPOIACTBA B CTOMKY

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKAIbHBIM HAMNPaBASAIOLLMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpPaBAAIOLWMX CTOVKK. Mcnonb-
3yiTe OTBEpPCTUA B HaMPaBAAOWMX HA OAHOM YPOBHE C 06eux CTOPOH CTOMKM, ANS TOro
4TO6bI YCTPOMCTBO PACNONaranoch ropu3oHTa bHO.

3. CnomoLupblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 21— YcmaHosKa ycmpolicmea 8 cmoliKy

Ha pucyHKe 22 npuBeaeH npumep pasmelleHns kommyTtatopoB MES5324 B cToike.

o MES-5324 N1 o
(o] KabenbHeblii opraHainsep o
o MES-5324 N2 o
(o] KabenbHblii opraHainsep o
o MES-5324 N3 o
(o] KabenbHbli opraHaiisep (o]
o MES-5324 N4 o
(o] KabenbHbii opraHaiisep o
o MES-5324 N5 o
(] KabenbHbiin opraHainaep o

PucyHoK 22— PasmeuweHue kommymamopos MES5324 e cmolike

’I He 3aKpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUA, A TaKXKe BEHTUAATOPDbI, PAacMONOXKEHHbIEe Ha
3afHeil naHenu, NOCTOPOHHMMM NpeameTaMmn Bo u3berkaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa U HapyLueHus ero paboTbl.
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3.3 YcrtaHOBKa moaynen NUTaHuA

KOMMYTaTOP MOXeT paGOTaTb C O4HUM UNN OBYMA MOOYNAMU NUTAHUA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA H606XO,CI,VIMa B C/iy4ae UnCnosb3oBaHUA yCTpOﬁCTBa B ycnosuAax, Tp66YIOLLI,MX MOBbILEHHOM

HaOEeXHOCTU.

MecTa oS YCTaHOBKM MOZY/EN MUTAHUS C 3/IEKTPUYECKOM TOUYKM 3peHUn paBHOLLEHHbl. C TOYKM
3pPEHMA MCMNONb30BAaHUA YCTPOMCTBA, MOAYNAb NWUTAHUA, HaxoZAalWMKACA bAMKe K Kpalo, cyuTaeTcs
OCHOBHbIM, 6MKe K LeHTPY — pe3epBHbIM. Moy M NUTaHWUA MOTYT YCTaHAB/MBATLCA M M3BJEKaTbeA 6e3
BbIK/IlOYEHUA ycTpoicTBa. [pu yCTaHOBKE WM M3BAEYEHUM AOMNOJHWUTENIBHOIO MOAYAA MUTaHWA
KOMMyTaTOp NpogosixKaeT paboTy 6e3 nepesanycka.

PucyHok 23 — YcmaHo8Ka mooyeli numaHus.

CocToaHMe mogynieit NMTaHMA MOXKET ObITb MPOBEPEHO MO MHAMKALMWN HA NepegHel NnaHeAn Kom-

myTatopa (cm. pasgen 2.4.4) uam no AMarHoCTUKe, JOCTYNHOM Yepes UHTepdechbl ynpaBieHns Kom-
MYTaTOPOM.

v

MHauKaumua aBapum moayna NUTaHMA MoXKeT 6biTb Bbi3BaHa HE TOJ/IbKO OTKa3som Moayns,
HO U OTCYTCTBMEM NEPBUYHOrO NUTAHUA.

3.4 NopaknoueHue NUTAIOLWEN CETU

Mpexae, Yem K ycTpoincTBy byaeT noAKatoYeHa nNuTalowas cetb, HEOBX04MMO 3a3eMANUTb
KOpMycC YCTPOMCTBa. 3a3emneHne HeOBXOAMMO BbIMONHATb M30/IMPOBAHHBIM MHOTOMWJ/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eM/IAIOLLEFO NPOBOAA AOJIKHbI CO-
oTBeTCTBOBaTb TpeboBaHuamM MY3.

Ecnn npepgnonaraetca NOAKAOYEHWE KOMMbIOTEPA MM MHOMO 06OPYAOBAHMA K KOHCOJb-
HOMY NMOPTY KOMMYTaTOpPa, 3TO 060PyA0BaHME TaKKe AOMKHO ObITb HAZLEXKHO 3a3eM/IEHO.
MogKntounTe K yCTPOMCTBY Kabenb NMTaHMA. B 3aBMCMMOCTM OT KOMMIEKTaUMKN YCTPOICTBA,
NMUTAHWE MOXKET OCYLLECTBAATLCA OT CETU NEPEMEHHOro TOKa, IMH6O OT ceTM NOCTOAHHOro
TOKa. [py NOAKAOYEHMM CETU MepeMeHHOro ToKka caefyeT UCNoNb30BaTb Kabenb, BXxoaA-
WMIA B KOMMNEKT YCTPOMCTBA. [N NOAKNOMEHUA K CETU MOCTOAHHOrO TOKa MCMOAb3ynTe
NPOBOJ, CeYeHNeM He MeHee 1 MM’
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4. BKAOYMTE NUTaHME YCTPOMCTBA U ybeamuTecb B OTCYTCTBUM aBapwii MO COCTOSHUIO MHAMKa-
TOPOB Ha nepeaHen naHenu.

3.5 TMMoaknioueHne AKb kK MES2324B, MES2324FB, MES2348B

MNogkntoveHmne AKB ocyuiectenaeTca meaHbiM NPOBOAOM ceyeHMem He meHee 1,5 MMmZ. Mpwn noga-
KntoveHnn AKB HeobxoamMmo cobatogatbh NOASPHOCTb.

Emkoctb AKB, He meHee 20Ah.

3.6 YcraHoBKa U yganeHue SFP-tpaHcuBepoB

/‘ YcTaHOBKa ONTMYECKMX MOAY/NEN MOXKET NPOU3BOAUTLCA KaK NPMU BbIKAIOYEHHOM, TaK U
- NPy BKAIOYEHHOM YCTPOUCTBE.

1. BcTaBbTe BepxHUit SFP-moaynb B CIOT OTKPLITOM YaCTblo pa3bema BHWU3, a HUXKHUI SFP-
MOZY/1b OTKPbITOM YacTbio pa3bema BBEpPX.

PucyHok 25 — YcmaHosKka SFP-mpaHcusepos
2. Hapasute Ha moaynb. Koraa oH BCTAHET Ha MECTO, Bbl YC/bILIMTE XapaKTePHbIN LLENYOK.

&7

PucyHok 26 — YcmaHosneHHble SFP-mpaHcusepbl
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[nsa ypaneHvs TpaHcueepa:

1. OTkpoiiTe 3aLenKky moayns.

PucyHok 27 — Omkpbimue 3auwjenku SFP-mpa+Hcusepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 28 — NzeneyeHue SFP-mpaHcusepos
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4 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

4.1 HacrtpoWKa TepmuHana

Ha KomnbloTepe 3anycTuTb NporpaMmmy amynaauum tTepmuHana (HyperTerminal, TeraTerm, Minicom)
W NPOM3BECTU CNEeAYIOLLME HACTPOMNKM:

1. BbibpaTb COOTBETCTBYIOWMIA NOCNEA0BATENbHbIM NOPT.

2. YCTaHOBMTb CKOPOCTb Nepeaayn gaHHbIx — 115200 604,

3. 3apgatb popmart AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbINA BUT, 6€3 KOHTPOA YETHOCTM.

4. OTKAOYMTb annapaTHOE U NPOrpaMMHOE ynpasieHne NOTOKOM AaHHbIX.

5. 3agatb pexum amynaumm tepmuHana VT100 (MHorme TepmMHasibHble NPOrpammbl MCMOAb-
3YIOT A@HHbIM PEXUM IMYAALMN TEPMUHANA B KAYECTBE PEKMMA MO YMOIYaHUIO).

4.2 BKAO4YEHMe YCTPOUCTBA

YCTaHOBUTb COeIHEHNE KOHCONM KOMMYTaTopa (NopT «console») c pasbemom noc/iea0BaTe/IbHOro
umHTepdelica KoMnbTEPA, HA KOTOPOM YCTAaHOBJ/IEHO NMPOrpaMmMHoe obecneyeHne smynsLUnum TeEpMUHaNa.

BKAountb  ycTpoiicTBo. [pu  KakAoM  BKAOYEHWM KOMMyTaTopa 3anycKaetcs npoueaypa
«TECTUPOBAHUA cUCTeMbl NpU BKAtoYeHUn» (POST), KoTopaa No3BoAeT onpeaenmTb paboTocnocobHOCTb
YCTPOICTBA Nepes, 3arpy3Koi UCNONHAEMOMN NporpamMmmbl B onepaTnsHyto namatb (O3Y).

OTobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pgBe CceKkyHAbl nocne 3aBepweHus npoueaypbl POST  HauvMHaeTca aBTo3arpyska
nporpammHoro obecneyeHus KommyTaTtopa. s BbINOJIHEHWA CrneumasbHbIX Npouesyp MCNoab3yeTcs
MeHto Startup, BOWTM B KOTOPOE MOXKHO MpPepBaB 3arpysky HakaTvem Knasulwm <Esc> unun <Enter> B
TeYeHue 3TOro BpemeHHMU.

Mocne ycnewHoOW 3arpy3kMm KOMMYTaATOpa MNOABUTCA CUCTEMHOE MpurnalleHve uHTepdenca
KOMaHAHoM cTpoku CLI .
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>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete
the detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/ [ns 6bicTporo BbI30Ba CNPABKU O AOCTYMHbIX KOMAHAAX UCNONb3yiTe KOMOUMHALMIO KNa-
BULWW <Shift>un <?>.

4.3 3arpy3ouyHoe MeHIo

Ona BXxoda B 3arpy3o4yHOe MeHlo ciedyeT NOAKAUYUTLCA K YCTPOUCTBY Yepes nHTepdenc RS-232,

nepesarpysuTb YCTPOICTBO, U B TEYEHME ABYX CEKYHA NOC/e 3aBeplieHns npoueaypbl POST HaxkaTb “ESC”
mnn “ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 4.1- PyHKUUKN NHTepdeica 3arpy304HOTO MEHH

PyHKYuA OnucaHue
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOIMKK
Boot password YcTaHOBUTL / yAanuTb Naposb Ha bootrom
Image menu BbibpaTb akTMBHbIN 06pasa cuctemHoro MO
Password Recovery Procedure CObpocnTb HaCTPOMKM ayTEeHTUPUKaLMM
Back MpoaonKUTb 3arpysky

4.4 Pexum pabotbl KOMMYyTaTOpa

KommyTaTtopbl cepuit MES53xx, MES33xx ,MES23xx paboTaloT B peXKnume CTEKMPOBAHMUS.

CTek QYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOKET 06beANHATL 40 8 KOMMYTAaTOPOB, MMEIOLLMX
cnegytolime poau, onpegensaemblie UX NopaAKoBbIMKU Homepamm (UID):
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— Master (UID ycTtpoiictea 1 unm 2), c HEro NPOUCXOAUT yrnpaB/ieHUe BCeEMU YCTPOMCTBaMU B
CTekKe.

—  Backup (UID ycTtpoiictBa 1 unm 2) — yCcTpoMNCTBO, NoauunHaAolLeecs master. ybavpyeT Bce
HaCTPOMKK, U, B C/y4yae BbiIxoda YNpaBAAlOWEro ycTpohcTBa U3 cTpos, bepeT Ha cebs
OYHKUMU yIpaBieHUs CTEKOM.

— Slave (UID yctpomncte oT 3 go 8) — ycTpolicTBa, noguuHsioweeca master. He moxker
paboTaTb B aBTOHOMHOM peXKUMe (ecan oTcyTCcTByeT master).

B pexume crekmpoBaHma MES5324 ucnonbsyetr XLG nopTbl 408 CUHXPOHM3AUMKM, OCTajbHblE
KOMMYyTaToOpbl cemeicTBa, Kpome MES2308, MES2308P — XG noptbl MES2308 n MES2308P ncnonb3yioTt
onTuyeckme 1G-nopTol. Mpy 3TOM yKasaHHble MOPTbI HE y4acTBYIOT B Nepegaye AaHHbIX. BO3MOXKHbI aBe
TOMNONIOMMU CUHXPOHU3UPYIOLLMXCA YCTPOMCTB — KO/IbLEBAA U JIMHENHanA. PeKoMeHAyeTca MCNo/ib30BaTb
KO/IbLLEBYIO TONO/OMMIO A5 NMOBbILEHMA OTKAa30yCTOMYMBOCTHM CTEKA.

Mo ymo4aHMI0O KOMMYTATOP ABAAETCA MacTepom, NopTbl XLG (XG) yyacTByIOT B nepeaaye AaHHbIX.

Hacmpolika kommymamopa 014 pabombi 8 pexrume CmeKuposaHusd

3anpoc KOMaHAHOM CTPOKM UMEET cnegytowmii Bua;
console (confiqg) #

Tabnunua 4.2 — basoBble KOMaHAbI

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
stack configuration links {fo1-4 ) HasHauaeT nHTepdencbl A CUHXPOHU3ALUKM PaboTbl KOMMYyTa-
| tel-4 | gi9-12} TOpa B CTEKe.
stack configuration unit-id o Ha3HayaeT Homep ycTpoKcTBa «unit-id» NOKasIbHOMY YCTPOMCTBY
unit_id u:tljtt:)l;;(ult.(.)& (Ha KoTopoMm BbINONHEHA KOMaHAa). CMeHa HOMepa yCcTpoicTBa
Npou3onAET nocne nepesarpyskn KOMmyTaTopa.
no stack configuration YpaneHue HacTpoOeK cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHUIO LOHUTA B CTEKE.
[pumep

= Hactpoutb MES5324 ana paboTbl B pexKMme CTeKMpoBaHMA. HaszHauuTb BTOPbIM OHUTOM, WUC-
nosab3oBaTb MHTepdeichl fol-2 B KauecTBe CTEKMPYIOLLUX.

consolef#config
console (config) #stack configuration unit-id 2 links fol-2
console (confiqg) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKKN UMeEeT cneayowmnii BUa:
console#

Tabnunua 4.3 — basoBble KOMaHAbl, JOCTYMHblEe B pexxnme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
show stack - OTobparkaeT nHGopmaLmio 06 yCTPOCTBAX, BXOAALMX B CTEK.
show stack configuration ) OTobparkaeT MHPOPMALMIO O CTEKUPYIOWUX UHTedencax oHU-
TOB B CTeKe.
show stack links [details] ) PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPIOLWMX UH-
Tepdelicax.
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= [Ipumep nUcnoab3oBaHUA KomaHabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 fol/0/1 fo2/0/2 40G fol/0/2

2 fo2/0/2 fol/0/1 40G fo2/0/1

YCTpoiCTBa C 0AMHAKOBbIMU MaeHTudMKatopamm «Unit ID» He moryT paboTaTb B 0gHOM
e CTeke.

4.5 Hacrpoiika pyHKuMII KOMMmyTaTopa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tuna.

— basoBas HacTpoiiKa — BK/toYaeT B ceba onpeaeneHne 6a3oBblx GyHKUMIN KOHOUIYpauumn 1 Ha-
CTPOMKY AMHammMyeckmx IP-agpecos.

— Hactpoiika napameTtpoB cuctembl 6€30NacHOCTU — BKIOYAET yrpaBieHMe cuctemoin 6esonacHo-
CTV Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

/' Mpwu nepesarpysKe yCcTPOKCTBa Bce HECOXPaAHEHHbIe AaHHble byayT yTepaHbl. AN coxpaHe-
HUA NO6bIX BHECEHHbIX U3SMEHEHUI B HAaCTPOMKY KOMMYTaTOpa UCNob3yeTca ceayowan
KOMaHpAa:

console# write

4.5.1 ba3zoeas Hacmpoiika Kommymamopa

[na Havana KOHGUIrypMpoBaHMA YCTPOMCTBA HEOBXOAMMO MOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY
Yyepes nocneaoBaTeibHbIN NOPT. 3aNyCTUTb Ha KOMMbIOTEPE MPOrPaMMy SMYNALUM TEPMUHAIA COFNACHO
nyHKTy 4.1 «HacTpoiKka TepmmHana».

Bo Bpema HayaNbHOM HACTPOMKM MOXKHO ONpPeaennTb MHTEpPdENC, KOToPbIN ByAeT NCNoNb30BaTbCA
ANA NOAKAOYEHUA K YCTPOWUCTBY YAANEHHO.

ba3oBasA HacTpoiKa BKAtOYaET cneayloLee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernit — 15).
Co3paHue HOBbIX NO/Ib30BaTeNEN.

HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpoika napameTtpoB npotokona SNMP.

v wN

4.5.1.1 3adaHue napons 0aa noav3osamesnsa «admin» u co30aHuUe Ho8bIx nosnv3osamerneli

Ona obecneueHusa 3alMLLEHHOrO BXOo4a B CUCTEMY HEO6XOAMMO HAa3HAuUUTb Naposb Npu-
e BUNErMpoBaHHOMY nosb3oBaTento «adminy,
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Mmsa nonb3oBatens W Naposib BBOAUTCA MpPU  BXOAE B CUCTEMY BO BpPemMs CeaHCoB
aAMUHUCTPUPOBAHUA yCcTpoicTBa. [NsA co3A4aHMA HOBOMO MO/1b30BaTENA CUCTEMbI MW HACTPOMKKN Nto6oro
W3 NapaMeTpPoB — MMEHW NO/Ib30BaTENS, MAP0A, YPOBHA NMPUBUIETUIN, UCNOb3YIOTCS KOMaHAbI:

console# configure
console (config) # username name password password privilege {1-15}

V’ YpoBeHb npusuneruii 1 paspeluaer AocTyn K yCTPOMUCTBY, HO 3anpeLyaeT HacTPOuKy. Ypo-
BeHb npusBuaernii 15 paspeLuaeT Kak A0CTyN, TaK MU HACTPOMUKY YCTPOMUCTBA.

Mpumep KoMaHa, Ana 3agaHua nonb3osartento «admin» napons «eltex» n cosgaHua nonb3osarens
«operator» c naposiem «pass» 1 ypoBHemM npusuaeruii 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 Hacmpoiika cmamuyecKozo IP-adpeca, macku nodcemu u wii103ad rno yMmoa4aHuro

[na BO3MOXHOCTM YyNpaBieHUs KOMMYTaTOPOM M3 CETU HEeobXOAMMO HasHauuTb YyCTpoMncTBy IP-
agpec, Macky NoAceTv U, B C/lydae ynpasieHua U3 OPYroi CeTu, W3 No yMmon4vaHuto. IP-agpec MoXKHO
Ha3HauuTb Atobomy uHtepdeicy — VLAN, dusmyeckomy nopTy, rpynne noptoB (MO YMOAYaHMIO Ha
uHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a A0/KeH
npUHagAexKaTb K TON e NoAceTH, 4To U OAWH u3 IP-nHTepdeincos ycTponcTaa.

V B cnyuyae ecau IP-agpec HacTpauBaetca ana uHtepdeiica pusnyeckoro nopta uam rpynnbl

e W NopToB, 3TOT MHTepdelc yaanaeTca us rpynnbl VLAN, KOTOpoit OH npuHagnexxan.

V Mpu yaaneHuu Bcex IP-agpecos KOMMmyTaTopa A0CTYN K Hemy b6yaet ocywecrenaTbea no IP-
agpecy 192.168.1.239/24.

=  [lpumep KoMaHpg HacTponkm IP-agpeca ana uHtepoeiica VLAN 1.

MapameTpbl NHTEpPPeEca:

IP-adpec, Ha3Hauaembll 019 uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonvaHuro —192.168.16.1

console# configure

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[na Toro ytobbl y6eanTtbea, UTo agpec bbii HasHaveH UHTepdelicy, BBeaUTe KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid
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4.5.1.3 [Ilony4yeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT umcnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHoO nonay4yaTb yepes nobol nHtepdpenc —
VLAN, ¢dusmnyeckuit nopt, rpynny NopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaACTPOWMKM, NpeaHasHayeHHOW Aas NonaydyeHua aumHamudeckoro |IP-agpeca ot DHCP-
cepsepa Ha uHTepdeice vian 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[ns Toro ytobbl ybeantbea, 4to agpec bbin HazHavyeH nHTepdeicy BBeauTe KOMaHAy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpoiika napamempoe npomokoaa SNMP 0aa docmyna K ycmpolicmay

YCTPOWUCTBO COAEpP>KMT BCTPOEHHbIM areHT SNMP 1 noanepsusaeT sepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[ns BOSMOMKHOCTU aMUHUCTPUPOBAHUA YCTPOICTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
co3aaTb X0TA 6bl 0AHY CTPOKY coobuiecTBa. KommyTaTopbl NoAAEPKMUBAIOT TPW TUMA CTPOK coobuiecTsa:

— ro-—onpeaenset AOCTYyN TO/NIbKO Ha YTEHUe;
— rw-—onpegenaet A0CTyN Ha YTEHUE U 3anNuChb;
— su-—onpegenaet goctyn SNMP-agmnHuUCTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/b30BaHME CTPOK coobuiecTBa public — ¢ fOCTYNOM TOMbKO ANA
yTeHusa obbekToB MIB U private — c gOCTynom Ha yYTeHuMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobLiecTBa MOXKHO 3a4aTb IP-agpec cTaHUMKM ynpaBaeHus.

Mpumep co3gaHua coobllecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocMmoTpa co3aaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp
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SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2

Hacmpolika napamempoe cucmemel 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YETCA MexaHusm AAA (ayTeHTUOUKaumS,
aBTopu3aums, ydet). Ans wndpoBaHUA AaHHbIX UCNOb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdMKauma) — coOnNocCTaBNeHME 3aMNpoCa CYLLECTBYHOLEN YYETHOWM

3anucu B cucteme 6e3onacHocTU.

— Authorization (aBTopu3aumsa, NpPoOBEpKa YPOBHA AOCTyna) — COMOCTaBAeHMEe YYETHOW

3anuncu B cucTeme (Npolealuein ayTeHTUOUKALMIO) U onpeaenEHHbIX NOHOMOYUIA.
— Accounting (y4€T) — cnexkeHue 3a noTpebieHneM PecypcoB NoNb30BaTeNEM.

MpY UCNONb30BaHUWN HACTPOEK YCTPOMCTBA MO YMOAYAHUIO MMA NoAb3oBaTena — admin, naponb —
admin. Naponb HasHayaeTcs Nonb3oBaTeneM. B cnydae ecivM Naposib yTpayeH, MOXKHO nepesarpysuTb
YCTPOICTBO U Yyepes cepuiiHbIA NOPT NpepBaTb 3arpy3Ky, HaxKas Knasuwy <Esc> nnn <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ Moc/e nosB/AeHUs cooblieHns aBTosarpysku. OTKpoeTcs meHto Startup, B KOTOpOM
HY»KHO 3aMyCTUTb NpoLeaypy BoccTaHoBaeHus napons ([2] Password Recovery Procedure).

Ana obecneveHus nepBOHaqaanoﬁ 6esonacHoCTH naposb B CUCTemMe MOXHO 3a4aTb ANA

cepsBucos:
— KoHconb (noakntoueHue yepes cepuitHbii NOpT);
—  Telnet;
— SSH.
4.5.2.1 YcmaHoeKka naponsn 041 KOHCoAU

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
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console (config)# line console

console

config-line) # enable authentication default

(

console (config-line)# login authentication default
(
(

console (config-line)# password console

B oTBeT Ha npurnaweHne BBeCTM Napo/sib BO BpemA perncrpaumm B YCTpOﬁCTBe yepe3 ceaHc
KOHCO/11 BBEOUTE NApPO/ib — console.

4.5.2.2 YcmaHoeKa napons 0ns Telnet

console (confiqg)
console (confiqg)
)

aaa authentication login default line

#
# aaa authentication enable default line

console (config) # ip telnet server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

(
(
(
console (config)# line telnet
(
(
(

B oTBET Ha NpurnaweHMe BBECTU NApo/ib BO BPEMA PErUCTPaLLMM B YCTPOMCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoeKka napons 0na SSH

console (config)
console (config)
)

# aaa authentication login default line
# aaa authentication enable default line

console (config) # ip ssh server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

(
(
(
console (config)# line ssh
(
(
(

B oTBeT Ha npuraaweHne BBECTM Napoib BO BPemMs Perncrpaumu B yCTPoMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.3 Hacmpolika 6aHHepa

Ons ypobcTBa aKcnayaTauMmM yCTPOMCTBA MOMKHO 3afaTb baHHep — coobuweHue, copepikaliee
nobyto nHdopmaumio. Hanpumep:

console (config)# banner exec ;

Role:

Core switch
Location: Objedineniya 9, str.
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5  YNPABJIEHUE YCTPOMCTBOM. MHTEP®ENC KOMAHAHOM CTPOKU

[NnA KOHOUIypMpoBaHMA HACTPOEK KOMMYTATOpPa MCMO/Ib3YETCA HECKO/IbKO PEeXMMOB. B Kaxaom
pexume A0OCTyneH onpeaeneHHbI CNMCOK KoOMaHa. BBOA CMMBOAMA «?» CAYXWUT A4 NpocmoTpa Habopa
KOMaHJ, AOCTYMHbIX B KaXKA0M M3 PEKMMOB.

Ona nepexoga M3 oA4HOro pexnma B ,u,pyroﬁ MCNOJIb3YKOTCA CneunaibHble KOMaHAbl. I'Iepel-leHb
Cyuw,eCTByHOWMNX PEXMMOB M KOMaHA BXO4a B peXnm:

KomaHdHbiii pexcum (EXEC), paHHbIV peXXMM AOCTYNeH cpasy noc/se yCrnewHom 3arpy3km KommyTa-
TOopa M BBOAA MMEHM MO/Ib30BaTeNA M Napona (4NA HeNPUMBUAETMPOBAHHOMO Nosb3osaTtens). Mpurnawe-
HWE CUCTEMbI B 3TOM PEXKMME COCTOUT U3 MMeHM ycTpolicTBa (host name) n cumona “>”.

console>

MpusuneaupoeaHHbIili KOMAHOHBI pexcum (privileged EXEC), naHHbIV peXknm JOCTyNeH cpasy no-
C/le yCMeLwHoi 3arpy3kM KOMMyTaTopa, BBOAA MMEHW Nob30BaTeNs U napons. MpurnaweHme cucTembl B
3TOM peXXMUMe COCTOMT U3 UMeHM ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum 2nobanbHo20 KoHguzypuposaHus (global configuration), naHHbI peXxMm nNpeaHasHayeH
AN 334aHMA 06LWMX HACTPOEK KOMMyTaTopa. KomaHabl pexkuma rnobanbHoi KoHGUTypauumn AOCTYNHbI U3
ntoboro noapexknma KoHOUrypauun. Bxos B pexnMm ocyLLecTBaseTcd KOMaHaol configure.

console# configure
console (config) #

Pexcum KoHpuzypupoeaHua mepmuHana (line configuration), paHHbI peum npeaHasHayeH
ONA KOHPUIypUpoBaHUsA, CBA3AaHHOTO C paboTon TepmMuHana. Bxos B peMM OCYLLECTBAAETCA U3 perknma
rno6anbHOro KOHGUIrypMpPoBaHUA.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexknme EXEC nmeet cnepytowmii Bua:
console>

Tabnunua 5.1 — basoBble KOMaHAbl, JOCTYMHbIE B pexnume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto
enable [priv] priv: (1..15)/15 MepeKkNtounTLCA B NPUBUAETMPOBAHHDBIN PEXMM (eCnu 3HayeHue
He YKa3aHo — To ypoBeHb npusuaernii 15).
login - 3aBepLueHue TeKyLLel CecCCUM U CMeHa NoNb30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMMUHA/IbHYIO CECCUIO.
help 3anpoc cnpaBo4YHON MHPopmaumm o paboTe MHTepdeiica Ko-
i MaHAHOW CTPOKM
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show history

MoKasaTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEN TePMUHANb-
HOW ceccuu.

show privilege

MoKasaTb ypoBeHb NPUBUAETUIA TEKYLLETO NONbL30BATENS.

terminal history

-/dYHKUMA BKAKOYEHa

BK/I1OUNTE OYHKLMIO COXPAaHEHMS UCTOPUM BBEAEHHbIX KOMaHZ,
ONA TeKkyLlwei TepMUHANbHOMN ceccuu.

terminal no history

OTKNOUNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBELEHHbBIX KOMAaHA,
ONA TEKYLWEN TEPMUHANIbHOM ceccun.

terminal history size size

size: (10..207)/10

MN3meHnTb pasmep bBydepa WMCTOPUM BBEAEHHbIX KOMaHZA A4
TeKylLLel TepPMUHANIBHOW CeCCUU.

terminal no history size

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

terminal datadump

no terminal datadump

-/BbIBOA, KOMaHA,
pasgensaeTca no
CTpaHuuam

OT06pa3smnTb BbIBOA KOMaHA 6e3 pasgeneHums Ha CTpaHuLbl (pas-
JAeneHne BbIBOAA CNPABKM NO CTPaHML,AM OCYLLLECTBAAETCA CTPO-
Kol: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

show banner [login | exec]

OTobparkaeT KoHbUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeeT caeayowmnii Bua,

console#

Tabanua 5.2 — basoBble KOMaHAbI, 4OCTyNHble B pexume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMasIbHbIV PEXUM U3 NPUBUNETMPOBAHHONO.

configure[terminal]

MepeinT B peXKMM KOHGUIypUpoBaHHUA.

debug-mode

MNepeinTn B peXKMm oTNagKu.

KomaHObI, docmyrnHble 80 8CexX pexcumMax KOHU2ypuposaHuUs

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (confiqg) #

console (config-line) #

Tabnuua 5.3 — ba3oBble KOMaHAbl, AOCTYMHbIE BO BCEX PEKMMAX KOHOUIYPUPOBaHUA

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no yMmoaYaHuro

exit BbIiT M3 n0bOro pexmma KOHPUIypupoBaHWA Ha YpPOBEHb
i BblLle B Mepapxmm komaHg, CLI.

end i BbIliTM 13 ntoboro pexkmMma KOHOUrypupoBaHUA B KOMaHAHbIN

pexkum (Privileged EXEC).

do BbINONHUTL KOMaHAy KomaHaHoro yposHsA (EXEC) u3 nwboro
i pexXnma KoHPUrypupoBaHus.

help - BbIBOAMT CNPaBKY NO MCMOAb3yeMbIM KOMaHAAM.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKU MMEET Caeayiolmii BUA,:

console (config) #
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Tabauua 5.4 — ba3oBble KOMaHAbI, LOCTYMHbIE B PEXUME KOHPUTYPUPOBAHUSA

KomaHda

3HayeHue/3HavyeHue
110 yMoA4YaHuio

Aelicmeue

banner exec d message_text d

no banner exec

3afaTb TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNELHO
BOLUE/ B CUCTEMY) U BK/IIOUMUTL BbIBOZ, Ha IKPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHunn (B cTpoke 4o 510 cMmBo/IOB,
obuiee 2000 cumBosioB).

YAanuTb TEKCT coobLieHns exec.

banner login d message_text d

no banner login

3apaTtb TeKcT coobuweHuna login (MHPopmaumoHHoe coobuieHme,
KOoTopoe oTobparkaeTca nepes BBOAOM MMEHM MOMb30BaTeNA U
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke Ao 510 cumBoOB,
obuee 2000 cumBosioB).

YaanuTb TekcT coobuieHun login.

KomaHObI pexcuma KoOHuU2ypuposaHUa mepmuHand

3anpoc KOMaHAHOM CTPOKM B pexnume KOHPUIypMpoBaHMA TEPMUHANA UMEET CIeAyIOLWMA BUA,:

console (config-line) #

Tabnunua 5.5 — ba3oBble KOMaHApl, AOCTYMHbIE B peXXUMe KOHOUTypUpoBaHUS TEPMUHANA

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymoa4aHuio
history BKAtoUNTL GYHKLMIO COXPAaHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
no history -/yHKUMA BKIIOYEHa BbIKNOUNTL OYHKLMIO COXPAaHEHUA WUCTOPUM BBEAEHHbIX KO-

MaHA.

history size size

no history size

size: (10..207)/10

N3meHuTb pasmep bydepa nctopun BBeAEHHbIX KOMaHA,

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MWHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANIBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HAYEHUE Mo YMO4aHUIO.

5.2 ®Punbrpauma coobueHnit KomaHgHOM CTPOKU

®dunbTpaumna coobleHnt No3BOSIAET YMEHbLWMUTb 06bem oTobpa)KaemMblX AaHHbIX B OTBET Ha
3anpocbl N0/1b30BaTENA U 061ErYUTb NOUCK Heobxoammon uHbopmauuun. as unbTpaumm nHdopmaumm
TpebyeTcA [406aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” M ucnonb3oBaTb OA4HY W3 ONuUMiA
dunbTpaLuK, NnepeuncieHHbIx B Tabauue.

Tabnuua 5.6 — KomaHabl pexunma rnobanbHoro KoHGUrypmposaHus
3HayeHue/3HayeHue
10 yMOM4YaHUIo

Memod Aelicmeue

MOKa3biBaeT CTPOKM, NepBble CUMBOJIbl KOTOPbIX COOTBETCTBYIOT
wabnoHy pattern.
BblBOAMT BCE CTPOKM, cofeprKalume waboH.

begin pattern

include pattern

exclude pattern BbIBOAWT BCE CTPOKMU, He coaepKalume WwabnoH.

5.3 HacTpoiika MaKpoKOMaHpg,

[JdaHHas PyHKUMA No3BONAET CO34aBaTb YHUPULMPOBAHHbIE HABOPbI KOMAHZL — MAKPOChI, KOTOpbIe
MOXHO BMNOC/NeACTBMN NPUMEHATbL B NPOLLEcce KoHGUrypauum.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.7 — KomaHab! perkuma rnobanbHoro KoHGUrypuposaHums

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

macro name word

no macro name word

word: (1..32) cumBonos

CospaeT HoBbI Habop KOMaHA, eciv Habop C TaKUM MMeHeM
cyluiecteyeT — nepesanucbiBaet ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYMUTb MaKpPOC MOMKHO C MOMOLLBbIO CMMBONA
“@”. MaKkcumanbHas gavHa makpoca — 510 cumBonoB.

YpanseT ykasaHHbIN Makpoc.

macro global apply word

word: (1..32) cumBonos

MpuMeHAEeT yKaszaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepaeT yKaszaHHbIM MaKpoC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBOJI0B

Co3aaerT CTPOKy-AecKpunTop rnobasibHOro makpoca.

Ypaanaet CTpOKy-4ecKpunTop.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumsonios

MprMeHAEeT yKasaHHbI MaKpoc

MpoBepseT ykasaHHbI MaKpoC Ha BaNMAHOCTb

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}] | name
word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
word: (1..32) cumBonos

OTob6parkaeT NapameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOMCT-
Be.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepodeica:

console (config-if) #

Tabnunua 5.9 — KomaHabl perkruma KoHburypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

word: (1..32) cumBonos

MpumeHAEeT yKasaHHbIA MaKpoc.

macro trace word

word: (1..32) cumBosioB

MpoBepaeT yKazaHHbIIM MaKpoC Ha BaANAHOCTb.

macro description word

no macro description

word: (1..160)
CMMBOJI0B

YcTaHaBAMBaAET CTPOKY-AECKPUNTOP MaKpoca.

YpanaeT cTPOKy-AecKpunTop.

5.4 KomaHpbl ynpasaeHus cuctemoit

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnunuya 5.10 — KomaHabl ynpasaeHns cuctemon B pexkume EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] [source A.B.C.D]

host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykazaHHOMY y31y ceTh, a TaKKe ANA KOHTpoAaa
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMSA y3na ceTu;

- Size — pa3mep nakeTa 419 OTNPaBKKU, KONMYECTBO HalT B NakeTe;
- count — KONNYECTBO NaKeToB ANA nepefayn;

- timeout — Bpema 0XXnaaHMA 0TBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHpga cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npoTtokona ICMP yKkasaHHOMY y31y CeTH, a TaK Xe, ANA KOHTpoaa
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOE UMA y31a ceTu;

- size — pa3mep NakeTa A5 OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- count — KOJIMYECTBO MAKETOB 1A nepeaayun;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[size size] [tt] tt]] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpegeneHve mapwpyTta TpaduKa
- A.B.C.D — IPv4-appec y3na cetu.
- host — LOMeHHOE UMsA y3N1a ceTu;
- size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO 6alT B NaKeTe;
- tt/ — MaKcMmaibHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
-count — KO/NIMYECTBO MOMbITOK Mepefayn MakeTa Ha KarKaoM
yyacTke;
- timeout — Bpema 0XXMAaHMA OTBETa Ha 3anpoc;
- ip_address — IP-agpec vHTepdeica KommyTaTtopa,
MbIV AN1A Nepesayn NakeTos;

V' OnucaHue owM6GOK NpU BbINOJSIHEHUM KOMaHA WU pe-

40 y3na HasHauyeHwus.

ncnonbsye-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ib_address]

host: (1..158) cumBonos;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

3y/NbTaToOB NpuBeAeHo B Tabamuax 5.12, 5.13.

OnpegeneHve maplupyTa TpaduKa 40 y3/1a Ha3HAYEHUS.
- A.B.C.D.E.F — IPv6-agpec y3na cetu.
- host — pomeHHOe UMS y3na ceTu;
- size — pa3mep NakeTa 419 OTNPaBKK, KOAMYECTBO 6alT B NakeTe;
- tt/ — MaKcMMmaibHOEe KONMYECTBO Y4acTKOB B MapLUpyTe;
- count — KO/WYeCTBO MOMbITOK Nepefayu NakeTa Ha KaxAom
yyacTke;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc;
- ip_address — |P-appec uHTepdelica KommytaTopa, Ucnoab3lye-
MblIii 41 Nepefayv NaKkeTos;

V‘ OnucaHue owWKM60K NPU BbINOJIHEHMM KOMAHA U pe-

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBoN0B;
port: (1..65535)/23

3y/NbTaToOB NpUBEAEHo B Tabamuax 5.12, 5.13.
OTKpbiTMe TELNET-ceccnmn ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — LOMeHHOE UMsA y3N1a ceTu;
- port — TCP-nopT, no kKoTopomy paboTaeT cnyxb6a Telnet;

- keyword — kntouyeBoe cnoBo.
7 OnucaHue cneuumanbHbiX KoMaHg Telnet u KaoueBbix

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

CNoB npuBeaeHo B Tabauuax 5.14,
OTKpbITMe SSH-ceccun ana ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;
- keyword — KntouyeBoe cnoBo.
V OnucaHue KaoYeBbIX C/I0B NpUBeAEHO B Tabauue

resume [connection]

(1..4)/nocneamHsnn
yCTaHOB/IEHHas ceccua

MepekntoyeHune Ha gpyryto yctaHosneHHyo TELNET-ceccuio.
- connection — Homep ycTaHOBNEHHOM telnet-ceccum.

show users [accounts]

OTobparkeHne MHOOPMaLMM O MONb30BATENAX, MCMO/b3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OtobpaskeHne MHGopMaLmMM 06 OTKPbITbIX CECCUAX K YAaNEHHbIM
YCTPOMCTBaM.
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show system - BbiBOg, ccTEMHOM MHOPMaLmK.
show system battery [unit . OtobparkeHne nHdopmaumm o Hatapee.
unit] unit: (1..8)/- - Unit — Homep YCTPOICTBA B CTeKe
show system id [unit unit] unit: (1..8)/- Cep1./|17|Hb|1>'| HOomep yproi/'lCTBa.
- unit — HomMep yCTPOICTBA B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CVICTel‘\‘/\HOI‘/'I MHpOpPMaLUM KOMMYyTaTOPa.
- unit — HomMep yCTPOICTBA B CTEKe.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme MH¢OEM3LI,VIVI 0 COCTOAHWUW BEHTUNIATOPOB.
- unit — Homep yCTPOICTBA B CTEKe.
show system power-supply - OTobparkeHne MHGOPMaLMU O COCTOSHUU UCTOUHWMKOB NMUTAHUA
show system sensors - OTob6parkeHne nHbopMaLMM TemnepaTypHbIX AaTYUKOB
show version i OTobparkeHne TeKylel BepcMM CUCTEMHOTO MPOrpPamMmmHOro
obecneyeHun ycTponcTaa.
show system router OTobparkeHne pasmepa M 3aHATOCTU annapaTHbIX Tabauy, ycT-
resources poicTea (MapLpyTmM3aumm, cocesen, nHTepdelicos)
show system tcam utilization OTobparkeHune 3arpysku pecypcos namatm TCAM (onpegeneHHo
[unit unit] unit: (1..8)/- agpecyemas namaThb).
- unit — HomMep yCTPOICTBA B CTeKe.
show tasks utilization ) OTobparkeHWe ypoBHA 3arpy3KM pecypcoB LEHTPAIbHOIO NPo-
LLeccopa KOMMYTaTopa A4/ KaXKA0ro CUCTEMHOTO npoLecca.
' ‘ KomaHpga «show sessions» oTobpakaeT Bce yaaneHHble COeAUHEHUA TONIbKO U3 TeKyluei
e ceccuu. [laHHaa KOMaHga Ucnosb3yeTca cnegytowmm obpasom:

1. BbINONHUTL NOAKAKOUYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa ¢ nomoubto TEL-

NET unu SSH;

2. BEpHyTbCA B POAUTENIbCKYIO ceccuio (Ha KommyTaTop). [ins 3Toro Ha)aTb KOM6MHaUUIo
Knasuw <Ctrl+Shift+6>, oTnycTuTb M HaxKaTb <x> (MKc). NMpoun3oii[ET nepexoa B poau-
TeNbCKYIO Ceccuio;

3. BbINONHUTb KOMaHAyY «show sessions». B Tabaunue A0MKHbI NPUCYTCTBOBATb BCE UCXOAA-
Wure coegMHEHUA B TEKYLLEI ceccuum;

4. pnsa TOro YTo6bl BEPHYTLCA K CECCUM YAANEHHOIO YCTPOMCTBA, HEO6XOAMMO BbINONHUTDL
KomaHay «resume N», rge N — Homep coeguHeHus M3 BbiBOAa KOMaHAbl «show

sessionsy.

KomaHObi pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKKM B pexxkume privileged EXEC nmeeT cnegytowmin BUA:

console#

Tabnunua 5.11 — KomaHabl ynpaBneHus cuctemon B pexkume privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

reload [unit unit_id]

unit_id: (1..8)/-

KomaHgza cnyxuT 4ns nepesanycka ycTpoicTsa.
- unit_id — Homep yCTpOICTBA B CTEKeE.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YCTaHOBKa NpOMerKyTKa BPeMeHW, Yepes KOTOopbIi npousonaer
OT/I0XEHHanA nepesarpysKa ycTpoucTsa.

reload at hh:mm

hh: (0..23), mm: (0..59).

YCcTaHOBKa BpeMeHW nepesarpysKu ycTpoicTaa.

boot password password

no boot password

YcTaHoBKa naponAa Ha bootrom.

Yaanenue naponsa Ha bootrom

reload cancel

OTmeHa OTNI0XKeHHOro nepesanycka.

show cpu utilization

OTOb6parkeHne CTaTUCTUKM MO YPOBHIO 3arpy3Ku PecypcoB LieH-
TpanbHOro npoueccopa.

show cpu input rate

OTOb6parkeHne CTaTUCTUKU MO CKOPOCTU BXoAAwwmx ¢peimos,
0bpabaTbiBaeMbIX NPOLLECCOPOM.
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" I'Ipmmep MCNOJIb30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) O msec 0 msec 0O msec
3***

Tabnnua 5.12 — OnucaHme pe3ynbTaToB BbINOJIHEHUS KOMaHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B MYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBOe MMA 3TOro MapLipyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.

0 msec 0 msec 0 msec

Bpems, 3a KOoTopoe naket 6bl1 NepeaaH M BEPHYACA OT MapLUpyTM3aTopa. YKasbiBaeTca
L5 KAXKAO0M NONbITKX Nepeaayn nakera.

Mpw BbINONIHEHUN KOMaHAbI traceroute moryT I'IpOM30ﬁTM OLLIM6KM, onucaHue owmnbokK npmneeaeHoO B

Tabnuue.

Tabnmua 5.13 — OWMBKKM NpU BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Nnpu NonbITKe Nepegayun nakera.
? HewnsBecTHbIM TUN NaKeTa.
A ALMUHUCTPATMBHO HegocTyneH. O6bIYHO NponcxoanT npu 6J10KMPOBAHUN UCXOAALLEFO
Tpaduka no npasmnam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaums 1 yctaHoBka 6uTos DF.
H Y3en ceTn HegoOCTyMNeEH.
N CeTb HegOCTYMHa.
P lpoToKON HepoCTyneH.
Q MCTOYHMK noaaBneH.
R McTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaalLero mapLupyTa.
U MopT HepoCTyNEH.

MporpammHoe obecneueHne Telnet KOMMYTAaTOpPOB noaaepXunBaet cneunaabHbleé KOMaHAbl —

bYHKLMM KOHTPOAIA TepmMuHana. [na BXxo4a B PeXKMM CreumnasibHbIX KOMaHg BO Bpemsa akTueHon Telnet-
CeCccuMm NCNosb3yeTca KoOMOBUHaUMA Knasumw Ctrl-shift-6.

Tabnunua 5.14 — CneunanbHble KomaHabl Telnet

CneyuanvHaa KOMaHOd Ha3HayeHue
AN D Mepenatb no telnet paspbiB coegnHeHUA.
AN C MNepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yaaneHue cumsona (EC).
AN Qo MNepeaatb no telnet npeKkpaweHune BbiBoga (AO).
ANt MNepepatb no telnet coobweHne «Are You There?» (AYT) 419 KOHTPOAS NOAKNOYEHMA.
ANy Mepeaatsb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKM.
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TaKe BO3MOXKHO UCMOAb30BaHWE AONOJIHUTENbHbIX OFILI,MI\;I npu OTKPbLITUN Telnet n SSH ceccuii:

Tabnuua 5.15 — KntoueBble cnoBa, Ucnonb3yemble Npu oTKpbITUKM Telnet n SSH ceccui

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET GpyHKUMIO echo (NoaaBneHMe BbiBOAA HA KOHCOb).
/password OnpepenseT naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaeT BblBOA, BCex cOOB6LLEHN NporpammHoro obecneveHus Telnet.

/source-interface

Onpepenset UHTepHENC-UCTOUHUK.

Bk/touaeT 06paboTKy MOTOKA, KOTOPbIM paspellaeT HesawmweHHoe TCP-coeanHeHue
6e3 KOHTpPoIA nocnenoBatenbHocTen Telnet. MoToKkoBoe coeanHeHne He obpabaTbiBa-

/stream eT Telnet-onumMn M MOXKET MCNONB30BATLCA A1A MOAKNOUYEHUA K MOPTaM, Ha KOTOPbIX
3anyueHbl nporpammbl KonnposaHua UNIX-to-UNIX (UUCP) nubo gpyrue npoToKosbl,
He sBaaowmeca Telnet-npoToKkonamu.

Juser Onpepenset umA Nnonb3osaTena AnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KoOMaHAHOW CTPOKM B peKnme rnobanbHoro KOHPUrypmMpoBaHUsa MMEET Cneayowmnn BUa;:

console (config)

#

Tabanua 5.16 — KomaHap! yNpaB/ieHNs CUCTEMON B peXUMe rn1o6anbHOro KOHOUIypUpoBaHua

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuto
hostname name name: (1..160) KomaHaa cny»KuT ana 3aaaHma ceTeBoro MMeHW yCTPOoMCTBa.
no hostname CMMBONIOB/- BepHyTb ceTeBOe MMA YCTPOCTBA B 3HAYEHWNE MO YMONYAHMIO.

service tasks-utilization

no service tasks-utilization

-/BbIK/IIOYEHO

Pa3pewmTb YCTPOMUCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
PECYPCOB LEHTPaIbHOTO NPOLECCOpa KOMMYTaTopa 418 Ka)aoro
CUCTEMHOIO npoLiecca.

3anpeTuTb YCTPOICTBY NPOrpamMmMHO U3MepATb YPOBEHb 3arpy3ku
PEeCcypCcoB LLeHTPaNbHOIO MPOLECccopa KOMMYTATOPa AS KaXXAoro
CUCTEMHOTO MpoLecca.

service cpu-utilization

no service cpu-utilization

-/BKAKOYEHO

Pa3pelunTb yCTPOMCTBY NPOrPamMMHO U3MepATb YPOBEHb 3arpy3Kku
PEeCcypCoB LEHTPabHOMO NPOLLECCOPa KOMMYTATOPA.

3anpeTuTb YCTPOMCTBY NPOrPamMmMHO U3MepPATb YPOBEHb 3arpy3ku
PecypcoB LieHTPaAbHOro NpoLieccopa KoMmmyTaTopa.

service cpu-input-rate

no service cpu-input-rate

-/BbIKNIOYEHO

PaspewnTb yCTPOMCTBY NPOrPamMmMHO M3MepATb CKOPOCTb BXOAA-
wmux ¢pelimos, obpabaTbiBaembiX LEHTPasbHbIM MPOLECCOPOM
KOomMmyTaTopa.

3anpeTuTb YCTPOMCTBY MPOrPaMMHO M3MEpPATb CKOPOCTb BXOAA-
wux ¢pelimos, obpabaTbiBaembiX LEHTPANbHbIM MPOLECCOPOM
KOomMmyTaTopa.

service cpu-rate-limits traffic
limit pps

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection, stp-
bpdu, routing, ip-
options,other-bpdu,
dhcp-snooping, igmp-
snooping, mld-
snooping, sflow, ace, ip-
error, other, vrrp)

YCTaHOBKa OrpaHUYEHU CKOPOCTM BXOZAWMX GperimoB gaa on-
peseneHHOro Tuna Tpaduka.
- pps - NAKETOB B CEKYHAY.

pps: 8..2048
service password-recovery 3anpeTnTb BOCCTAHOB/IEHWE NApPONA
no service password-recovery /enabled PaspewunTb BOCCTAaHOBNEHME NAPOAA
link_flapping enable BKkntoumTb NpegoTBpalleHme GAannmMHra MHKa
link_flapping disable /enabled OTKAOYUTL NpeaoTBpaLLeHme dAannmHra IMHKa
service mirror-configuration -/enabled Co3paBatb pe3epBHYO KOMUIO TEKYLWEN KOHOUIypauum
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no service mirror-
configuration

OTKNOUUTL KONUPOBAHUE TeKyLLei KoHbUrypauum

system router resources
[ip-entries ip_entries |
ipv6-entries ipv6_entries |
ipm-entries ipm_entries |
ipmve6-entries ipmv6_entries]

ip_entries:
(8..8024)/5120;
ipv6_entries:
(32..8048)/1024;
ipm_entries:
(8..8024)/512;
ipmv6_entries:

(32..8048)/512

YcTaHOBKa pasmepa TabauLbl MapLipyTM3aumm.

5.5 KomaHAbl 4N1A HAacCTPOMKKM NapameTPoB ANA 3a4aHUA Naponei

ﬂ,aHHblﬁ KOMNJIEKC KOMaHA NpeagHasHa4dYeH A4nAa 3a4aHuA MWHMMA/IbHOM CNIOMKHOCTH napona, a
TaKXe AnAa 3agaHnAa BpemMeHUu ,Cl,el\/‘ICTBVI‘r'I naponAa.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHLHOM CTPOKM B pekrMme rno6anbHOro KOHGUIryprMpoBaHUa UMEET CieayioWwnii BUA:

console (config) #

Tabnnua 5.17 — KomaHApb! ynpaBaeHMa CUCTEMOM B peXMme r106a/1bHOro KOHGUIyprupoBaHua

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 gneit

3apaeT Bpema Xu3HW naponeit. Mo nctedeHUto 3a4aHHOMO CPOKa
6yaeT NPeaNoXKeHo CMEeHUTb Napob. 3HadeHne 0 roBOPUT O TOM,
YTO BPEMSA M3HM Naposiei He 3a4aHo.

BoccraHaBnuBaeT 3HaYeHMEe NO YMONYAHMIO.

passwords complexity enable

-/BbIK/IIOYEHO

BK/itoYaeT orpaHuyeHve Ha Gopmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/IlOYaeT orpaHuyeHue, 3afaloliee MUHUMAJAbHOE KOJIMYECTBO
K/1accoB CMMBONOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbI, LUPDI,
CMMBO/bI).

BoccTaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

Bkntovaet orpaHu4YeHne Ha MMHUMaNbHYO A/IMHY NAapOoaA.

value: (0..64)/8

BoccTtaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

BkitouaeT orpaHuyeHue, 3ajatoliee MaKCMMabHOE KO/MYeCcTBO
nocnenosaTe/ibHO NOBTOPAKOWMXCA CAMBO1I0B B HOBOM Mapone.

number: (0..16)/3

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
not-current

3anpeLlaeT NpM CMeHe Mapo/is UCMNO/b30BaTh B KayecTBe HOBOTO
CTapblii.

no passwords complexity
not-username

- -/enabled -
no passwords complexity Pa3speluaeT MCNO/b30BaTh CTapblii Naposib NMPU CMEHE.
not-current
passwords complexity 3anpewaeT UCNo/ib30BaTh B Ka4eCTBE Napo/ia UMA No/b30BaTens.
not-username
-/enabled

PaspeLuaeT MUCNO/1Ib30BaTb B Ka4yeCTBe Napo/a UMA NO/1b30BaTeNA.

Tabnunua 5.18 — KomaHabl ynpaBaeHns cUcTeMmon B

pexxkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show passwords configuration

OTobpakaeT MHPopmaLMio 06 orpaHUUEHHUAX Ha NapoNMn.
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5.6 Pa6ora c ¢pannnammu

5.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocywecTeieHMn onepaumin Hag, dainnamm, B KayecTBe apryMeHTOB KOMaHZ, BbICTyNatoT agpeca
URL — onpepgenutenn mMecTOHaxoxaeHusa pecypca. OnucaHMe KAKYEeBbIX C/I0B, MCNONb3yeMbIX B
onepauuax, npueeaeHo B Tabaunue 5.19.

Tabnumua 5.19 — Cnrcok KAtoYeBbIX C/I0B U UX ONUCaHne

Kniouesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec v agpec Mmecta HasHadeHua A/1A SHeproHe3aBUCUMOoN NamaTu. DHeproHesa-
BMCKMManA NaMATb UCNOAb3yeTca No ymoaYaHuio, ecam agpec URL onpeseneH 6e3 npedukca (npe-

dukcamm asnatotcs: flash:, tftp:, scp:...).

running-config

dainn TekyLLel KoHbUrypaumm.

mirror-config

Konus ¢alina Tekylieln KoHouUrypaumm.

startup-config

®alin nepBoHavYanbHOM KOHdUrypaumuu.

active-image

dain c akTUBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pasom.

tftp://

NcxogHbIn agpec unm agpec mecTa Ha3HayeHusA ana
Cuntakcuc: tftp://host/[directory/] filename.

- host — IPv4-agpec unu ceTeBoe MMA YCTPOICTBA;

- directory — KaTanor;

- filename — umsa daina.

TFTP-cepBepa.

scp://

McxoaHbIv agpec nav agpec mecta HasHavyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NO/ab30BaTeNs;

- password — naposib No/fb3oBaTens;

- host — IPv4-appec unu ceteBoe MMsA YCTPOICTBA;

- directory — KaTanor;

- filename — uma daiina.

logging

dain c uctopmeit KOMaHa,

5.6.2 KomaHOdbl 024 pabomuvli ¢ paiinamu

KomaHgab! ona paboTsl ¢ halinamm 4OCTYMHbI TONbKO NPUBUAETMPOBAHHOMY N0J/1b30BaTENHO.

3anpoc KomaHAHOM cTPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 5.20 — KomaHabl ans paboTbl ¢ dpaiinamm B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

copy source_url
destination_url [exclude |
include-encrypted |
include-plaintext]

NIOXXeHUe HasHa4vyeHuA.

CKONMpoBaH.

source_url: (1..160)

KonnposaHue cbal‘;ma M3 MeCTonoNoXeHUA UCTOYHUKa B MecCTono-

- source_url — mecTononoxeHue Konmpyemoro ¢paiina;
- destination_url — appec mecTa HasHayeHun, Kyga ¢ann byget

CnepytoLime onummn AOCTYMHbI TONLKO NPU KONMUMPOBaHWUMU U3 daiina

KOHbUrypauuu:
CUMBO/OB;
o - exclude — nHpopmaums, KpuTMYHas ana 6esonacHocTH, He byaeT
destination_url: (1..160) -
- BK/IlOYEHA B KOHEYHbI dalin.
CMMBO/OB;

- include-encrypted — nHpopmauma, KputMYHaa gna 6esonacHo-
CTW, ByAeT BK/IOYEHA B KOHEYHbIV $aiin B 3aliMPpPOBaHHOM BUAE.
- include-plaintext — nHpopmauma, KpuTMYHasa ana 6esonacHocTy,
byaeT BKAOYEHA B KOHeYHbIN daiin B He3alwmndpoBaHHOM BUAE.

copy source_url
running-config

rypauuio.

KonupoBsaHue ¢daiina KoHUrypauum c cepepa B TEKYLLYIO KOHOU-
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copy running-config
destination_url

copy startup-config
destination_url

CoxpaHeHue TeKyLei KoHbUrypaLum Ha cepeepe.

CoxpaHeHWe NepBoHa4YanbHOW KOHOUIypaLuu Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TeKyLleil KoHPUrypaunm B NepBOHaYabHy KOHU-
rypauuio.

copy running-config file

CoxpaHeHue TeKylen KoHPUrypauum B 3afaHHbIA pe3epBHbIn
daiin KoHdpuUrypauuu.

copy startup-config file

CoxpaHeHMe nepBOHaYasbHON KOHUrypaumuM B 3aAaHHbIA pe-
3epBHbIV $ann KoHbUrypauum.

dir [flash:path | dir_name]

OTobparkaeT cNUCoK ¢alioB B yKasaHHOM KaTanore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image |
inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaeT cogepmumoe daina.
- startup-config — oTobparkaeT cogep:knmoe ¢aitna nepBoHa-
YanbHOM KOHOUrypauuu;
- running-config — oTobpaxaeT cogepumoe daiina TekyLien
KoHdUrypaumu;
- flash: — oTob6pakaet dalinbl ¢ Ppnew-namaTi ycTpomncTea;
- mirror-config — oTobpakaeT cogepxumoe daina TEKyLWEN KOH-
durypauuu c sepkana;
- active-image — oTobparkaeT Bepcuto Tekyuiero daina obpasa
no.
- inactive-image — oTobparkaeT Bepcuio HeaKTUBHOro dalina o6-
pasa 0.
- logging — oTobpakaeT cogepkumoe daina xypHana.
- file —vma darina.

l daiinbl otobpaxkarorca B popmare ASCII.

.o

delete ur/

Ypanenue dalina.

delete startup-config

YpaneHus ¢aiina nepsoHayvanbHON KOHOUIypauuu.

boot system inactive-image

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | port-channel group |
vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)
group: (1..12);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT copepkmumoe ¢aisia nepBoHAYanbHOM KOHoUrypa-
uun  (startup-config) uamM Tekylweih KoHdurypaumm (running-
config).

- interfaces — KoHPUrypauma nHTepcdeincos KommyTtaTopa - Gpusu-
Yyeckux nHTepdelicos, rpynn uHtepoeiicos (port-channel), VLAN-
MHTepdencos, oob-nopTa, MHTepdeica 3aMmblKaHUA Ha cebs, TyH-
Henen.

Cnegylowme onumm AOCTYNHbI NPU BbiBOAE TeKylen KoHburypa-
Lu1u:

- brief — BbiBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL kntoyeint.

- detailed — BbIBOA KOHOUTYpaALUK C BKAOYEHUEM ABOUYHbLIX AAH-
HbIX

show bootvar

MoKa3blBaeT akTUBHbIN ¢aitn cuctemHoro MO, KOTOPbIA YCTPOUCT-
BO 3arpy»aeT npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypaumm B ¢ann nepBoHaYasbHOM
KOHUrypaumm.

rename url new_url

url, new_url: (1..160)
CUMBOJI0B

N3meHeHWe nmenu daina.
- url — Terkywee umsa daina; - new-url — Hosoe nmsa daina.

CepBep TFTP He moeT 6biTb aApPecomM MCTOMHUKOM M afApecom HasHayeHusa ANA O[HOWM
raddll KOMaHAbl KONUPOBaHUA.

[pumepbl UCN0Ab308AHUS KOMAHO

= Ypanutb dann test U3 sHeproHesaBUCUMOMN NaMATH:

console# delete flash:test

Delete flash:test?

[confirm]

PeayanaT BbIMOJIHEHNA KOMaHAbl: MNOC/ie NnoATBEPHKAOAEHUA ¢a17|n 6y,£I,ET yAaneH.
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5.6.3 KomaHObI 015 pe3ep8uposaHUa KOHgpuypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpefHasHaYeHHble A/1A HACTPOWKM pe3epBUPOBAHMUA
KOHUrypaummn no Taiimepy Manm Npu CoxpaHeHUn TekyLuen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUS

3anpoc KOMaHAHOW CTPOKK B pPeXKMME r106anbHOro KOHGUIypupoBaHUa UMeEET CAeayoWnNiA BUA:

console (confiqg) #

Tabanuya 5.21- KomaHapl ynpaBneHUsa cuctemoi B pexkmme rnobanbHoro KoHGurypmposaHma

KomaHoa

3HayeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

backup server server

YKaszaHue cepBepa, Ha KOTOpbIi ByAeT NPoM3BOAMTLCA pe3epBu-

no backup path

server: (1..22) poBaHue KoHbUrypauuu. CTtpoka B dopmare
CUMBOIOB «tftp:// XXX XXX XXX XXX ».
no backup server YaaneHue cepsepa A1 pe3epBUPOBaHUA.
backup path path YKaszaHWe nyTu pacnonoxkeHua ¢aina Ha cepsepe u npedukca
path: (1..128) daiina. MNpwu coxpaHeHUn K npedukcy byaet o6aBNATLCA TeKyLWan
CMMBOIOB AaTa 1 Bpemsa B popmate rrrrmmasyymmcc.

Yaanexue nytu Ans pe3epBupoBaHua.

backup history enable

no backup history enable

-/BbIKNOYEHO

BKAOUNTB COXpaHEHWE NCTOPUUN pe3epPBHbIX KOMUNA.

OTKAOYUTb COXPaHEHWE UCTOPUU pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKasaHue NpomeyTKa BPEMEHM, MO UCTEYEHUU KoToporo byaer
OCYLLEeCTB/NATLCA aBTOMAaTUYECKOE pe3epBMPOBaHME KOHOUrypa-
unu.

BoccTaHasnvBaeT 3HaveHue no YMOAN4YaHUIO

backup auto

no backup auto

-/BbIKNOYEHO

BK/lOYEHME aBTOMATUYECKOTO Pe3epBUPOBaHNA KOHOUTYypaLMK.

YcTaHOBKa 3HaY€HUA N0 YMOHYaHUIO.

backup write-memory

no backup write-memory

-/BbIKNIOYEHO

Bk/toyeHWe pesepBMPOBaHMA KOHGUIypauMn npu cOXpaHeHUu
nonb3osatesnem KoHdurypauum Ha flash-Hakonutens.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

Tabnuua 5.22 — KomaHgbl ynpasneHus cuctemoit B pexknme Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show backup

OTobpakaeT UHGOPMaALMIO O HACTPOMKaX pe3epBUPOBAHUA KOHPU-
rypaumm

show backup history

OTo6parkaeT UCTOPUIO YCNELIHO COXPAaHEHHbIX HA cepBep KOHOUry-
pauui.

5.6.4 KomaHObI 019 aemomamu4ecKko2o0 06HoeneHUA U KOHpu2ypupoeaHus

[pouecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anyckaeT npouecc aBToMaTuyeckoro obHosneHusa, 6asmpytowmiica Ha DHCP (go
npouecca aBTOMaTUYECKOW KOHQUIypaLmm), ecim OH BKIKOYEH U UMA TekcTtoBoro ¢aikina (DHCP-onuus
125), coaepxauiero nms obpasa MO, 66110 NpeaoctaBneHo cepsepom DHCP.

I'Ipou,ecc aBTOMATMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx aTanos:

1. KommyTaTop 3arpyraeT TEKCTOBbIN ¢ann n untaet M3 Hero ums ¢daina obpasa MO Ha TFTP-

cepBepe;

2. KommyTaTtop cKaumBaeT nepsbiit 650K (512 6aliT) obpasa MO ¢ TFTP-cepsepa, B KOTOPOM CO-
pepxutca sepcma lMO;
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3. KommytaTtop cpaBHuMBaeT Bepcuto dpaiina obpasa NO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuen
aKkTMBHOro obpasa MO KommyTaTopa. Ecan OHM oTAMYatoTca, KOMMYyTaTOp 3arpyrkaeT obpas
MO c TFTP-cepBepa BMeCTO HeakTMBHOro obpasa MO KommyTaTopa M AenaeT AaHHbiA obpas

dKTUBHbIM;

4. Ecnn obpas MO 6bia 3arpyKeH, TO KOMMYTaTop nepesarpyrKaercs.

[pouyecc asmomamu4ecko20 KOHU2ypuposaHUs

KommyTaTop 3anyckaet
Npv BbIMOJHEHUW CNEeAYHOLMX

npouecc aBTomaTU4yeckoro KoHpurypmposaHua, 6asmpytowmincs Ha DHCP,
YCNOBWIA:

— B KOHOUrypaumm paspeLlieHo aBToMaTMyeckoe KoHOUrypuposaHue;

— otBeT DHCP-cepsepa cozepxuT IP-agpec TFTP-cepsepa (DHCP-onuma 66) n umsa daitna
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

’ NonyuyeHHbIi paitn KoHPUrypauum gobasnserca K Tekywei (running) KoHourypauum.
-

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKM B pekrMme rno6anbHOro KOHGUIryprMpoBaHUa UMEET CieayioWwnii BUA:

console (config) #

Tabnnua 5.23 — KomaHApb! ynpaBaeHMa CUCTEMOM B peXMMe r/106a/1bHOro KOHOUIypUpoBaHuA

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

boot host auto-config

no boot host auto-config

BKkatoueHMe aBTOMATUYECKOro KOH$urypuposaHusa, 6asupyroue-
-/BKAOYEHO roca Ha DHCP.

YcTaHOBKa 3HaYeHMA N0 YMOJTYAHUIO.

boot host auto-update

no boot host auto-update

BkaloyeHMe aBTomaTuueckoro obHosneHusa MO, 6asupyloulerocs
-/BKNIOYEHO Ha DHCP.

YcTaHOBKa 3Ha4YeHus no YMOI4YaHUIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM cTPOoKK B pexxkmnme privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 5.24 — KomaHabl ynpaBaeHus cuctemomn B pexkmme privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show boot

MpocMoTp HacTpoeKk aBTOMAaTUYECKOro 06HOBAEHUA U KOHUTYypU-
poBaHus.

=  [lpumep KoHPurypaumm ISC DHCP Server:

unsigned integer 32,
unsigned integer 8,
unsigned integer 8,

unsigned integer 8,
text

}:

option image-filename code 125 = {

#enterprise-number. VoeHTudmxaTop NPOM3BOAMUTEJISI, BCerIa pPaBeH
35265 (Eltex)

#data-len. [nmHa BCex HAHHBIX ONUMM. PaBHA OJIMHE CTPOKM sub-
option-data + 2.

#sub-option-code. Kom momomnumuy, BCerma paBeH 1
#sub-option-len. OmmHa cTpoku sub-option-data
#sub-option-data. lmsa TexkcToBOTO Odarna, comepxamero uMS

obpasa IIO
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host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00;
filename "mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-40l.ros";

next-server 192.168.1.3;
fixed-address 192.168.1.36;

#mac-ampec xoMMyTaTopa

#uMa KOHOMI'ypaLMM KOMMyTaTopa

#1MsI TEeKCTOBOTO
banna, comepxamero mMsa obpasza 10

#IP-ampec TFTP cepsepa

#IP-ampec KOMMyTaToOpa

5.7 HacTpoiiKa CcMCTEMHOro BpemeHu

Y

Mo ymonuyaHUIo aBTOMATUUECKUIA Nepexos Ha NeTHee BpemMs OCYLLLeCTBASIeTCA B COOTBETCT-
BMU co ctaHgapTamu CLLUA n EBponbl. B KoHuUrypauum moryTt 6biTb 3agaHbl 06ble gata u

Bpems ANA NnepexoAa Ha NeTHee BpemsA u o6paTtHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKK B pexkume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnnua 5.25 - KomaHAabl HACTPOMKKU CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
o ymMoa4YaHuro
clock set hh:mm:ss day month hh: (0..23); Py4yHasa ycTaHOBKa CUCTEMHOro BpemeHW (KomaHZa [oCTynHa
year mm: (0..59); TONbKO A/1A NPUBUIETMPOBAHHOIO NO/b30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —y4acbl, MM — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecsw,; year — rog.

show sntp configuration

MokasbiBaeT KOHGUrypaumio npotokona SNTP.

show sntp status

MokasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexxkmnme EXEC umeeT cneaytowmin Bua;

console>

Tabnunua 5.26 - KomaHabl HACTPOMKU CUCTEMHOTO BPEMEHU B pexnme « EXEC»

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show clock

show clock detail

lMoka3blBaeT cMcTeMHOe Bpema 1 AaTy.

[lonosHuTenbHO oTo6pakaeT napameTpbl 4acoBOro nosca U ne-
pexofa Ha neTHee Bpems.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKM B pPeXKMME r106anbHOro KOHGUIypUpPOBaHUA MMEET CNeayIOLNIA BUA:

console (config) #

Tabnnua 5.27 — CNMCOK KOMaHA A1 HACTPOMKM CUCTEMHOIO BPEMEHU B PEXKMME rNob6abHOTO KOHPUTY-

pvpoBaHuA

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clock source {sntp | browser}

-/BHELHNA UCTOYHUNK
He ucnosb3ayeTcs

Mcnonb3oBaHMe BHeLWHero UCTOYHMKA ana YCTaHOBKN CUCTEMHOIO
BpemMeHun.
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no clock source {sntp |
browse}

3anpeu.|,aeT MCNONb30BaHME BHeELWHEro NCTOYHUKa ONA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHus 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBAET 3HAYeHMe YacoBOoro nosca.

- zone — cnoBo, chopMMpPOBaHHOE M3 NepBbiX BYKB CAOBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAeT (onuncaHue 30Hbl);

- hours-offset — yacoBoe cmelLeHNe OTHOCUTE/IbHO HY/IeBOro Me-
puamaHa UTC;

- minutes-offset — MUHYTHOE CMeLl,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuanaHa UTC.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT OnNncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMS BbIK/OYEH

3apgaeT faty v Bpemsa 41 aBTOMATUYECKOro nepexoga Ha seTtHee
BpemMsa 1 Bo3BpaTa 0bpaTHO (p1a onpegeneHHoro roga).

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCAHME 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee Bpems 1 TPETbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chpopMMpoBaHHOE M3 NepBbiX BYKB ClOBOCOYETa-
HUA, KOTOPOE OHO 3aMeHSET (OnNucaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KonnuecTBO MMHYT, AobaBnseMbix NpU nepexoge Ha
NieTHee Bpems.

3apgaeT Aaty v Bpema 418 aBTOMaTUYECKOro nepexoga Ha neTtHee
Bpems 1 BO3BpaTa 06paTHO B peKMME eXEerogHo.

- zone — cnoBo, chpopMMpPOBaHHOE M3 NepBbiX BYKB CAOBOCOYETa-
HWSA, KOTOPOE OHO 3ameHsEeT (onuncaHme 30Hbl);

- usa — yCTaHOBMTb NPaBWIA Nepexosa Ha SIeTHee Bpems, UCMO/b-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe mapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpsA, B 2 Yaca yTpa NO MeCTHOMY Bpe-
MeHH);

- eu — yCTaHOBMUTb NpaBu/ia Nepexosa Ha SieTHee BpPemMs, UCMNONb-
3yemble EBpocoto3om (nepexoq, B nocneaHee BOCKPECEHbE MapTa,
obpaTHO B nocnepgHee BOCKpeceHbe OKTAbpsA, B 1 4ac yTpa no
FPUHBKYY);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha Nnet-
Hee Bpems.

OTKtOYaeT aBTOMATUYECKUI nepexog Ha neTHee spema.

sntp authentication-key
number md5 value

encrypted sntp
authentication-key number

number:
(1..4294967295);
value: (1..8) cumBon0B;
Mo ymon4yaHuio

YcTaHaBAMBaeT KoY npoBeEPKN NOANMHHOCTU ANA NPOTOKONa
SNTP.

- number — HOMepP KNto4a;

- value — 3Ha4yeHne K/NHoYa;

md5 value nposepKa - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.

no sntp authentication-key NOAJINHHOCTH Ypanaer KN4 NpoBepKy NOANMHHOCTY a5 npoTokoaa SNTP.

number OTK/ItOYEHA

sntp authenticate -/nposepka TpebyeT NpoBepKy NOAJMHHOCTM ANA NOJYYEHMA MHPOPMALUN OT
NOA/IMHHOCTU He NTP-cepBepoB.

no sntp authenticate Tpebyetca YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

sntp trusted-key key_number key_number: OcyuiectBnaeT NpoBepKy MNOAJMHHOCTU CUCTEMbI, OT KOTOPOM

(1..4294967295);
Mo ymonyaHuio

CUHXPOHU3MpPYETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — Homep K/toya.

no sntp trusted-key nposepka YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
key_number NoAJ/IMHHOCTH
OTK/IIOYEHa

sntp broadcast client enable PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
{both | ipva | ipv6}

- -/3anpelleHo
no sntp broadcast client YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
enable
sntp anycast client enable PaspewaeT paboty SNTP-knneHTam, NoALEepKMBAIOLLMM METOZ,
{both | ipva | ipv6} paccblIKM NaKeToB, MO3BONAOWMIA MOCbINATL AaHHble 6aMKan-

-/3anpeleHo

no sntp anycast client enable

LeMy YCTPOWCTBY M3 rpynnbl Noay4YaTenei.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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sntp client poll timer seconds

no sntp client poll timer

seconds:
(60...86400)/24

YcraHaBauBaet Bpems onpoca ana SNMP-cepsepa.

YcTaHaBAnBaeT 3HaYeHUe o YMOJYAHUIO.

sntp client enable
{fortygigabitethernet fo_port |
tengigabitethernet te_port |

Paspewaet paboty SNTP-kAveHTaM, NoALEprKMBAKOWMM METOL
PaccblIKM NaKeToB, MO3BOMIAIOWMKA NOCbIIATL AaHHble BAMNKan-
LemMy YCTPOMCTBY U3 FpynMnbl NOAy4YaTeNeN, a TaKKe LMPOKOBeLLLa-

no sntp unicast client poll

port-channel group | oob | fo_port: (1..4); TenbHbiM SNTP-KMeHTam ansa BblIbpaHHOro uHTepdeiica.

vlan vian_id} te_port: (1..24); - noppobHoe onucaHuve uHTepdencoB W3NOXKEHO B pasaene
group: (1..16); «KoHburypnposaHue nHTepdeincosy.

no sntp client enable vlan_id (1..4094) YcTaHaBAMBaET 3HaYeHMeE NO YMOAYAHMIO.

{fortygigabitethernet fo_port | /3anpelueHo

tengigabitethernet te_port |

port-channel group | oob |

vlan vian_id}

sntp unicast client enable /sanpeueHo PaspewaeT paboTy ogHoaapecHbix SNTP-KAneHTOoB.

no sntp unicast client enable YcTaHaBAMBaET 3HaYeHMe N0 YMOAYAHWIO.

sntp unicast client poll PaspelwaeT nocnesoBaTenbHbI ONPOC 3aAaHHbIX O4HOAAPECHbIX
-/3anpeweHo SNTP-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_namej}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_namej}} |
hostname}

hostname: (1..158)
CUMBOJI0B;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — lpvA-aapec y3na ceTu;

- ipv6_address — Ipv6-aapec y3na ceTu;

- ipv6z-address — |pvbz-agpec y3na cetv ans ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link _local_address — nokanbHbIi IPV6 agpec KaHana;
interface_name — vmsa wncxopsAwero wnHtepdelica 3apaetcs B
cnepyowem dopmare: vian finteger} | ch {integer} | isatap {in-
teger} | {physical_port_name}

- hostname — pomeHHOE UMA y3/1a CETU;

- poll — BkatoyaeT onpoc;

- keyid — wpeHTdUKaTOp KAtOYa.

Ypanexue cepsepa u3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

Pa3pelwaeT nonyyeHme TakMX AaHHbIX KaK YacoBOM NOAC U feTHee
Bpemsa ot DHCP-cepsepa.

3anpeUJ,aeT NoNy4yeHnA TakKnX AaHHbIX KaK 4acoBOW NOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica

3anpoc KOMaHAHOW CTPOKK B PEXKMME KOHPUIYPUPOBaHUA MHTepdEelica UMEeET CheayIoWwnii BUA:

console (config-if) #

Tabanua 5.28 — CNUCOK KOMaHA AR HAaCTPOMKM CUCTEMHOTO BPEMEHU B PEXKMME KOHOUTYPUPOBAHUA UH-

Tepdelica

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

sntp client enable

no sntp client enable

-/3anpeweHo

Paspewaet paboTy SNTP-KAMEHTY, KOTOPbIM MNOAAEPHKUBAET Me-
TOA, PAcCbIIKM NAKeTOB, NO3BONAIOLMIA MNOCLINATL AaHHbIE YCTPOW-
CTBY BAMMKalwemy M3 rpynnbl NoayyaTenei, a TakKe LWNPOKoBe-
waTtenbHoMmy SNTP-KAMeHTY Ha HacTpamBaemom uHTepdeiice
(ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.
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[Mpumepsl 8bINOAHEHUA KOMAHO

" OTO6pa3MTb CNCTeMHOE BpemA, AaTy U AaHHble NO 4YacoBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym 1is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3aLUMM BPEMEHN OTOBpPaXKaeTca € NMOMOLLbIO AOMOHUTEIbHO CUMBOAA

nepeg sHa4yeHnem BpeMeHMU.

lpumep:

*15:29:08 PDT (UTC-7) Jun 17 2009

MCI'IOHb3yPOTCFI cnepgywouine obo3HauyeHus:

— TouKa (.) 03HayvaeT, YTo BpeMs A0CTOBEPHO, HO HET CMHXPOHM3aLMK ¢ cepsepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA A0CTOBEPHO U CUHXPOHU3ALUMA eCTb;
— 3Be3A04Ka (*) o3HauaeT, YUTo Bpems HegoCTOBEPHO.

= 3apaTb AaTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTobpasunTb cTaTyc NnpoToKona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMA CMHXPOHU3MpPOBaHO OT cepeepa 10.10.10.1, nocneaHuii oteeT

nonydyeH B 10:37:38, HecoBnaaeHWe CUCTEMHOTO BpEMEHM C BpemeHeMm Ha cepBepe coctasuo 1.04 c.
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5.8 KoH¢urypuposaHue BpeMeHHbIX MUHTEpBaNoB time-range

KomaHObI pexuma KOHgU2ypupo8aHUs 8pemMeHHbIX UHMepeasn08

console# configure
console (config) # time-range range name, rme

range_name — cMMBOJIbHBIN (1...32) naeHTUdPUKATOP BPEMEHHOTO MHTEpPBaNa
console (config-time-range) #

Tabnnua 5.29 — KomaHabl pexkMma KOHGUTYPUPOBaHNA BPEMEHHOIO MHTepBana

month: (jan..dec);
year: (2000..2097);

Komanda 3HavyeHue/3HayeHue Leiicmeue
no yMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3afaTb Hayano u (MNKU) KOHeL, BPEMEHHOTO MHTepBana B popmarte
date month year mm: (0..59); : Yac:MMUHYTa AEeHb MeCAL, rog,
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOWN MHTEPBa/ B TEYEHWE OAHOMO U3 AHEN Hepenu
WIN Kaxkgoro AHA Hepenu.

YpanuTte BpeMeHHOW MHTepBan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3aaTb BPEMEHHOM MHTEPBA/ B TEYEHUE HEAENN.

Y4anuTb BpeMeHHON MHTepBa.

5.9 KoHpurypuposaHue nHrepdeiicos

v/

5.9.1

3HaueHne MacKku moxKeT bbiTb 3anucaHo nmbo 8 popmare X.X.X.X, nm6o 8 popmare /N, rae
N — KoNnMuyecTBO eAMHUL, B 4BOUYHOM NpeacTaB/eHUN MacKu.

Mapamempeoi Ethernet-uimepdpeiicos, Port-Channel u Loopback- unmepdgelicos

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure
console (config) # interface { gigabitethernet gi port | tengigabitethernet

te port |
{..}

console (config-if) #

fortygigabitethernet fo port | oob | port-channel group | range
| loopback lIoopback id }

[aHHbIA peXrMm JOCTYyMeH M3 pexuMma KOHOUIypupoBaHUA W nNpegHasHayeH Aas 3a[aHus
napameTpoB KoHdurypauum uHTepdeica (mopTa KOMMyTaTopa MAW Tpynnbl NOPTOB, paboTalowmx B
pexkume pasgenieHuns Harpysku), inbo amanasoHa nHTepdeiicos.

Bblibop MHTepdeica ocyLWwecTBASETCA NPU NOMOLLM KOMAHA:

Ana MES5324

Tabnnuya 5.30 — KomaHabl Bbibopa nHTepdelica aia MES5324

KomaHda

Ha3sHayeHue

interface fortygigabitethernet fo_port

AN HacTponkn 40G-nHTepdeicos

interface tengigabitethernet te_port

AN HacTporkn 10G-nHTepdeicos

interface gigabitethernet gi_port

ANnA HacTpoiku 1G-uHTepdencos

interface port-channel group

AN HACTPOMKM rpynn KaHanoB

interface oob

ONA HAaCTPOMKM UHTepdelica ynpasieHus

interface loopback loopback_id

[NA HACTPOKM BUPTYaNbHbIX UHTepbeicos
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rae

— group — NopsiKoBbIA HOMep rpynnbl, 0b6LLEe KOAMYECTBO corlacHo Tabauue 2.9 (cTpoka «Arpera-
uus KaHanos (LAG)»);

— fo_port— nopaaxosbiin Homep 40G-uHTepdeiica, 3agaertca 8 suae: 1..8/0/1..4;

— te_port — nopaaKosbin Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1..24;

— gi_port —nopaaKkoBbli Homep 1G-uHTepdeiica, 3agaetca B Buae: 1..8/0/1;

— loopback_id — nopaaKoBblit HOMep BUPTYyaabHOTO MHTepdelica, obLiee KONMYECTBO COrnacHo Tab-
nvue 2.9 (ctpoka «Konnuectso BUPTYanbHbix Loopback-uHTepdeicos»).

Ona MES3324F, MES2324, MES2324B, MES2324FB

Tabnunua 5.31 — KomaHabl Bbibopa nHTepderica gns MES3324F, MES2324, MES2324B, MES2324FB

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

ona Hactpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

O HAacTPOMKKM MHTepdeica ynpaBieHusa (MHTepdeinc ynpaBaeHun
NPUCYTCTBYET He Ha Bcex KommyTaTopax MES2324x)

interface loopback /oopback_id

[ON1A HAaCTPOWMKM BUPTYaNbHbIX UHTEpdeiicoB

rae

—  group — NOPAAKOBbIA HOMEP rpynnbl, obLee KoMYeCcTBO cornacHo Tabaumue 2.9 (cTpoKka «Arpera-

umna KaHanos (LAG)»);

— te_port — nopaakosblii Homep 10G-uHTepdeliica, 3agaertca B suae: 1..8/0/1.. 4;

— gi_port— nopagKosbiit Homep 1G-uHTepdeiica, 3aaaetca B8 suge: 1..8/0/1..24;

— loopback_id — nopsakoBbii HOMep BUPTyanbHOro MHTepdeica, obLiee KoMYecTBO COrnacHo Tab-
nmue 2.9 (ctpoka «Kosmyectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES2348B

Tabnuua 5.32 — KomaHab! Bbibopa uHtepderica ana MES2348B

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

015 HacTpolikn 1G-uHTepdeicos

interface port-channel group

[OJ19 HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[ONA HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe

—  group — NopsAAKOBbIM HOMep Tpynnbl, 0bLEee KONMYeCcTBO cornacHo Tabaumue 2.9 (cTpoka «Arpera-

uMA KaHanos (LAG)»);

— te_port — nopsaakosbiit Homep 10G-uHtepdeiica, sagaetca s suae: 1..8/0/1.. 4;

— gi_port—nopaakoBsbiii Homep 1G-uHTepodeiica, 3agaetcs 8 suge: 1..8/0/1..48;

— loopback_id — nopsakoBbii HOMep BUPTYasibHOro MHTepdeca, obLee KoMYecTBO COrNAacHo Tab-
nvue 2.9 (ctpoka «Konnuectso BUPTYyanbHbix Loopback-uHTepdeicos»).

Ona MES2308 n MES2308P

Tabnunua 5.33 — KomaHabl Bbibopa nHTepdeiica ana MES2308, 2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

O15 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HACTPOWKM rpynn KaHanoB

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos
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roe

— group — NopsAAKOBbIA HOMep rpynnbl, 0bLlee KOANYeCTBO corslacHo Tabauue 2.9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

— gi_port —nopaaKkosblit Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1..12;

— loopback_id — nopaakoBbii HOmep BUPTyanbHOro UHTepdelica, obliee KOMYeCTBO COr/lacHO Tab-
nvue 2.9 (ctpoka «Konmuectso BUpTyanbHbix Loopback-uHtepdeicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE Homep cnoTa Homep MHTepdelica

KomMaHgbl, BBEAEHHbIE B pPeXUMe KOHOUTYPUPOBaAHUA MHTepdelica, NPUMEHAIOTCA K BblIBpaHHOMY
nHTepoency.

Huxe npuBeaeHbl KOMaHAbl ANA BXOJa B PEXMM HacTpolkun gecaTtoro Ethernet-untepdeliica (ans
MES5324) nepBoro ycTpolACTBa B CTEKE U BXO/a B PEXKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBASETCA MPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — gna HacTpolikn ananasoHa fortygigabite-
thernet-uHTepodeicos;

— interface range tengigabitethernet portlist — ana HacTpoiKkM ananasoHa tengigabitether-
net-nHTepdencos;

— interface range gigabitethernet portlist — ana HacTpoikM AmnanasoHa gigabitethernet-
nHTepdelcos;

— interface range port-channel grouplist — ans HacTpoliku AManasoHa rpynn nopTos.

KomaHabl, BBeAEHHbIe B J@aHHOM peXXume, NPUMEHAIOTCA K Bbl6paHHOMy Anana3oHy MHTepdDEﬁCOB.

Huke npuBeaeHbl KOMaHAbl 418 BXO4A B PEKMM HAcTpOMKKM amanasoHa Ethernet untepdeiicos c 1
no 10 (ana MES5324) n gns Bxo4a B PEXKMM HacTPOWMKKM BCEX rPynn NOpToB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 5.34 — KomaHabl pexkuma KoHourypmuposaHus nHtepdelicos Ethernet u Port-Channel

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
shutdown BbIKNOUNTL  KOHOUTypUpyemblid  uHTepdeiic (Ethernet, port-
-/BKAIOYEH channel).
no shutdown BKAOUYNTL KOHOUTYpUpPYeMbI MHTEpdeTiC.
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description descr descr: (1..64) [o6asunTb onucaHue nHtepdeica (Ethernet, port-channel).
no description cMmBONOB/HeT .
Ypanutb onucaHue uHtepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTL Nepegayumn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HaYEeHME MO YMOIYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexxum gynaekca nHtepdeiica (nonHoaynnekcHoe coegu-
HeHue, nonyaynaekcHoe coeguHenune, Ethernet).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BkntouaeT aBTocornacoBaHuwe AnA CKOPOCTM W AynaeKca Ha Ha-
cTpamBaemMom MHTepdelice. MOXHO yKasaTb onpefesneHHble Co-
BMECTMMOCTW NapameTpa aBTOCOrNacoBaHMUA, eC/In NapameTpbl He
3a4aHbl, TO NoAgepKuBatoTca Bce coemectumocTy (Ethernet, port-
channel).

BbIK/IlOYAET aBTOCOr/IacoBaHWE AN CKOPOCTU U AynieKca Ha Ha-
CTpanBaemom uHTepodeiice.

flowcontrol mode

mode: (on, off,

3agaTtb pexum ynpasneHuns notokom flowcontrol (BKAtOUMTL, OT-
K/KOYMTb MK aBTOCOrnacosaHme). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/IM PEXMM aBTOCOrI1acoBaHUA

no back-pressure

auto)/off negotiation BK/OYeH Ha HacTpavBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNpaBaeHNA NOTOKOM.
back-pressure BKkatoyaeT GyHKUMIO «0BpaTHOro AaBieHMA» Ha HacTpanmBaemMom
uHtepdeiice (Ethernet).
-/BbIKAOYEH

BbIK/OYaeT QyHKUMIO «0BPaTHOrO 4aBAEHUAY» HA HAacCTPaMBaemMom
UHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuoa, B TEYEHME KOTOPOro cobupaeTca CTaTUCTUKA
0 Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHObI pexcuma 2106a71bH020 KOHU2YPUPOBAHUSA

Bupa 3anpoca KOMaHAHOM CTPOKM B peXKMMe r/106a/1bHOro KOHOUIYpPUpPOBaHMA:

console (config) #

Tabnunua 5.35 — KomaHab! perknuma obwmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

Paspelwaet KommyTaTopy paboTtaTte ¢ ppelimammu 6onbliOro pas-
mepa.
1 3HayeHue maximum transmission unit (MTU) no ymon-
V yaHuio 1500 6aiiT.

HacTpoiika BCTYNUT B CUAY TO/IbKO NoOCAe Nnepe3arpysku
-/3anpelueHo V .
ycTpoiicTBa.
Vb 3HaueHne maximum transmission unit (MTU) npwm

HacTpoiike port jumbo-frame 10200 6aiiT.

no port jumbo-frame 3anpewaetr KommyTaTopy paboTtaTe ¢ dpperMmamm 6onblWOro pas-
Mepa.

errdisable recovery cause {all | BKNOUNTL aBTOMATMUECKYIO aKTMBauMio MHTepdeica nocne ero
loopack-detection | OTK/IIOYEHUA B CIEAYIOLLMX CAYYaAX:
port-security | - loopback-detection — o6Hapy:keHue netens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoCcTK ana port security;
stp-bpdu-guard | - dotlx-src-address —HenpoxoxKaeHve ayTeHTUdMKauumn, OCHO-
stp-loopback-guard | udid | BaHHOM Ha MAC-agpecax nonb3oBaTenei;
storm-control | link-flapping} -/3anpelleHo - acl-deny —HecooTBeTtcTBMe cnmnckam aoctyna (ACL);

- stp-bpdu-guard — aktusauma 3awmtel BPDU Guard (nepegava
HecaHKLMOHWPOBaHHOIo naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6HapyxeHue netenb npotokonom STP;

- udld - akTMBauus 3awmTbl UDLD;

- storm-control —LuMpoKoBeLWATENbHbIN WTOPM;

- link-flapping —bnannuHra nnHka.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cekyHA,

YCTaHOBWUTb BPEMEHHOW MHTEPBaN A/19 aBTOMATUYECKOro MOBTOP-
HOro BK/tOYEHUA NHTepdeica.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

snmp trap link-status

no snmp trap link-status

-/BKAIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobuieHnii 0 COCTOAHUM UHTep-
delCcHbIX IMHKOB.

OTkAtouaet otnpasky SNMP trap-coobuueHuit.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabanuya 5.36 — KomaHab! pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear counters

C6poc cTaTUCTUKKM ANA Bcex MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Cbpoc ctatncTMKKM ana Ethernet-noprta, rpynnbl NOpToB.

set interface active
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

AKTMBMpPYET NOPT MAW TPYMNy NOPTOB, BbIKAOYEHHbIX KOMaHAOWM
shutdown.

show interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MNokasaTtb CBOAHYHO MHCbOpMaLI,l/I}O O COCTOAHUMN, HaCTpOﬁKe n Cta-
TUCTUKe NopTa.

show interfaces configuration
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MNMokasaTb KOHGUrypaLmto MHTePdENCOB.

show interfaces status

lNoKasaTb cocToAHMe BCex VIHTepCbeVICOB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MNokasaTtb cocToAHMe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKa3aTb NapameTpbl aBTOCOM1acoBaHWA, 06bABAEHHbIE ANA BCeX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTb nNapameTpbl aBTOCOrNACOBAHMA,
Ethernet-noprta, rpynnbl nopTos.

06bABNEHHbIE ana

show interfaces description

MoKasaTb on1caHus Bcex MHTePdEcoB.
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show interfaces description
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTb onucaxue Ethernet-nopTa, rpynnbi NOpTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdeCcoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTtb ctaTucTuky gns Ethernet-nopra.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaToOpe.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLMK

nopra.

show errdisable interfaces
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3aTb NPUYMHY OTKIKOYEHUA NOPTA, rPynMbl NOPTOB M COCTOSA-

HWEe aBTOMATUYECKOM aKTu Bauun.

[pumepbl 8bIM0MAHEHUS KOMAHO.

= [loKasaTb COCTOAHUE MHTEPENCOB:

console# show interfaces status

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port
Mode
gil/0/1 1G-Copper - - - -- Down - - - Access
gil/0/2 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/3 1G-Copper - - - -- Down - - - Access
gil/0/4 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/5 1G-Copper - -— - --  Down - - -— Access
gil/0/6 1G-Copper - - - -- Down - - - Access
gil/0/7 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/8 1G-Copper - - - -- Down - - - Access
gil/0/9 1G-Copper - -— - --  Down - - -— Access
gil/0/10 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/11 1G-Copper - - - -- Down - - - Access
gil/0/12 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/13 1G-Copper - - - -- Down - - - Access
gil/0/14 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/15 1G-Copper - -- -= --  Down -= -= -= Access
gil/0/16 1G-Copper - - - -- Down - -- - Access
gil/0/17 1G-Copper - -= -= --  Down -= -= -= Access
gil/0/18 1G-Copper - - - -- Down - -- - Access
gil/0/19 1G-Copper - -= -= --  Down -= -= -= Access
gil/0/20 1G-Copper - -= -= --  Down -= -= -= Access
gil/0/21 1G-Copper - - - -- Down - -- - Access
gil/0/22 1G-Copper - -= -= --  Down -= -= -= Access
gil/0/23 1G-Copper - - - -- Down - -- - Access
gil/0/24 1G-Copper - -= -= --  Down -= -= -= Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled Off Trunk
tel/0/3 10G-Fiber -- - - -- Down - - - Access
tel/0/4 10G-Fiber - - - -- Down - - - Access
Ch Type Duplex Speed Neg control State
Pol - - - - - Not Present
Po2 -= -= -- -- - Not Present
Po3 -= -= -- -- - Not Present
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Po4 -= -= -= -= -= Not Present
Po5 -= -= -= -= -= Not Present
Po6 -- -- -- -= -= Not Present
Po7 —— —— - - -= Not Present
Po8 -- -= -= -- -= Not Present
P09 —_— - - - - Not Present
Polo0 -- -= -= -- -= Not Present
Poll _— - - - - Not Present
Pol2 -- -= -= -- -= Not Present
Pol3 -- -= -= -- -= Not Present
Pol4d _— - - - - Not Present
Pol5 -- -= -= -- -= Not Present
Polé6 -- -= -= -- -= Not Present

= [loKas3aTb CBOAHYIO MHPOPMALMIO O COCTOAHUN, HAaCTPOMKe U cTaTUCTMKe Ethernet-nopTa (pexxum
OTObparkeHUs CTaTUCTUKM KnaccuduKaLumm Tpaduka)

consolet#show interfaces TengigabitEthernet 1/0/4

tengigabitethernetl/0/4 is up (connected)
Interface index is 4
Hardware is tengigabitethernet, MAC address is a8:f9:4b:7b:df:84
Interface MTU is 1500
Full-duplex, 10000Mbps, link type is 10000Mbps full-duplex, media type is 10G-Fiber
Link is up for 0 days, 0 hours, 29 minutes and 9 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
75 packets input, 7629 bytes received
0 broadcasts, 75 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
119 packets output, 7616 bytes sent
52 broadcasts, 67 multicasts
0 output errors, 0 collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error

- lMoKa3aTb NnapameTpbl aBTO-COr/1aCOBAHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- -
tel/0/2 10G-Fiber Disabled -- --
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled -- -
fol/0/3 40G-Fiber Disabled -- -
fol/0/4 40G-Fiber Disabled -= -=
gil/0/1 1G-Copper Enabled Slave -
Pol - Enabled Slave -—
Po2 - Enabled Slave -
Po8 -= Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h

= [loKa3aTb CTAaTUCTUKY MO UHTepdelicam:

console# show interfaces counters
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Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts
______ B0l 111 o o
Ch OutUcastPkts OutMcastPkts OutBcastPkts
______ Bl o & 3

Alignment Errors: 0

FCS Errors: O

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

InOctets

MokasaTb HacTpoWKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Ethernet-kommymamopeol cepuli MES53xx, MES33xx, MES23xx

66




HELTEX

Tabnuua 5.37 - OnucaHune cyeTYnNKoB

Cyemyuk OnucaHue
InOctets Konnuyectso npuHATbIX 6anTosB.
InUcastPkts Konnyectso NpmMHATbLIX 04HOaAPECHbIX NAaKeTOoB.
InMcastPkts Konnyectso NPMHATbIX MHOTOAAPECHbIX NAaKeTOoB.
InBcastPkts Konnyectso NpUHATLIX LWUIMPOKOBELLAaTe/IbHbIX NaKeToB..
OutOctets Konnuectso nepesaHHbIx 6anToB.
OutUcastPkts Konnuyectso nepeaaHHbIX 04HOAAPECHbIX NAKETOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOMOaApECHbIX NAaKeTOB.
OutBcastPkts Konnyectso nepefaHHbIX WMPOKOBELLATEIbHbIX MAaKeToB.

Alignment Errors

KosimyecTBo nNpuHATLIX GpeiMoB ¢ HapyLWeHHOW L,eNIoCTHOCTbIO (C KonnyectBoM 6alT
He COOTBETCTBYIOLLMM AJIMHE) U HE NPOLIeALINX NPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

KonunyecTso NpuHATLIX GPeriMoB ¢ KoMyecTBOM 6aliT, COOTBETCTBYIOWMM ANNHE, HO He
npoLealwmx NpoBepKy KOHTpoibHOM cymmbl (FCS).

Single Collision Frames

Konnyectso cbpeﬁmos, BOB/Z1IEYEHHbIX B €EANHUYHYIO KONTIM3UKO, HO BNocs1ieacTBuu ne-
pegaHHbIX yCnewHo.

Multiple Collision Frames

Konnuyectso d)peVIMOB, BOBJ/IEYEHHbIX bOoNee yem B OAHY KONN3No, HO BNocaeAacTsuun
nepeaaHHbIX ycnewHo.

Deferred Transmissions

Konnuectso ¢ppeitmos, Ans KOTOPbIX Nepsasn NonbiTKa Nepeaymn OT/I0KeHa 13-3a 3aHA-
TOCTM cpeabl nepeaayu.

Late Collisions

KonunuecTso cnyyaes, Koraa Konamsus 3admKcnpoBaHa Nnocse Toro, Kak B KaHas CBA3M
yKe 6blnM NnepeaaHbl nepeble 64 6anT (slotTime) nakera.

Excessive Collisions

Konnuectso ¢ppeinmoB, KoTopble He Obliv NepesaHbl U3-3a U36bITOYHOIO KOMYECTBA
KONNU3UN.

Carrier Sense Errors

KonunyecTso cay4yaes, KOrga COCTOAHME KOHTPOAA HecyLlein 6bi1o NoTepaHo, MMbo He
YTBEPXKAEHO NPM NONbITKE Nepegaun ppeima.

Oversize Packets

KonnyecTBo NpUHATLIX NAKETOB, pa3mep KOTOPbIX NPEeBbILLIAET MaKCUMabHbIN paspe-
LWEHHbIV pasmep ¢peinma.

Internal MAC Rx Errors

Konnyectso ppeiimoB, KOTOpble He BblIM NPUHATLI YCMELWHO M3-3a BHYTPEHHEW OLINOKM
npuvema Ha yposHe MAC.

Symbol Errors

[na nHtepdeiica, pabotatowero B pexume 100M6/c — KOAMYECTBO C/iyyaes, Koraa
MMeNcA HeAONYCTUMBbIM CUMBOA AAHHBIX, B TO BPEMA KaK NpaBu/bHas Hecylwan bbiia
npeacTaBaeHa.

Ons nHtepdeiica, paboTatowero B noayayniekcHom pexume 1000M6/c — Konmuectso
C/lyyaes, Korza cpeacTBa NpMema 3aHATbl B TeYeHUE BPeMEHU, paBHOMY UK Bonbluemy
yem pasmep cnoTa (slotTime), u B TeueHMEe KOTOPOro UMeIoCh XOTA Bbl 0AHO CobbITHE,
KoTopoe 3acTaBnseT PHY BblgaBaTb OWKMOBKY NpMema AaHHbix (Data reception error) nau
oWwnbKy Hecywel (Carrier extend error) Ha GMIL.

[ns uHtepdeiica, paboTatowero 8 NoAHOM AynaekcHom peskume 1000M6/c — konunye-
CTBO C/ly4aeB, KOT4a CPeacTBa NpUema 3aHATbl B TeUeHWe BPEMEHM, PABHOMY UK
60nblIeMy YeM MUHUMabHbIN pasmep dpelima (minFrameSize), 1 B Te4eHUe KOTOPOro
nmenocb XoTa bbl 04HO cobbITUE, KOTOPOE 3acTaBaseT PHY BblgaBaTh OWMBKY Npuema
AaHHbix (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHaATbIX ynpasastowmx MAC-¢peiimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

KonunyectBo nepegaHHbIx ynpasaatowmx MAC-ppeimos ¢ kogom onepaumm PAUSE.

5.9.2 Hacmpolika unmepdgeiica VLAN

KomaHObI pexcuma KoHguaypuposaHua VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHma VLAN:
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console# configure
console (config)# wvlan database
console (config-vlan) #

JaHHbIN pexXum JOCTYNEeH 13 pexnuma rnobasbHOro KOHGUrypMpoBaHUA U NpeaHasHayvYeH ann
3a4aHua napameTpos KoHourypaumm VLAN.

Tabaunuya 5.38 — KomaHabl pexkmma KoHourypmposaHma VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vlan VLANIist

no vlan VLANIist

VLANIist: (2..4094)

[o6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nan Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpymnne MpoOTOKO0B, acCOLMUPOBAHHbIX
BMeCTe.

YpanuTb NpuBAsKy.
* - Homep npoTokoa (16 6uT).

map mac mac_address {host |
mask} macs-group group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpusazatb MAC-agpec nam ananasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

Y8anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (QuanasoHa uHmepgeticos) VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KoHOUTrypunpoBaHua nHtepdeica VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANIist}
console (config-if) #

[aHHbIN peXXMm [OoCTyneH M3 peMma KOHPUrypupoBaHMA WM MpegHasHadeH ANA 33ajaHuA
napameTpoB KoHdurypaummn nHtepoeica VLAN nmbo gmanasoHa MHTepdencos.

Bbibop MHTepdeiica ocyLecTBAAETCA NPW NOMOLLN KOMaHAbI:

interface vlan vlan id

Bbibop AManasoHa MHTePdENCcoB OCyLWEeCTBASETCA NPU NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huxke npusBeneHbl KOMaHAbl ANA BXOAA B PEXUM HAcTpPoiKkM nHTepderica VLAN 1 1 Bxoza B pexxmum

HacTpolikm rpynnel VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
console (config-if) #

console# configure
console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.39 — KomaHabl perkmuma KoHourypmnposaHus uHtepdeiica VLAN

KomaHda 3HayeHue/3HayeHue Aelicmeue
no yMmon4aHuwo
name name name: (1..32) Oo6aBuTb uma VLAN.
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no name

CMMBONOB/UMA
COOTBETCTBYET HOMEPY
VLAN

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (QuanasoHa udmepgelicos) Ethernet, us-

mepdpetica 2pynnsl NOPMo8

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdUrypnposaHua nHTepdeliica Ethernet, untepoeiica

rpynnbl NOPTOB:

console# configure
console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group |

range {..}}

console (config-if)#

[aHHbI pexMm [OCTyNeH M3 pPexnma KOHOUIYPUMPOBAHMA M nNpegHasHayeH AN 3a4aHus
napamMeTpoB KOHPUrypaumm wuHTepdelica (Nopta KomMmyTatopa WAM rpynnbl NopToB, paboTalowmx B
pexume pasgeneHusa Harpysku), inbo ananasoHa MHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — nHTepdeiic goctyna — HeTerMpoBaHHbIM MHTepdelic ana ogHon VLAN;
— trunk — nHTepodeiic, NPUHMMAIOWMN TOSIbKO TETMPOBaHHbIN TPAaPUK, 33 UCK/IIOYEHMEM OA-
Horo VLAN, KoTopbiii MmoXeT b6biTb 0b6aBneH ¢ NOMOLLbI KOMaHabl switchport trunk na-

tive vlan;

— general — nHTepdelic c nosHon noaaepKkoi 802.1q, NPUHMMAET KaK TErMpPOBaHHbIN, TaK
N HETETMPOBAHHbIN TPadUK;
— customer — Q-in-Q uHTepdeic.

Tabnunua 5.40 — KomaHabl pexkmMma KoHourypmuposaHus nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb pexkum paboTbl nopta B VLAN.
- mode — pexum paboTtbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asuntb VLAN ana nntepdeiica goctyna.
- vlan_id — vaeHTnduKaumoHHbINM Homep VLAN.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

switchport general
acceptable-frame-type
{untagged-only | tagged-only |
all}

-/NpUHMMaTBL BCE TUMbI
¢dpenimos

MpuHMMaTb Ha WHTepdelice ToNbKo dperimbl onpeaeneHHoro
™na:

- untagged-only — TONIbKO HETErMpPoBaHHbIE;

- tagged-only — ToN1IbKO TErMpoOBaHHbIE;

- all — Bce dpelimbl.

switchport trunk allowed vian
add vian_list

switchport trunk allowed vian
remove vian_list

vlan_list: (2..4094, all)

Jo6asuntb cnmcok VLAN gna nHtepdeitca.

- vlan_list — cnucok VLAN ID. uana3oH HomepoB VLAN mMOXHO
3a4aTb NepeyncieHnem yepes 3anaTylo MM yKas3aTb Haya/bHOe U
KOHeYyHoe 3Ha4yeHus guanasoHa yepes geduc "-".

Yaanutb cnucok VLAN pgns nHtepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Job6asnaet Homep VLAN B Kayectse Default VLAN gna gaHHoro
MHTepdeiica. Becb HeTermpoBaHHbIM TpaduK, NOCTynaWMUn Ha
[OaHHbIN NopT, onpeaensetcs B gaHHyo VLAN.
- vlan_id — npeHTndurKaumoHHbI Homep VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.
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switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- tagged — nopt 6yaeT nepepaBaTb TerMpoBaHHbIE MNaKeTbl ANA
VLAN;

- untagged — nopTt byaeT nepenaBaTb HETErMPOBAHHbIE MaKeTbl
ana VLAN.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN MOXKHO 3a4aTb ne-
peuncaeHnem Yepes 3anATyto MAN YKa3aTb HavalbHOE U KOHEeYHoe
3HauyeHua ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
10 YMOAYaHUIO

Lobasutb maeHtupukatop VLAN nopta (PVID) pgns ocHOBHOro
MHTepodeica.
- vlan_id —vaeHTndUKaumoHHblii Homep VLAN noprTa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbtpaumsn
BK/IIOYEHA

BbIKNOUNTL AN OCHOBHOIO MHTepdeica GpuabTpaumio BXOAALLMX
NaKeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

BKNOUUTL AN1A OCHOBHOrO WHTepderica GUAbTPaALMIO BXOAALLMX
NakeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecan dunbTpauma BKAOYEHA, M NaKeT He BXxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HavyeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
dperimos

MpUHUMaTb Ha OCHOBHOM MHTepdeice ToNbKO dperimbl onpee-
JIeHHOrO TMNa:

- tagged-only — To/IbKO TErMpoOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce ¢perimsi.

MpuHUMaTbL Ha OCHOBHOM MHTepdeice Bce TUNbI Gpeirtmos.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTb npasBuno Knaccuébukaumm VLAN ana wHTepdeiica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — aeHTUPUKaLMOHHbBIV HOMep rpynnbl;

- vlan_id — vaeHTUdUKauMOHHbI Homep VLAN.

YpanuTe npasuao Knaccuburkaumu.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YctaHOBUTL npasuno Knaccuoukaumm VLAN ana uHTepdelica,
OCHOBaHHOe Ha npusAske kK MAC-aapecy.

- group — aeHTUGUKALMOHHbBIV HOMep rpynnbl;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTL npasuno Knaccubukaumm VLAN ana uHTepdeiica,
OCHOBAHHOE Ha NPWBA3KE K MPOTOKOJY.

- group — uaeHTUGUKaLMOHHbIV HOMeEp rpynnbl;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport dotlq ethertype
egress stag ethertype

ethertype: (1..ffff) (hex)

3ameHnTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXO4AWMX C JAHHOTO UHTepdelica.

Aonyctumble 3HaueHus Ethetype cm. MpunoxkeHue B.
H MNoapepxuBaemblie 3HaueHusA Ethertype.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove ethertype

ethertype: (1..ffff)
(hex)

[ob6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
[Jonyctumble 3HayeHua Ethetype cm. MpunoxkeHne B. Moanepxu-
Baemble 3HaveHus Ethertype.

Yaanutb TPID 13 Tabauubl Knaccudurkatopos VLAN.

switchport customer vian
vlan_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb30BaTeIbCKoro MHTepdeica.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.
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switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

Paspelwaetr npuHMMaTb MHOroafpecHbli TPaduK M3 yKasaHHbIX
VLAN (He aBnatowmxca VLAN nonb3oBaTenbckoro nHtepdeiica) Ha
HacTpanBaeMom MHTepdelice, COBMECTHO C NOAb30BATENAMU APY-
rMX MOSb30BaTENbCKMX MOPTOB, MPUHMMAIOLMX MHOTOALPECHbIN
Tpadumk 13 paHHbIx VLAN.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN MoXKHO 3agatb ne-
peuncneHnem Yyepes 3anaTyio UM YKasaTb Hauya/IbHOE U KOHEYHOEe
3HayeHuMA AnanasoHa yepes geduc "-".

3anpeLaet NpUHMMaTb MHOrOagpPecHbIN TpaduK Ha HacTpauBae-
MOM MHTepodeiice.

switchport forbidden vlan add
vlan_list

switchport forbidden vlan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobaBneHune ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. AinanasoH VLAN MoXKHO 3agatb ne-
peyncneHnem Yyepes 3anATyO UK YKa3aTb Ha4abHOE U KOHEeYHoe
3HayYeHuA AnanasoHa yepes geduc "-".

PaspewunTtb aobasneHune ykasaHHbix VLAN nopty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
yneHcTBO B AedoNTHOM
VLAN paspeleHo

3anpetutb gobasneHune gedontHon VLAN noprty.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

switchport protected-port

no switchport protected-port

MepeBoAnT NOPT B PEKMUM U30AALMUMN BHYTPU TPYNMbl NOPTOB.

BoccraHaBnnBaeT 3HaYeHME NO YMONYAHUIO.

switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mo ymonyanumio
ncnosb3yercs
MapLpyTU3auma no
6a3e AaHHbIX
n3y4yeHHbIx MAC-
appecos (FDB)

MNepeBoanT Nopt B pexkmum Private VLAN Edge. OTmeHseT mapLupy-
TM3aumio no 6ase JaHHbIX M3yyeHHbIx MAC-agpecos (FDB) u Ha-
npaB/ifeT BeCb O4HOAAPECHbIW, MHOFOAAPECHbIN U LIMPOKOBELLLA-
TenbHbIM Tpaduk Ha uplink-noprT.

OTKAOYaeT OTMEHY MapLipyTU3aumm no 6ase AaHHbIX U3YYEeHHbIX
MAC-agpecos (FDB).

switchport default-vlan tagged

no switchport default-vlan
tagged

YCcTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHolt VLAN.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.41 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

show vlan

MokasaTtb MHbopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MokaszaTtb nHpopmauuio no VLAN, nouck no ngeHtTuduKatopy.

show vlan internal usage

Mokasatb cnncok VLAN ana BHYTPEHHEero UCno/ib30BaHMA KOMMY-
TaTOPOM.

show
default-vlan-membership
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mokasatb cocTtas rpynnsl gedpontHon VLAN.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
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console#

Tabnnuya 5.42 — KomaHzabl pexkmma EXEC

KomaHda

no ymos4aHuro

3HayeHue/3Ha4yeHue

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[Moka3aTb MOPTbI-UCTOYHUKM U MPUEMHUKN MHOTOaApPEeCcHOro Tpa-
duka B gaHHoM VLAN. MopTbl UCTOYHMKM MOTYT KaK nepenaBaTtb,
TaK M NPUHUMATb MHOTOa4PECHBIN Tpad UK.

show vlan protocols-groups

MoKasaTb MHPOPMALMIO O rPyNNax MPOTOKO/OB.

show vlan macs-groups

MokaszaTtb nHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasaTb KOHGMrypaLMIo NOpPTa, FPynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTb coctosHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

= [okasaTb Hpopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9il1/0/1,
Pol-8
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

Moka3aTb NOPTbl UCTOYHUKM M NPUEMHUKM MHOTOagpecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports

Receiver ports:

te0/1
te0/2,te0/4,te0/8

= [loKasaTb MHGOPMALMIO O rPynnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3

= [lokasaTb KoHUrypauumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1
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Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-
Voice VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WN -
nhnnnnh i n T

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.9.3 Hacmpolika unmepdeiica IP

IP-uHTEpdENC co3pmaéTcs npu HasHadeHuu |IP-agpeca Ha nwobon M3 MHTepdelicoB ycTpoiCTBa
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bug, 3anpoca KOMaHAHOW CTPOKU B peXXume KoOHPUrypuposaHua nHtepdelica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN peXumM [AOCTYNeH M3 peMma KOHPUIYpUpOBaHWA M nNpegHasHayeH ANA 3a[aHus
napameTpoB KoHoUrypaumm nutepdeica IP.

Tabnunua 5.43 — KomaHabl pexkMma KoHoUrypmuposaHus nHtepdelica IP

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4yaHuro

directed-broadcast BkntouaeT ¢yHKumto nepesoga IP directed-broadcast nakerta B
CTaHAAPTHBIN LWMPOKOBELLATE/IbHbIA MaKeT U paspeluaeT nepesa-

-/BbIKIOYEHO . .
uy yepes BbIBpaHHbI MHTepdeiic.

no directed-broadcast 3anpeuwaet TpaHcasaumto IP directed-broadcast naketos.
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helper-address ip_address

BkntouaeT nepeagpecaumio wupoKoselaTenbHbix UDP-naketos
Ha onpeaenieHHbIN agpec.

- ip_address — IP-agpec Ha3HayeHUs,, Ha KOTopbIi ByayT nepeHa-
NpaBAATLCA NAKETbI.

ip_address: A.B.C.D

no helper-address ip_address

OTKAloYaeT nepeagpecaunto WwmpokosewatenbHbix UDP-nakeTos .

[pumepbl 8b1M0AHEHUA KOMAHO

Bkatountb pyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.10 Selective Q-in-Q

JaHHasa ¢yHKUMS MO3BOJIAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBu/ GUALTPALMN MO HOMEpPaM

BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb aobasneHne sHeuwHero SPVLAN (Service Provider’s
VLAN), noameHaTb Customer VLAN, a Tak»Ke 3anpeluaTb NPoXoxKaeHns TpaduKa.

[na ycTpoicTBa co3gaeTcA CNMCOK MpaBW/, Ha OCHOBaHWWM KoToporo 6yaeT obpabaTbiBaTbes

Tpaduk.

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet u

Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoOHGUrypupoBaHua nHTepdeiica KOHGUTryprupoBaHua:

console# configure

console (config)# interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..1}

console (config-if) #

Tabnunua 5.44 — KomaHabl pexkuma KoHourypmupoBaHusa uHtepdelica (amanasoHa nHtepoeiicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaet NpaBu/Io, Ha OCHOBAHUM KOTOPOTO K BXOAALLEMY NaKeTy C
BHelWHen meTkoi ingress_vlan_id 6ypetr pobasnatbcs BTOpas
meTKa vlan_id . Ecnw ingress_vlan_id He yka3biBaTb — npasuio
6yLeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6blIM NPUMEHEHbI APYyr1e Npasuaa («KNPaBuAO MO YMONYAHUIO»).

selective-qing list ingress deny
[ingress_vlan ingress_vian_id]

ingress_vlan_id:
(1..4094)

Co3paet 3anpelyaiolliee NpaBuao, Ha OCHOBAHWM KOTOPOrO BXO-
AAllMe naKkeTbl C BHeWHel meTKoW Tera ingress_vlan_id 6yayt
oTbpacbiBatbea. Ecnu ingress_vlan_id He yka3biBaetca — byayT
oTHpachbiBaTbCA BCe BXOAALLME NAKETDI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id:
(1..4094)

Co3gaeT paspelsatoliee MpaBuio, Ha OCHOBAHWM KOTOPOro BXO-
AAlMe nakeTbl C BHeWHel meTKoW Tera ingress_vlan_id 6yayt
nepepasaTbca 6e3 usmeHeHui. Ecam ingress_vlan_id He yka3biBa-
eTca — byayT nepefiaBaTbcA BCe BXOAALLMEe NaKeTbl 6e3 uameHe-
HUW.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vian_id]

vlan_id: (1..4094);
ingress_vlan_id:
(1..4094)

Co3paeT nNpaBWIO, Ha OCHOBAHUWM KOTOPOrO BHELIHAA MeTKa
ingress_vlan_id Bxogsawero naketa byaer 3ameHaTbcA Ha vlan_id.
Ecnu ingress_vlan_id He yKa3biBaTb — Npasunao 6yaeT npUMeHATb-
CA KO BCEM BXOAALLMM NaKeTam.
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selective-qinq list egress . ) Co3faeT npaBWaO, HAa OCHOBAaHWM KOTOPOrO BHELWHAA MeTKa
override_vlan vian_id v.Ian_ld (1"409_4)' ingress_vlan_id ncxoaawero naketa byaet 3ameHaTbea Ha vlan_id.
[ingress_vlan ingress_vlan_id] mgrelssZ;I;\:_ld: Ecnu ingress_vlan_id He yKka3sbiBaTb — NpaBuao byaeT NnpUMeHsATb-
(L. ) €A KaK NPaBuo Mo YMONYAHUIO.
no selective-qing list ingress YpaanaeT ykazaHHoe npasuno selective qing ana BxogAaLwmx nake-
[ingress_vlan vian_id] vlan_id: (1..4094) ToB. KomaHaa 6e3 napameTpa «ingress vlan» yaanser npasuao no
YMOIYaHUIO.

'no selective-ging II.St egress vlan_id: (1-4094) Ypanaet cnucok npasua selective ging Ans ncxoasaLwmx nakeTos.
ingress_vlan vian_id

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.45 — KomaHab! pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmon4aHuo

show selective-qinq - OTobparkaeT cnucok npaswua selective qging.

show selective-ging interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48); OTobpaxkaeT cnucoK npasua selective gqing ansa ykasaHHoro nopra.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)

[Mpumepsl 8bIMNOAHEHUA KOMAHO.

= Cos3pgaTb NpaBUIO, Ha OCHOBaHUW KOTOPOro, BHELHAS METKa BXxogswero naketa 11 byaet same-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlian ID Classification by Parameter

ingress te0/1 override vlan 10 ingress vlan 11

5.11 KOHTpOAb WWIMPOKOBELLATENIbHOIO KLWUTOPMa»

LUnpoKoBeLWaTeNbHbIM  «WTOPM»  BO3HWKAeT  BCNeACTBME  4YpPe3MEepHOro  Ko/iuyecTBa
LUMPOKOBeLLATeNbHbIX COOBLWEHMI, OAHOBPEMEHHO MepeaaBaemblX MO CEeTU yepe3 OAWMH MOPT, 4TO
NPMBOAUT K Meperpyske PecypcoB CETM U MOABAEHWMIO 3adeprKeK. «LLUTopm» MOMKEeT BO3HWMKHYTb Mpu
Ha/IMYUM «3aKONbLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop M3MepseT CKOPOCTb MPUHMMAEMOro LMPOKOBELATE/IbHOr0, MHOrO3ApPecHoro wu
HeM3BeCTHOro 04HOaLPeCcHOro TpaduKa A1 NOPTOB C BKAKOYEHHBIM KOHTPOJIEM LUMPOKOBELLATEIbHOIO
«LITOPMA» M OTOPACLIBAET NAKETbI, €C/IN CKOPOCTb NPEBbLILIAET 3343aHHOE MAaKCMMa/IbHOE 3HauYeHue.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B peXXMME KOHPUIypupoBaHus nHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 5.46 — KomaHabl perkmuma KoHourypuposaHus uHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOTOaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered —He3aperncTpMpoBaHHOro.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
MHTepodeica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anuchb B XKypHan co-
obLieHuii (trap).

BbIK/IlOYaET KOHTPO/Ib MHOFOA4PecHoro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaET KOHTPO/Ib HEU3BECTHONO OAHOAAPECHOTO TpaduKa.

- level — 06bem TpadurKa B NpOLLEHTaX OT NPOMYCKHOM cnocobHOoCTH
MHTepoeica;

- kbps - o6bem TpaduKa.

Mpu 06HapPy»KEHMM HEM3BECTHOTO OA4HOAAPECHOrO TPaduKa UHTep-
deic moxeT 6bITb 0TKAtoYeH (shutdown) naun gobasneHa 3anuco B
KypHan coobuieHunit (trap).

BbIK/tOYAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1-100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/b WMPOKOBELLATEIbHOTO TpaduKa.

- level —o6bem TpaduKa B NpoL,eHTax OT NPONYCKHOM CNOCOBHOCTH
MHTepdeica;

- kbps - o6bem TpaduKa.

Mpw 0bHapy»KeHMM WMPOKOBeELLLATEIbHOTO TpaduKa nHTepdeinc
MOKeT bbITb OTKAtoYeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuweHui (trap).

BbIKNtoYaeT KOHTPONb LWMpoKoBeLlaTeNbHOro Tpa(‘bMKa.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunua 5.47 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKa3bIBaeT KOHOUTYypaLumto GYHKLMM KOHTPOASA WMPOKOBeLLa-
TE/NIbHOrO «LUTOPMa» AR YKa3aHHOro nopTa, AMbo Bcex NopTos.

[Mpumepebl 8biM0AHEHUS KOMAHO

= BK/OYUTb KOHTPO/Ib LWUMPOKOBELLATENIbHOTO, MHOTOA4PECHOro M 04HOAAPECHOTo TpadurKa Ha 3-m
nHtepdeiice Ethernet. YctaHoBUTL CKOpOCTb A1 KOHTpoaupyemoro Tpaduka — 5000 K6/c: ans
LWMpoKoBelLLatenbHoro, 30% nosockl NPOMNycKaHWa A8 BCero MHoroagpecHoro, 70% ana Heus-
BECTHOro 04HOAAPECHOrO.

console# configure
console (config) # interface TengigabitEthernet 0/3
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console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.12 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4YecTBe COrnacHo
Tabnnue 2.9 (cTpoka «Arperauma kaHanos (LAG)»). Ka)kpaa rpynna nopTtoB [AOJ/iKHa COCTOATb U3
nHTepdelicos Ethernet c ogMHaKoBON CKOPOCTbIO, paboTaroWwmx B AynaekCHOM pexmume. Ob6beanHeHue
MopToB B TPYnNny YyBeAWYMBAET MPOMYCKHYO CMOCOBHOCTb KaHana Mexay B3auMOLeNCTBYHOLMMM
YCTPOMACTBAMM M MOBbILAET OTKA30yCTOMYMBOCTb. pynna MOpTOB ABAAETCA A/1A KOMMYTATOpPa OAHUM
JIOTMYECKMM NOPTOM.

YcTpoicTBO NoaaeprKMBaeT ABa pexmma paboTbl rpynnbl NOPTOB — CTAaTMYECKaA rpynna 1 rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3gene
KOHUrypauum.

/” Ecau ana uHtepdeiica nponsseaeHbl HACTPOUKHK, TO ANA aobasneHus ero B rpynny caegyer
BEPHYTb HAaCTPOIKK NO YMOJIYAHUIO.

[JobasneHne wHTeppencoB B Tpynny arperaumm KaHaioB [AOCTYMHO TOJIbKO B pexume
KoHdUrypupoBaHua nHtepdeinca Ethernet.

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KOHPUrypuposaHma nHtepoeiica Ethernet:

console (config-if) #

Tabnuua 5.48 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
channel-group group mode [Oob6asutb ethernet-nHtepdeiic B rpynny nopTos.
mode group: (1..16); - on — no6asuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - guto — L06aBuTbL NOPT B KaHan ¢ LACP B pexkmume «activer.
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxnma rnob6anbHoro KOHPUrypmpoBaHumsa:

console# configure
console (confiqg) #

Tabnnuya 5.49 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

3HayeHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
no ymoa4aHuro
port-channel load-balance 3afaeT MmexaHu3m H6anaHCMPOBKM HArpy3Ku A/s rpynnbl arperun-
{src-dst-mac-ip | src-dst-mac} pPOBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHnM3m 6anaHCMPOBKM OCHOBLIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHuW3M 6anaHCMPOBKM OCHOBBIBAETCA Ha
MAC-agpece.

-/src-dst-mac

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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console>

Tabnunua 5.50 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show interfaces port-channel Moka3sbiBaeT MHGOPMALLMIO NO rpynne KaHanoB..

roup: (1..16
[group] group: )

5.12.1 CmamuyecKue 2pynnel azpe2ayuu KaHasn08

dyHKumel ctaTmyeckux rpynn LAG asnsetca obbeauHeHWe HECKO/IbKUX GU3MYECKUX KaHasloB B
OZMH, YTO NO3BO/AET YBE/IMUYUTb NPOMYCKHYIO CMOCOHOHOCTb KaHana U MOBbICUTb €ro 0TKa30yCTONYMBOCTb.
[na cTaTudeckux rpynn NpMopuUTET UCMO/Ib30BaHMA KaHaA0B B 06begMHEHHOM MyYKe He 3343aeTcs.

/’ Ona BkaoueHun paboTbl uHTepdeiica B cocTaBe CTaTUYECKOM rpynnbl UCMOJb3yiTe KOMaH-
ay channel-group {group} mode on B pexxume KOHUrypupoBaHUA COOTBETCTBYIOLLLErO UH-
Tepdeiica.

5.12.2 lpomokKon azpezayuu KaHanoe LACP

dyHKkumelt npotokona Link Aggregation Control Protocol (LACP) sBnsetca o6beanHeHue
HECKONbKUX (U3MYECKUX KaHaNOB B OOMH. ArpermpoBaHMe KaHa/l0B WMCMO/b3yeTca AAA YyBe/nYeHun
NPONYCKHOW CNOCOBHOCTM KaHana M NOBbILWEHUA ero oTkasoycTtoiumsoctn. LACP nossonseT nepenasaTtb
TpaduK No 06beANHEHHbIM KaHaNam B COOTBETCTBUM C 3a4aHHbIMU NMPUOPUTETAMM.

V’ DOna BKAoueHusa paboTbl uHTepdeica no npoTtokoay LACP wucnonb3yite KomaHay
channel-group {group} mode auto B pexxume KOHGUrypupoBaHMA COOTBETCTBYIOLLErO UH-
Tepdeiica.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoro KoHGUrypuposaHus:

console (config) #

Tabnunuya 5.51 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHusa

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOWN CTPOKM B pexnme KoHPUrypuposaHua nHtepoeica Ethernet:

console (config-if) #

Tabnunuya 5.52 — KomaHabl perknuma KoHourypupoBaHus uHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YcTaHaBAMBaeT agMUHUCTPATUBHBIM TaiMmayT npoTokosa LACP:
Mo ymon4yaHuio o
- long — anutenbHoe Bpems TalimayTa;
ncnonbsyertca o
- short — manoe Bpemsa TaiimayTa.
- 3HaveHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHME N0 YMOIYAHUIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HaYeHME N0 YMOIYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.53 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa / Aeiicmeue
Mo yMOYaHUIo

show lacp {gigabitethernet Moka3sbiBaeT nHpopmauumio o npotokone LACP ansa uHtepderica
gi_port | tengig.abitf:thernet gi__port: (1..8/0/1..48); Ethernet. Echn fononHuTeNbHble NAapamMeTpbl He UCMO/b3YHOTCA,
te_port | fortygigabitethernet te_port: (1..8/0/1..24); To 6yaeT nokasaHa BcA MHopMaums.

fo_port} [parameters | fo port" (1" 8/0/1“ 4),’ - parameters — NoKa3blBaeT NapameTpbl HACTPONKN NPOTOKONA;
statistics | protocol-state] - Y - statistics — noka3bIBaeT CTaTUCTUKY paboTbl MPOTOKONA;

- protocol-state — nokasbiBaeT coctofHMe paboTbl NPOTOKONA.

show lacp port-channel MNokasbiBaeT MHopMaumto o npotokone LACP ana rpynnbl nop-
group: (1..16)
[group] TOB.

[pumepbl 8b1M0AHEHUS KOMAHO

= Co3pgaTb nepsyto rpynny noptos, paboTtatouyto no npotokony LACP 1 BKAloYatowyo ABa UHTEP-
¢deitca Ethernet — 3 u 4. CkopocTtb paboTbl rpynnbl — 1000 M6uTt/c. YcTaHOBUTL MPUOPUTET CUCTE-
Mbl — 6, npuoputetbl 12 n 13 ana noptosB 3 U 4 cCOOTBETCTBEHHO.

console# configure

console (config)# lacp system-priority 6

console (config) # interface port-channel 1

console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if)# lacp port-priority 13
( ) #

console (config-if exit

5.13 Hacrtpoiika IPv4-agpecauun

B paHHOM pasgene onucaHbl KOMaHAbl 418 HAaCTPOMKM CTaTUYEeCKUX napametpos IP-agpecauumm,
TaKKUX Kak IP-agpec, Mmacka noaceTu, W03 No ymonvaHuto. Hactpolika npotokonos DNS 1 ARP onucaHa B
COOTBETCTBYIOLMX pa3genax AOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepdgelica Ethernet, uHmepdgelica 2pynmnsl NOpPMos,
VLAN, Loopback

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpurypmposaHua nHtepdeliica Ethernet, nnrepdeiica
rpynnbl nopTtoB, nHTepdeiica VLAN, uHtepdeiica Loopback.

console (config-if) #
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Tabnunua 5.54 — KomaHabl perkuma KoHoUrypnpoBaHus uHtepdelica

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip address ip_address {mask |
prefix_length}

no ip address [ip_address]

prefix_length: (8..30,
32)

HasHayeHue 3agaHHOMY nHTepdeicy IP-agpeca M Macku noaceTu.
Macka /32 moxeT 6bITb HazHaueHa Tonbko loopback — uHTep-

V delicy.

Yananexue IP-appeca nntepdelica.

ip address dhcp

no ip address dhcp

MonyueHwne IP-apgpeca ana HacTpaMBaemoro uHTepderica ot DHCP-

V cepsepa.

He ucnonb3yetca ans loopback —uHrepdelica.

3anpeT ucnonb3oBaHWA npoTokona DHCP ana nonyydenua |P-
aapeca BblbpaHHbIM NHTEpPdecom.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUS

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnme rnobanbHOro KOHGUrypmupoBaHUS:

console (config) #

Tabnunuya 5.55 - KomaHabl pexrma rnobasbHOro KOHGUrypmnpoBaHUs

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 YMONYaHUIO
He 3a4aH

3afaeT 419 KOMMYTaTopa afpec WJI3a Mo YMOIYaHMIO.

Ypanaet Ha3HaYeHHbIN ajpec Wwn3a No YMOIHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

BkntoyaeT nepeagpecaumio wWnpokoselatensHolx UDP-nakeTos
Ha onpeaenieHHbIN aapec.

- ip_interface — IP-agpec nHTepdeica, gaa KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all — nossonseT BbIOpaTh BCe IP-MHTEpPdENCHI yCTPONCTBa;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbIi ByayT nepeHa-
npasnAaTbcA nakeTbl. 3HavyeHue 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKosewaTenbHbIi Tpa-
®UK, HanpaBAEHHbIV Ha NepeYncieHHble B CNIMCKe MNOPTbl, NOA-
Bepraertca nepeagpecaumm. MakcumanbHoe obLiee KONNMYeCTBO
NopTOB M aApPecoB Ha YCTPOMCTBO - 128.

OTMeHseT nepeagpecaumto Ha 3aAaHHbIX uHTepdelicax.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 5.56 - KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeilicmeue

clear host {* | word}

word: (1..158)
CMMBOJIOB

Ypanaer u3 namAtM nosy4vyeHHble no npoTtokony DHCP 3anucwu
COOTBETCTBUI MMEH UHTepdeiicos 1 nx IP-agpecos.
* — y4anuTb BCe COOTBETCTBUSA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

Otnpasnsert 3anpoc kK DHCP-cepsepy Ha obHoBNeHue IP-agpeca.
- force-autoconfig — npu obHoBneHWn IP-agpeca 3arpykaetcs
KoHurypaums c TFTP-cepsepa.

show ip helper-address

OTobparkaeTr Tabauuy
UDP-nakeToB.

nepeagpecaunmn  WNPOKOBELWATE/IbHbIX
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KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunuya 5.57 - KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
loopback_id : (1...64)
vlan_id: (1..4094)

MoKasbiBaeT KoHOUrypaLumio
nHTepdelica.

IP-apgpecaunn ana ykKasaHHOro

5.14 Hacrtpoika Green Ethernet

Green Ethernet — TexHonorua, no3posAOWAs CHU3UTbL 3HepronoTpebsieHne ycTponcTBa 3a cyer
OTKNKOYEeHNA NMUTaHUA ANA HEeaKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEeHEeHUA YPOBHA nepenaBaemoro
CUrHana B 3aBUCMMOCTU OT ANIMHbI Kabens.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME rN106anbHOro KOHGUIyprupoBaHus:

console (config) #

Tabanuya 5.58 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

green-ethernet energy-detect

Br/toyaeT sHeprocbeperalowmii pexnm AN HeaKTUBHbIX Mop-
TOB.

no green-ethernet short-reach

-/BbIKNOYEH "
no green-ethernet OTKAtoYaeT sHeprocbeperaoWwmii Ppeskum 1A HEeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BktoyaeT aHeprocbeperatowwmii pexxum 418 NopToBs, K KOTOPbIM
MOAK/IOYAOTCA YCTPOMCTBA C ANMHOM Kabens MnogKalouyeHus
MeHblUEe MOPOroBOro 3HayeHus, YyCTaHaBANBAEMOTO C MOMOLLbIO
-/BbIK/IOYEH

KomaHzabl green-ethernet short-reach threshold.

OTKAtoYaeT sHeprocbeperaowmii PeXKMM Ha OCHOBaHMMU A/UHbI
Kabens.

KomaHObI pexcuma KoHgu2ypuposdaHUa UHmepgelica

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHua nHtepoeiica Ethernet:

console (config-if) #

Tabnunua 5.59 — KomaHabl pexkmma KoHpurypmuposaHus nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

green-ethernet energy-detect

BkntoyaeT sHeprocbeperatowmii pexxum ans nHtepoeiica.

no green-ethernet -/BrtoyeH OTK/lOYaeT aHeprocbeperaowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach /Brniouen BktoyaeT sHeprocbeperarowmii pexxmm Ha OCHOBAHWM ANIMHbI

Kabens.
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no green-ethernet short-reach

Kabens.

OTKAtoYaeT aHeprocbeperaowmii pexmMm Ha OCHOBAHUW A/UHbI

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabaunua 5.60 - KomaHabl pexkmma Privileged EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-meter ) CbpacbiBaeT CHETYMK UBMEPUTENS MOLLHOCTHU.
reset
[Mpumepsl 8bINOAHEHUA KOMAHO
=  OTob6pa3unTb CTaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.15 Hactpoiika IPve-agpecauumn

5.15.1 lIpomokoan IPv6

y3/08B.

KommyTtaTopbl nogaeprmeatoT paboTy no npotokony IPv6. Mogaep:kKa IPv6 sBnsetcs BaKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOAN IPV6 npu3BaH, B NepcnekTMBe, NOAHOCTbIO 3aMeHUTb aapecauuto
npotokona IPv4. Mo cpaBHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclumpeHHoe agpecHoe NPOCTPaHCTBO —
128 6ut Bmecto 32. Aapec IPv6 npeacraBnseT coboit 8 6/10KOB, pasAefieHHbIX ABOETOUMEM, B KaXKAOM
610Ke 16 61T, 3aNnCaHHbIX B BUAE YETbIPEX LECTHAALATEPUYHBIX YNCEN.

MOMMMO YyBEAMYEHMSA aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapxXMUecKkyro cxemy
agpecaumn, obecrneuymBaeT arperauyio MapLIpyToB, ynpowaeT Tabauuy mMapuwpytvsaumu, npyv 3TOM
adPeKTMBHOCTb paboTbl MaplupyTM3aTopa MOBbLIWAETCA 33 CYET MexaHM3Ma OBHapyKeHMs coceaHux
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JNlokanbHble agpeca IPv6 (IPv6Z) B KOmMyTaTope HasHaualTca WHTepdelicam, noaTomy npu

ncnonb3oBaHuK IPV6Z agpecos B CMHTAKCUCE KOMaHA UCNob3yeTca cieaytowmin dopmar:

%

%

<ipv6-link-local-address>%<interface-name>

roe

interface-name — uma nHTepdenca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1[2|3|4|5|6]|7]|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) |
fortygigabitethernet (1..8/0/1..4)

Ecnan 3HaueHue rpynnbl MM HECKONIbKUX FPYNn NoAapAaa B aapece npotokona IPvé pasHo
Hynto — 0000, To paHHble rpynnbl MoOrytT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpaleHUo He MoryT 6biTb NOABEPrHyTbl 2 pasAesieHHble Hy/aeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

EUI-64 - 310 ngeHtuduKkarop, cosaaHHblit Ha 6ase MAC-agpeca uHTepdeica, ABAAIOLMIACA
64 mnagwumm 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha ABe 4acTu no 24 6wura,
meXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnuua 5.61 — KomaHabl pexnma rnobanbHoro KoHGUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaeT 3HadYeHue NoKanbHOro agpeca IPve-wno3a no ymonda-
HU1O.

YaanaeT HacTpoviku IPv6-winto3a no ymonyaHuio

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

Co3paeT ctatMyeckoe cootseTcTBne mexay MAC-agpecom co-
cefiHero ycTpowicTea v ero IPv6-agpecom.

- ipv6_address — |Pv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cootsetcTeame mexagy MAC-agpecom co-
cefiHero ycTpovicTea v ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuuyeHue ckopoctu gna ICMPv6 coobuieHnin o6
oLwmbKax.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[obasneHune ctatuyeckoro mapupyTa IPv6

- prefix — ceTb Ha3HayeHus ;

- prefix_length — npeduKc macku cetM (KOAMYECTBO eauHuUL, B
macke);

- gateway — W03 ANA AOCTYNa K CETU Ha3HaYeHus;

YpaneHune ctaTMyeckoro mapupyta IPvé.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IOYEHO

Bk/itovaeT nepeHanpasieHne ogHOaAPECHbIX NaKeToB.

OTkntovaer nepeHanpassieHne oAHOAAPECHbIX NAaKeTOoB.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (VLAN, Ethernet, Port-Channel)

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHOUIypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnunuya 5.62 — KomaHabl pexkmuma KoHourypmuposaHus nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ipv6 enable

no ipvé enable

-/BbIK/IIOYEHO

BKntouaeT nogaep:kky IPv6 Ha uHtepdelice.

OTKntovaeT noaaepkKy IPv6 Ha uHtepdelice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

no ipv6 address
[ipve_address/prefix_length]
[eui-64]

prefix-length: (0..128)
((0..64) ecnn
ucnonbsyetca
napamertp eui-64))

3apaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — IPv6-agpec, HazHauyeHHbIn uHTepdelicy (8 bao-
KOB pa3fefieHHbIX ABOETOYMEM, B KaXKaoM Bioke 16 6uT, 3anu-
CaHHbIX B BU/E YeTblpex WeCTHAALATEPUYHbIX YNCen);

- prefix_length — pavHa npedukca IPv6 — gecaTuyHoe Yncno —
KO/ZIMYECTBO CTapLuMx BUT agpeca cocTaBaaowmx npeduKc;

- eui-64 — npeHTMPMKaTOp, Co3AaHHbIN Ha 6ase MAC-agpeca
MHTepdeiica, 3anucbiBaeTca B 64 mnaawmx 6uta IPv6 agpeca;

- anycast — yKa3blBaeT, YTO 3a4aHHbIM agpec anycast-agpec

Ypansaet IPv6-aapec c uHtepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaxuio
aBTOMaTUyecKas
KOHOUrypaumsa
BK/lOYEHa, agpeca He
HasHayeHbl.

BKntoueHMe aBTOMaTM4YecKon KoHdurypauum IPvb-agpecoB Ha
nHTepoerice. Agpeca HacTpamBaloTcA B 3aBUCMMOCTM OT rnpe-
¢duKcoB, KoTopble NonyyeHbl B coobueHnax «Router Advertise-
ment».

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymonyaxuio
3HaYeHUe IOKaNbHOro
aapeca: (FE80::EUI64)

3apaeT noKkanbHbIM IPvb-agpec uHTepdelica. Crapwue 6uThl
NokKanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanaet nokanbHbli IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KoOMYecTBO COObLEeHN-TpeboBaHMI, nepeaaBaemMbix
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B Cayvae 06-

no ipv6 unreachables

(0..600)/1 HapyKeHuna aybaunkaumm (konnmsum) IPv6-agpeca.

no ipv6 nd dad attempts Bo3BpaluaeT 3Ha4YeHWe Mo YMOUAHUIO.

ipv6 unreachables BkntoyeHne ICMPV6 coobuieHnit o HeaOCTUXKMMOCTU aapecaTta
-/enabled npu nepepadye NakeTos Ha onpeaeneHHbI nHTepdelic.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpepeneHuve sepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#

Tabnunua 5.63 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MoKasblBaeT nHbopmaLmio o coceHux IPv6 ycTpoiicTBax, co-
AepKallyroca B Kalue.
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clear ipv6 neighbors

OumLLaeT Kal, coaeprKallmii MHGOPMALMIO O COCEHUX YCTPOI-
cTBax, paboTatowmx no npotokony IPve. UHPopmauma o cTatu-
YeCKMUX 3anncax coxpaHaeTcs.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.64 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MMoKa3blBaeT HACTPOWKKM MpoTokosa IPv6 pns yKasaHHOro WH-
Tepdelica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT Tabamuy IPv6-mapLipyTos.

5.16 HacTtpoiKa npoTokonoB

5.16.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agaveit npotokona DNS sBnsetca onpepeneHve |P-agpeca y3na cetu (xocta) no
3anpocy, cofeprKalemy ero JoOMeHHoe MmA. basza faHHbIX COOTBETCTBUIM AOMEHHbIX UMEH Y3/10B CETU U
cooTeeTCcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM! CTPOKM B pexkume rn106asbHOro KOHGUrypUpPoBaHUA:

console (config) #

Tabnuua 5.65 - Komanapl pexknma rnobanbHOro KOHGUrypnposaHua

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKAIOYEHO

Paspelaet ucnonb3osaHune npotokona DNS.

3anpelyaeT Ucnosib3oBaHMe NpoTokona DNS.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpepaensert IPv4/IPv6-aapeca ana gocTynHbix DNS-cepsepos.
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no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Ypansaet IP-agpec DNS-cepBepa 13 cnucKa AOCTYMHbIX.

ip domain name name

name: (1..158)
CUMBOJI0B

no ip domain name

OnpegensieT AOMEHHOE MMA MO YMOAYaHuio, KoTopoe 6yaer
MCNO/b30BaTbCA NPOrPamMoOit, ANA AOMOSHEHUA HENPaBUAbHbIX
OOMEHHbIX UMeH (AOMEeHHbIX UMeH 6e3 Toukn). [1n1a AOMEHHbIX
umeH 6e3 TOYKM B KOHel, MMeHu byaeT A06aBAATbCA TOYKA U
YKa3aHHOe B KOMaHZe OMEHHOE UMSA.

Yaanaer gOMeHHoe MMA N0 YMOYaHUIO.

ip host name address1
[address2 ... address4]

name: (1..158)
CUMBO/I0B

no ip host name

OnpepenseT crtaTUYeCKMe COOTBETCTBMA MMeH y310B ceTu IP-
appecam, pno6aBnseT yCTaHOBNEHHOE COOTBETCTBME B KILL.
PyHKuma nokanbHoro DNS. MoxHo onpeaenuTb Ao YeTbipex IP-
afpecos.

Ypanaer craTUYecKMe COOTBETCTBUA WMEH Yy3noB cetu IP-
appecam.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme EXEC:

console#

Tabnunuya 5.66 - KomaHabl pexkmma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuo
clear host {name | *} name: (1..158) Yaanaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CUMBOJI0B nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158)
CMMBOOB

OTobparkaeT AOMEHHOE WMMA NO YMOAYaHWI, CnNUcok DNS-
CepBepoB, CTaTUYECKME U KILWMPOBAHHblIE COOTBETCTBUA MMEH
y3noB cetu u IP-agpecos.

Mpw “cnonb3oBaHMKM B KOMaHAE UMEHW y3/1a ceTu, oTobpakaeT-
€A cooTBeTCTBYIOWMI emy IP-agpec.

lpumepbl UCN0aAb3084HUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yCcTaHOBUTbL AOMEHHOE

MMA NO YMOTHAHUIO — mes:

console# configure

console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain name mes

YCTaHOBUTbL CTaTMYecKoe COOTBETCTBUE:
192.168.16.39:

console# configure

y3en cetm ¢ umeHem eltex.mes wumeet IP-agpec

console (config) # ip host eltex.mes 192.168.16.39

5.16.2 Hacmpoiika npomokoaa ARP

ARP (Address Resolution Protocol — npoTokon paspelieHua afpecoB) — MNPOTOKOA KaHalbHOro
YPOBHSA, BbINOAHAWOWMIA dyHKUMIO onpeaenerna MAC-aapeca Ha OCHOBaHUM coAepKalleroca B 3anpoce

IP-agpeca.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOro KoOHOUIypmupoBaHua:
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console (config) #

Tabnnuya 5.67 - KomaHabl pexkuma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port|
port-channel group | vlan
vlan_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

LobasnaeT craTuyeckyto 3anucb cooTeetcteuAa IP n MAC-
agpecos B Tabavuy ARP gna yKasaHHOro B KomaHze uHTepodei-
ca.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypaanaet ctaTMyeckyto 3anmcb cooTseTcTemA IP u1 MAC-agpecos
13 Tabanupl ARP gna ykasaHHOro B KomaHzae nHTepdeiica.

no ip arp proxy disable

arp timeout sec sec: HacTpanBaeT Bpema KU3HM AMHAMMUYECKMX 3anucelt B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout CeK YcTaHaBAMBaeT 3HaYEHME MO YMONYAHUIO.
ip arp proxy disable OTk/toYaeT pexxum npokcmposaHma ARP-3anpocos gna Kommy-
. TaTopa.
-/OTKNIOUEH

Bkatoyaet perkum npokcuposaHma ARP-3anpocoB Ana KommyTa-
Topa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnuya 5.68 — KomaHabl perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

clear arp-cache

Ypanser sce AMHamuuyeckune 3anucu u3 ARP Tabauupl. (KomaHaa
[OCTYMHa TONbKO A/18 NPUBUIErMPOBaHHOrO MOJ/b30BaTeNns).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H van H:H:H:H:H:H

nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢ounbtp no |IP-
aapecy; dpunbtp no MAC-agpecy; dunbTp no nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-aapec.

show arp configuration

MNokasbiBaeT rnobanbHyto KoHoUrypauuio ARP u KoHourypauuto
ARP pnsa uHtepdeliicos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabnnua 5.69 - KomaHgb! pexkuma interface configuration

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

ip proxy-arp

no ip proxy-arp

-/OTKNIOYEH

Bkatouaet pexmm npokcnposaHua ARP-3anpocos Ha HacTpauBae-
MOM MHTepodeiice.

OTkntovaeT pexxmm npokcuposaHma ARP-3anpocoB Ha HacTpawu-
BaeMOM UHTepdelice.
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arp timeout sec

sec: (1..40000000)/

no arp timeout

rno6anbHan HacTpolika

HacTpavBaeT Bpems XW3HU AMHAMUYECKUX 3anuceit B Tabauue
ARP (cek) ana HacTpanBaemoro nHTepoerica.

YcTaHaBAMBaeT 3HayeHne No ymoa4YaHuto (ycTaHaB/iMBaeTcs r1o-
6anbHO).

ip local-proxy-arp

-/OTKNIOYEH

no ip local-proxy-arp

BKntoyaeT Ha uHTepdelice PpyHKumMoHan Local Proxy ARP (kommy-
TaTop ByAeT oTBeyaTb Ha ARP-3anpochl K XOCTaM, HaXOAALMMCA B
TOM yucie Ha 3Tom Xe L3-uHTepdeice). Ona paboTbl AaHHOM
OYHKLMKM HA NopTy HEoBX0AMMO BKAOUUTL 06bIYHBIA Proxy ARP
(ip proxy-arp).

OTkntovaeT dyHKumoHan Local Proxy ARP Ha uHtepdelice.

lpumepbl UCN0Ab308AHUS KOMAHO

[JobaBuTb cTatnyeckyto 3anmcb B ARP-Tabanuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA }KU3HM ANHAMUYEeCKKnX 3anmceit B ARP-Tabaunue — 12000 cekyHA;

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config) # exit
console# arp timeout 12000

= [okasaTtb cogepxmmoe ARP Tabnumupl:

console# show arp

vlan 1

HW address status

te0/12 192.168.25.1

02:00:2a:00:04:95 dynamic

5.16.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumuu. MpoTokon nossonset
pacnpocTpaHntb no cetn maeHtudmkatopbl VLAN. OcHoBHOM ¢yHKuUMel npoTokona GVRP asnsetca
0bHapyKeHne nHbopmaLmm 06 oTcyTCTBYOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu nosyyeHmm
coobuweHnit GVRP. Monyuns nHpopmauymio 06 otcytcreytowmx VLAN, kKommyTaTop AobaBndeT ee B CBOKO

6a3y AaHHbIX.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasnbHoro KoHGUryprupoBaHusa:

console (confiqg) #

Tabnvua 5.70 — KomaHab! perkmma rnobanbHOro KoHGUrypruposaHua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

gvrp enable

no gvrp enable

-/BblK/IIOYEH

BkntouaeT ncnonb3osaHme npotokoaa GVRP kommytatopom.

BbIKntoyaeT ncnonb3osaHme npotokona GVRP kommyTaTopom.

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uH-

mepdpelica 2pynnbl MOpmMos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxume KoHPurypmposaHus nHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console# configure
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console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if)#

tengigabitethernet

Tabnuua 5.71 — KomaHapl pexxmma KoHdurypuposaHusa nHtepdeinca Ethernet, rpynnel nntepdeincos

no gvrp vlan-creation-forbid

3HayeHue/3Ha4yeHue .
KomaHoa Aeiicmeue
no yMmoa4YaHuro
gvrp enable BkntoyaeT ncnonb3osaHne npotokona GVRP Ha HacTpansaemom
uHTepdelice.
-/BblKIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHne npotokona GVRP Ha HacTpavBaemom
uHTepdelice.
gvrp vlan-creation-forbid 3anpelaet gMHamn4yeckoe nsmeHeHune unm cosganme VLAN pgna
HacTpanBaemoro nHTepodeiica.
-/pa3spelueHo

Paspewaet anHamumyeckoe nameHeHue unm cosganue VLAN ana
HacTpanBaemoro nHTepodeiica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymon4yaHuio
co3gaHve un
peructpauna VLAN Ha
MHTepoeice
paspeleHa

BbinonHsaeT cHaTue pernctpauum ans scex VLAN u He gonyckaet
co34aHuNA Uau pernctpauymm Hoeblix VLAN Ha JaHHOM MHTepdeiice.

YcTaHaBAMBaET 3HaUYeHMeE No YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnuya 5.72 — KomaHabl pexkmuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OunlLaeT HaKOMIEHHYIO CTaTUCTUKY NpoTokoaa GVRP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.73 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3blBaeT KOHUrypauuio npotokona GVRP ana ykasaHHoro
WHTepoderica, MMbo ans Bcex MHTepHENcoB.

MoKa3blBaeT HAKOMAEHHYK CTaTUCTMKY no npoTtokony GVRP pna
YKa3aHHOro uHTepderica, 1Mbo ana Bcex MHTepdencos.

MokasbiBaeT CTAaTMCTUKY no ownbkam npu pabote npoTokona
GVRP gna yKasaHHOro uHtepoeiica, 1Mbo ans Bcex MHTepdencos.
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5.16.4 MexaHu3m obHapyxceHua nemens (loopback-detection)

[aHHbIN MexaHW3M MO3BOJISIET YCTPOMCTBY OTC/IEXKMBATb 3aKO/bLLOBAHHbIE NOPTLI. [eTaa Ha nopTy
0obHapyXuMBaeTca NyTEM OTCbIIKM KOMMyTaTopom dpernma C afpecom HasHayeHusa, coBMaaloWmm C
oAHUM 13 MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 2106016H020 KOHpU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rnobasbHOro KOHGUIYpPUpoBaHUa:

console (config) #

Tabnunuya 5.74 - KomaHgabl perkmma rnobanbHoro KoHGUrypuposaHumsa

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4aHuro
loopback-detection enable / Bk/ito4aeT MexaHU3M 0BHapyKeHUs NeTeNb 418 KOMMYyTaTopa.
-/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
loopback-detection interval YcTaHaBnvBaeT MHTepBan mexay loopback-ppenmamu.
seconds: (10..60)/30 o
seconds - seconds — nHTepBan BpemeHun mexay LBD dperimamu.
- CeKyHZ,
no loopback-detection interval BoccTaHaBaMBaeT 3HaYeHMe N0 YMONYAHUIO

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-
mepaeuca 2pynnbl N0pMos

Buz 3anpoca KoMaHAHOWM CTPOKM B pexume KOHPUrypuposaHma nHtepoeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port | fortygigabitethernet fo port | port-channel group}
console (config-if) #

Tabnunua 5.75 — KomaHabl pexkuma KoHoUrypmposaHus nHtepdelica Ethernet, rpynnbsl uHTepdelicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuio
loopback-detection enable / BKAtoYaeT mexaHU3M 0B6Hapy»KeHUa netenb Ha NOpPTy
- -/BbIKAOYEH
no loopback-detection enable BoccTaHaBaMBaeT 3HaYeHMe N0 YMONYAHUIO

KomaHObi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunua 5.76 — KomaHabl pexkmma EXEC
KomaHda 3HayeHue/3Ha4yeHue Aeiicmeue
110 yMOAYAHUIO

show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |

port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

5.16.5 Cemeliicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoOWM 3agaveit npoTtokona STP (Spanning Tree Protocol) anaetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMU CBA3AMM K APEBOBUAHOW TOMOJIOMMU, UCKIOYAIOLWLEN LMKAbl NakeToB. KommyTaTtopsl
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obmeHuBatoTca KOH(I)VIpraLI,MOHHbIMM C006LI.I,eHMﬂMM, ncnonb3ya Kagpbl cneumanbHOro d)opN\aTa, n
BbI6OpOLIHO BK/TIIOYAKOT U OTKNKOYAlOT nepeaadyy Ha NopThbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpoOTOKosa STP, xapaKkTepusyetca
MEHbLWNM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOIMM U UMeeT 6osiee BbICOKYHO
YCTONYMUBOCTD.

Mpotokon Multiple STP (MSTP) sBnaetcA Haubonee coBpemeHHoOW peanusaumeinn STP,
noaaepxusawouweint ucnonbzosaHne VLAN. MSTP npepnonaraet KOHPUrypupoBaHMe Heobxoaummoro
KOJIMYECTBA SK3eMMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabin aK3eMnasp MOXKeT codepaTb HeckosbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYTATOpax, B3aumoaencTeytowmx no MSTP, 40/1KHbl ObITb 04MHAKOBO
CKOHOUTrypupoBaHbl rpynnbl VLAN.

V MaKcumanbHO A0oNYyCTUMOE KOMYecTBo 3Kk3emnasapoB MSTP yKasaHo B Tabaunue Tabauua
2.9.

MexaHuam  Multiprocess STP  npegHasHayeH AAA  CO34aHMA  HE3aBUCUMbIX  [epeBbeB
STP/RSTP/MSTP Ha nopTax YCTpoOicTBa. M3MeHeHMA COCTOAHMA OTAENbHOro AepeBa He OKasbiBaloT
B/IMAHUA Ha COCTOAHME OPYrUMX LEepeBbeB, YTO MO3BOJIAET MOBbLICUTb YCTOMYMBOCTb CETU M COKPATUTb
BpemMAa MepecTpoeHus pJepeBa B cJ/ydae OTKa3oB. [lpu KOHPUrypupoBaHum cnepsyet UCKAOYUTD
BO3MOHOCTb BO3HWKHOBEHMA KOJEL, MEXKAY NOPTaMU-YleHaMWN PasHblX AepesbeB. A 06cnyKnBaHUA
N30/IMPOBaHHbIX AEePEBbEB B CUCTEME CO3LaETCA OTAENbHBIN NpoLecc Ha Kaxkaoe aepeso. C npoueccom
COMOCTaBAATCA NOPTbl YCTPOMCTBA, NPUHASAEeKaLLME AepeBy.

5.16.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (confiqg) #

Tabnunua 5.77 — KomaHabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
M0 YMOAYAHUIO
spanning-tree /BKIOUEHO PaspelwaeT MCNoNb30BaHNE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeLaeT UCNo/b30BaHME KOMMYTAaTOPOM NPOTOoKoNa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl NpoTokona STP:
rstp | mst} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
- mst — |[EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
spanning-tree forward-time YcTaHaBAMBaAET MHTepBas BPEMEHM, 3aTpayMBaeMblit Ha Mpocay-
seconds WIMBAHME W M3yYeHWe COCTOAHWUI Mnepes nepekntoyeHuem B Co-
seconds: (4..30)/15 cek CTOfIHME Nnepesayun.
no spanning-tree YCTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBaAET UHTEPBAN BPEMEHU MeXAay nepesadamu WUPOKO-
seconds seconds: (1..10)/2 cex BeLaTeNbHbIX coobeHnin «Hello» K B3aMmMoaencTBYOWMM KOM-
MyTaTopam.
no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
spanning-tree PaspeluaeT 3awmTy, BbiKAOYAtOLWYO 060 uHTepdeiic npu npue-
loopback-guard me naketos BPDU.
- -/3anpeLyeHo — —
no spanning-tree 3anpeLyaeT 3aWmTy, BbIKItOYAIOLWYIO UHTEPdENC NpM Npuéme naKe-
loopback-guard ToB BPDU.
spanning-tree max-age YcTaHaBAMBaET BPeMSA KU3HU cBA3yloLwwero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YCcTaHaBAMBAET 3HAYEHME NO YMONYAHUIO.
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spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpausaet npuoputet caAsytoLero gepesa STP.

3HaueHue NpuopuTeTa AONKHO 6bITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET MeToA, OnpeaeneHus LEHHOCTU NyTuH.
- long — 3HauyeHuMe ueHHOCTM B AManasoHe 1..200000000;

no spanning-tree process id

-/short - short — 3HauyeHue ueHHocTH B ganasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaEeT 3HaYeHME N0 YMOIYAHUIO.
method
spanning-tree bpdu Onpegenset pexum ob6paboTku naketos BPDU uHTepdeiicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NPOTOKOA STP.
- filtering — Ha wHTepdelice C BbIK/AOYEHHbIM NpoTOKOAOM STP
. BPDU nakeTbl dpUNbTpyOTCA;
-/flooding . o
- flooding — Ha uHTepdeiice c BbIKAKOYEHHBIM NpPOTOKO/MOM STP
HeTerMpoBaHHble BPDU nakeTbl nepepatorcA, TerMposBaHHble —
dunbTpytoTCA.
no spanning-tree bpdu YcTaHaBAMBaeT 3HaYeHME N0 YMONYAHUIO.
spanning-tree process id KomaHza co3paeTt oTaenbHbll Npouecc U NepeBoauT KOMAHAHbIV
MHTepdEeIC B pexMm ero KoHGUrypmupoBaHums.
BHYTpM npouiecca NPMMeHUMBbI BbilleyKa3aHHble KOMaH-
V Abl:
id: (1..31)/0 spanning-tree forward-time seconds;

spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

Ypanser yKasaHHbIM npouecc.

Mpu 3agaHuu STP napamertpos forward-time, hello-time, max-age Heo6xogumo BbinonHe-
e Hue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgetica 2pynmnsl NOpPMos

Buz 3anpoca KoMaHAHOWM CTPOKM B pexume KOHPUrypuposaHma uHtepoeiica Ethernet, nntepdeiica

rpynmnbl NOPTOB:

console (config-if) #

Tabnunua 5.78 — KomaHabl perkmma KoHourypmpoBaHus uHtepdelica Ethernet, rpynnol nopTtos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUrypupyemom UHTep-
deiice.

no spanning-tree cost

(1..200000000)/cm.
Tabauuy 5.72

- - -/paspeweHo
no spanning-tree disable pasp Paspewaet paboTy npotokona STP Ha KOHGUTypUpyemom mHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaEeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.

- cOSt — LLeHHOCTb NyTH.

YcTaHaBAMBaeT 3HayeHue, onpeaensiemoe Ha OCHOBAHWW CKOPO-
CTV NOPTA U METOAa ONpeneeHuns LEeHHOCTN NyTn, Tabamua 5.72

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT uHTepdeiica B cBA3yOWEM aepese
STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/BbIK/IIOYEHO

BK/IlOYaEeT pesKMM, B KOTOPOM MOPT MPU NOAHATAM Ha HEM SIMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepesayu, He A0XKMNAAACh ucTeye-
HUA Talimepa.

- auto — gobasnseT 3a4eprKKy 3 CeKyHAbl nepes nepexoaom B
COCTOAIHWE nepesayn.

BbIKNtOYaeT pexMm MOMEHTaNbHOro nepexosa B COCTOAHME ne-
pefadn no NOAHATUO KZINHKa».

spanning-tree guard root

-/33 LWNTa BblK/IKOYEHA

BK/ItOYaEeT 3alUTy KKOPHA» AN BCEX CBA3YHOWMX AepeBbeB STP
BblGpaHHOro nopta. [JaHHan 3alwmTa 3anpeLaet uHTepdeicy bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpa.
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no spanning-tree guard root

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/3a|J.I,VITa BbIK/1lO4EHa

PaspelaeT 3almTy, BbiKAOYAOWY UHTEpdEnC npyu npuéme na-
Ketos BPDU.

3anpelwaeT 3aWnTy, BbIKAKOYAOLWY UHTEepdec npyu npuéme na-
Ketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnexkcHoro
NnopTa «TOYKA-TOYKAY,
ANA NONYAYNNEKCHOTOo

— «Pa3BETB/IEHHbIN»

YcraHaBauBaeT npoTtokon RSTP B nepegatoliee coctoaHue n on-
pepenseT TMN CBA3WN ANA BbIGpaHHOro nopTa:

- point-to-point — TouKa-TOuKa;

- shared — pa3BeTB/NIEHHbIN.

YcTaHaBAMBaET 3HaUYeHME No YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IOYEHO

3anpewgaet npuem BPDU c ¢pnarom TCN.

Paspewwaet npuem BPDU c ¢pnarom TCN.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpegenseT pexxnm 06paboTkn naketoB BPDU nHtepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOAN STP.

- filtering — Ha uHTepdelice c BbIKAOYEHHBIM NPOTOKOAOM STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha uHTepodelice c BbiKAOYEHHbIM NpOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeparoTcA, TerMpoBaHHble —
dunbTpyoTCA.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree binding-process
id

no spanning-tree
binding-process

id: (1..31)/0

MpuBA3bIBAET NOPT K yKazaHHOMY npoueccy. Mo ymonyaHuio, Bce
nopTbl NPUBA3aHbI K HyJIeBOMY NnpoLeccy.
- id — Homep npouecca.

BoccTaHaBnvBaeT NpMBA3KY NOPTa NO YMOAYAHUIO.

Tabnnua 5.79 — LleHHOCTb NyTK, YCTaHOB/IEHHAA N0 YMO/YaHMIO (spanning-tree cost)

Memod onpedeneHus
Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.80 — KomaHgb! perkmuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

lMokasblBaeT cocToAHMe nNpoTokona STP.

show spanning-tree detail
[active | blockedports]

Moka3sbiBaeT NoApo6Hy0 MHGOPMALMIO O HACTPOMKaxX NPOTOKoNA
STP, nHPopmaL Mo 06 aKTUBHBIX MM 3aBOKMPOBAHHBIX MOPTaX.

clear spanning-tree
detected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

Mepe3anycKaeT NPoLecc MUrpaLmMm NPoToKoAa. 3aHOBO MPOUCXO-
OVUT nepecyéT gepesa STP.

KomaHOobi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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console#

Tabnunuya 5.81 — KomaHgb! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16);

MoKa3sblBaeT perkum 06paboTku naketos BPDU Ha MHTepdeiicax.

5.16.5.2 Hacmpotika npomokona MSTP

KomaHObI pexcuma 21060716H020 KOHpU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHGUrypupoBaHusa:

console (config) #

Tabnunuya 5.82 — KomaHgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUe KOMMYTAaTOPOM NpoToKona STP.

no spanning-tree pathcost
method

- -/pa3pelueHo

no spanning-tree 3anpeuaeT UCNoAb30BaHNWE KOMMYTaTOPOM NpoToKoa STP.

spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOMYAHMIO.

spanning-tree pathcost YcTaHaBanBaeT meToa onpeaeneHns LeHHOCTU NyTu.

method {long | short} - long — 3HayeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/short - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..15);
priority:
(0..61440)/32768

YcTaHaBAuBaeT npuopuTeT ANA OAHHOrO KOMMyTaTopa nepej
OCTaNbHbIMK, UCNONb3YIOLWMMM 0BLWMIA 3K3emnnap MSTP.

- instance_id — ak3emnnsap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HauyeHue NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MakCMMaslbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU, Heobxoammbix ans GOpMUPOBAHUA AepeBa U
yaepKaHua nHdopmaumm o ero ctpoeHun. Ecam naker yxe npo-
Wwen MaKCMManbHOe KO/IMYeCTBO TPAH3WUTHbLIX Y4acCTKOB, TO Ha
cnepyroLLEem yyacTke OH oTbpacbiBaeTcA.

- hop_count — makcMManbHOe KONWYECTBO TPAH3UTHbIX Y4acCTKOB
Ana naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexum KoHbUrypmposaHusa npotokona MSTP.

KomaHObI pexcuma KoHgu2ypuposaHusa npomokosaa MSTP

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnume KOHPUrypuposaHua npotokona MSTP:

console# configure

console
console

(config)# spanning-tree mst configuration
(config-mst) #
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Tabnnua 5.83 — KomaHabl perkMma KoHOUTrypupoBaHus npotokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..15);
vlan_range: (1..4094)

Co3paeT cOOTBETCTBME MEXAY IK3emnaapom npotokona MSTP u
rpynnamu VLAN.

- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBUE MeXAY dK3emnaAapom npoTtokona MSTP wu

vlan_range rpynnamu VLAN.

name string 3agaeT uma KoHourypaumm MST.
string: (1..32) cumBona | - string —uma KoHpurypaumm MST.

no name YpanaeTt uma koHurypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaeT Homep peBusnn KoHdurypauum MST.
- value — Homep peBu3nK KoHoUrypaumm MST.

YcTaHaBAMBAET 3HaYeHMe No ymonyanuio (value).

show {current | pending}

MokasbiBaeT TeKkywyto (current) nnbo oxuaawwyo (pending)
KoHoUrypaumio MST.

exit Bbixoa 13 pexkmma KoHdurypaumm npotokona MSTP ¢ coxpaHeHu-
em KoHdurypaumu.
abort Bbixo4 13 pexuma KoHdurypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUTYpaLmu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet, uHmepagelica 2pynnsl NIOpMos

BunAa 3anpoca KoOMaHAHOM CTPOKK B pexkume KoHoUrypmuposaHus uHtepdeiica Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.84 — KomaHabl pexknuma KoHpuUrypmposaHus nHtepoerica Ethernet, rpynnsl nopTtos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3au.|,v1Ta BbIK/1lO4YEHa

BKkAtoyaeT 3awnTy «KOopHA» ANA BCeX CBA3ywWwMx aepesbes STP
BblbpaHHOro nopTa. [lJaHHanA 3almTa 3anpeLLaeT nHTepdeicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaEeT 3HAYEHMe Nno YMOANYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBAMBaeT npuoputet nHTepdelica B aksemnaspe MSTP.
- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP;
- priority — npuopuTeT nHTEpdelica.

V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb NYTU Yepe3 BblIbpaHHbIN MHTepdelic ana
onpeaesieHHOro aKk3emnasapa Nnpotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAAPa NpoToKkona MSTP.

- coSt — LLleHHOCTb NyTW.

YcTaHaBAMBaeT 3HayeHue, onpeaensemoe Ha OCHOBAHUM CKOpPO-
CTn nopTta U meToda onpeneneHnAa UEeHHOCTU NyTu, CM.TaﬁI'IVILI,y
5.85

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepderica B KOPHEBOM CBA3YIOLLLEM
nepese MSTP.

3HauyeHue npuopuTeTa AO0/MKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnuya 5.85 — KomaHab! perkmma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
o ymon4aHuro

MokKasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group] [instance

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
instance_id: (1..64);

instance_id]
show spanning-tree detail MokasbiBaeT NoApobHy MHGOPMaLMI0O O HACTPOWKe NMPOTOKONA
[active | blockedports] STP, MHPopmaLMio 06 aKTUBHBIX MU 3aDNOKMPOBAHHbIX MOPTaX.

-active — npocmoTp MHGOPMaLMM 06 aKTUBHBIX MOPTaXx;
- blockedports — npocmoTp MHopmaumm o 3abNOKMPOBAHHbIX

linstance instance_id] instance_id: (1..4094)

nopTax;
- instance_id — naeHTUdUKATOP 3K3emnaspa npoTtokosna MSTP.
show spanning-tree MNMoka3sbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHBIX IK3eMNAAPax
mst-configuration i MSTP.
clear spanning-tree MepesanyckaeT npoLuecc MurpaLn nNpoToKoia. 3aHOBO MPOMUCXO-
detected-protocols interface gi_port: (1..8/0/1..48); | auT npocyéT aepesa STP.
{gigabitethernet gi _port | te_port: (1..8/0/1..24);
tengigabitethernet te_port | fo_port: (1..8/0/1..4);
fortygigabitethernet fo_port | group: (1..16)

port-channel group}

lpumepbl 8b1M10AHEHUS KOMAHO

= BkAHOYUTb NOJAepPKKY npoTokona STP, ycTaHOBUTb 3HauYeHWe NMpuUopUTETa CBA3YIOLLErO AepeBa
RSTP — 12288, uHtepsan forward-time — 20 cekyHA, MHTEPBaN BPpEMEHU MeXAy Nepeaadamu Wu-
poKoBeLLaTebHbIX coobLeHnl «Hello» - 5 cekyHA, Bpems M3HM ceaAsytolero gepesa — 38 ce-
KyHA. Mokas3aTb KOHUrypauuto npotokona STP:

console (config) # spanning-tree

console (config)# spanning-tree mode rstp

console (config) # spanning-tree priority 12288

console (config) # spanning-tree forward-time 20

console (config)# spanning-tree hello-time 5

console (config) # spanning-tree max-age 38
( ) #

console (config exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:f9:4b:7b:e0:40

This switch is the root
Hello Time ©5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
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tel/0/5 disabled
tel/0/6 enabled
tel/0/7 enabled
tel/0/8 enabled
tel/0/9 enabled
gil/0/1 enabled

Pol enabled

128.5 100
128.6 4
128.7 100
128.8 100
128.9 100
128.49 100
128.1000 4

Dsbl Dsbl No -
Frw Desg Yes P2P (RSTP)
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -

5.16.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH ANs NOBbIWEHUSA YCTONYUBOCTHU
M HAZEKHOCTU CeTU Nepeaadn AaHHbIX, UMeloLWen Ko/bLEeBYO TOMOOMIO, 33 CYET CHUMKEHUSA BPEMEHMU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOB/AEHWsS He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MEeHbLLIEe BPEMEHW NepPecTPOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMECTBA Spanning

tree.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabnuua 5.86 — KomaHabl pexunma rnobanbHoro KoHGUrypmupoBaHus

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

erps

no erps

-/BbIK/IIOYEHO

Paspewwaet paboTy npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

CospaHune ERPS-Konbua ¢ naeHtnoumkatopom R-APS VLAN, no Ko-
Topoi byaeT nepegaBaTbhCca CAy*KebHaa MHPopmauus 1 nepexon, B
peXnm KOHOUTYPUPOBAHMA KOAbLA.

- vlan_id — Homep R-APS VLAN.

Ypanenune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.

KomaHObI pexcuma KoHguU2ypupo8aHuUs Koabud

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUIYpPUpOBaHUA KoabLa:

console (config-erps) #

Tabnunua 5.87 — KomaHabl pexkmma KoHourypmuposaHus ERPS konbua

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[Oobasnsaet ananasoH VLAN B cnMCOK 3almieHHbix VLAN.

- vlan_list — cnucok VLAN. Anana3oH VLAN mMOXHO 3agaTb nepe-
YUCNEHMEM Yepes3 3anATY UM YKasaTb Ha4Ya/lbHOe U KOHe4yHoe
3HaYyeHuna AuManasoHa Yepes aepuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmeHHbix VLAN.
- vlan_list — cnucok VLAN pgns ypanenus.

port {west | east}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port}

no port {west | east}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Bbibop west (east)-nopTa KOMMYTaTOPa, BKAOYEHHOTO B KObLO.

YpnaneHune west (east)-nopTa KOMMyTaTOpa, BKIOYEHHOTO B KO/b-
uo.
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rpl {west | east} {owner
neighbor}

no rpl

-/no rpl

Bbi6bop RPL-nopTa KOMMyTaTopa v €ro poau.

- west — RPL-nopTom b6yaer HazHayeH west nopr;

- east — RPL-nopTtom byaeT HasHayeH west nopT;

- owner — KomMyTaTop byaeT ABNATbCA BAagenbuem RPL-nopTa;

- neighbor — KommyTaTop 6yaeT ABNATbCA CcOCeAOM BnagesbLa
RPL-noprTa.

YpaneHune RPL-nopTa KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpolika ypoBHa coobuieHnin R-APS. Heobxoanmo a1 npoxorK-
AeHus coobueHmnii yepes CFM MEP.
- level — ypoBeHb coobLueHuii R-APS.

YcTaHOBKa 3Ha4YeHuA no YMOIYaHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/itoueHne QyHKUMOHUPOBAHUA KObLA.

BbiKkAtoueHne GYHKLUMOHNPOBAHUA KOMbLA.

version version

no version

version: (1..2)/2

Bblbop pexmMma coBMeCTUMOCTU C APYFMMU BEPCUAMM MPOTOKOAA
G.8032.
- version — Bepcua npoTtokona G.8032.

YcTaHOBKa 3Ha4YeHUA nNo YMOIYaHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KosbLa.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKosbLa A8 AaHHOTO KoabLa.
- vlan_id —Homep VLAN.

YpaneHve nogkonbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa 610Kkupytowero ycrapeswune R-APS coobue-
HUA.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YcTaHOBKa Talimepa 3afiepKKM peakuuu KommyTaTopa Ha usme-
HeHMe B COCTOAHMU. BmecTo peakumu Ha cobbiTve BKAtOYaeTcA
Tarkmep, NO UCTEYEHUU KOTOPOro KOMMYTATop MHbOpMUpPYeT O
cBoem cocToAHUW. MpegHasHayYeH Ana ymeHblueHua dayaa nake-
TOB npu GnannmHre NopTos.

YCTaHOBKa 3HAY€HWUA NO YMOYAHUIO.

timer wtr value

value:(1..12) mun/5

YcTaHOBKa Taimepa, KOTopblit 3anyckaetcs Ha RPL Owner kommy-
TaTope B revertive-pexume. Micnonb3yetca gna npenoTspalLeHms
YacCTbIX 3aWUTHbIX HEDEKHIOHEHVIVI M3-3a CMrHa/10B O HEUCNPaABHO-

no switch manual

MUK CTAX.

no timer wtr YCcTaHOBKa 3Ha4YeHWA N0 YMOAYaHMIO.

switch forced {west | east} dopcupyeT 3anycK 3aLMTHOTO MEePeKNOYEHNA KOobLa, NpU 3TOM
-/no 610KMpPYeTCA YKa3aHHbIM NopT.

no switch forced OTmeHa GopCUpPOBAHMA NMEPEKIOYEHMA KObLLA.

switch manual {west | east} PyyHoe 6/10KMpoBaHMe yKasaHHOro west(east)-nopta n pasbaoku-
-/no poBaHue east(west).

OTmeHa py4yHOIN 610KMPOBKU.

abort

OTKaTUTb M3MEHEHWA, BHECEHHble C MOMEHTA BXOZA B PEXUM
KOHUrypaumm KosbLa.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnnuya 5.88 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc uHdopmaumm 06 obwem coctoaHum ERPS nam coctosaHnm
YKa3aHHOro Ko/bLia.

5.16.7 Hacmpolika npomokona LLDP

OcHoBHoW ¢yHKUMen npotokona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOSIHUM U XapaKTepucTuKax. MHpopmauun, cobpaHHas nocpeactsom
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npoTokona LLDP, HaKanaMBaeTca B yCTPOWCTBAX M MOMKET ObITb 3anNpoLleHa ynpasasatoWwmMmM KOMNbIOTEPOM
no npotokony SNMP. Takmm o06pa3som, Ha OCHOBaHUKM cobpaHHON MHPOpPMaUMKM, HA YNPaBAAIOLLEM
KOMMbloTepe MOKeT BbITb CMOAENNPOBaHa TOMO/IOMMA CETH.

KommyTaTopbl noaaepKMBatOT nepeaady Kak CTaHAAPTHbIX NMapameTpoB, TaK M OMNUUMOHA/bHbIX,

TaKUX KaK:

—  WMSA YCTPOMCTBA M ero onuncaHue;
—  WMA MopTa U ero onuncaHue;
—  uHbopmauusa o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:

console (confiqg) #

Tabnnuya 5.89 — KomaHapl pexknma rnobanbHOro KoHGUrypmposaHma

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
lidp run PaspelwwaeT KommyTaTopy UCnoab3oBaHMe npotokona LLDP.
-/paspelueHo
no lidp run 3anpelaet KOMMYTaTOpPy MCNOAb30BaHWe NPoToKona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpegenseT, Kak 4acTo yCTponcTBo byaeT oTnpaBaAaTb obHoBE-
Hue nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp hold-multiplier number

no lldp hold-multiplier

number: (2..10)/4

3apaeT Be/IMYMHY BpPEMEHU ANA NPUHUMMAIOLLEro YCTPOWCTBaA, B
TEeYeHMEe KOTOPOro HYKHO YAEPKMBATb MPUHUMAEMbIE MNaKeTbI
LLDP nepep nx cbpocom.

[aHHaa BennunHa nepepaeTca Ha NPUHMMaeMyto CTOPOHy B LLDP
update naketax (naketax 06HOBAEHUA), ABAAETCA KPAaTHOCTbIO ANA
Taimepa LLDP (lldp timer). Takum obpasom, Bpemsa *u3Hu LLDP
nakeToB paccymTbiBaeTca no ¢opmyne TTL = min(65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaEeT 3HAYEHMe Nno YMONYaHULO.

lidp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHManbHoe Bpems, Kotopoe LLDP-nopT ByaeT oxunpatse nepes
NoOBTOPHOM UHMLManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBaeT 3a4ep:KKy Mexay nociegylowumi nepegadyamu
naketos LLDP, MHULMMPOBAHHBIMU U3MEHEHUAMM 3HAYEHUIN WUSIN
cTaTyca B JIOKa/IbHbIX 6a3ax AaHHbIX MIB LLDP.

V PekomeHayeTcs, uTo6bl JaHHAA 3ajep’KKa bbina
MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp lidpdu {filtering | flooding}

no lidp lidpdu

-/filtering

Onpegensaer pexxum obpaboTkn naketos LLDP, Korga npoTokon
LLDP BbIkNtOYEH Ha KOMMYTATOpE:

- filtering — yka3biBaeT, 4To LLDP-nakeTbl puAbTPyLOTCA, €cam npo-
TOKOA LLDP BbIKNOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, yTo LLDP-nakeTbl nepeaatoTcs, ecim npo-
TOKO/ LLDP BbIKNOYEH HAa KOMMYTaTOpeE.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAnBaeT uncno nostopeHunit PDU LLDP gna 6bicTporo 3a-
nycka, onpegensaemoro nocpegcrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

no lidp med network-policy
number

Onpegenser npasuno ana napametpa network-policy (cetesas
NOAUTUKA YCTpOMcTBa). [JaHHbI NapameTp ABAAETCA ONUMOHaNb-
HbIM ANA pacwmpeHna npotokona LLDP MED.

- number — nopaaKoBbI HOMep npasuaa network policy;

- application — rnaBHas ¢yHKUMA, onpefeneHHas Aaa AAHHOrO
npaswuaa network policy.

-vlan_id — vaeHtndumkatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenseT TerMpOBaHHOW MAU HeTernpo-
BaHHOM 6yaet VLAN, ucnonbayemas AaHHbIM MPaBUIOM.

- priority — npyopuTET AaHHOro Npasuaa (MCNoab3yeTca Ha BTOPOM
ypoBHe mogenu OSI);

- value — 3HauyeHne DSCP, ucnonbayemoe gaHHbIM NPaBUIOM.

value: (0..63)

Ypanset cosgaHHoe npasuio 4nsa napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
cek

no lldp notifications interval

YcTaHaB/MBaeT MaKCMMasIbHYHO CKOPOCTb nepedayv ysedomie-
HuI LLDP.

- seconds — nepuog, BPpEMEHU, B TeYeHMEe KOTOPOro YCTPOMCTBO
MOXET 0TNpaBuTb He 60/1ee 04HOro YBEAOMAEHUS.

YcTaHaBAMBaET 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelicos Ethernet:

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypmuposaHua nHtepoeiicos Ethernet:

console (config-if) #

Tabnnua 5.90 — KomaHabl pexkuma KoHpurypmposaHusa nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymonuyaHuto paspelieHo
ncnosib3oBaHMe B 060Mx
Hanpas/aeHUAX.

PaspewaeT nepegayvy naketos no npoTokoay LLDP Ha uHTep-
deiice.

3anpewaet nepegavy naketos no npoTtokosy LLDP Ha uHTep-
deiice.

PaspewaeT npvem nakeTos no npoTokony LLDP Ha uHTepdelice.

3anpewaeT npuem naketos No npotokoay LLDP Ha uHTepdeii-
ce.

lidp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size)/Mo
YMOYaHMIO
onumoHanbHble TLV He
BK/IIOYEHbI B MaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAYy MOXHO BK/IOYUTb OT OAHOMO 4O MATU OMLMOHaNb-
HbIX TLV.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuio
onumoHanbHoble TLV He
BKJIOYEHDI.

OnpeaensneT, Kakue onumnoHanbHble TLV-nona 6yayT BKAOYEHbI
ycTpoicTBOM B NepesaBaemblit LLDP-nakerT:

- pvid — PVID uHTepdelica;

- ppvid — no6asutb/yaanuts PPVID;

- vlan-name — go6asutb/yaanute Homep VLAN;

- protocol — f06aBuTb/yAannTb ONpeaesieHHbIA MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.
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lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel group
| vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094).
Mo ymonyanumo
ynpasnsowmii agpec
onpepenserca
aBTOMATUYECKM.

Onpegenaer ynpasnawwmii agpec, obbABAEHHbIN Ha WMHTep-

delice.

- ip_address — 3apaetca ctatndeckuit IP-agpec;

- none — yKa3blBaeT, YTo aapec He 06bABNEH;

- automatic — yKkasblBaeT, YTO cMCTeMa aBTOMAaTUYECKM BblbUpa-

eT ynpaBastoLWmii agpec u3 Bcex IP-agpecos KommyTaTopa;

- automatic {gigabitethernet | tengigabitethernet fortygigabite-

thernet | port-channel | vlan} — yka3biBaeT, 4To cuctema aBTO-

MaTUYECKM BblIOUpPAET ynpasasowWwmin agpec, U3 CKOHGUTrypupo-

BaHHbIX a4 pecoB 3a4aHHOro HTepdeiica.

Ecaun nHTepoeiic ethernet unm nHTepdec rpynnbl NOPTOB NPU-

Hagnexat VLAN, To gaHHbin agpec VLAN He ByaeT BKAOYEH B

CNUCOK BO3MOMKHbIX YNPaBAAIOLLMX a4PECOB.

V B cnyyae Hanuuma Heckonbkux IP-agpecos cucrema
Bbl6MpaeT HauyanbHbI IP-agpec U3 AnanasoHa AUHa-

muueckux IP-agpecoB. EcnM AnHamuueckue aapeca OTCyTCT-

BYIOT, TO cucTema Bbl6upaeT HauanbHblii IP-agpec us guana-

30Ha BO3MOXHbIX cTaTuyeckux IP-agpecos.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymon4yaHuto oTnpaska
yBegomaeHui LLDP
3anpetleHa.

PaspelwsaeT/3anpewaer oTnpasKy ysegomsaeHuin LLDP Ha uH-
Tepdelice.

- enable — paspewaer;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,
location,
inventory)/3anpelueHo
Mcnonb3oBaHue
pacliMpeHnsa NpoToKoa
LLDP MED.

PaspelaeT ncnonb3osaHue pacwmpeHma npotokona LLDP MED.
B KOMaHAy MOXHO BKAOYUTb OT OAHOTO A0 Tpex CneLmanbHbIX
TLV.

lidp med network-policy
{add | remove} number

no lidp med network-policy

number: (1-32)

HasHauaeT npasuno network-policy gaHHomy nHtepdeiicy.
- add — Ha3HayaeT NpaBuno;

- remove — yaanaeT npasuno;

- number — Homep npasuna.

YpanaeT npasuao network-policy ¢ gaHHoro nHtepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6air;
civic_address_data: (6..160)

3apaeT MecCTOMONOMKeHWe YCTpolcTBa ANs npoTokosna LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cMcTeMe KOOpPAMHAT;

- civic_address_data — agMUHUCTPATUBHbIN afpec yCTPOMCTBa;

ecs_elin_data} 6alT; - ecs-elin_data — appec B dopmate, onpegseneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anT. YaanaeT HaCTPoOWKK NapameTpa mectonosioxkeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspelwaeTt/3anpeLaer oTnpasky ysegomneHunii LLDP MED o6

topology-change {enable | N3MEHEHUM TOMONOTUN.

disable} /sanpeueHo - enable — paspeluaeT oTNpaBKy yBeLOMIEHWA;

no lldp med notifications

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaeT 3HAYEHWe Nno YMONYaHULO.

topology-change

\%
%

nopT rpynnbi.

Maketbl LLDP, npuHATble yepe3 rpynny nopros, 3anOMUHAIOTCA UHAUBUAYANIBHO NOPTaMuU
rpynnbl, NPUHABWKMMK coobweHunna. LLDP oTnpaBnseT pasnnuyHble COOOLLEHUA Ha KaXKAabli

Pabora npotokona LLDP He 3aBMCUT OT COCTOSAHUA nNpoToKona STP Ha nopty, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKoIOM STP-nopTax.

Ecan nopt KoHTponupyetca no 802.1X, To LLDP pa6oTaeT c nopTom TONbKO B C/lyvae, eC/iv OH

dBTOPU30BaH.

KomaHObi pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

Buna 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
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console#

Tabaunuya 5.91 — KomaHgpb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumiaeT Tabanuy agpecoB 06HaPyKEHHbIX COCEAHMX YCTPOICTB U
HauMHaeT HOBbIM UMKA obmeHa nakeTamu no npoTokony LLDP
MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbieaeT LLDP KoHurypauumn scex ¢usmnueckux nHtepdelicos
YCTPOICTBA, IM60 3a4aHHbIX UHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT KOHGUrypaunmn pacwmpeHma npotokona LLDP — MED
ANA Bcex GU3NYecknx nHtepdelicos, AMBO 3a4aHHbIX UHTEPDEN-
COB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3sbiBaeT LLDP-uHpopmaumio, KOTOpYO aHOHCUpPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3sblBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtoko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lNoKasbiBaeT cTaTUCTUKY LLDP.

lpumepbl 8b1M0AHEHUS KOMAHO

YctaHoBUTL Ana nopta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-
description. ina aaHHoro uHTepdelica 4obasuTb ynpasaatowmii agpec 10.10.10.70.

console
console
console
console

—~ e~~~

config)# configure
config)# interface tengigabitethernet 1/0/10

config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
config-if) # 11dp management-address 10.10.10.70

MocmoTpeTb KoHduUrypaumto lldp:

console# show 1lldp configuration
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LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 5.92 - OnmcaHue pesynbTaToB

lMone OnucaHue

Timer OnpepaenseT, Kak 4acTo yCTpoicTBO wiet LLDP-o6HoBAEHMA.

TTL = Timer * Hold multiplier.

Onpegaenset BeanuunHy spemenu (TTL, Time-To-Live) Ans npuHMMalOLLErO YCTPOMCTBA, B
Hold multiplier TeUYeHMe KOTOPOro HYXKHO yaep»KnBaTb NpUHMMaeMsble nakeTbl LLDP nepea nx c6pocom:

OnpepensetT MMHUMa/IbHOE BpeMSA, B TE4EHUE KOTOPOro nopTt 6y,u,eT OXnaaTb nepenq

Reinit delay nocbinkol cneaytowero LLDP-coobuieHus.

Tx delay OnpepenseT 3a4epr Ky mexay nocvne,a,yrou.l,mmm nepegadvamu LLDP-¢ppeinmos, MHUUMK-
POBaHHbIX U3MEHEHUAMM 3HaYeHUI Mbo cTaTyca.

Port Homep nopra.

State Pexunm paboTbl nopTa Ana npotokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MmoXKHble 3HauyeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemol;

SC — BO3MOHOCTK CUCTEMBDI.

Optional TLVs

Address Apapec ycTporiicTa, KoTopblii nepegaetca B LLDP-coobuieHusx.

Notifications YKa3blBaeT, pa3peLleHbl nau 3anpeweHbl ysegomnenmsa LLDP.

MNMoKa3aTb MHPOPMALMIO O COCEAHMUX YCTPOMCTBAX

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
tel/1 0060.704C.73FE 1 ts-7800-2 B
tel/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20
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Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B

System Name:

Time To Live:

duplex mode,

System description:
Port description:
112

Operational MAU type:

sandbox?2

24-port 10/100/1000 Ethernet Switch
Ethernet Interface

802.3 MAC/PHY Configuration/Status
Auto-negotiation support:
Auto-negotiation status:
Auto-negotiation Advertised Capabilities:
100BASE-TX half duplex mode,
half duplex mode

Supported

Enabled

100BASE-TX full
10BASE-T

1000BASE-T full duplex,
10BASE-T full duplex mode,

Unknown

Tabaunuya 5.93 — OnucaHune pesynbTaTos

lMone

OnucaHue

Port

Homep nopTa.

Device ID

Nms nnm MAC-agpec cocegHero ycTpoicTaa.

Port ID

NaeHTdUKaTop nopTa coceaHero ycTpoincTBa.

System name

CuctemMHoe MMA yCTPOMCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN yCTpoicTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeteBoe ycTpolicteo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnwucaHue cocegHero ycTpoicTaa.

Port description

OnucaHMe nopTa coceaHero ycTpoicTaa.

Management address

Apnpec ynpaBneHuWa yCTPOIUCTBOM.

Auto-negotiation
support

OnpegenseT, nogaep»1MBaeTca i aBTOMaTUYECKoe onpeaeneHne pexnma nopra.

Auto-negotiation status

OnpepenaeT, BKAOYEHA M NOAAEPKKA aBTOMAaTUYECKOro onpeaeneHma pexmma nop-
Ta.

Auto-negotiation
Advertised Capabilities

OnpegenseT peskumbl, Nogaepxmsaemble QyHKLMENR aBTOMATUYECKOro onpeaeaeHns
nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWncTea.

5.16.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah — ¢yHKUUKM ypoBHSA
KaHana nepefayy OaHHbIX NPeacTaBAAloT coboli NMPOTOKO/A MOHUTOPWMHIA COCTOSIHMA KaHana. B atom
NPOTOKO/Ie ANA Nepesavyn MHPOPMaLIMKU O COCTOAHUM KaHana MeXKay HENOCPEeACTBEHHO MNOAKAHOUYEHHbBIMU
ycTpoiicteamm Ethernet ucnonbsyiotca 610KM gaHHbIX npoTokona OAM (OAMPDU). Ob6a yctpolictBa
OOJ/IKHbI noaaep*mneatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdUrypmposaHma nHtepoeiicos Ethernet:
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console (config-if)#

Tabnnua 5.94— KomaHapl pexknma KoHdUrypuposaHus nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ethernet oam

no ethernet oam

-/oTKAOYEHO

BkntounTb nopaepKy Ethernet OAM Ha noprTy.

OTkntounTb Ethernet OAM Ha KoHdUryprpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-monitor
frame threshold

count: (1..65535)/1

YcTaHaBAMBaET NOPOr KOANYECTBa OWMBOK 33 YKasaHHbIN nepuos
(nepuopg, yctaHaBnmBaeTca KomaHgol ethernet oam link-monitor
frame window).

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-monitor
frame window

window: (10..600)/100
Mc

YcTaHaBAMBaAET BPEMEHHOW MPOMENKYTOK ANA NOACYETa KONNYeCcT-
Ba OWMOOK.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold count

no ethernet oam link-monitor
frame-period threshold

count: (1..65535)/1

YcTaHaBAuBaeT nopor ansa cobuitna «frame-period» (nepuog yc-
TaHaB/nMBaeTca KomaHaown ethernet oam link-monitor frame-
period window).

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOAYAHWUIO.

ethernet oam link-monitor
frame-period window window

no ethernet oam link-monitor
frame-period window

window:
(1..65535)/10000

YcTaHaBAMBAET BPEMEHHOM MNPOMEXYTOK Ana cobbitma «frame-
period» (B ppeinmax).

BoccTaHaBnvBaeT 3HauyeHMe No YMOIYaHWIO.

ethernet oam link-monitor

frame-seconds threshold count

no ethernet oam link-monitor
frame-seconds threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ana cobbitna «frame-period» (nepwog, yc-
TaHaBAMBaeTcA KomaHzown ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHWIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-monitor
frame-seconds window

window:
(100..9000)/100 mc

YcTaHaBAMBAET BPEMEHHOW MNPOMEXYTOK Ana cobbitma «frame-
period».

BoccTaHaBnvBaeT 3HauYeHMe No YMOIYaHWIO.

ethernet oam mode {active |
passive}

YcTaHaBAMBAET peXmMm paboTbl NpoToKosia OAM:
- active — KommyTaTOp NOCTOSIHHO oTnpasaseT OAMPDU;

-/active - passive — KOMMyTaTop HauyuHaeT otnpasaate OAMPDU Tonbko
npv Haanynm OAMPDU co BCTPEYHOM CTOPOHbI.
no ethernet oam mode BoccTtaHaBaMBaeT 3HaYeHMe N0 YMOAYAHUIO.
ethernet-oam remote-failure BkatoyaeT noaaepKky M obpaboTky cobbiTuii «remote-failure».
no ethernet oam -/BKOYEHO BoccTtaHaBanBaeT 3HaYeHMe No YMOIYAHUIO.
remote-failure
ethernet oam BktoyaeT noaaepKky GyHKLUMKM 3aBOpoTa TpaduKa.
remote-loopback supported
no ethernet oam -/oTkniouero BoccTaHaBaMBaeT 3HaYeHME NO YMOAYAHUIO.
remote-loopback supported
ethernet oam uni-directional BktoyaeT GyHKUMIO 0BHApYKeHUA oAHOHANPaBAEHHbIX CBA3El Ha
detection 6a3e npoTtokona Ethernet OAM.
no ethernet oam -/oTknoqeHO BoccTaHaBMBaeT 3HaYeHME NO YMOAYAHUIO.
uni-directional detection
ethernet oam uni-directional Onpegenaer peakumto KOMMYyTaTopa Ha OAHOHAMpPaBAEHHYIO
detection action {log | CBA3b:
error-disable} - log — oTnpaska SNMP trap 1 3anuco B KypHan;
| - error-disable — nepeBos noprta B coctosaHue «error-disable»,
/log 3anucb B XXypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHaBMBaeT 3HaYeHME NO YMOAYAHUIO.
uni-directional detection
action
ethernet oam uni-directional BK/lOYAeT arpeccuBHbIN peXMm onpeaeneHus OAHOHANpPaBAeH-
detection agressive HoW cBa3n. Ecm oT coceHero ycTpoicTBa NnepecTatoT NPUXoauTb
-/OTKAOYEHO

Ethernet OAM-coobLeHnA — NIMHK NMOMeYaeTca Kak oAgHOHanpas-
NIEHHbIN.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx

105




DHELTEX

no ethernet oam
uni-directional detection
aggressive

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-directional
detection discovery time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAMBaeT BPEeMeHHOW WHTepBan A/nA onpejeneHvs Tvna
CBA3M Ha NopTy.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

KomaHObi pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbl AN NPUBUAETMPOBAHHOIO nonb3oBaTend. Bug 3anpoca KOmMaHAHOM
CTPOKU perxkmma privileged EXEC:

console#

Tabnunuya 5.95 — KomaHab! perkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OumuiaeT ctaTucTnKy Ethernet OAM ans yKasaHHoro nHTepodeiica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobparkaeT coctosHuMe npotokona Ethernet OAM ana ykasaHHO-
ro nHtepdelica.

show ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobparkaeT CTaTUCTUKY 0B6MeHa NPOTOKO/IbHbIMU COOBLLEHMAMM
019 YKa3aHHOro UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTtobparkaeT HacTpoikn Ethernet OAM pna yKkasaHHOro WHTep-
deiica

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobparkaeT COCTOSHUE MexaHW3Ma onpeaeneHus OAHOHanpas-
JIeHHbIX CBA3El ANA YKa3aHHOTo UHTepodelica.

lpumepbl 8b1M0AHEHUS KOMAHO

= OT0o6pasnTb COCTOAHWE NPOTOKOA ANA nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3
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gigabitethernet 1/0/3
Local client
Administrative confi
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client

MAC address: a8:f9:

Vendor (oui): a8 f£9
Administrative confi
PDU revision:

Mode:

Unidirection:

Link monitor:

Remote loopback:

MIB retrieval:

Mtu size:
console#

gurations:
active

not supported
supported
supported

not supported
1500

operational
no loopback
3

4pb:0c:00:03
4b

gurations:

3

active

not supported
supported
supported

not supported
1500

5.17 Voice VLAN

Voice VLAN ucnonb3yetca ana solaeneHna VolP-obopyanosaHus B otgenoHyto VLAN. Ona VolP-

¢dpelrimoB moryT 6bITb HasHayeHbl QOS-aTpubyTbl Ana npuoputesaumm Tpaduka.

Knaccudumkaums

¢dpenmos, oTHocawmxca K dpeitmam VolP-obopynosaHua, 6a3mpyetca Ha OUI (Organizationally Unique
Identifier — nepsble 24 6uta MAC-agpeca) otnpasutensa. HasHauyeHue Voice VLAN gns nopta npoucxoaut
aBTOMATMYECKM — Korga Ha nopT noctynaet ¢pernm ¢ OUl m3 Tabamupl Voice VLAN. Korga nopt
onpeaenserca, Kak npuHagnexawmin Voice VLAN — gaHHbIn nopT gobasnsetca Bo VLAN Kak tagged. Voice
VLAN npymeHum gna cneayrowmx cXem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YTObbl paccbinaTh TErMpPoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.
— VolP-0bopypoBaHue paccblnaeT HetermpoBaHHble DHCP-3anpocbl. B oTtBete oT DHCP-

cepsBepa npwucytcTByeT onuua 132
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkupoBku Tpaduka (Voice VLAN).

Cnucok OUl npoussoanteneit VolP-obopyaoBaHus, AOMUHUPYIOLIUX Ha PbIHKE.

(VLAN

oul dupma-npounssoauTenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

C MNOMOLLbIO KOTOPOWN YCTPOMCTBO

V Voice VLAN moeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexxume trunk u general.
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KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoHGUrypupoBaHus:

console (config) #

Tabnunuya 5.96 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHusa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-timeout

timeout:
(1..43200)/1440

YcTaHaBAMBaeT TamayT ANs NOpTa, NPUHALNEKALErO K voice-
vlan. Ecan ¢ nopta B TeyeHMe 33[aHHOTO BpeMeHW He 6bino
¢dpetmos ¢ OUI VolP-obopyaoBaHusa, To voice vlan ygansaetca ¢
AaHHOro nopra.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHULO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YctaHasaueaeT COS, KOTOpPbIM MapKupytoTca dpermbl, NPUHaAA-
nexauwme Voice VLAN.

BocctaHaBnvBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHaeauBaeT uaeHtndumkatop VLAN ana Voice VLAN

Yaanset ugentuoukatop VLAN gns Voice VLAN
Ona ypaneHua ugeHTuduKatopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUYUTL PYHKUMIO voice vlan Ha
BCEX MOpTax.

voice vlan oui-table {add oui |
remove oui} [word]

no voice vlan oui-table

word: (1..32) cumsonios

MNo3BonseT pegakTMposaTb Tabanuy OUL.
- oui — nepsble 3 6aiTa MAC-agpeca;
- word — onucaHue oui.

Ypanser Bce Nonb3oBaTeNbckmue nameHeHma OUl-Tabaunubl.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOWM CTPOKM B pexkume KoHPUrypuposaHua nHtepdeiica Ethernet, nuntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.97 — KomaHgb! pexxuma KoHOUrypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKNOYEHO -
no voice vlan enable Otkntoyaet Voice VLAN gna nopra.
voice vlan cos mode {src | all} BKAtoYaeT MmapKMpPoBKY TpaduKa ans Bcex ¢ppeimos, MM60 ToNb-
-/src KO A1 UCTOYHMKA.

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

5.18 IpynnoBasa agpecauus

5.18.1 [lIpaeuna 2pynnosoii adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHa, npefHasHayeH AnA 3afjaHWA Npasua FPynnoBOM ajpecauuu B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenu OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica VLAN

Buza 3anpoca KoMaHZAHOW CTPOKM B penme KoHOUrypupoBaHua nHtepdeica VLAN:

console (config-if) #
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Tabnnuya 5.98 — KomaHapl pexknuma KoHdurypuposaHusa nHtepdeica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

-/mac-group

3apaeT pexxum rpynnosoi nepesayn AaHHbIX.

- mac-group — MHOroaZpecHas nepegada, OCHoBaHHaA Ha VLAN
n MAC-agpecax;

- ipv4-group — MHOroagpecHas nepegaya ¢ TMnom dGuabTpauuu,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare IPv4;

- ip-src-group — mMHoroazpecHaa nepegada ¢ TMnom ¢unbTpa-
Lmu, ocHoBaHHbIM Ha VLAN u appece otnpasutens B ¢popmare
IPv4.

YcTaHaBAMBAET 3Ha4YeHUe no YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Lo6asnsaet rpynnosoit MAC-agpec B Tabavuy rpynnosoit agpe-
caumu u cTatuyeckn pobasnaeT uau ypanaet uHtepdeicbl us3
rpynnol.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — IP-agpec MHOroaApecHoOM paccbiiky;

- add — gobaBnaeT cTaTUYeCKyo NOAMNMUCKY K rpynnosomy MAC-
afpecy gnanasoHa Ethernet-nopTos nau rpynn nopTtos.

- remove — yganaeT CTaTMYeCcKyto NoANMCKy K rpynnosomy MAC-
agpecy.

MepeuncneHne MHTEPPENCcOB OCYLLECTBAAETCA HEPE3 «—» U «,»

Ypanset rpynnosoit MAC-agpec 13 Tabauupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpewaeT MNOAKIOYEHUE HACTPaMBAaemMoro nopta/mopToB K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — |P-appec MHOroaapecHo paccbiikuy;

- add — go6asneHune nopTa/NOPTOB B CMIMCOK 3aMpeLLEHHbIX;

- remove — yzaneHve nopta/nopTos M3 CNMCKAa 3anpeLleHHbIX.
MepeuncneHne MHTEPPENCOB OCYLLECTBARETCA YEPE3 «—» U «,»

Ypanaet 3anpelyatowee npasuno gna rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mo ymon4yaHuio
nepeaava scex
MHOTOaAPECHbIX
NaKeToB 3anpeLleHa.

PaspeluaeT nepesady BCeX MHOrOaApPECHbIX MAKeTOB Ha NOpPTY.

- add — go6asnser noptbl/06begNHEHHbIE MOPTLI B CNCOK NOp-
TOB, 417 KOTOPbIX paspelleHa nepesaya BCEX rPynmnoBbIX Nake-
TOB;

- remove — ybupaeT rpynny noptos/o6begnMHEHHbIX MOPTOB M3
paspeLuatoLlero npasumia.

MNepeuncneHne NHTepdENcoB OCYLLECTBAAETCA YEPE3 «—» U «,».

BoccTaHaBAuBaeT 3HaYeHMeE Mo YMONYAHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

Mo ymonyaHutio noptam
He 3anpeLLeHo
ANHaMMYecKn

NpPUCOeanHATLEA K
MHOTroaZpecHon
rpynne.

3anpeLaeT NopTy AMHAMUYECKU f06aBNATLCA K MHOTOaApeCcHOM
rpynne.

- add — go6asnser nopTbl/06beanHEHHbIE MOPTLI B CNCOK NOp-
TOB, 417 KOTOpPbIX 3anpeLleHa nepesaya BCEX rPynmnoBbIX Nake-
TOB;

- remove — ybupaet rpynny noptos/o6begnHEHHbIX NOPTOB M3
3anpeLLarolLero npasuna.

MepeuncneHne MHTEPGENCOB OCYLLLECTBAAETCA YEPEes «—» U «,».

BoccTaHaBimMBaeT 3HavyeHMe No YMOHAHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Peructpupyert IP-agpec B Tabavue rpynnosoii agpecauuu v cta-
Tuyecku gobasnset/yaanaet uutepdeiicsl U3 rpynbi.

- ip_multicast_address — rpynnosotii IP-agpec;

- add — pobasnser nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCOB OCYLLECTBAARTCA YePes «—» U «,».

Yaanset rpynnosow IP-agpec n3 Tabauubl.
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bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpewaeT NOPTy AMHAMUYECKM J,06aBAATLCA K MHOrOaApecHoM
rpynne.
- ip_multicast_address — rpynnosoii IP-agpec;
- add — fo6aBneHne NopTa/NOPTOB K CAMUCKY 3anpeLLeHHbIX;
- remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «K—» U «,»
,  Mpexpae uem onpegenutb 3anpeljeHHble MOPThbI,
V rpynnbl  MHOTOQAPECHOM PACCbINKU  [O0/MKHbI  6bITb
3aperucTpupoBaHbl.

BoccTaHaBnmBaeT 3HaYeHue no YMON4aHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTaHaBAMBaeT cooTBeTCTBUE Mexay IP-agpecom nonbsosaTens
M rpynnoBsbiM agpecom B Tabauue rpynnoBoi aapecauuu, u
cTaTMyeckun fobasnaet/yganaet MHTepdencobl U3 rpynnbi.

- ip_address — ncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — go6asuTb NOpPTHLI B rpynny ncxogHoro IP-agpeca;

- remove — yaaaunTb NOpTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

YctaHaBAvBaeT 3anpeT Ha gobasneHune/yaaneHve cooTBETCTBUA
mexay |IP-agpecom nonb3oBaTena u rpynnosbiM agpecom B
Tabsmue rpynnoBo agpecaumn 4ns onpeseneHHoro nopra.

- ip_address — ncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha gobasneHue nopta B rpynny mcxogHoro IP-

fo_port | port-channel group} fo_port: (1..8/0/1..4); | appeca;
group: (1..16) - remove — 3anpeT Ha yAa/eHne nopTa U3 rpynnbl ucCxogHoro IP-
agpeca.
no bridge multicast forbidden BoccTaHaBAMBaAET 3HaYEHME MO YMONYAHMIO.
source ip_address group
ib_multicast_address
bridge multicast ipvé mode 3apaeT peuMm rpynnoBoi nepefayn AaHHbix Ans IPv6-naketos
{mac-group | ip-group | MHOrOaZpPecHoOM Pacchbiku.
ip-src-group} - mac-group — MHOroagpecHas nepegava, ocHoBaHHaa Ha VLAN
n MAC-apgpecax;
/mac-group - ip-group — MHoOroaZpecHas nepegaya c TUNoOM QGUABLTPALLUMK,

no bridge multicast ipv6 mode

OCHOBaHHbIM Ha VLAN 1 agpece npuemHuka B popmarte IPv6;

- ip-src-group — mHoroagpecHas nepegaya ¢ TMnom ¢unbTpa-
LMK, ocHoBaHHbIM Ha VLAN u aapece otnpasutens B ¢opmare
IPv6.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ibv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Pernctpupyet rpynnosoli IPv6-agpec B Tabaunue rpynnoson as-
pecaumu, M cTaTMyecku pobasnset/yganaer uHTepdeicbl u3
rpynnoi.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl;

MepeuncneHne NHTepHENCcoB OCYLLECTBIACTCA YEPEes «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpelaeT MNOAKAOYEHWE HacTpauMBaemoro nopTa/mopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CMIMCOK 3aMpPELLEHHbIX;

- remove — yaaneHune nopTa/nopToB U3 CIUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHencoB OCyLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHWIO.
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bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTtaHaBaAuBaeT cooTseTcTBMe mexay IPv6-agpecom nonb3osa-
TeNA W rpynnosbiM agpecom B Tabauue rpynnosoit agpecauum,
W cTaTnyecku aobasnaet/yaanseT uHtepdeiicel U3 rpynnoi.

- ipv6_address — ucxogHbivi IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBMTbL NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove — yanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTaHaBAMBaeT 3anper Ha gobasneHne/yaaneHme coOTBETCTBUA
mexay IPv6-agpecom nonb3osatena M rpynnosbiM afpecom B
Tabamue rpynnoBov agpecaumn gna onpegeneHHoro nopra.

- ipv6_address — ncxogHoivi IPv6-appec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpet Ha gobasneHune nopta B rpynny ncxogHoro IPv6-
aapeca;

- remove — 3anpeT Ha yAaneHue nopTta M3 rpynmnbl UCXOLHOIO
IPv6-appeca.

BoccraHaBnnBaeT 3HaYeHME NO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-

mepapelica 2pynnsl NIOpMos

BunAa 3anpoca KoOMaHAHOM CTPOKK B pexkMme KoHpUrypmuposaHua nHtepdeliica Ethernet, unrepdeiica

rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group

| range {..}}

console (config-if)#

Tabnuua 5.99 — KomaHabl pexxnma KoHdurypmuposaHusa uHtepderica Ethernet, rpynnol uHtepodeiicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaET NPaBuIO Nepesayn NaketTos ¢ He3aperncTpupo-
BaHHbIX rPYMMoOBbIX a4pPecos.

- forwarding — nepegasaTb He3aperncTpupoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — punbTPOBaTL HE3apPErMCTPMPOBAHHbIE MHOTOA4PeC-
Hble NaKeTbl.

YcTaHaBAMBaeT 3HAYEHWe Nno YMONYaHULO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnupoBaHusa:

console (config) #

Tabnunua 5.100 — KomaHabl pexmMma rnobanbHOro KoHGUrypmpoBaHus

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/oTKNIO4EHO

BK/toYaeT GUNbTPALLMIO FPYyNNoOBbIX a4Pecos.

OTKAtoYaeT GUALTPALIMIO TPYNMNOBbIX aAPECos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..630)/300
CeKyHA,

3apaet Bpema xpaHeHua MAC-agpeca B Tabnuue rnobansHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094,
all)/No ymonuaxuio
BK/OYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAOYMTb M3yyeHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}
[permanent |

delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

[ob6asnaet ucxogHbli MAC-agpec B Tabauuy rpynnosow ag-
pecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIn MAC-agpec MOXKHO yAanuTb TO/IbKO C
nomoLlblo KoMaHAbl no bridge address;

- delete-on-reset — gaHHbIV agpec yganutca nocne nepesa-
rPY3KM yCTPOMCTBA;

- delete-on-timeout — faHHbIV agpec yaanmTca no Takim-ayTy;
- secure — AaHHbIN aApec yAanuTca TOMIbKO C MOMOLLbIO KO-
MaHgpl no bridge address nan nocne Bo3spalleHua nopta B
pexxum obyyeHus (no port security).

Yaanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

Onpepenset aencteme 419 NAaKETOB MHOFOAAPECHOM pacchbin-
KW C 3ape3epBMPOBaHHOrO agpeca.

- mac_multicast_address — rpynnosoint MAC-aapec;

- ethtype — Tvn naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™vn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexkume bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaeT pasmep obnactu MAC-agpecoB B afiropuTme Xewunpo-
BaHWA. M3MeHeHMA BCTYnatoT B AeWcCTBME MOCie pecTapTta
KOMMYyTaTopa.

YCTaHaBAMBAET 3HAYEHWEe NO YMOAYaHWIO. M3MeHeHuUsa BCTy-
naloT B AeicTBME NOC/e pectapTa KOMMYTaTopa.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnnua 5.101 — KomaHapbl

pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Ypanser craTMyeckue/gMHamuyeckue 3anucu M3 Tabauubl
rpynnoBsoi agpecaumn.

- dynamic — yaaneHvie JuHaMUYeCKUX 3anuceit;

- secure — yAaneHune CTaTUYECcKMx 3anumce.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console>
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Tabnuua 5.102 — KomaHabl

pexknma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MNokasbiBaeT Tabanuy MAC-agpecoB A1a yKasaHHOro uHtepdelica
nmbo Bcex nHTepdercos.

- dynamic — npocMoTp TONIbKO AMHAMMUYECKUX 3anncew;

- static — npocMoTp TO/IbKO CTaTUYECKMX 3anuceit;

- secure — NPOCMOTP TO/IbKO 6€30MacHbIX 3anucen;

- vlan_id — vaeHTuduKkaumoHHbIM Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTBo 3anuceit B Tabanuye MAC-agpecos gns
yKa3aHHoro uHtepdeiica nMbo gna Bcex MHTEPHENCcoB.
- vlan_id — vpeHTndukaumoHHbIM Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipv6_source_address}]

vlan_id: (1..4094)

Moka3sbiBaeT Tabauuy rpynnosbiX agpecos ANA YKa3saHHOTO WH-
Tepdelica nmbo Bcex uHTepdeiicoB VLAN (KomaHaa [oCTynHa
TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1b30BaTENS).

- vlan_id — npeHTndurKaumoHHbIh Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosotii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ip — npocmoTp no IP-aapecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKa;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

Moka3sbiBaeT TabauLy CTaTMYECKMX FPYNMNoBbIX agpecoB ANA YKa-
3aHHOro uHTepdelica Anbo Bcex nHTepdeiicos VLAN.
- vlan_id — vaeHTudukaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoi IPv4-agpec;

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

- ipv4_source_address — IPv4-afpec UCTOYHUKA;

- ipv6_source_address — IPv6-afpec NUCTOUYHWKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp NonHoM Tabaunupl.

show bridge multicast filtering
vlan_id

vlan_id: (1..4094)

MoKasbiBaeT KOHOUrypauuio GuAbTpa rpynnosbiX afpecoB ANs
yKkasaHHoro VLAN.
- vlan_id — npeHTndMKaumoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Moka3sblBaeT KoHOUrypaumio GuabTpa ANs He3aperucTpupoBaH-
HbIX FPYMNMNOBbIX 3aL4PECOB.

show bridge multicast mode
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT peXknm rpynnoBoi agpecaunn Aaa yKasaHHOro MH-
Tepoerica nmbo Bcex MHTepdeicos VLAN.
- vlan_id — vaoeHTuduKaumoHHbI Homep VLAN.

show bridge multicast
reserved-addresses

OTobpakaeT nNpasuaa, yCTaHOBAEHHbIe ANsA TPYyNnoBbiX 3apesep-
BMPOBaHHbIX a4 pecoB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Bkaountb GUABTPALMIO FPYMNMOBLIX af4PECcOB KOMMYTAaTOPOM. 3aaaTb Bpemsa xpaHeHua MAC-
agpeca 450 cekyHA, pa3pewwunTb nepeaayvy He3aperncTpUpoBaHHbIX MHOFOAAPECHbIX MAKETOB Ha
11 nopTy KOMMyTaTOpA.

console # configure

console (config)
console (config)

# mac address-table aging-time 450
# bridge multicast filtering
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console (config) # interface tengigabitethernet 1/0/11
console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8

5.18.2 ®yHKYusa nocpedHUKa npomokona IGMP (IGMP Snooping)

®yHKumna IGMP Snooping Mcnonb3yeTcs B CETAX rpynnoBon paccbiikv. OcHOBHOM 3agadveit IGMP
Snooping sBAfeTcA NpefoCTaBAeHWEe MHOroaApecHoro TpaduKa TOMbKO ANA Tex MOopPTOoB, KoTopble
3anpocuam ero.

V” IGMP Snooping moXeT MCNo/b30BaTbCA TONIbKO B cTaTuueckou rpynne VLAN. Moapepxum-
BatoTcA Bepcuu npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.
’ ‘ Yro6bl IGMP Snooping 6bia akTUBHBLIM, GyHKLMA rpynnoBoii punbTpauumn “bridge multicast
e filtering” ponKHa 6bITb BKAlOUEHa (cm. pa3aen «lpasuna rpynnoBoi agpecauumn»).

Pacno3sHaBaHWe NOPTOB, K KOTOPbIM MNOAKAHOYEHbI MHOFOAZPECHbIE MapLIPYTM3aTOPbl, OCHOBAHO Ha
cneayrouwmx cobbiTuaAXx:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKona Protocol Independent Multicast (PIM/PIMv2) npuHATLI Ha NopTy;

— NaKeTbl NPOTOKO/IA MHOroaapecHoi mapwpytusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATLI Ha NOPTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOPTY.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHms:

console (confiqg) #

Tabnunua 5.103 — KomaHab! pexkuma rnobanbHOro KOHPUrypmposBaHua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip igmp snooping Paspewaet ncnonb3osaHue dyHKkuun IGMP Snooping kommyTa-
Mo ymonyaHuio TOpPOM.
no ip igmp snooping bYHKUMA BbIKIOYeHa 3anpeuwaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.
ip igmp snooping vlan vian_id Paspewaet ncnonb3osaHue dyHKkunn IGMP Snooping kommyTa-
vlan_id: (1..4094) TOPOM ANA faHHOro uHTepderica VLAN.
Mo ymonuyaHuio - vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.
no ip igmp snooping vlan bYHKUMA BbIKNIOYEHa 3anpeuwaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
vlan_id TOPOM ANA faHHOro uHTepdelica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

Peructpupyet rpynnosoit IP-agpec B Tabnuvue rpynnosoi agpe-
cauMm U cTatuyecku aobaBnseT uHTepdeicbl U3 rpynnbl Ans
TekyLuen VLAN.

-vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.

MNepeuncneHve nHTepdENCcoB OCYLLECTBAAETCS YEPES K—N U &, ».

Ypansaet rpynnoeoit IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHuo
paspeLieHo

Paspewaet ans gaHHol rpynnbl VLAN aBTomaTMyeckoe pacno-
3HaBaHWe MOPTOB, K KOTOPbIM MNOAK/IOYEHbI MHOroajpecHble
MapLIpyTU3aTopbl.

- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.

3anpewaet ana gaHHou rpynnbl VLAN aBToMaTMyeckoe pacno-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAK/OYEHbI MHOroaapecHble
MapLpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

Onpegensetr MopT, K KOTOPOMY MNOAKOYEH MapLupyTM3aTop
MHOroaZpecHou paccbliku ans 3agaHHon VLAN.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YKa3bIBaeT, YTo K MOPTY He NOAK/IYEH MApLLPYTM3aTOpP MHOTO-
apecHOM PacCbINKU.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

YcTaHaBAMBaeT 3anpeT Ha onpejesneHue nopTta (CTaTUYecKw,
OMHAMUYECKN) KaK MopTa, K KOTOPOMY MOAKNHOYEH MapLIpyTK-
3aTOP MHOTOAAPECHOM PACCHINKM.

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

CHMMaeT 3anpeT Ha onpegesieHre NopTa Kak NopTa, K KOTOpomy
NOAK/YEH MapLIPYyTM3aTOP MHOTO3APECHOM PaCcCbINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vian
vlan_id querier

vlan_id: (1..4094);
-/BblAaya 3anpocos
OTKAlOYEeHa

BK/touaeT NoAAep:KKy BblAauM 3anpocoB igmp-query KommyTa-
Topom B gaHHoM VLAN.

OTKAtOYaeT NOAAEPHKKY BblAauM 3aNpoCcoB igmp-query KommyTa-
Topom B AaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BktoyaeT 3ameHy IP-aapeca UCTOUYHMKA Ha yKasaHHbIM IP-aapec
BO Bcex naketax IGMP report B 3agaHHon VLAN.
- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

OTkntoyvaet 3ameHy IP-agpeca UCTOYHMKA B NakeTax IGMP report
B 3aAaHHoOM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

-/IGMPv3

YcraHaBausaeT Bepcuto IGMP-npoToKkona, Ha OCHOBaHWU KOTO-
poii 6yayT dopmumposaTbca IGMP-query 3anpocbl.

YcTaHaBAMBaeT 3HaYeHue no yMOAn4aHUto

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpepenset ucxogHblit IP-agpec, KoTopbit 6yaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoOWCTBO, KOTopoe OT-
npasnset IGMP-3anpocsl.

YcTaHaBAMBaET 3Ha4YeHne No ymoa4aHuto. Mo ymonyaHuio ecnm
IP-agpec HactpoeH ana VLAN, oH ucnonb3syerca B KayecTse aj-
peca nctoyHuka IGMP Snooping Querier.
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ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN. O3HayaerT, 4To NopT A0/KeH bbITb HemMeaeHHO yaa-
neH m3 rpynnbl IGMP nocne nonyyeHumsa coobueHuns IGMP leave.
- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONIbKO B TOM
cny4yae, Korga BCe NONb30BATENW, NOAKAOYEHHbIE K AaHHOMY
NnopTy OTNMCANUCL OT rPynnbl (CHETYMK NOMb30OBaTENEN BEaeTCa
Ha ocHoBaHuu Source MAC-agpecoB B 3aronoBkax IGMP-
report’os).

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN.

KomaHObI pexcuma KoHgpu2ypuposaHua uHmepgetica VLAN

Buza 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmposaHusa VLAN:

console (config-if) #

Tabnnuya 5.104 — KomaHapl pexknuma KoHdurypmposaHua nHtepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaET 3HayeHue ycTonumsoctu gns IGMP.
Ecnv Ha KaHane HabaogaeTcs noteps AaHHbIX, 3HAaYEHMe YCTOM-
YMBOCTM LOJIXKHO ObITb YBEZINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaeT TalimayT, MO KOTOPOMY cucTema OTnpasnser
OCHOBHbIE 3aMpoCbl BCEM YYaCTHMKaM rpynnbl MHOrOaApecHOw
nepeaayn Ana NPOBEPKMN UX aKTUBHOCTMH.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHOe BpeMsa OTBeTa Ha 3anpoc.

last-member-query-count

no ip igmp YcTaHaBAMBAET 3HAYEHME N0 YMOAYAHMIO.
query-max-response-time
ip igmp YcTaHaBAMBAET KOJIMYECTBO 3anpocoB, MOC/Ae PacCbiIKM KOTO-

count: (1..7)/3HaueHne

PbIX, KOMMYTATOp onpeaenaeT, YTO Ha AaHHOM MNOPTY HET Xe-

milliseconds

no ip igmp
last-member-query-interval

count nepemeHHoii NAoLWMX y4acTBOBATb B MHOr0aApecHoOW paccblike.
no ip igmp robustness YcTaHaBAMBaET 3HAYEHUE MO YMOHAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepBa 3anpoca A4 NoCAeAHero y4acTHUKa.
last-member-query-interval .

milliseconds:

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HAYEHNE MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepaeltica (QuanaszoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHOUrypupoBaHua nHTepdeiica:

console (config-if) #

Tabnnuya 5.105 — KomaHabl pexkuma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access multicast-tv
vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHue IGMP-3anpocoB ¢ KaMeHTckux Vian
B Multicast Vlan 1 mynbTrMKacToBoro Tpaduka B KnmeHTckue Vian
Ana nHtepdeiica B pexkume «accessy.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KAWEHTCKUX
Vlan 8 Multicast Vlan n mynbTukactoBoro TpadmKka B KIMEHTCKMNE
Vlan ansa nHtepdeiica B pexxume «access».
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switchport trunk multicast-tv
vlan vian_id [tagged]

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHve IGMP-3anpocoB ¢ KaneHTckux Vian
8 Multicast Vlan u mynbTuKacToBoro Tpadmka B KnmeHTckue Vian
ons nHtepdelica B pexkmme «trunk».

BbikntoyaeT nepeHanpasneHve IGMP-3anpocoB C KAMEHTCKMX
Vlan B Multicast Vlan n mynbTukactoBoro TpaduKa B KIMEHTCKME
Vlan gna nHtepdeliica B pexkume «trunk».

KomaHOobl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPpUBUNETMPOBAHHOIO NOJ1b30BaTeENA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.106 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4yaHuio

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MoKa3blBaeT MHPOpMaUmMio 06 M3y4eHHbIX MHOrOaZpPecHbIX
MapLUpyT13aTopax B yKasaHHow rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiBaeT nHbopmaumio IGMP-snooping ANA JAaHHOTO UHTEp-
delica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address ip_address]

vlan_id: (1..4094)

Moka3sbiBaeT WHPOPMAUUIO 06 U3YyYEHHbIX MHOrOaAPECHbIX
rpynnax, y4acTsyoLwWwmx B rpynnoBoi paccbliKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabamuy cooTeeTcTBMiA mexay VLAN obopyaosa-
HUA, yCTaHOBNEHHOro y nonb3osatensa, u VLAN ana tenesewta-
HUA.

[pumepbl 8b1MN0AHEHUS KOMAHO

Brkaountb ¢yHKUMio IGMP snooping Ha KommyTaTope. Ona VLAN 6 paspewunTb aBTOMaTU4ecKoe
pacno3HaBaHMe NOPTOB, K KOTOPbIM MOAKAIOYEHbI MHOrOaApecHble MapLIpyTU3aTopbl. YCTaHOBUTb
nHTepean mexagy IGMP-3anpocamum — 100 cek. YBenn4mTb 3HavyeHme yctonumsoctn go 4. YctaHo-
BUTb MaKCMMaibHOE BpeMs OTBeTa Ha 3anpoc — 15 cek.

console# configure

console
console

console
console
console

(config) # ip igmp snooping

(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

(config-if) # ip igmp snooping query-interval 100

(config-if)# ip igmp robustness 4

(config-if) # ip igmp query-max-response-time 15

5.18.3 MLD snooping — npomoKosa KOHMpoaa MHo20a0pecHo20 mpaguka e IPvé

MLD snooping — MexaHM3M MHOrOafpecHOW pPacCblIKM  COOBLIEHWUIA, NO3BO/AIOLLMN
MMHUMMU3MPOBATbL MHOFOAAPECHbIN TpaduK B IPV6-ceTax.
KomaHObI pexcuma 271060s6H020 KOHGU2YPUPOBAHUSA
Bu, 3anpoca KOMaHAHOMN CTPOKU peskmma rnobasibHOro KOHGUrypupoBaHuUA:
console (config) #
Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx 117



DHELTEX

Tabnunuya 5.107 — KomaHapl rnobanbHOro pexkMma KoOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ipvé mid snooping [vlan
vlan_id]

no ipv6 mld snooping [vlan
vian_id]

vlan_id: (1..4094)
-/BbIKNOYEHO

Bknatoyaet MLD snooipng.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

Pernctpupyet rpynnosoii IPv6-agpec B Tabauue rpynnosoi ag-
pecauMu M cTaTuyeckn pobasnset/ypanser uHTepdeiicbl w3
rpynnbl ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-aapec;
MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES K—» U K, M.

Yaansaet rpynnoso IP-agpec n3 Tabauubl.

ipvé mid snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

[obaBnaeT npaBu/o, 3anpeLiatoliee NOPTam M3 CNMUCKa pernct-
puposatbca Kak MLD-mrouter.

Ypanaet npasuno, 3anpellatollee NopTam U3 CNUCKa pernctpm-
poBaTtbcA Kak MLD-mrouter.

ipv6 mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKOYEHO

M3yyaTb nopTbl, nNogkatoveHHble K mrouter'y no MLD-query-
nakeTam.

He n3yyaTb nopTbl, NogKAtOUEeHHble K mrouter'y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

[obasnser cnMcok mrouter-nopTos.

Ypanaetr m router-nopTbl.

Ipvé mid snooping vlan vian_id
immediate-leave

no ipv6 mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNIOYEHO

BkntounTb npouecc MLD Snooping Immediate-Leave Ha Tekyuwen
VLAN.

OTKkAtounTb npouecc MLD Snooping Immediate-Leave Ha TeKy-
wen VLAN.

ipvé mld snooping querier

no ipv6 mid snooping querier

-/BbIK/IIOYEHO

BkatouaeT noaAepiKKy Bbifaum 3anpocos igmp-query.

OTKAoYaeT NoAAepsKKY BblAaun 3anNpocos igmp-query.

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uH-

mepdabetica epynnsi nopmos, uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxume KoHPurypmposaHus nHtepdeiica Ethernet, nntepdeiica
rpynnbl NOpToB N nHTepdenca VLAN:
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console (config-if)#

Tabnnuya 5.108 — KomaHapl pexuma KoHpurypupoBaHusa uHTepdelica (ananasoHa uHTepdelicos)
Ethernet, nHTepdeiica rpynnbl nopTos, nHTepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipvé6 mid

last-member-query-interval

interval

no ipvé mid

last-member-query-interval

interval:
(100..25500)/1000
MUWANUCEKYHA,

3afaeT MaKCMMAanbHYO 33afep)KKy OTBEeTa MoCiAegHero uneHa
rpynnbl, KOTOPasa MUCMNONb3YeTCA A8 BblYMCNEHMA KOAA MaKCU-
MasibHOM 3aaepKu oTeeTa (Max Response Code)

BoccTaHaBnvBaeT 3HaYeHMe No YMONYaHUIO

ipv6 mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3agaeT MHTepPBan PacCbl/IKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnMBaeT 3HavYeHMe No YMOIYAHUIO.

ipvé6 mid
query-max-response-time
value

value: (5..20)/10

3aaeT MaKCMManbHyO 3aZepiKKy OTBeTa, KOTopas MCNob3yeT-
CA 4N1R BbIYUCAEHUI KOAA MAKCMMabHOW 3aepKKMN oTBETa

- CeKyHA,
no ipvé mid BoccTaHaB/MBaeT 3Ha4YeHWe No YMOYaHUIO
query-max-response-time
ipvé mid robustness value YcTaHaBAnBaeT 3HavyeHne KoadoduumeHTa OTKa30yCTOMUYMBOCTY.
Ecnm Ha KaHane HabniogaeTca noTeps AaHHbIX, KoadpdULMEHT
value: (1..7)/2

no ipv6 mld robustness

OTKa30yCTOI71LIMBOCTVI AO0/IXKeH 6bITb YBENUYEH.

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAMBaEeT BepCUio NPOTOKOAA, AEWCTBYIOWYIO Ha AaHHOM
nHTepodelice.

BoccTaHaBnvBaeT 3HaYeHMe Mo YMONYaHUIO

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.109- KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping

groups [vlan vian_id] [address

ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPerncTPUPOBAHHbIX Fpynnax B
COOTBETCTBUM C 33l@aHHbIMM B KOMaHAe napameTpamu GuabT-
pauuu.

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT MHPopmaumio o KoHburypauum MLD-snooping
ona naHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT MHGoOpMaLMo 0 mrouter-nopTax.

5.18.4 ®yHKYyuu o2paHuveHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-tpaduka ncnonbayrotca gna yaobHOM HACTPOMKM OrpaHMuYeHus
NPOCMOTpPA OnNpeAeneHHbIX FPynn MHOroaapecHoOMn PaccbIKu.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnunuya 5.110— KomaHabl perknma rnobanbHoro KoHpuUrypmposaHumsa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping profile
profile_name

profile_name : (1..32)
CMMBO/I0B

Mepexopa, B pexkum KoHourypuposaHua multicast-npodunsa.

YaanuTb yKasaHHbI multicast-npoduns.
Multicast-npodunb moxkeT 6bITb yaaneH ToNbKo nocne
. TOro, KaK byaer oTBA3aH OT BCEX NOPTOB KOMMYTATOpa.

KomaHObI pexcuma KoHguaypuposaHusa multicast-npogung

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHUrypupoBaHua multicast-npoduna:

console (config-mc-profile) #

Tabnunuya 5.111 — KomaHabl pexkmuma KoHpurypuposaHmua multicast-npodunsa

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

low_ip: BannaHbIN
multicast-agpec;

high_ip: BannaHbIn
multicast-agpec

3agaeT cooTBeTcTBME MPOOUAA yKasaHHOMY AuanasoHy |Pv4
multicast-agpecos.

Ypanaetr cootsetcTBMe NpodunA ykasaHHOMY AuanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipv6]

no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanuaHbI
IPv6 multicast-agpec;
high_ipv6: BannaHbIn
IPv6 multicast-agpec

3apaeT cooTBeTcTBME MPOPUANA yKaszaHHOMY AmanasoHy IPve
multicast-agpecos.

Ypanser cooTBeTcTBME NPOodMAA yKasaHHOMY AuanasoHy IPvé
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3aAaHHbIX AMAMNa30HOB,
IGMP-report 6yayT nponyckaTtbcs.

B cnyyae HecooTBeTCTBMSA OAHOMY U3 3a[aHHbIX [AManasoHoOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (QuanaszoHa uHmepgeticos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHOUrypupoBaHua nHTepdeiica:

console (config-if) #

Tabnvua 5.112 — KomaHapl pexxuma KoHPUrypmposaHua nHTepoeiica (gruanasoHa nHtepdeiicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/-

OrpaHu4MBaeT KONMYECTBO OAHOBPEMEHHO MPOCMATPUBAEMbIX
multicast-rpynn ana nutepdeiica.

CHMMaeT orpaHMyeHWe Ha KONMYEeCTBO OAHOBPEMEHHO MpPo-
CMaTpUBaEMbIX rpynn ans nHtepoeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOOB

MpuBA3bIBaeT yKasaHHbIN multicast-npodunb K MHTepdeicy.

Ypoanaer coovBetctBMe multicast-npoduna (Bcex multicast-

npoduneit) nHtepoeicy.

KomaHOwbi pexcuma EXEC

Bce KomaHAapbl AOCTYNHbI TONbKO A4 NPUBUNETMPOBAHHOIO NO/1Ib30BATE/IA.

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#
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Tabnnuya 5.113 — KomaHab! pexkuma EXEC

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmoa4aHuro
show multicast snooping OTO6parkaeT MHGOPMALMIO ANA BCEX NMOPTOB O TEKYLLEM KO-
groups count - yecTBe 3apPerncTpMpoBaHHbIX FPYNM, a TaKKe MaKcMmasbHoe
BO3MOXHOE KO/IMYeCcTBO.
show multicast snooping profile name: (1..32) OTtobpaxkaeT MHPOpMaLMIO O CKOHOUIYPUPOBaHHbIX multicast-
profile [profille_name] CMMBO/I0B npoounax.

5.18.5 @PyHKYua mMHozoaodpecHoii mapwpymu3sayuu IGMP Proxy

®PyHKUMA MHOroagpecHon mapwpyTtmsaumm IGMP  Proxy npepHasHayeHa Ana peanusauuu
YNPOLLEHHOW MapLpyTM3aLnMM MHOFOALPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMon Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxoAswmeca B OAHOM CETU C CEPBEPOM
MHOT0a4pPeCHON PacCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAHYATECA K MHOFOQAPECHbIM FPYNNam.

MapLwpyTmsauma ocylecTBAseTCs MexKay WHTepdelicom BblwecTtoAwen cetn  (uplink) w
nHTepdelicammn HuKectoawmx ceter (downlink). Mpu atom Ha uplink-uHTEepdelice KommyTaTop BeaeT
cebs Kak 0b6blYHbIM Nony4aTenb MHoroagpecHoro TpaduKka (multicast client) u dopmupyeT cobcTBEHHbIE
coobuweHna npotokona IGMP. Ha mnHtepdeiicax downlink kKommyTaTtop BbICTynaeT B KayecTse cepsepa
MHOTrOagpecHOM paccbinkm n obpabaTbiBaeT coobueHna npoTokoaa IGMP OT yCTpOICTB, NOAKNOYEHHbIX K
3TUM MHTepdeicam.

V KoaunuecTBo noagep:kusaemblxX rpynn MHOroagpecHom paccbiiku npotokosom IGMP Proxy
yKa3aHo B Tabnuue 2.9.

V IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.

V OrpaHuyeHusa peanusaumm ¢pyHKumumn IGMP Proxy:
- IGMP Proxy He noaAaepKMBaeTca Ha rpynnax arperauyum LAG;
- MOXKeT 6bITb onpeAenieH To/IbKO OAUH MHTepdeiC BbILLEeCTOALLEN CeTH;
- Npu ucnonb3oBaHuu Bepcun V3 nporokona IGMP Ha uHTepdeiicax K HUMKecToALLEeN ceTh,
o6pabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOW CTPOKM perkMma rn1o6anbHOro KOHGUrypupoBaHua:
console (confiqg) #

Tabanuya 5.114 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
ip multicast-routing PaspelaeT paboTy mapLpyTM3aLmMm MHOToa4pPECcHbIX AaHHbIX HA
igmp-proxy -/Mo ymonuaHuio CKOHOUIypMpOoBaHHbIX MHTepdencax.
no ip multicast-routing dYHKUWMA BbIKNIOYEHa 3anpewaetr paboTy MapwpyTM3aLMM MHOTOAAPECHbIX AaHHbIX
igmp-proxy Ha CKOHPUIYPUPOBAHHBIX MHTepdelicax.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdurypmposaHus VLAN:

console (config-if) #
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Tabnunua 5.115 — KomaHabl pexkuma KoHpurypuposaHua nHtepoeicos Ethernet, VLAN, rpynnbl nopTos.

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

KoHourypupyembiit nHTepdelic anserca MHTEPHENCOM K HUKe-
cToAwen cetn. KomaHaa HasHavaeT ceA3aHHbIM uplink-nHtepdeiic,
Yy4acTBYIOLMI B MapLIpyTU3ALUN.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#

Tabnunua 5.116 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npeaHasHadyeHa N8 NPoCMOTpPa CMMCKOB MHOroagpec-
HbIX rpynn. Bo3amoxkeH BbI6op rpynn no agpecy rpynnbl UAK No
aApecy UCTOYHWKA MHOTOAPECHbIX AAHHbIX.

- ip_multicast_address —IP-appec rpynnbi;

- ip_address — IP-agpec UCTOYHMKA;

- summary — KpaTKoe CoAeprKaHue KaxAoM 3anncm B MHOroa4-
pecHol Tabamue mapwpyTmsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

NHdpopmauma o ctatyce IGMP-proxy npUMeHUTENbHO K UHTEpde-
cam.

[pumepbl 8b61M10AHEHUS KOMAHO

console#show ip igmp-proxy interface

Interface Type

vlanb upstream
vlan30 downstream default

IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

* — the switch is the Querier on the interface

Interface Protection

5.19 MHoroaapecHaa mapuwpytusauuma — npotokon PIM

PIM — npoToKon MHOroagpecHon mapwpyTtmsaumm ana |IP-ceTeld, co3faaHHbI [As pelleHus
npobnem rpynnosoit mapwpytusaumm. PIM 6asmpyeTca Ha TPaAWMLMOHHBIX MAPLUPYTHbIX MPOTOKOAAX
(Hanpumep, Border Gateway Protocol), BMecTo Toro, 4utobbl CO34aBaTb COGCTBEHHYIO CETEBYIO TOMOJIOTUIO.
PIM wucnonb3yet unicast-tabanuy mappytmsaunmn ans nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLLpyTU3aTopamu, 4tobbl ybeantbes, YTo nepesada MHOroaapecHoro TpadumKa BbINOAHAETCA MO NyTH

6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi 6yayT PerucTpMpoBaTbCA MCTOUYHUKM
MHOroagpecHbIX MOTOKOB M CO34aBaTb MapLLPYT OT UCTOUYHUKA S (ceba) ao rpynnsi G: (S,G).
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BSR (bootsrtap router) — mexaHnsm cbopa nHpopmaumm o RP KaHangatax, GopMnMpPoBaHMM CNUCKA
RP ana Kaxgon mMHOroagpecHoW rpynnbl M OTNpaBKa CNMCKa B npeaenax gomeHa. KoHdurypuposaHue
MHOroaApecHoOM MapLIpyTM3aLmMn Ha 6ase IPv4.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnuua 5.117 — KomaHabl rno6anbHOro pesxkmma KoHGUrypuposaHms

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/Mo ymonyaHuio
bYHKUMA BbIKOYEHA

BKAKOUMTL MHOTOQApPECHY0 MapLlpyTM3aunto, npotokon PIM Ha
BCEX MHTepdencax.

OTKNOUYNUTb MHOTOAAPECHYH MapLUPYTU3aLMIO U NPOTOKOA PIM.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/MNo ymonuyaHuio
bYHKLMA BbIKAOYEHA

Bkntountb gna IPvé mHoroagpecHyto maplipytusaumio, npoTo-
kon PIM Ha Bcex nHTepdeicax.

OTKNOUnNTL AnAa IPv6 MHOroagpecHyro mapLlupyTmsauumio n npo-
ToKoA PIM.

ip pim accept-register list

MpumeHeHWe GUNbTPALLMUM PEFUCTPALMOHHBIX coobLeHnit PIM.

acc_list acc_list: (0..32) - acc_list — cnncok mHoroagpecHbix npeduKcoB, 3a4aBaemMblit ¢
cumBOa NOMOLLbIO CTaHAapTHoro ACL.
no ip pim accept-register list OTKAlOYeHMe JaHHOIo napameTpa.
ipv6 pim accept-register list MpumeHeHe GUNBTPALUKN PErMCTPALMOHHBIX coobleHunit PIM
acc_list . na IPv6.
acc_list: (0..32) A . o
- acc_list — cnncok mHoroagpecHbix npeduKcoB, 3a4aBaemMblit ¢
cMmBoNa

no ipv6 pim accept-register list

nomoubto ctaHgaptHoro ACL.

OTK/IloYeHVe AaHHOro NapameTpa.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHguaaTa B BSR (bootstrap router).
- ip_address — BanugHbin IP-agpec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTert.

OTK/IlOYeHMe AaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKa3aTb YCTPOMCTBO Kak KaHauaaTa B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;
- mask — macka noaceTu;

(0..192)/0 - priority_num — npuopuTer.

no ipv6 pim bsr-candidate OTK/IlOYeHWe AaHHOro NapameTpa.
ip pim rp-address CosaaHue ctatuuyeckoit Rendezvous Point (RP), gononHutensHo
unicast_address MOXHO YKa3aTb MHOroaApecHyt noacetb ana AaHHou RP.
[multicast_subnet] - unicast_addr — IP-appec;

_ - multicast_subnet — MHOroagpecHas noaceTb.
no ip pim rp-address YpaneHune ctatudeckon RP unu ypaneHne RP ana ykasaHHow
unicast_address noaceTu.
[multicast_subnet]
ipv6 pim rp-address CospaHue ctatudeckon Rendezvous Point (RP), sononHutensHo
ipv6_unicast_address MOXHO YKa3aTb MHOroagpecHyt noacetb ana AaHHou RP.
[ipv6_multicast_subnet] - ipv6_unicast_ addr — IPv6-agpec;

- - ipv6_multicast_ subnet — mHOroagpecHas noaceTb.
no ipv6 pim rp-address YaaneHue ctatuyeckoit RP uau yaaneHne RP gna ykasaHHoM
ipv6_unicast_address noaceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate . CospaHue KaHanaata gns Rendezvous Point (RP)
unicast_address [group-list accC_Ile\t;(()a.jZ) - unicast_addr — IP-appec;

acc_list] [priority priority]
[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

- acc_list — cnUcok MHoroagpecHbIx nNpeduKcos, 3agaBaembli ¢
NOMOLLbIO CTaHAapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHANAATA;

- secs — nepuog oTnpaBKM COOBLLEHMIA.
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no ip pim rp-candidate
unicast_address

OTKAloYeHWe AaHHOrO NapameTpa.

ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHue KaHgupata ansa Rendezvous Point (RP)

- ipv6_unicast_addr —IPv6-appec;

- acc_list — cnncok mHoroafpecHbix NpeduKcoB, 3a4aBaemblit ¢
nomoubto ctaHgaptHoro ACL;

- priority — nPUOPUTETHOCTb KAaHANAATA;

- secs — nepuog, oTNpPaBKM COOBLLEHUIA.

no ipv6 pim rp-embedded

. : N CERyH[,

no ipv6 pim rp-candidate OTKNOYEeHWE AaHHOTO NapameTpa.
ibv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaZpecHyto noacertb
multicast_subnet | default} - range — yKa3aTb MHOroagpecHyto noaceTs;

- multicast_subnet — mHOroagpecHas noaceTb;

. - default — ykasatb ananasoH s 232.0.0.0/8.

no ip pim ssm [range OTKNOYEeHWEe AaHHOTO NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyto noaceTtb
ipv6_multicast_subnet | - range — yKa3aTb MHOroaZpecHyto NoAaceTb;
default} ) - ipv6_multicast_subnet — mHOroagpecHasa NoAceTb;

- default — ykasatb ananason 8 FF3E::/32.
no ipv6 pim ssm [range OTKNOYEeHWE AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKNOUUTL paclumpeHHbiit pyHKUMoHan rendezvous point (RP).

-/BKAtOYEHO

OTKNIOUNUTB pacluMpeHHbIV yHKUMoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 5.118 — KomaHapl pexxuma KoHPuUrypupoBaHua nHtepoeica Ethernet

no ip (ipv6) pim dr-priority

3HaveHue/ 3HayeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHune PIM Ha nHTtepdelice.

— - -/BKAOYEHO ~
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepdelice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

P -/OTKAOYEHO
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHwue npuopuTeta gaa Bbibopa DR-poyTepa.

L - priority — npuopuTeT DR-poyTepa onpeaenstowmini, KTo w13
priority:

(0..4294967294)/1

KOoMMyTaTopoB cTaHeT DR-poyTepom. KommyTaTtop ¢ Haubonb-
LWKMM 3HaYeHnem cTaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHne No YMOAYAHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga oTnpasku hello-nakeTos.
- sec —nepwog, otnpasku hello-naketos.

Bosspau.l,aeT 3Ha4YeHne No yMmo4aHuUio.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb MHTepBas, B TeYeHNe KOTOPOro KOMMYTaTop OTCbinaer
join nnu prune-coobuieHuns.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLLeHWA.

no ip (ipv6) pim neighbor-filter

— - CeKYHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe Mo YMONYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter Punbtpauma exoaawmx PIM-coobLueHuit.
acc_list acc_list: (0..32) - acc_list — cnncoK agpecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cMMBONa dunbTpaums.

OTKNtOYeHMe AaHHOTo napameTtpa.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:
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console#

Tabnuua 5.119 — Komanabl pexxkuma EXEC
3HayeHue/3Ha4yeHue
no ymoa4YaHuro
show ip (ipv6) pim rp mapping OtobparkaeT akTMBHble RP, cBA3aHHble C MapLIpPyTHOW MHOpP-

[RP_addr] - maumen.
- RP_addr — IP-agpec.

KomaHoa Aeiicmeue

show ip (ipv6) pim neighbor OTo6parkaeT MHPopmauuto o PIM-coceasx.
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group|

vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094).

OTobparkaeT MHbopmaymio no PIM-uHTepdericam:
- state-on — oTob6pakaeT Bce MHTepdeNChI, rae BkatoYeH PIM;
- state-off — oTo6pakaeT Bce MHTepdeiichkl, rae BbikAOYeH PIM.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | state-on | state-off]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

show ip (ipv6) pim group-map i OTobparkaeT Tabanuy NPUBA3KM MHOTOaAPECHbIX Fpynm.
[group_address] - group-address — agpec rpynnsoi.

show ip (ipv6) pim counters - Otobparkaet cogepxumoe PIM-cyeTynKkos.

show ip (ipv6) pim bsr election - OTtobparkaeT MHbopmaumio o BSR.

show ip (ipv6) pim bsr rp-cache - OtobparkaeT MHGOPMALMIO O U3YyYEHHbIX KaHanAaTax B RP.
show ip (ipv6) pim bsr OTobparkaeT cocTosiHMe KaHauaaTos B RP.

candidate-rp

clear ip (ipv6) pim counters - O6Hynaet PIM-cyeTymKku.

[pumep UCNoa15308AHUS KOMAHO

= bBasoBas HacTponka PIM SM c ctatnyeckum RP (1.1.1.1). MNpeasapuTenbHO A0AKeEH BbiTb HAaCTPO-
€H MPOTOKO/1 MapLIpyTM3aLUN.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20 ®yHKYuu ynpasneHus

5.20.1 MexaHuzm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLus,
aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdMKauMA) — conocTaBaeHMe 3anpoca CyLLecTByloLen y4ETHOM 3a-
nucu B cucteme 6e30MacHoCTU.

— Authorization (aBTopu3aumsa, NpoBepKa ypoBHA AOCTyNa) — CONOCTaBAeHMe YY4ETHON 3anu-
cv B cucTeme (Npolweaiweit ayTeHTUdMKauuio) u onpeaenéHHbIX MOJHOMOUYUNNA.

— Accounting (y4éT) — cnekeHue 3a noTpebieHnem pecypcoB NoJib30BaTesIeEM.

Ons wndpoBaHUA faHHbIX UCMONb3YeTcA mMexaHu3m SSH.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHGUrypnpoBaHmsa:

console (config) #
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Tabnunuya 5.120 — KomaHabl pexXrMma rnobasibHoro KOHGUrypmpoBaHUs

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymon4aHuio
OCYLLLECTBNAETCA NPOBEpPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM ANA BXOAA B CUCTEMY.
- default — ucnonb3oBatb ANA ayTEHTUPMKALMM OMUCAHHbIE
HU¥Ke MmeToabl;
- list_name — uma cnucka ayTeEHTUPUKALMOHHbBIX METOA0B, aKTU-
BM3MPYIOLLErocs, Koraa Nosb30BaTeslb BXOAMUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnoib30BaTb NAPONb A8 ayTeHTUdUKaLMK;
- line — ncnonb3oBaThb NApPo/ib TEPMUHANA ANA ayTeHTUGUKaUNK;
- local — ucnonb3oBaTb NOKanbHyO H6asy MMeH nonb3oBaTenen
ONA ayTeHTUdUKaumu;
- none — He NCNO/b30BaTb AYTEHTUDMKALMIO;
- radius — ncnonb3oBaTb cnucok RADIUS cepsepoB A1a ayTeHTU-
dukaumu;
- tacacs — ncnonb3osaTb cnucok TACACS cepsepoB gnA ayTeH-
TUdMKauuu.

V Echn metop ayteHTUdMKauuMM He onpepeneH, To

AOCTYN K KOHCO/IN BCerga ycnewHbli.

Co3gaHue CNUCKA OCYLLLeCTBASIETCA KOMaHA0M:

aaa authentication login list_name method_list.
Ucnonb3oBaHMe CNUCKa:

aaa authentication login list-name

I Bo usberkaHue notepu Aoctyna ciepyeTt BBOAUTb
e HeobXoAMMbI MMHUMYM HaCTPOeK ANsA YKasbl-
Baemoro meTtoga ayTeHTuduKaumm.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

aaa authentication enable
authorization {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymonyaHuio
OCYLLLECTBAAETCA MPOBEPKa
no /IoKanbHoM 6ase
AaHHbIX (aaa
authentication enable
authorization default local

YcTaHaBAnBaeT cnocob ayTeHTUPMKauum npu  NOBbILEHUU
YPOBHA NPUBUIETNIA ONA BXOAA B CUCTEMY.
- default — wcnonb3osatb AnA ayTeHTUMKaAUMKM ONUCAHHbIE
HU¥Ke MeToabl;
- list_name — vma cnucka ayTeHTUPUKALMOHHbBIX METOAO0B, aKTU-
BM3MPYIOLLErocs, Koraa nosb3oBaTtesib BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPONb ANA ayTeHTUUKALNK;
- line — ncnonb3oBaTh NApPo/ib TEPMUHANA ANA ayTeHTUPUKaLNK;
- local — ucnonb3oBaTb NOKaNbHyO Hasy MMeH nonb3oBaTenen
ONs ayTeHTuduKaumm;
- none — He UCMNOb30BaTb ayTeHTUDUKALMIO;
- radius — ncnonb3oBaTtb cnncok RADIUS cepsepoB A ayTeHTU-
duKaumu;
- tacacs — ncnonb3osatb cnucok TACACS cepsepoB A/A ayTeH-
TMdUKaumu.

V Ecan metop ayTeHTUPMKALMM He onpepeneH, To

AOCTYN K KOHCOU BCeraa ycnewHbli.

Co3paHue CNUCKA OCYLLEeCTBAAETCA KOMAHA0M:

aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:

aaa authentication login list-name

l Bo u3bexkaHue notepu goctyna cnepyet BBOAUTb
. HeobXxo4UMbIIi MUHMMYM HACTPOeK ANA YKasbl-
Baemoro meroga ayreHTuduKaumm.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBO/I0B

YcTaHaBAMBaeT Naposib ANA KOHTPO/A U3MEHEHUA NMPUBUIErUN
[0cCTyna nonb3oBaTenen.

- level — ypoBeHb NpuBUAErnii;

- password — naponb;

- encrypted — 3apaTb 3aWwWndPOBaHHbLIA Naposb (Hanpumep, na-
posib B 3alwMdpoBaHHOM BUAE, CKOMMPOBAHHbIA C APYroro ycT-
povicTsa).

YpaanseT naposb A4/18 COOTBETCTBYIOLLEro YPOBHA NPUBKUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CMMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[obasnaeT nonb3oBaTens B I0KaNbHYO 633y AaHHbIX.

- level — ypoBeHb npusuaeruii;

- password — naposb;

- name — UMA NoNb30BaTeNA;

- encrypted_password —3awmndpoBaHHbIM Naponb (Hanpumep,
naponb B 3aWwMdpoBaHHOM BWAE, CKOMUPOBAHHBLIN C APYroro
yCTpOICTBa).

Ypanaet nonb3osartena us NIOKaNnbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yuyeTa 3anpeLieHo

PaspelwaeT BegeHue yyeTa (akkayHTa) ans cec-
CUI ynpaBneHus.
BepgeHue yueta paspelleHO TO/IbKO ANA NOJb3oBaTe-
Nei, BOoWweALWnX B CUCTEMY NO UMEHU U Naponto, ANa
nonb3oBaTteneil, BOWeAWMX NO MNapoil0 TEPMUHANA,
BeAeHMue yyeTa 3anpeLeHo.
BepgeHue yuyeTa aKTUBUPYETCA M NpPEKpaLLaeTca, Koraa
nonb30BaTe/lb BXOAUT U OTK/NIIOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HauYeHuaMm start u stop B coobuieHunax
npoTtokona RADIUS (napameTpbl, cogepiKawimecs B co-
o6weHunax nporokona RADIUS, npusegeHbl B Tabnuue
5.121).

Y
%

3anpewaeT BeaeHve yyeTa (akkayHTa) gna BBeAeHHbix B CLI
KOMaHA.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLieHo

PaspewaeT BegeHue yyeTa (akkayHTa) gaa ceccuin 802.1x.
BepeHue yueta akTUBUPYETCA M NpeKpaLlaeTcs, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IHOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaYeHuAM start u stop B coobLieHunsax
npotokona RADIUS (napameTpbl, coaepKawmeca B €O-
o6weHunax npotokona RADIUS npusegeHbl B Tabnuue
5.121).
B pexume multiple sessions coobuweHus stat/stop
NOCbINAIOTCA ANA KAXAO0ro NoNb30BaTesIfA, B peXume

Y

multiple hosts - ToNbKO Ans  nonb3oBartens,
npoweawero ayteHTuduKauyuio (cm. pasgen no
802.1x).

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip http authentication aaa
login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenser meTof ayTeHTMdMKaumMuM npu goctyne K HTTP-
cepsepy. lpu ycTaHOBKe CMNMCKa METOAOB [AOMNONHUTENbHbIN
meToz, 6yaeT NPUMEHATbCA TOIbKO B TOM Cayyae, Korga no oc-
HOBHOMY METOAY ayTeHTUPUKaLMKM BO3BpaLLEeHa OLWMBKa.

- method_list — meTo ayTeHTUPUKaLMK:

local — no MeHU 13 noKanbHOW H6asbl AaHHbIX;

none — He UCMNo/b3yeTcs;

tacacs — ncnonb3oBaHue cnmMckos Bcex cepeepoB TACACS+;
radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymon4aHuio BegeHne
yyeTa KOMaHg, BbIKIOYEHO

BkntoyaeT BegeHue yyeta BBedeHHbIX B CLI KomaHa no npoto-
Kony Tacacs+.

YcTaHaBAUBaeT 3HaYeHue no YMOYaHUIO.

[na Toro 4To6bI KAMEHT NONYYUN AOCTYN K YCTPOMCTBY, AaXKe eC/iu BCeé MEeTOAbl ayTeHTU-
’ duKaumm BepHynuM owunbKy, Ucnonb3yiiTe 3HaYeHUe NocaepHero mMetoga B KomaHae —
o

none.
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Tabnunuya 5.121 — ATpmbyTbl coobLyeHunit BeaeHma yyeta npotokona RADIUS ana ceccuit ynpaeneHus

Haau4ue Hanau4yue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3osaTens.
IP-agpec KomMMyTaTopa, KOTOPbIN MCMOMb3yeTcA
NAS-IP-Address (4) Ectb Ectb APEC HOMMYyTaTops, P y
ana ceccnin ¢ Radius-cepsepom.
Mpon3BONbHOE 3HAYyeHWe, BK/IOYEHHOEe BO Bce
Class (25) EcTb Ectb P N
cooblLLeHMA yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNOAb3YyeMbl ANA cec-
Called-Station-ID (30) EcTb EcTb “,u,p v P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHUKaNbHbIA nAeHTUPUKATOP y4eTa.
. YKasblBaeT MeToa, N0 KOTOPOMY KAMEHT A0JIKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK A0Aro nosb3oBaTtenb bbia Noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA CeccUm.

Tabnnua 5.122 — AtpunbyTtbl coobuieHnin BeaeHus yyeTa npotokona RADIUS ans ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTUdMKaLma nonb3osBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP . y. P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKOYMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosib30BaTeNb.
MpounsBonbHOE 3HayeHue, BKAOYEHHOE BO BCe
Class (25) EcTb EcTb P .
cooblLLeHMA yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT A0/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MokasblBaeT, KaK AOAro no/sib3oBaTesnb b6bia noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpUYmMHa 3aKpbITUA Ceccuu.
Nas-Port-Type (61) Ectb Ectb lNoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypuposaHUs mepmMuHaad

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHOUTYyPUPOBaHUA TEPMUHANA:

console (config-line) #
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Tabnnua 5.123 — KomaHgb! pexxuma KOHPUrypupoBaHMA TEPMUHAJbHbIX CECCUI

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4yaHuro

login authentication {default | 3afaeT meToZ ayTeHTMdMKaLMM Npu BXoge ANa KoHconu, telnet,
list_name} ssh.
- default — ncnonb3oBaTb CIMCOK «NO YMOAYAHWUIO», CO34AHHbIN

list_name: (1..12) KomaHZol aaa authentication login default

cumsonos - list_name — ncnonb3oBaTb CAMCOK, CO3AaHHbIA KOMaHAON aaa
authentication login /ist_name.
no login authentication YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
enable authentication 3apaeT meTog ayTeHTMOMKALMM NONBb30BATENA NPU NOBbILEHUN
{default | list_name} YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb3oBaTb CIMCOK «NO YMOAYAHUIO», CO34AHHbIN

list_name: (1..12) KoMaHZol aaa authentication login default

CMMBOJI0B . o .
- list_name — ncnonb3oBaTb CMMCOK, CO3AaHHbIM KOMaHLOM aaa
authentication login /ist_name.

no enable authentication YCcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

password password 3afaeT Naposib Ans TepMUHana.

[encrypted] d: (0.159) - encrypted — 3azaTtb 3aWwndpPOBaHHbLIA Naponb (Hanpumep, na-

assword: (0.. .
P po/b B 3aWMdPOBAHHOM BUAE, CKOMMPOBAHHBIN C APYroro ycT-
CMMBO/10B .
poWcTea).
no password YaanaeT naponb 414 TepMmuHana.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 5.124 — KomaHgb! pexkuma Privileged EXEC

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuro
show authentication methods ) Moka3sbiBaeT MHPopmaLmio 06 ayTeHTUOUKALMOHHBIX MeToaax
Ha KommyTaTope.
show users accounts i MoKa3bIBaeT IOKaNbHYO 6a3y AaHHbIX NOAb30BaTENEN U UX NPU-
BU/IETUIA.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBMAETMPOBAHHbIX nonb3oBaTenein.

Tabnunua 5.125 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

show accounting Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHuA
yyeTa (aKkkayHTa).

5.20.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTuduKauum, aBtopmsaumm m ydyeta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX NOJb30BATENEN, KOTOPas COAEPKWUT AAHHbIE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3osBatens. Takum o6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunsaet
OOMONIHUTE/IbHYIO 3aMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNob6asbHOro KOHGUIYpPUpPOoBaHUA:

console (config) #

Tabnunuya 5.126 - KomaHapl pexknuma rnobanbHOro KoOHPUrypmpoBaHms

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBOJIOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[JobaBnaeT ykasaHHbIM cepBep B CNMCOK Mcrnonb3yembix RADIUS
cepBepoB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa AN nepegayn ayTeHTUPUKALLMOHHbIX
LaHHbIX;

- acct_port — Homep nopTa A/1A Nnepefayn AaHHbIX y4eTa;

- timeout — HTepPBaN OXMAAHUA OTBETA OT CepBepa;

- retries — KOAMYeCTBO NONbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MMHYTax, B TEYEHNE KOTOPOro HeJoCTyMHble cep-
Bepa He byayT onpawmsaTtbc RADIUS-KAMeHTOM KOMMYTaTopa;

- secret_key — knoy ana ayteHTMoUKauMn n wmdposBaHUa Bcero
obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ucnonb3osaHua RADIUS-cepsepa (4em Hu-
»Ke 3HaYeHue, TeM NpUopuUTeTHEE CepBep);

- type — TN ucnonb3osaHma RADIUS-cepsepa;

- encrypted — 3a4aTb KAtoY B 3alIMPPOBAHHOM BUE.

B cnyyae oTcyTCTBMA B KOMaHAe MapameTpoB timeout, retries,

no radius-server key

YMONYaHUIO KNHOY —
nycTaAa CTPOKa

all)/all time, secret_key pna paHHoro RADIUS-cepsepa ucnonb3ytoTca
3HAYeHWA HACTPOEHHbIE C MOMOLLbIO KOMAHZ, YKa3aHHbIX HUXKE.
no radius-server host Ypanaer yKasaHHbl cepBep M3 CNUCKa ucnosibdyembix RADIUS-
{ipv4-address | ipv6-address | cepBepos.
hostname}
[encrypted] radius-server key YCTaHaBAMBAET KJIHOY, UCMOJIb3YEMbIM MO YMOYAHUIO, A8 ayTeH-
[key] key: (0..128) TMdMKaumm 1 WwudpoBaHUA Bcero obmeHa gaHHbimu RADIUS me-
cumBonoB/no

AY YCTPOUCTBOM U OKpYKeHnem RADIUS.
- encrypted — 3a4aTb KoY B 3aWIMPPOBAHHOM BUA,.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaEeT MHTepPBaN OXWAAHWA OTBETa OT CepBepa, UCMOJb-
3yemblli MO YMONYAHMIO.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpegenser KO/MMYECTBO MOMbITOK, UCMOJib3yeMoe MO ymonya-
Huto, nouncka RADIUS-cepBepa n3 cnucka cepsepos. pu oTkase
OCYLLEeCTBAAETCA MOUCK CAeAyloLero no NpMopuTeTy cepeepa U3
crucka.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MWH

MNo3Bonaetr ontmmmsnposaTb Bpemsa onpoca RADIUS-cepsepos,
KOrfa HeKoTopble cepBepa HeAoCTYMHbI. YCTaHaBAMBaeT BpemMa B
MWHYTax, UCMNO/Ib3yeMOoe MO YMOYaHWIO, B TeYeHUe KOTOpOoro
HepoCTynHble cepBepa He byayT onpawmnsatbes RADIUS-KnMeHTOM
KomMmyTaTopa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..16)

3agaeT uHTepdenc ycTpoicTsa, IP agpec KoToporo byaeT ucnosb-
30BaThCA MO YMOJIYAHUIO B KayecTBe ajpeca UCTOYHWMKa nepepna-
Baemoro B coobuieHuax npotokona RADIUS.

Ypanaer untepderic yctpoincraa.
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radius-server host
source-interface-ipvé
{gigabitethernet gi_port |

3apaeT uHTepdelic ycTpoiicTea, IPv6-agpec Kotoporo 6yaer uc-
NMonb30BaTbCA MO YMOYaHWUIO B KayecTBe ajpeca UCTOYHWKa ne-

vlan_id: (1..4094); penaBaemoro B coobuieHmax npotokona RADIUS.

tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);
group: (1..16)

Ypansaet uHtepderic ycTpoicraa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanuya 5.127 - KomaHgb! pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show radius-servers [key]

OtobparkaeT napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa

[AOCTYMNHA TO/IbKO A4/ MPUBU/IErMPOBaHHbIX M0Jib30BaTeNeN).

OTobparkaeT cTaTUCTUKY npoTokona Radius, nHdopmaumto o nonb-
30BaTensx, kKoHourypauuio RADIUS cepsepa.

show radius server {statistics |
group | accounting |
configuration | rejected |
secret | user}

[pumepbl UC016308aHUA KOMAHO

= YCTaHOBMWTb FNobanbHble 3HAaYEHUA ANA NAPAMETPOB: UHTEPBA OXKMAAHUA OTBETA OT cepBepa
— 5 cekyHa, Konnyectso nonbIToK noncka RADIUS cepsepa — 5, Bpems, B Te4eHne KOTOpOro Heaoc-
TynHble cepBepa He byayT onpawmnsatbca RADIUS KnMeHTom KommyTatopa — 10 MUHYT, CEKpeTHbI
Kntou — secret. [lo6aButb B cnmucok RADIUS cepBep, pacnosioxKeHHbIn Ha y3ne cetu ¢ IP agpecom
192.168.16.3, nopT cepBepa 4na ayteHTUdUKaumm — 1645, KonmMyecTBO NONbITOK AOCTyNa K cepeepy
-2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2

= [lokasaTb napameTpbl HacTpolikn RADIUS cepsepos

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface
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5.20.3 lIpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPA/IM30BAHHYIO cUCTeMy 6e30MacHOCTM ANA NPOBEPKM
nonb3oBaTeNen, NOAYYAOWMX AOCTYN K YCTPOMCTBY, MPU 3TOM NogaepKmBaa coBmectumoctb ¢ RADIUS u
ApYyrMmum npoueccamu nposepku nognmHHoctu. TACACS+ npefocTaBaneT cieaytowme cayool:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTcs BO BPEMSA BXO4a B CUCTEMY MO
MMeHaM MNoJib3oBaTesIel U onpegeneHHbIM Nob30BaTeNAMN NAPOIAM.
— Authorization (aemopuszayus). ObecneuvnBaetcs BO Bpems Bxoga B cuctemy. [locne

3aBepLueHun

CeaHca

npoBepKu

NoA/IMHHOCTU  3amnycKaeTcs

CeaHC aBTOpPWM3auun C

MCNosb30BaHMEM NMPOBEPEHHOrNo MMeHU MNoJb30BaTeNIA, TaKXXe CcepBepomM NnpoBepArTCA
npmeunernn nonb3oBartena.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnme rnobanbHOro KOHGUrypmupoBaHUS:

console (config) #

Tabnunuya 5.128 - KomaHgb! peXxuma rnobasbHOro KOHGUrypUpoBaHUA

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6aBnaeT yKkasaHHbIN cepBep B CNMUCOK Mcnonbayemblx TACACS
cepBepos.

- ip_address — IP appec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B Ka)XAbli MOMEHT BPEMEHW UMETb He
6onblle OAHOTO coeauHeHua ana obmeHa AaHHbimM ¢ TACACS-
cepBepom;

- port — Homep nopTa ans obmeHa gaHHbiMu ¢ TACACS-cepBepom;

- timeout — HTepBan OXWAaHWA OTBETa OT cepBepa;

- secret_key — Knto4 ana ayTeHTUOUKALMU M WwKdpoBaHUA BCero
obmeHa aaHHbimu TACACS;

- priority — npuopuTeT ucnonb3osaHna TACACS-cepsepa (4em Hu-
K€ 3HaYeHue, TemM NpuopuTeTHEE cepBep);

- encrypted — 3HauyeHue secret_key B 3alunMdppoBaHHOM BUE.

B cnyyae oTcyTCcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3YHOTCA 3HAYEHMUA, HACcTpo-
€HHble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Ypanaer yKasaHHbIi cepBep M3 cnucka ucnonbdyembix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
cMMBONI0B/MNO
YMONHAHUIO KoY —
nycras CTpoKa

YcTaHaBAMBaAET KAKOY, UCMOb3YEMbI N0 YMONYaAHUIO, ANA ayTeH-
TUOUKaLMKN 1 wndposaHua Bcero obmeHa aaHHbIMKM TACACS me-
KAY YCTPOMCTBOM U OKpYykeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3awmdpoBaHHOM BUaE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCTaHaBAMBAET UHTEPBA/ OXMAAHWA OTBETa OT CepBepa, UCMoJb-
3yemblli M0 YMONYAHUIO.

YCTaHOBWTb 3HaY€HMe N0 YMOJIHAHWUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..16)

3afaet uHTepdeiic ycTpoiicTaa, IP agpec KoToporo byaeTt ucnonb-
30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHWKa ana ob-
meHa coobueHnammu ¢ TACACS-cepsepom.

Ypanaer uHtepdeiic yctponcrsa.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxkume EXEC:

console#

Tabnnua 5.129 - KomaHabl perkuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aeiicmeue

OTob6parkaeT HaCTPOMKY M CTaTUCTUKY gns cepBepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;
- hostname — uma cepsepa.

show tacacs [ip_address |

hostname] host_name: (1..158)

CMMBOJ10B

5.20.4 [MpomokKon ynpasneHusa cemoio (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHWME W KOHTPO/Jb Hag, YCTPOWCTBaMK M
NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasastowen uHOOPMALMEN MeKay areHTamu,
PacnoNoXKeHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MEHEeAKEPaMM, HAXOAALWMMMCA Ha CTAHLUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA N 31EeMEHTOB CeTU (rNaBHble
MalUMHbI, LWAO3bl M MapLpPyTU3aTOPbl, TEPMUHANbHbIE CEpBEpPbI), KOTOpPble COBMeCTHO obecneynsatoT
aAMUHNCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPaBAAOWMNMM CTAHLUMAMU N CETEBLIMM areHTamu.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb paboTy npotokona SNMP gna yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOMCTBOM. YCTPOIMCTBO NoaaepKMBaeT npoTokonbl Bepcuiit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypmpoBaHus:

console (confiqg) #

Tabnumua 5.130 — KomaHab! pexkuma rnobanbHOro KoHGurypmposaHusa

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

snmp-server server

no snmp-server server

Mo ymonyanuio
nopaep»Ka npoTokona
SNMP BKntoyeHa

BkAtounTb noaaepky npotokona SNMP.

OTKAtoYaeT noaaepKKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[libv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ibv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

encrypted snmp-server
community community [ro |
rw | su] [ipv4_address |
ipv6_address | ipv6z_address]
[mask mask | prefix
prefix_length]] [view
view_name]

community: (1..20)
CUMBOJI0B;
¢dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XXX XX
¢dopmar ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CUMBOJI0B

YcTaHaB/IMBaeT 3HaYeHWe CTPOKKU coobuiecTsa Ans 0bMeHa AaHHbI-
mu no npotokony SNMP.

- community — cTpoKa coobuiecTsa (Naponab) Ana AocTyna no npoTo-
kony SNMP;

- encrypted — 33aaTb CTPOKY coobuyecTsa B 3aMdppoBaHHOM BUAE;
- ro — fOCTYN TO/IbKO A1 YTeHUs;

- rW — AOCTYN A1A YTeHUA U 3anucu;

- SU — 40CTYN aAMUHUCTPATOPA;

- view_name — onpegensetr uma gaa npasuna obospeHua SNMP,
KOTOPOEe A0/IKHO 6bITb NPeaBapUTENbHO ONpeaeNieHo C NOMOLLLbIO
KOMaHAbl snmp-server view. OnpegenseT o6beKTbl, AOCTYMHble
coobuiecTay;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoiicTBa;
- mask — macka agpeca IPv4, KoTopasa onpegenset, Kakue 6uTbl
afpeca UCTOYHMKA NaKeTa CPaBHUBAIOTCA C 3afaHHbIM IP-aapecom;
- prefix_length — uncno 6uT, KoTOpblE cOCTaBAAT npeduKc IPva-
aapeca;

- group_name — onpegensetr UMA rPynnbl, KOTOPoe AOMKHO bbiTb
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encrypted snmp-server
community-group community
group_name [ipv4_address |
ipv6_address | ipv6z_address]
[mask mask | prefix
prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]

no encrypted snmp-server
community community
[ipv4_address | ipv6_address |
ipv6z_address]

npeaBapuTenbHO OnpeaeneHo C NOMOLLBIO KOMaHAbl snmp-server
group. Onpegenset 06beKTbI, AOCTYMHble CO0bLecTBY.

YpanseT napameTpbl 4na CTPOKM coobLyecTsa.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3pgaeT unn pegakTupyet npasuno obospeHua gna SNMP — pas-
pewatowee npasuno, AMbo  orpaHuuMBalowWEee  cepsBepy-
obo3spesaTento goctyn K OID.

- OID — npeHTMdUKaTop obbekTa MIB, npeacTaBneHHbI B BUAE
nepesa ASN.1 (cTpoka Buga 1.3.6.2.4, MOXKeT BKAOYaTb B ceba 3a-
pe3sepBMpoBaHHbIe C€/0Ba, Hanpumep: system, dod). C nomowbto
CMMBO/IA * MOXHO 0603HaunTL cemeicTBo noaaepesbes: 1.3.%.2);

- include — OID BKntoyeHa B NpaBusio gns 0603peBaHns;

- exclude — OID uckntoyeHa n3 npasuna ana obospesaHus.

Ypanaet npasuio ob6o3peHus ans SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {vl1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Co3gaetr SNMP-rpynny wam  Tabnuuy cootsetcteuii  SNMP-
nosb3osatesnei n npasua o6o3peHunin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogenb 6e3onacHoCcTH;

- noauth, auth, priv — Tun ayteHTUdMKauumn, ncnonb3yemblii NpoTo-
kosiom SNMP v3 (noauth — 6e3 ayteHTUdMKauum, auth — ayteHTH-
duKauma 6e3 wudposaHua, priv — ayTeHTUOUKALMA C LWWMPPOBAHU-
em);

- notify_view — nma npasuia ob03peHns, KOTOPOMY paspeLlleHo
onpepnenatb coobuweHna SNMP-areHTa — inform wu trap;

- read_view — vmsa npasuna ob603peHUs, KOTOPOMY paspelleHo
TONIbKO YTeHue comepkmmoro SNMP-areHTa KOMMyTaTopa;

- write_view — vma npasuna o603peHus, KOTOpPOMYy paspeLlleHo
BBOAWTL AaHHble U KOHOUIypupoBaTtb cogeprkumoe SNMP-areHTa

KOMMyTaTopa.

Ypanaet SNMP-rpynny

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOIOB;
group_name: (1..30)
CMMBOJI0B

Cospgaet SNMPv3-nonb3oBatens.
- user_name — UMA NONb30BaTeNs;
- group_name — UMa rpynneoil.

Ypanaetr SNMPv3-nonb3osaTensa.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CMMBOJ/I0B

Co3pgaeT unun pegaktupyet npasuno SNMP-dunbTpa, KoTopoe no-
3BonseT GpuabTposathb inform u trap-coobuieHuns, nepesasaemble
SNMP-cepsepy.

- filter_name — umsa SNMP-¢unbTpa;

- OID — npeHTMduKaTop obbekTa MIB, npeacTaBieHHbIM B BUAE
nepesa ASN.1 (cTpoka Buga 1.3.6.2.4, moXeT BKAtoYaTb B cebs 3a-
pe3epBMpoBaHHbIe CNOBa, Hanpumep: system, dod. C nomolbto
CMMBO/1A * MOKHO 0603HaunTL cemeicTBO nogaepesbes: 1.3.%.2);

- include — OID BK/toyeHa B NpaBuIo GUNbTPaLUW;

- exclude — OID uckntoyeHa 13 npasuaa GuabTpaumm.

Ypansaet npasuao SNMP-¢unbTpa.
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snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CUMBO/IOB;
community: (1..20)
CUMBO/IOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBO/IOB;
seconds: (1..300)/15;
retries: (0..255)/3

Onpeaenser HaCTPOMKU ANA nepefayu CoobLEHNI yBeAOMAEHNA
inform u trap SNMP-cepsepy.

- community — cTpoka coobuectsa SNMPv1/2c ans nepegayun co-
06LeHnin yBeAOMNEHNUS;

- username — ums nonb3osatens SNMPv3 gns ayteHTUdUKaunu;

- version — onpegenat Tun coobuieHuii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — ykasbiBaeT noa/MHHOCTb NakeTa 6e3 wWudposaHus;

- noauth — He yKasbiBaeT NOA/MHHOCTb NakeTa;

- priv — yKasbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuoj, OXnAaHWUA NOATBEPKAEHUI nepes NOBTOPHOW
nepegadyeit coobuweHnin inform;

- retries — KONNMYECTBO MONbLITOK Nepegaum coobueHui inform, npu
OTCYTCTBUM UX NOATBEPHKAEHUS.

Yaanser HacTpoWku ANs nepefayn COOBLEHUI yBeaOMIEHUs
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3pgaeT naeHTnduKaTop nokanbHoro SNMP ycTpolictea — enginelD.
- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHuK gaHHoOM HacTpoliku engine ID byaeT
aBTOMaTUYeCKM co34aH Ha ocHoBe MAC-aapeca ycTpoicTBa.

Ypanaet nugeHtndurkatop nokanbHoro SNMP ycTpoictsa — engine ID

snmp-server source-interface
{traps | informs}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..16)

3agaeT uHTepdelic ycTpoicTtea, IP agpec KoToporo 6yaer Mcnonb-
30BaTbCA NO YMONYAHMIO B KAaYeCcTBe apeca UCTOYHUKA oA obmeHa
coobuweHnamm c SNMP-cepsepom.

Ypansaet uHtepdeiic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs])

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..16)

To xe ana ipvé.

Ypanaet untepodelic yctpoicTsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet naeHtTUdmKaTop ypaneHHoro SNMP ycTpoiictea — engine
ID.

hostname} engineid_string CUMBOOB; - engineid_string — waeHTudumkatop SNMP-ycTpoiicTsa.
no snmp-server enginelD engineid_string: (5..32) | Yaanaet naentnudukatop yaaneHHoro SNMP ycTpoiictea — engine
remote {ipv4_address | CMMBOIOB ID.
ipv6_address | hostname}
snmp-server enable traps BkntoyaeT noaaepKky SNMP trap-coobuyeHuit.
no snmp-server enable traps /BKniovero OTkntoyaeT nogaepxKy SNMP trap-coobuweHuni.
snmp-server enable traps BkntoyaeT otnpasKy SNMP trap-coobuieHni:
[erps | link-status] - erps npotokona ERPS;
- link-status —cocTosiHMA MHTEepPdENCHbIX IMHKOB.
-/BKAIOYEHO —
no snmp-server enable traps OTkAntoyaeT otnpasky SNMP trap-coobuieHuit:
[erps | link-status] - erps npotokona ERPS;
- link-status —cocTosiHMA MHTEepPdENCHbIX IMHKOB.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLieHnin npu nsmeHeHUn B Tab-
mac-notification change nuue nsyyeHHbix MAC-agpecos.
-/OTKAOYEHO

no snmp-server enable traps
mac-notification change

OTkntoyaeT otnpasky SNMP trap-coobLeHnin npu M3MeHeHUU B
Tabaunue nsyyeHHolx MAC-agpecos.
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snmp-server enable traps
mac-notification flapping

BkntoyaeT otnpasky SNMP trap-cooblieHnii npu OBHapy»KeHUn
dnannmHra MAC-agpecos.

-/BKNOYEHO —
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobuwieHuii npu obHapyKeHum
mac-notification flapping dnannuHra MAC-agpecos.
snmp-server enable traps ospf BkntouaeT oTnpaBky SNMP trap-coobuweHuii npotokona OSPF.
no snmp-server enable traps -/BKNIOYEHO OTkAtoyaeT otnpasky SNMP trap-coobLueHui.
ospf
snmp-server enable traps ipv6 BkatoyaeT otnpasky SNMP trap-coobueHuii npotokona OSPF (ipv6).
ospf
-/BKAOYEHO —
no snmp-server enable traps OTKAtoyaeT otTnpasky SNMP trap coobuieHnin.
ipv6 ospf
snmp-server trap PaspewaeT nepenasaTb cooblieHuWa trap cepBepy, KOTOPbIA He
authentication npowen ayTeHTUdMKaumio.
-/pa3spelueHo

no snmp-server trap
authentication

3anpewaet nepeaasatb coobuieHus trap cepsepy, KOTOPbIA He
npowen ayTeHTUdUKaLmIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

Onpegenset KOHTAKTHYO MHOPMaLMIO YCTPOMICTBA.

YanseT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset UHPOPMALUIO O MECTOMOJIONKEHMM YCTPOMCTBA.

Yaanset HGOPMaLMIO O MECTOMO/IOKEHMM YCTPOICTBA.

snmp-server set variable_name
namel valuel [name2 value2

[.1]

variable_name, name,
value goKHbI
3a4aBaTbCA B
COOTBETCTBUM CO
cneundukraumen

Mo3BONAET YCTAHOBUTb 3HAYEHUA NepeMeHHbIX B 6ase aaHHbIx MIB
KomMyTaTopa.

- variable_name — nma nepemMeHHo;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHME.

KomaHObI pexcuma KoHgpu2ypuposaHusa UuHmepaeltica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHduUrypmposaHus nHtepoelica Ethernet:

console (config-if) #

Tabnunua 5.131 — KomaHabl pexkuma KoHpurypuposaHua nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntouaeT otnpasky SNMP trap-coobLieHnin npu nameHeHumn co-
CTOAHWA HacTpaMBaemoro nopra.

Bbikntoyaet otnpasky SNMP trap-coobuweHnin npu U3MEHeHUU
COCTOAHMA HACTPaMBaAEMOro MopTa.

KomaHObi pexcuma Privileged EXEC

Bug, 3anpoca kKomaHAHOM CTpoKKM pexkuma Privileged EXEC

Tabnuua 5.132 — KomaHabl pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

MokasbliBaeT cTatyc SNMP-coeanHeHUN.

show snmp enginelD

MokasbiBaeT maeHTUPUKaTop nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CYMBONOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-dunbTpbI.
CMMBO/IOB

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

Moka3biBaeT SNMP-nonb3osartenei.
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5.20.5 Mpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) saBnsetca pacwmpeHnem npotokona SNMP, nosBosss
npeaoctTaButb 6onee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKkTepe cobupaemoit MHbopmauun — AaHHble cobupaemble RMON B nepsyto ovepeab

XapaKTepusyoT TpaduK MeXKay Yy3namum ceTu.

NPUNONKEHWNE YNPaBAEHNA CETbIO.

NHopmauua, cobpaHHaa areHTom, nepegaeTca B

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.133 — KomaHapl pexknuma rnobanbHoro KoHPuUrypmposaHms

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

rmon event index type
[community com_text]
[description desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/I0B;
desc_text: (0..127)
CUMBO/IOB;
name: CTpoka

HacTpanBaeT cobbiTUA, MUCnosb3yemble B CUCTEME YAANEHHOTO
MOHWUTOPUHrA.

- index — nHpEKC cobbITUA;

- type — TMN yBeAOMNEHWA, TEHEPUPYEMOTO YCTPOMUCTBOM MO 3TO-
My cObbITUIO:

none — He reHepUpPoOBaTb yBeAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTtb 3anucb B Tabauue u otcbinate SNMP
trap;

- com_text - cTpoka coobuwectea SNMP ans nepecbinku trap;

- desc_text — onucaHune cobbiTuA;

- name — umsa cosgaTens cobbiTua.

Ypanaet C06bITVIe, ncnonbsyemoe B cucteme yaaneHHoro MOHUu-
TOPWUHra.
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rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUTHANOB.

- index — NHAEKC aBapUMHOro cobbIThSA;

- mib_object_id — naeHTMdMKATOP NepemeHHOM YacTu o0bbeKkTa
OID;

- interval — nHTepBan, B Te4eHMe KOTOPOro AaHHble oTOMpatoTca u
CPaBHUBAOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULLAMMK;

- rthreshold — BocxogAwan rpaHuLa;

- fthreshold — HucxoaAwWas rpaHULa;

- revent — UHOEKC cOBbITUA, KOTOPOE UCMONb3YeTCa Npu nepece-
YEHUU BOCXOAALLEN rPaHNLLbI;

- fevent — nHaekc cobbiTvA, KOTOPOE UCMOo/b3yeTca Npu nepece-
YEHUWN HUCXOAALLEN TPAHULLbI;

- type — meTog, 0T6Opa YKasaHHbIX MepeMeHHbIX U noacyeTa 3Ha-
YeHUs ANA CPAaBHEHMSA C FTPaHNLLAMU:

MeTtog absolute — abcontoTHoe 3Ha4eHMe BbIGPAHHOWN NepemeH-
HOW ByZeT CpaBHEHO C rPaHMULLEN Ha KOHLLE UCCeAyeMOro UHTep-
Bana;

MeTog delta — 3HaueHune BbIbBpPaHHOM NepemMeHHol Npu nocnea-
Hem oTbope ByaeT BblMTEHO M3 TEKYLWEero 3HayeHua M pasHuua
6yaeT cpaBHEHa C rpaHuuaMy (pasHuUa Mexay 3HauyeHUAMM
nepemMeHHOW B KOHLLE 1 B Hayane KOHTPONbHOIO UHTEPBana);

- startup — MHCTPYKLMA ANA reHepauun cobbiTUii Ha NepBOM KOH-
TpONbHOM MHTepBasne. Onpegenser npaBuaa reHepaLnn aBapuin-
HbIX COBbLITUI A/18 NEepBOro KOHTPOJIBHOTO WHTEpBasa NyTem
CpaBHeEHMA OTOOpPaHHOM NepemMeHHON ¢ oaHoW, nMbo obenmu
IELTZITEINR

- rising — reHepMpoBaTb eANHUYHOE aBapuiiHoe cobbiTve No BOC-
XOAALLEN rpaHuLe, eciv 3HayeHne oTobpaHHOW NepemeHHOM Ha
NepBOM KOHTPOJIbHOM MHTepBase 6oblue 6O paBHO 3TOM rpa-
HUue;

- falling — reHepupoBaTb eguHMYHOE aBapuitHoe cobbiTve no
HUCXOAALLEN TPaHULE, eCIN 3HaYEeHNe OTOBPaHHOW NepemMeHHOM
Ha NepBOM KOHTPO/IbHOM MHTEpBane MeHblue NMb60 paBHO 3TOW
rpaHuLe;

- rising-falling — reHepupoBaTtb eanHNYHOEe aBapuiiHoe cobbiTue
no BOCXOAALLEN M/MAM HUCXOZALEN TpaHULe, ecin 3HayeHue
0TOBPaHHON MepemMeHHOW Ha NMepPBOM KOHTPOJIbBHOM MHTepBane
6oblue MO0 paBHO BOCXOAALLEN rpaHuLLe M/uanM meHblie Anbo
PaBHO HUCXOAALLEN TPAHULLE;

- owWner — UMA co3aaTeNsa aBapuiHoOro cobbitTus.

Yaanser ycioBue BblAaun aBapuUnHbIX COObITUN.

rmon table-size {history
hist_entries | log log_entries}

no rmon table-size {history |
log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT MakCMmanbHbll pasmep RMON-Tabaumu,.
- history — makcumanbHoe KonnM4ecTso CTPOK B Tabauue nctopuu;
- log — maKcMmanbHOE KOIMYECTBO CTPOK B Tabauue 3anucen.
3HaueHue BCTYNUT B CUAY TONIbKO NocCie nepesarpysku
. yCTpoicTBa.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-

mepgetca 2pynnsl IOPMos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHPurypmposaHus nHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnnuya 5.134 — KomaHgb! pexxuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dopmmpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4eHue, accounmpyemoe C KOIM4YeCTBOM AYeek
Ana cbopa UCTOPUM NO rpynne CTaTUCTUKK;

- interval — nepuog onpoca ana GopMnpoBaHUA UCTOPUN.

BbIKk/toYaeT GopMMpoBaHMEe UCTOPUK NO TPYNNam CTaTUCTUKK ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTA.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.135 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

show rmon statistics
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3sbiBaeT cTaTUCTUKY MHTepdeica Ethernet, ambo rpynnel nop-
TOB, UCNONb3YEMYIO AN YAANEHHOFO MOHUTOPUHTA.

OTob6parkaeT MHPOpPMaLMIO MO 3anpawnBaeMbiM rpynnam cTaTu-
CTUKMN.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MokasbiBaeT uctoputo Ethernet cratnctukn RMON.

- index — 3anpoLeHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cHeTYNKN NPOU3BOAUTENBHOCTU (Mpo-
NYCKHOM cnocobHocTy);

- @rrors — NoKa3blBaeT CHETYUKHU OLUVI60K;

- other — nokasbIiBaeT cHeTYMKM 06PLIBOB U KONU3UNA;

- period — NOKa3blBaeT UCTOPMIO 3a 3aMNPOLUEHHbIM Nepuog, Bpeme-
HW.

show rmon alarm-table

MoKa3blBaeT CBOAHYO TabanLy aBapUiiHbIX COObITUIA.

show rmon alarm index

index: (1..65535)

MoKa3biBaeT KOHOUIypPaLMIO HACTPOMKMN aBaPUNHbBIX CODbITUNA.
-index — MHAEKC aBapuitHOro cobbITuA.

show rmon events

MoKa3sblBaeT TabamLy cobbITUiA yaaneHHoro MoHUTopmuHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabamuy 3anmcen yaaneHHoro moHmtopmHra RMON.
- index- nHaeKc cobbITusA.

[pumepbl 8b1M0MHEHUS KOMAHO

= [lokasaTtb cTaTUCcTUKY 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10
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Port te0/10

Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: O
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: O

128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabaunuya 5.136 - OnucaHme pesynbTaTos

Mapamemp OnucaHue

Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COObITUI, KOrAa NakeTbl 6bliM OTOPOLIEHDI.

Octets Konnuectso 6aiT aaHHbIX (BKAtOYas 6aiTbl NIOXMX NAKETOB), MPUHATbLIX U3 CETU (MCKAtO-
yas ¢pelimoBble BUTbI, HO BK/IHOYAA BUTbI KOHTPOJILHON CyMMbl).

Packets KonnyecTBo MPUHATbIX NAaKeTOB (BKAKOYas MJIOXWE, LWMPOKOBELLATE/IbHbIE U MHOroaj-
pecHble NaKeTbl).

Broadcast Ko/iMyecTBo NPUHATLIX LWMPOKOBELLLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).

Multicast KonnyecTBo NpUHATLIX MHOTOAAPECHbIX MAKETOB (TONIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

Konnyectso NpUHATbLIX NakeToB ANMHOW OT 64 Ao 1518 6ailT BKAOUYUTENLHO, UMEIOLLUX
HEBEPHYIO KOHTPOJ/IbHYIO CyMMYy MBO C LenbiMm Yncnom 6anT (OWMBKM NPOBEPKU KOH-
TponbHOM cymmbl — FCS), nMbo ¢ Heuenbim yncnom 6aiT (OWKMBKM BbipaBHUBAHUA —
Alignment).

Collisions

OueHKa KoinyecTsa KoNansuii Ha gaHHom Ethernet cermeHTe.

Undersize Pkts

KonnyecTBo NPUHATLIX NaKeTOB ANMHON MeHblue 64 6aiT (McKkntovas dpelimoBble BUTbI,
HO BK/IOYas BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Ko/iMyecTBO NPUHATLIX NAaKeTOB AAMHOW 6onblwe 1518 6anT (uckntoyas dpeimoBsble 6Gu-
Tbl, HO BK/OYaA BUTbI KOHTPONLHOW CYMMbI), HO B OCTa/lbHOM NPaBUIbHO chopmMUpO-
BaHHbIX.

KonnyecTBo NPUHATBLIX NMaKeToOB A/IMHON MeHble 64 6ainT (uckaouas dperimosble BUTHI,
HO BK/ItOYaA OUTbl KOHTPO/IBHOM CYMMbI), UMEIOLLUX HEBEPHYIO KOHTPO/IbHYID CyMMy

Fragments . "
& mbo ¢ uenbim yncaom 6anT (oWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), nmbo c
HeuenbiM Yucnom 6anT (owmnbku BbipaBHUBaHMUA — Alignment).
Ko/imyecTBo NpUHATLIX NAKeTOB A/MHOM H6onblwe 1518 6aiT (Mckntouan dperimosble bu-
Jabbers Tbl, HO BKAtOYaA BUTbI KOHTPOJIbHOM CYMMbl), MMEIOLWMUX HEBEPHYIO KOHTPONbHYIO CyMMY
NMbo C uenbim Yyncnom 6anT (OWKMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), nnbo ¢
HeueNbiM Ynciom 6aiT (ownbKK BoipaBHMBaHKUA — Alighment).
64 Octet Ko/imyecTBo NpUHATLIX NAaKeTOB (BK/AOYan Naoxue nakeTbl) ganHol 64 6aiTta (Mckatoyas

dpeiimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CyMMbl).

65 to 127 Octets

Ko/iMyecTBO NPUHATLIX MakeToB (BK/AlOYas MAoXue NaKkeTbl) AAMHOW OT 65 Ao 127 6awt
BKNHOUYMTENbHO (MCKNtoUYan dperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPONLHOM CyMMbl).

128 to 255 Octets

Konnuyectso NpuHATLIX NAaKeToB (BKAKOYan Naoxue nakeTtbl) AnnHol ot 128 ao 255 6ait
BK/IIOUNTE/NIbHO (MCKAtoYasa dpeitmoBble BUTbI, HO BKIOUYaa 6UTbl KOHTPO/IbHOM CyMMbl).

256 to 511 Octets

KonnyectBo NpuHATbLIX NAKETOB (BK/KOYAs NIOXMe NaKeTbl) AnnMHoM oT 256 ao 511 6ant
BK/IIOUNTE/IBHO (MCKtoYasa dpeirmoBble BUTbI, HO BKIOYas OUTbl KOHTPOIbHOMN CYMMbl).

512 to 1023 Octets

Konnuyectso NpuHATbIX NAaKeToB (BKAOYas Mioxme nakeTbl) AnnHOM oT 512 ao 1023 6ait
BK/IIOUNTENIbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKAOUYan 6UTbl KOHTPObHOM CyMMbl).

1024 to 1518 Octets

KonnyecTBo NpUHATLIX NAaKeTOB (BK/1to4Yan Naoxme nakeTbl) ganHolt ot 1024 no 1518 6ait
BK/IIOUNTE/IBHO (MCKtoYasa dpeirmoBble BUTbI, HO BKIOYas OUTbl KOHTPOIbHOMN CYMMbl).

* [loKasaTb MHGOPMALMIO MO rpynnam CTaTUCTMKK /1A nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8
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Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnnuya 5.137 - OnucaHue pesyabTaTos
Mapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUDULMPYIOLLMIA 3aMKUCh.
Interface Ethernet-nHtepodeiic, Ha KOTOpom 3anyLLeH onpoc.
Interval NHTepBan B ceKyHAax mexay onpocamu.

Requested Samples

3anp0LueHHoe KO/IM4eCTBO OTCYETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

PaspelweHHoe (OCTaBLLIEECFI) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb COXpaHeHo.

Owner

Bnageneu AaHHOM 3anucu.

- lMoKa3aTb cHeTYmMKn HpOHyCKHOﬁ CHOCO6HOCTM,ﬂﬂﬂprHHbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnuua 5.138 - OnucaHune pesynbTaTos
Mapamemp OnucaHue
Time [aTa 1 Bpema co3gaHuna 3anmcu.
Octets Konnuectso 6aiT AaHHbIX (BKAOYas 6aliTbl NIOXMX MaKeTOB) NPUHATBLIX U3 CETU (MCKAto-
Yas GppeirimoBble 6BUTbI, HO BKAOYAs BUTbI KOHTPOJIbHOW CYMMbl).
Packets KonmuecTBo NpMHATLIX MaKeToB (BK/OYas NAoXMe nakeTbl) B TedeHue nepuoga dopmu-
POBaHUSA 3anucu.
Broadcast KonmuecTBo MPMHATLIX XOPOLIMX MaKeTOB B TeyeHWe nepuoga GOPMUPOBAHMA 3anmcu
HanpaB/EHHbIX HA LUMPOKOBELLATeIbHbIe agpeca.
Multicast KonnuectBo NPUHATLIX XOPOLIMX MAKETOB B TeyeHWe nepuosa GopmuMpoBaHMA 3anucu
HanpaB/EHHbIX HA MHOroaZpecHble agpeca.
OueHKa cpegHen NPONyCKHOW CNOCOBHOCTM GU3NYECKOTO YPOBHSA Ha AaHHOM MHTepdel-
Utilization ce B TeyeHue nepmosa GopmmpoBaHMa 3anucu. MNponyckHas cnocobHOCTb OLLeHUBaeTCs
BE/INYMHOM A0 TbICAYHOM NPOLLEHTA.
KonnuecTBo NpuHATLIX B TeYeHMe nepuosa GoOpMMPOBaHUS 3aNnUCK NaKeToB OJAMHON OT
CRC Align 64 fo 1518 6alT BKAOUNTENBHO, UMEIOLLMX HEBEPHYIO KOHTPObHYIO CyMmMy IM6O C Le-
JIbIM ynMcnom 6anT (OWMBKM NPOBEPKM KOHTPOJSIbHOW cymmbl — FCS), anbo ¢ Heuenbim
yncnom 6aiT (oWwmn6bKM BbipaBHMBaHMA — Alignment).
Collisions OueHKa Ko/iMyecTBa Koam3ui Ha faHHom Ethernet cermeHTe B TeueHue nepuoga ¢op-

MUPOBaHNA 3aNUCK.

Undersize Pkts

KonnyectBo NpUHATbIX B TeyeHUe nepuoga GOPMMPOBAHMA 3anNUCKM MAKeTOB AJMHOM
MeHblue 64 6aiT (UcKNtoYas dpermoBble BUTbI, HO BK/OYAst BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHDIX.
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Oversize Pkts

KonnyectBo NpUHATLIX B TedyeHue nepuoga GOpMMPOBaHMA 3anucK MaKeToB AJAMHOM
6onble 1518 6anT (McKtouasa dpeirmoBble BUTBI, HO BKIOYAA BUTbI KOHTPOJIbHOW CyM-
Mbl), HO B OCTa/IbHOM NpPaBUAbHO CHOPMMPOBAHHDIX.

Fragments

Ko/iMyectBo MpUHATLIX B TedeHue nepuosa GpopmMpoBaHMA 3anucu MaKeToB AUMHOM
MeHbLe 64 6aiT (McKkatoYasn dpelimoBble BUTbI, HO BK/tOYAsA BUTbI KOHTPOJIbHOW CYMMbI),
MMeIOLWMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LenbiM Ynciom 6ant (owmbku npo-
BEPKM KOHTPO/IbHOM cymmbl — FCS), 1nbo ¢ HeuenbiMm Ynciom 6anT (ownbKM BbipaBHUBA-
Hus — Alignment).

Jabbers

Konnyectso npuHATLIX B TeyeHue nepuoga GOpmMMPOBAHMA 3anUCK MAKeTOB AAUHOM
6onblue 1518 6alT (Uckntoyasa pelimoBble BUTbI, HO BKIOYAsA BUTbI KOHTPOJILHOM CyM-
Mbl), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY /IMBO C LeabiM Ynuciom 6aiT (owmnbku
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim yncnom 6anT (owmbKM Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTBo 3aeTEKTMPOBAHHbIX COBbLITUI, KOrga nakeTbl 6bian OTOPOLLIEHbI B TeYEHUE
nepuoaa GopmMmMpoBaHna 3anucu.

. n0Ka3aTbCBOAHYK)Ta6ﬂMMVCMFHaHOBTpEBOFM:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunuya 5.139 - OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKANbHO NAEHTUOUUMPYIOLWLNI 3annCb
(0]]D] OID KOHTpONMpPYyEMOI NepeMeHHOWM
Owner Monb3oBatenb, CO34aBLUMIA 3aMUCh.

MoKasaTb KOHOUTYPaLMIO aBapPUMHBIX COBLITMI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunuya 5.140 - OnucaHne pesynbTaTos

Mapamemp

OnucaHue

(0]]D]

OID KOHTpOANpYeEMOI NnepeMeHHON.

Last Sample Value

3HaueHue nepemeHHoOW Ha nocaegHem KOHTPOAbHOM MHTepsane. Ecanm metog otbopa
nepemeHHbix absolute — 1o 370 abcontoTHOE 3HaYeHWe nepemeHHon, ecnm delta — To
pasHULA MeXay 3HaYEeHUAMM NepeMeHHOM B KOHLE M B Hayae KOHTPO/IbHOrO MHTepBa-
na.
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MHTepBan B CeKyHAax, B TeyeHMe KOTOPOro AaHHble OT6VIpaPOTCF| MU CpaBHUBAOTCA C

Interval . .
BEPXHEN M HUXKHEN FPaHNLAMMU.
MeTog, oT6opa yKasaHHbIX NepeMeHHbIX M NoAcYeTa 3HAYEeHUA A/1A CPAaBHEHUA C rpaHu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIGpPaHHOW NepemeHHoN byaeT cpas-
HEHO C rpaHWLEN Ha KOoHUe uccnegyemoro uHtepsana. Metog delta — 3HayeHue BbI-
sample Type paHuL m ay p a

6paHHOW NepemMeHHOM Npu nocnegHem otbope 6yAeT BbIYTEHO U3 TEKYLLLETO 3HAYEHUSA, U
pasHuua 6yaeT cpaBHEHa C rpaHUMLAMM (pasHULA MeXAay 3HaYeHUAMU NepemeHHON B
KOHLLE M B HayaNe KOHTPO/IbHOTO MHTEPBANa).

Startup Alarm

MHCTpyKuma ana reHepaumm cobbiTMil HA NepPBOM KOHTPOJIbHOM MHTepBane. Onpeaenset
npasuna reHepaLnmn aBapuinHbIx cobbITUIA ANA NEPBOro KOHTPOJIbHOrO UHTEPBaaa NyTem
CpaBHEHWA OTOOPAHHOW NepemMeHHOoM C O4HOW, 60 06enmm rpaHULLAaMK.

rising — reHepvMpoBaTb eANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEN rpaHuLe, ecau
3HayeHWe OTOOPaHHON MepeMeHHOM Ha NEepPBOM KOHTPOJILHOM WHTepBase 6onbliem
nMbo paBHOM 3TOW rpaHuLe.

falling — reHepupoBaTb eanHMYHOE aBapUiMHOe cobbiTME MO HUCXOZALLEN FPaHULLE, ecnun
3Ha4YeHWe oTobpaHHON NepemMeHHOM Ha NEPBOM KOHTPOJIbHOM MHTEpPBaJie MeHblue Mbo
PaBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eaunHu4YHOEe aBapuitHoe cobbiTve Mo BOCXoAAlEen u/uam
HUCXOAALWLEN FPAHULLE, €C/IM 3HAYeHMEe OTOBPaHHON NepeMeHHON Ha NepPBOM KOHTPO/Ib-
HOM WMHTepBase 6oablue NMMOO PAaBHO BOCXOAALLEN rpaHULLE, U/Man meHble 160 PaBHO
HUCXOAALLEN TPaHULLE.

Rising Threshold

3HayeHMe BoCxXoaAaLen rpaHnupl. Korga 3HaueHne oTobpaHHOM NepemMeHHOM Ha npeapl-
AYWEM KOHTPOJ/IbHOM MHTepBane 6bi10 MeHblue AAaHHOW rPaHuLbl, @ Ha TEeKYLEeM KOH-
TPO/NIbHOM MHTEpBasie 6onblieM 6O PaBHOM 3HAYEHMIO TPaAHWUUbI, TOrAa eAvHUYHOE
cobbiTe reHepupyeTcs.

Falling Threshold

3HayeHMe HUCxogAWen rpaHmubl. Korga 3HayeHe oTobpaHHOM NepemeHHoM Ha npeabl-
OYLWEM KOHTPOJIbHOM MHTepBane 6bio 60/blue AaHHOM rpaHMubl, @ HA TEKYLLEM KOH-
TPONBHOM MHTEpBase MeHblle MO0 PaBHO 3HAYEHMUIO TPaHMULbI, TOr4a eAMHUYHOoE COo-
6bITMe reHepupyeTcs.

Rising Event MHAeKC cobbITUA MCNO/b3YIOLLEroCcsa, KOraa BOCX0AALIAsA rpaHnLa nepeceyeHa.
Falling Event MHAeKc cobbITUA MCMNOJIb3YHOLWErocA, KOraa HUCXOAALLAA rpaHnLa nepeceyeHa.
Owner Monb3oBaTtenb, CO3A4aBLINIA 3aMNUCh.

= [lokasaTtb Tabsamuy cobblTnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnunua 5.141 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKanbHO naeHTUGUUMPYIOLWNI cobbiThe.
Description KommeHTapwuit, onucbliBatowmin cobbitue.
Tun yBeOMNEHWA, TEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUpPoBaTb YBEAOMNEHMUS,
Type log — reHepupoBaTb 3anunck B Tabanue,
trap — otcoinate SNMP trap,
log-trap — reHepmpoBaTb 3anuck B Tabamue u otcoblnate SNMP trap.
Community CTtpoka coobuwectsa SNMP ana nepecbiniku trap.
Owner MNMonb3oBatenb, CO34aBLINI COObITHE.
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Last time sent

Bpems M aaTta reHepupoBaHua nocaegHero cobbitna. Ecan He BbiN0 creHepupoBaHoO Co-
6bITUIA, TO 3TO 3HaYeHMe byAeT paBHO HyAHO.

MokasaTb Tabmuy 3anuceit yaaneHHoro MoHuTopmHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabaunuya 5.142 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWNIA 3aNNCh.
Description KommeHTapuit, onucbiBaowmn cobbiTue.
Time Bpema cosgaHuA 3anucu.

5.20.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHMe KOMMYTATOPOB MO3BOAAET pa3pelunTb ANMO6O0 OorpaHMuYMTb [OCTYN K
YyNpaB/IEHNIO YCTPOMCTBOM Yepes onpeaenieHHble nopTebl uan rpynnel VLAN. [as aTon uenn cospatorca
cnuncku goctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobasibHOro KOHPUrypmpoBaHus:

console (confiqg) #

Tabnuua 5.143 — KomaHapl pexkuma rnobasibHoro KoHUrypuposaHma

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

management access-list name

no management access-list

name

name: (1..32) cumBona

Co3gaeT CNUCOK A0CTyna gas ynpasneHus. Bxoa B pexxum KoHouU-
rypvpoBaHMA CNMUCKA [OCTYyNa ANA YyNpaBaeHuUs.

Yaansert cnncok AocTyna Ans ynpasneHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management access-class

OrpaHuyMBaeT ynpaBiaeHWe YCTPOMCTBOM MO oOnpeaeseHHOMY
cnucky goctyna (access list). AKTMBMPYET yKa3aHHbIM CNUCOK fOC-
Tyna.

- console-only — ynpaeneHve ycTpoMCTBOM AOCTYMHO TO/MbKO C
KOHCO/N.

OTMeHSET OrpaHNYeHne Ha ynpaBeHVe YCTPOWCTBOM Mo onpeje-
NIeHHOMY CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypuposaHUsa cnucka docmyna 044 ynpasaeHusa

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KOHOUTypMpoBaHMA CNMCKa A4OCTyNa ANA ynpaBieHns:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabnnua 5.144 — KomaHgb! pexxuma KoOHPUrypnupoBaHMaA CNMcKa JOCTyNa ANs ynpaBaeHus

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vian_id] [service service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id(1..4094)
service: (telnet, snmp,
http, https, ssh)

3apaeT paspellalollee yci0BME ANA YNPaBAAIOLWEro CnMcKa
goctyna.
- service — TN gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vlan_id] [service service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vlan_id] [service service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaeT 3anpewatollee ycnoBue AAA yNpaBAAOWEro Cnvcka
poctyna.
- service — Tun gocTyna.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.145 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT cnMcku goctyna (access list) ana ynpasaeHus.

show management
access-class

MokasbiBaeT MHOpMaLMO 06 aKTUBHbBIX CMMCKax [AocCTyna
(access list) ans ynpasnexums.

5.20.7 Hacmpoiika docmyna

5.20.7.1

Telnet, SSH, HTTP u FTP

[aHHble KOMaHAbl npegHa3HayeHbl 418 HACTPOMKM CepBepoB [AOCTyna AAA  ynpasiaeHua
KommyTatopom. [lopgnep)kka cepsepoB TELNET wn SSH KommyTaTopom noO3BOAAET yAaNeHHO
NOAKNOYATLCA K HEMY A1 MOHUTOPUHIA U KOHOUTYPUPOBaHUSA.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOro KoOHGUIrypnpoBaHmsa:
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console (config) #

Tabaunuya 5.146 — KomaHabl pexkmma rnobasbHOro KOHGUrypmpoBaHUsA

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyaHutio Telnet
cepsep BK/OYEH

PaspewaeT yganeHHoe KoHOUrypupoBaHWe YyCTPOICTBA uepes
Telnet.

3anpewaeT yganeHHoe KOHGUrypMpoBaHMe YCTPOMCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonuaHuto SSH cepsep
OTK/IOYEH

Paspewaet yaaneHHoe KoHOUrypupoBaHWe yCTPOICTBA 4epes
SSH.
[o Tex nop, NOKa KN4 AnA WNPPOBaAHUA He CreHepu-
poBaH, SSH-cepBep 6yaeT HaxoauTbca B pesepse. Mo-
cne reHepauuu Kawda (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa) cepsep
nepeiiger B pabouee cocroaHue.

3anpelwaeT yaaneHHoe KOHGUIypupoBaHWe yCTPOiCTBa uyepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopt, ucnonbsyemoli SSH-cepsepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip ssh-client source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

3apaeT HTepoeic ana SSH-ceccui.

Ypansaet untepoelic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

3apaet uHTepdeic ana IPvé SSH-ceccui.

Ypansaer untepoelic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio
ncnosib3oBaHne
ny6au4HOro Katova
3anpeLleHo

Pa3speluaeT ucnonb3oBaHMe My6AMYHOrO Kaoua A1A BXOAALLMX
SSH-ceccuit.

3anpewaeT MCNoNb30BaHWE My6ANYHOrO KAtoYa A4 BXOOALLMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO OTK/IKOYEHO

BkAtoueHue pexnma ayTeHTUdMKaumm no naponto

OTKAKOYEHWE pekrnma ayTeHTUdUKaLMM Mo Naponto

crypto key pubkey-chain ssh

Mo ymonyaHuio ka4 He
co3faH

Bxog, B pexxum KoHbUrypaumm nybamyHoro Kawova.

crypto key generate dsa

FeHepupyeT napy Katouer DSA — yacTHbI M Ny6AWUYHBIA gnA
SSH-cepsuca.
V Ecan xota 6bl O4UH M3 Napbl KAlOUYel yxe co3gaH, To

crypto key generate rsa

cUcTeMa NpeanoXKUT Nnepesanmncatb Kaiou.

leHepupyeT napy Kntoyel RSA — yacTHbIN 1 ny6anyHbIN ana SSH-
cepsuca.

V Ecnn xota 6bl 0AUH U3 MNapbl Kaloueil y)Ke CO3[aH, TO

crypto key import dsa

encrypted crypto key import
dsa

cucTema npeasioxKuUT nepesanucatb Katou.
MUmnopTtupyet napy Kntoyeit DSA

- encrypted —8 3aWwudpoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import
rsa

UmnopTtupyet napy kntoueit RSA
- encrypted —B 3aWwmndpoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupyeT SSL-cepTndumKar.
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ip http server

no ip http server

Mo ymonyaHuio HTTP-
cepBep BKAOYEH

PaspelwaeT yaaneHHoe KoHoWrypupoBaHue ycTpoicTBa uepes
WEB.

3anpelyaeT yganeHHoe KOHOUrypupoBaHWe yCTpoicTBa yepes
WEB.

ip http port port

no ip http port

1..65535/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ip http secure-server

no ip http secure-server

Mo ymonuyanuto HTTPS-
cepBep BbIK/IOYeH

Bkntouwaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepBep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TarimayTt HTTP-ceccum.

BoccTaHaBnMBaeT 3HaueHMe No YMOIYaHWIO.

ip https certificate {1 | 2}

no ip https certificate

1

OnpepensaeT akTUBHbIA HTTPS-ceptudmKar.

BoccTaHaBnMBaeT 3HavYeHMe No YMOIYaHWUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmkar.

MmnopTtupyet SSL-cepTudMKaT, Ha3HaUYEHHbIW LEHTPOM CepTu-
dukaumm.

BocctaHaBnauBaeT SSL-cepTMduMKaT NO yMONYAHWUIO ANA YKa3aH-
HOro ceptTudmKaTa.

v/

Knioum, creHepupoBaHHble KomaHgamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM N5 Nosib3oBaTtens daiine KoHpuUrypauuu.

KomaHObI pexcuma KoHgu2ypuposaHusa nybau4Ho20 Kaw4d

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUMe KOHPUIyprpoBaHUa ny6anYHOro Katoua:

console# configure
console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 5.147 — KomaHapl pexxmma KOHPUrypmposaHusa nyb6IMYHOTO K/to4a

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

user-key username {rsa | dsa}

username: (1..48)
CYMBOJI0B

no user-key username

Bxog, B peXxnum co3gaHna MHAMBUAYANbHOTO NMy6AMYHOrO Kito-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Kntou.

Yaanaet ny6/iMuHbIN KoY 41a onpeaeseHHOro nosib3osarte-
nA.

Bua 3anpoca KOMaHAHOM CTPOKM B PEXUME CO34aHNA MHAUBUAYANbHOMO NYBANYHOrO Ktoya:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnnua 5.148 — KomaHgbl pexxuma co3gaHns MHANMBMAYANbHOTO Ny6AMYHOro Ktoya

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key-string

Cospaet I'Iy6/WI‘-leIi/lI KAKY AnAa onpegeneHHoro nosb3osate-
na.

key-string row key_string

Co3pgaet ny6/MYHbIN KAOY ANA onpeaeNeHHoro nosb3osate-

nA. BBoA, KNKOYa OCYLLECTBAAETCA NOCTPOYHO.

- key_string —y4acTb Kntova.
[na Toro 4To6bl CUCTEMA NOHANA, YTO K/IOY BBEeAEH
NONHOCTbIO, HE06X0AUMO BBecTM KoMaHAy key-string
row 6e3 cumBonoB.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES23xx

147




DHELTEX

KomaHOowbi pexcuma EXEC

KomaHabl 4aHHOro pa3gena goCTtynHbl TOIBKO ANA NPUBUNETMPOBAHHbBIX nosibsoBaTenemn.

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 5.149 — KomaHabl pexxkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip ssh

MokasbiBaeT KoHduUrypauuto SSH-cepBepa, a TaKkKe aKTUBHble

Bxoaalwme SSH-ceccum.

ssh [username username]

hex}]

show crypto key pubkey-chain

[fingerprint {bubble-babble |

username: (1..48)
CUMBOJIOB.
Mo ymon4yaHuo
OTMNevyaToK K/toya B
WwecTHaaAuaTepPUYHOM
dopmare.

MoKasbiBaeT nNybanyHble SSH-KAOUM, COXpaHEHHble Ha KOMMY-

TaTope.
- username — UMA YAaNEHHOTO K/NEHTa;

- bubble-babble — otneuatok Kntoua B Koge Bubble Babble;
- hex — oTneyaTok K/toya B WeCTHaALATEPUYHOM KOZeE.

[rsa | dsa]

show crypto key mypubkey

MokasbiBaeT ny6anyHble Katoum SSH-kommyTaTopa.

show crypto certificate [1 | 2]

OTobparkaeT SSL-cepTudmKkaTbl ana HTTPS-cesepa.

lpumepbl 8b1M0AHEHUS KOMAHO

BKkntountb cepBep SSH Ha KommyTaTope. PaspewnTb UCNoNb30oBaHME Ny6AnYHbIX Katoueld. Co3aath
RSA-Kkntoy ana nonb3osatens eltex:

console# configure

console (config) # ip ssh server
console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPW1Al4kpgIwI9GBRoONZQZxJHKCcgKL6rM1Q+ZNXf
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREfpSwoQUVV35LgdJk67I0U/zfwOl1gkTwml75Q
RI9gHUJ S6KWGN2QWXgh3ub8gDjTSqmuSn/WAd051iDX2TIExQWu081icglk02LYciz+Z4TrEU/9FJIx
wPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D171+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwe fWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1IgWmNzNR4ADYDvSzg01lDnwCACS

Qh
Fingerprint:

5.20.7.2

ad4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9

KomaHObI KoHGhu2ypuposaHUs mepmuHana

KomaHabl KOHOUrypupoBaHMA TepMUHaNa CAyKaT AJ18 HacTPOMKM MapamMeTpoB J/IOKa/NbHON U

yp,aHEHHOVI KOHCON.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnnuya 5.150 — KomaHgb! pexkuma rnobasbHOro KoHGUrypmpoBaHus
KomaHda 3HayeHue/3HayeHue Aelicmeue
1o ymon4aHuio

line {console | telnet | ssh} Bxog, B peMM COOTBETCTBYIOLLEro TEPMWMHaNa (nokasbHas
- KOHCO/b, YAaNneHHas KoHconb — Telnet uau yganeHHas 3awm-
LLleHHasA KoHCoNb — SSH).

KomaHObI pexuma KOHguU2ypupo8aHus mepmuHana

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXMMe KOHPUTypnpoBaHMa TEpMUHANa

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnnuya 5.151 — KomaHab! pexuma KOHPUrypupoBaHMa TepMmUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuro
speed bps bps: (2400, 9600 YcTaHaBAMBAET CKOPOCTb AOCTYNa MO /IOKa/IbHOM KOHCONM (KO-
s:
p ! ’ MaHAa AOCTYMHA TOMbKO B PeXMme KOHPUrypupoBaHUA fo-
19200, 38400, 57600, M
Ka/ZIbHOM KOHCO/M).
115200)/115200 604
no speed YcTaHaBAMBAET 3HaYEHME N0 YMOAYAHMIO.
autobaud BK/AlOYaeT aBTOMaTU4ecKoe onpedeneHue CKOpocTM AocCTyna
Mo NIOKaNbHOM KOHCOMM (KOMaHAa AOCTyNHa TONbKO B pesKMme
-/BKNOYEHO KOHOUIYpUpPOBaHUA NOKaNIbHOM KOHCO/M).
no autobaud BblKntoYaeT aBTOMaTMYECKOe onpesesieHne CKOpoCTM 4oCTyna
MO /IOKa/IbHOM KOHCON
exec-timeout minutes X 3agaeT MHTepBan, B TeYEHME KOTOPOro CUCTEMA OXKUAAET BBO-
minutes: (0..65535)/10
[seconds] Oa nonb3osatens. Ecav B TeyeHMe QaHHOTO MHTEpBana Mojb-
MWH;
¢ 30BaTe/lb HUYEro He BBOAMT, TO KOHCO/b OTK/IlOYaeTcs.
- seconds: (0..59)/0 cek
no exec-timeout YcTaHaBAMBaET 3HaYEHME MO YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 5.152 — KomaHgb! pexkmuma EXEC
3HayeHue/3HayeHue
110 yMOAYAHUIO

show line [console | telnet | MoKa3blBaeT NapameTpbl TepMUHANA.
ssh]

KomaHoa Aelicmeue

5.21 XypHan aBapui, npotokon SYSLOG

CuctemHsble KyYpHasibl NO3BONAKOT BECTU UCTOPUIO CO6bITMﬁ, nponsowenlwnx Ha yCTpOI?ICTBE, a
TaKXe KOHTPO/IMpoBaTb npousoweguiune cobbiTnA B peanbHOM BpeMEHMN. B KYPHan 3aHOCATCA cobbITuA
cemn TUNOB: Hpe3BbIHaVIHbIe, CUrHanbl TpeBorn, KpuUTnyeckme wmU He KpPpUTUYeCcKkune OLUM6KVI,
npeaynpexaeHuma, ysegomneHums, VIHCI)OpMaLI,MOHHbIe 1N OTN1Iag04HblE.

KomaHObI pexcuma 2n06aab6Hol KoOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHo KoHdUrypaumm:

console (config) #
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Tabnunuya 5.153 - KomaHab! pexuma rnobanbHon KoHdUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

logging on

no logging on

BKAtOYaeT perncTpaumio oTAafouYHbIX COOBLLIEHMIA U COOBLLEHMI
06 oLwmnbKax.

BbIK/IlOYaET perncTpaumio oT1ag0uHbIX CO0BLWEHUI U COOBLLEHMI

-/peructpaums 06 owunbKax.
BK/lOYEHa V ]
MNpu BbIKNOYEHHOW perucTpauMm OT/Naf0uHble cooblye-
HUA U coobuweHna o6 owmnbkax 6yayT nepepaBaTbCA Ha KOH-
conb.
logging host {ip_address | BK/oYaeT nepepayvy aBapuiiHbIX M OTNALOYHbIX COOBLLEHUI Ha
host} [port port] [severity level] yaaneHHbit SYSLOG cepsep.
[facility facility] [description - ip_address— IPv4 unn IPv6-agpec SYSLOG-cepBepa;
text] host: (1..158) - host — ceTeBoe nmsa SYSLOG-cepBsepa;
CMMBO/I0B;

no logging host {ip_address |
host}

port: (1..65535)/514;
level: (cm. Tabn. 5.154);
facility:
(local0..7)/local7;
text: (1..64) cumsonos

- port — Homep nopTa ANA nepegayy coobLWEHUI NO NPOTOKONY
SYSLOG;

-level — ypoBeHb BaXXHOCTW COODOLLIEHMI, MNepenaBaemblXx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEeHUAX;

- text — onncaHue SYSLOG-cepsepa.

YpansaeT BblbpaHHbIA cepBep M3 CNMCKa Mcnoab3yembix SYSLOG-
cepsepos.

logging console [/evel]

no logging console

level: (Tabanua
5.154)/informational

BkAtovyaeT nepepadvy aBapuidHbIX MW OTAAA0YHbIX COOBLLEHUI
BbI6PAHHOMO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIk/toYaeT nepenayvy aBapuiHbIX UAM OTAL0YHbIX COOOLLEHMM
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level:
(Tabnnua
5.154)/informational

BKkntoyaeT nepefavy aBapUMHbLIX MAM OTNIAA0YHbIX COOBOLLEHMM
BbIOPAHHOIO YPOBHA BaXHOCTM BO BHYTpeHHMI Bydep.

BblKkntoyaeT nepesayy aBapuUHbIX UKW OTAAL0UHbIX COOBLLEHWUIA
BO BHYTPeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAET KOAMYEeCTBO COOBLLEHNI, 3aNOMUHAEMbIX BO BHYTPEH-
Hem 6ydepe. HoBoe 3HauyeHune pasmepa bydepa npumeHUTCA
nocne nepesarpysKku ycTpoicTsaa.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

logging file [level]

level: (Tabanua 5.154)

Bk/toyaeT nepepadvy aBapuiAHbIX MW OTNAA0YHbLIX COOBLLEHUI
BbIOPAHHOIO YPOBHSA Ba*KHOCTM B dalin KypHana.

no logging file Jerrors BbIKk/tOYaeT nepenayy aBapuMHbIX UM OTNIAA04HbIX COOOLLEHNI B
dain xypHana.
aaa logging login 3aHOCUTb B KYpHaNbl cObbITUA ayTeHTUMKALMK, aBTOpU3aLMKN U
yyeta (AAA).
- - -/BKAtOYEHO
no aaa logging login He 3aHOCUTb B KypHanbl CObbLITUA ayTEHTUDMUKALMM, aBTOPU3aLUN
nydeta (AAA).
logging cli-commands BkntouaeT norvposaHue BeefeHHbIX B CLI KomaHg,.
-/OTK/IIOYEHO

no logging cli-commands

OTKAtoYaeT normposaHue BeegeHHbIX B CLI KomaHa,.

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymon4yaHuio
perncTpauma BkaYeHa

BkntoyaeT permctpaumto cobbitmii $pansioBomn cucTembl.

-copy — perncrpauma coobLLeHNit, CBA3AHHbIX C OnepaLuamMmu Ko-
nuposaHua dainos;

-delete-rename — pervcTpaums coobuweHnin, CBA3aHHbIX C yaane-
Huem $aioB U NepenMmeHOBaHNEM OnepaLymii.

BbIK/IlOYaeT perncrpaumio cobbitnii GpainosBol cuctemol.

logging aggregation on

no logging aggregation on

-/OTKNIOYEHO

BK/tOYaeT KOHTPOAb arperaumn syslog-coobLueHui.

OTKAtoYaeT arperaumto syslog-coobLuieHuni.

logging aggregation aging-time
sec

no logging aggregation
aging-time

sec: (15..3600)/300
CeKyHA

YcTaHaBAMBaeT BPeMs XPaHEHMA  CrpynnuMpoBaHHbIX
cooblLeHui.

syslog-

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

Kaxkpoe cooblleHMe MMeeT CBOW YypoBeHb Ba)KHOCTW, B Tabauue 5.154 npuseaeHbl TUMbI
coobLeHnit B nopsake ybbiBaHMA UX BaXKHOCTU.
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Tabnuua 5.154 — Tunbl BasKHOCTN COOBLLEHUI

Tun eaxcHocmu coobweHuli OnucaHue
. . B cucTeme npousowna Kputudeckas owmnbKa, cuctema MoKeT paboTaTtb
YpesBblyaliHble (emergencies)
HenpaBW/bHO.
CurHanbl Tpesorw (alerts) Heobxoanmo HemeaneHHOe BMeLIATeNbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npousoluna KpuTuyeckas owmnbKa.
OwmnbouHble (errors) B cucteme npousoLwsia owmnbka.
MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuinHoe cooblueHme.
YBegomnenus (notifications) YBegoM/IeHne CMCTeMbI, HeEaBapuiiHoe coobLieHue.
NHdopmaLmoHHble (informational) NHbopMaLMOoHHbIE COOBLLEHNA CUCTEMDI.
. OTnagouHble coobLLEeHMs, NPeaoCTaBAAIOT NOAb30BATENO MHPOPMALMIO
OtnagouHble (debugging) A . » . PEA bopmau
ON1A KOPPEKTHOW HACTPOMKM CUCTEMDI.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnuua 5.155 — KomaHaa pexuma Privileged EXEC gns npocmoTpa daiinia KypHana

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro

clear logging - Ypanset Bce coobLieHns ns BHyTpeHHero bydepa.

clear logging file - Ypanset Bce coobuieHns ns daina xypHana.

show logging file OTObparkaeT COCTOAHWE XKYpPHana, aBapuUiHble U OTNaLOuYHblE
i coobuieHunn, 3anncaHHble B Gainie KypHana.

show logging OtobparkaeT cOCTOAHME XKypHana, aBapuiiHble U OT/NaA0uYHble
i coobuieHunn, 3anncaHHble BO BHYTpeHHem Bydepe.

show syslog-servers - OTobparkaeT HaCTPOMKK ANA yaanéHHbIx syslog-cepsepos.

[pumepbl UC016308AHUA KOMAHO

- BKkntounTb perncrpaumio OLINBOYHBIX C006LLI,€HMl71 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

= OunuctuTb Pain KypHana:

console# clear logging file
Clear Logging File [y/nly

5.22 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3EepKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem

NepecbINKU KOMUI BXOAAWMX U/UAN UCXOAALLMX NAKETOB C OAHOMO WM HECKOJIbKUX KOHTPO/MPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOPT.

!

Mpu 3epkanupoBaHun 6onee ogHoro ¢usmnyeckoro UHTepdeiica BO3IMOXKHbI nNotepu TpaduKa.
OTcyTcTBME MNOTEPb rapaHTUPYeTCA TOJIbKO MPU  3€pPKaMpOBaHUM OAHOro (U3UYECKOro
uHTepdeica

K KOHTpo/vpytloLemMy NopTy NPUMEHSAIOTCA c/iedylowme orpaHuyYeHuns:
— TopT He MOXKET BbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OLHOBPEMEHHO;
— [opT He MOXKeT 6bITb YIEHOM rPYMMbl MOPTOB;
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—  IP-uHTepdenc aonKeH OTCYyTCTBOBATL AJ/1A 3TOrO NOPTA;
— NpoTtokon GVRP gonxkeH 6biTb BbIK/AOYEH HA 3TOM MOPTY.

K KOHTpO/IMpyemMbIM NOpTaM NPUMEHSIOTCA Ciedylowme orpaHuyYeHus:
— TopT He MOKeT 6bITb KOHTPONNPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXnume rnobanbHon KoHOUrypaumm:

console (config) #

Tabaunuya 5.156 - KomaHgb! pexkuma rnobanbHon KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

-/monitor-only

3apaeT pexkum paboTbl NnopTa
- monitor-only — ¢ppelimbl, NnocTynatowme Ha NOpT, OTOPACHIBALOTCH;
- network — nosBonseT BeCTM 06MeH JaHHbIMM.

Bo3BpallaeT 3HaueHMe N0 YMOI4YaHMIO.

port monitor remote vlan
vlan_id [cos priority] [tx | rx]

no port monitor remote vian
vlan_id

vlan_id: (1..4094);
priority: (0..7)/0

HasHauyeHue VLAN ana yaaneHHoro moHutopuHra (RSPAN), B KoTo-
pyto byAyT NOMELLLATLCA MAKETbI C KOHTPOIMPYEMbIX MHTepdencoB.

Yaanernne VLAN gna yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KoHOUTrypnpoBaHua nHTepdeliica Ethernet:

console (config-if) #

’ ‘ [aHHble KOMaHAbl HeNb3A BbINOMHATL B peXXMme KOHPUrypupoBaHMA AuanasoHa UHTep-

e deiicos Ethernet.

Tabnunuya 5.157 - KomaHgb! AOCTYNHbIE B peXMMe KOHPUrypmuposaHua nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port}
[rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BktouaeT GyHKLMI0O MOHUTOPUHIA HA HacTpanBaeMom MHTepdelice.
[aHHbI nHTepdenc ByaeT KOHTPOAUPYIOLWMM NOPTOM ANA YKa3aH-
HOro B KOMaHAe KOHTPO/IMPyeMoro nopTa.
- gi_port, te_port, fo_port — KOHTPOAUPYEMbII1 NOPT;
- X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPONNPYEMbBIM MOPTOM;
- tx — KonMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM NMOPTOM;
Mpu OTCYTCTBMM MapameTpa rx/tx ¢ KOHTPOMPYEMOro NopTa Konw-
pytoTCA BCE MaKeTbl.
DYHKLUMA MOHUTOPUHIA MOXKET 6biTb HaCTPOeHa Ha ABYX
noprax oAHOBpeMeHHO

BbIKtoYaeT GYHKLMIO MOHUTOPUHIA Ha HacTpanBaeMom uHTepdei-
ce.

port monitor vlan vian_id

vlan_id: (1..4094)

BKtoYaeT GyHKLUMIO MOHUTOPUHIA HA HacTpanBaeMom MHTepdelice.
[aHHbIN nHTepdeic byaeT KOHTPONMPYHOLMM NOPTOM A5 YKa3aH-
Hoi VLAN.
V MopT MOHUTOPUHra He AOMKEH MNpPUHaANeXxaTb K Ha-
cTpanBaemoii VLAN.
MoHutopuHr VLAN moxkeT 6biTb BK/IKOYEH AUlIb B TOM
V cayyae, ecam B cucteme HacTpoeHo He 6onee 0aHOro KOH-
TpoaMpyioLLero nopra.
V Ecnn KOHTPONUPYIOLWLMIA NOPT HACTPOEH paHee, TO TO/bKO
3TOT MOPT MOXeT 6biTb UCNONb30BAH AN MOHUTOPUHIa
VLAN.
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no port monitor vlan vian_id Ypanaet ykasaHHyto VLAN 13 MOHUTOPUHTA.

port monitor remote BkatoyaeT ¢yHKUMIO yaaneHHoro moHuTtopuHra (RSPAN) Ha Ha-
cTpanBaemMom uHTepdelice

no port monitor remote ) BbikntouaeT GyHKUMIO yaaneHHoro moHuTopuHra (RSPAN) Ha Ha-
cTpanBaemMom uHTepdelice

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnuua 5.158 — KomaHabl, goctynHble B pexkmme EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuo

show ports monitor BbIBOAWUT MHPOPMALMIO NO KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM
nopTam.

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcrtaHoBuTb 13 Ethernet nHtepdeiic KoHTpoanpyowmm ana 18 uHtepodelica Ethernet. Becb Tpa-
duK ¢ 18 nHtepdelica nepenasatb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if) # port monitor tengigabitethernet 1/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOLWMM M KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

5.23 ®dyHKuua sFlow

sFlow — TexHonorus, No3sonALWAA OCyLECTBAATb MOHUTOPMHT TpaduKa B NaKETHbIX CeTAX nepeaa-
UM AaHHbIX NYTEM YacTUYHOM BbIGOPKM TpaduKa Ana nocnenyolein MHKaNCyAAaLUmn B cneumanbHble co-
obleHus, nepesaBaemble Ha cepBep cbopa CTaTUCTUKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rn106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunuya 5.159 - KomaHab! pexkuma rnobasnbHon KoHdUrypaumm

3HavyeHue/3HavyeHue o
KomaHoa / Aelicmeue
no ymoa4aHuro
sflow receiver id id: (1..8); 3apaeT agpec cepsepa cbopa cratucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 5535)/6343;
byte: nonoxutenbHoe
uenoe uncno/1400;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
¢dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec;

- url — poMeHHOEe MMSA XOCTa;

- port — Homep NopTa;

- byte — MaKcMManbHOE KOAMYecTBO 6alT, KOTOPOE MOMKET ObiTb
OTNPaB/AEHO B OAMH MAKeT AaHHbIX.

Ypanset agpec cepepa cbopa ctatuctukm sflow

sflow receiver
{source-interface |
source-interface-ipv6}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel | group |
loopback /oopback_id | vlan
vlan_id | oob}

no sflow receiver
source-interface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..16)

3agaeT nHTepdelic ycTpolicTea, IP agpec KoToporo 6ygeTt ucnosb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca MCToYHMKa cbopa craTu-
CTUKM.

Ypanaetr aBHoe 3agaHue WHTepdelica, ¢ agpeca Kotoporo byaer
OTNPaBAATLCA cTaTUCTUKA sflow

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume KoHduUrypmposaHus nHtepoelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}

console (config-if) #

Tabnuua 5.160 — KomaHapbl pexkuma KoHpurypmposaHua nHTepoeica Ethernet

KomaHda

no ymosn4aHurw

3HayeHue/3HayeHue

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6ant

no sflow flow-sampling

3afiaeT cpesiHIo CKOPOCTb BbIOBOPKM NaKeToB. MToroBas CKOpPOCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TEKyLLaA CPeaHANR CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NaKETOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMMmasibHoe KoamyecTBo 6aiT, KoTopoe byaeT ckonu-
poBaHo 13 o6pasua nakera.

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling sec id

sec: (15..86400)
CEeKYHZ;
id: (0..8)

no sflow counters-sampling

OnpegensieT MakCUMasnbHbI UHTEPBAN MEXAY YCMELWHbIMU Bbl-
60pKamu NaKeTos.

- Sec — MaKCMMasbHbIV MHTEPBaN MeXay BbIDOPKaMM B CEKYHAAX.
- id — Homep sflow-cepsepa (3apaetca komaHaoli sflow receiver B
rno6anbHOM pexunme KoHOUrypauum).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console>

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES23xx

154




HELTEX

Tabnnua 5.161 — KomaHabl, OCTyMNHble B perkume EXEC

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmoa4aHuro
show sflow configuration BbiBOAMT HacTpoiiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]
clear sflow statistics Ounwaet ctatucTuky sFlow. Ecam nHtepdeiic He ykasaH, KOMaH-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

03 O4YMLLAET BCE CHETUYUKM CTATUCTUKM SFlow.

show sflow statistics OTobparkaeT cTaTUCTUKY SFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepBepa 1 ana cbopa cratuctukm sflow. Ons ethernet-
nHTepdelicos tel/0/1-tel/0/24 ycTaHOBUTL CpedHIO CKOPOCTb BbIBOPKKM nakeTos — 10240
KBUT/C U MaKCMMa bHbI MHTEPBAN MeXAY YCnewHbiMKu BbibopKkamm nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.24 ®yHKUMM ANArHOCTUKU PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEep»KaT annapaTHble M NPorpammHble CPeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTepdENCoB U IMHUI CBA3KU. B NepeyeHb TeCTUPYEMBbIX NapaMeTPOB BXOAAT Caeaytowme:

[ns aneKkTpuyecknx nHTepdencos:
— A/VMHa Kabens;
—  paccTosiHMe A0 MecTa HeUCMNPaBHOCTU — 06pbiBa NN 3aMbIKaHUS.

[ns onTnyecknx nHtepdeicos 1G n 10G:
— MapameTpbl MUTAHUA — HaNPAXKEHWE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLLHOCTb;
—  ONTUYeCKaa MOLLHOCTb Ha npueme.

5.24.1 fuazHocmuka medHo20 Kabensa

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 5.162 - KomaHabl ANarHOCTUKM MeaHOro Kabens

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymona4aHurwo
test cable-diagnostics tdr BbiNoMHAET BUPTyasbHOEe TecTMposaHue Kabens ANA yKasaHHOro
interface {gigabitethernet gi_port: (1..8/0/1..48); | uHTepdeiica.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4).
fo_port}

KomaHOowbi pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnepyowmii Bua;

console>

Tabnuua 5.163 - KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
show cable-diagnostics tdr OTobparkaeT pesysbTaTbl NOCNEAHErO BUPTYa/IbHOrO TECTUPOBAHMUA
[interface {gigabitethernet gi_port: (1..8/0/1..48); | kabensa ona ykasaHHOro nHTepdeiica.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4).
fo_port}]

lMpumepsl 8bINOAHEHUA KOMAHO:

= [lpotectuposatb noprt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface giO/1

Cable on port gil/0/1 is good

5.24.2 [luaeHocmuKa onmu4yecKko2o mpaHcueepa

CDyHKU,MFl ANArHoCTUKMN nNo3BOJSIAET OUEHUTb TeKyuwee COCToAHME ONTUYEeCKOro TpaHCuBEpPa U
ONTMYECKOM NIMHUM CBA3MU.

Bo3moKeH aBTOMATMYECKMM KOHTPO/Ib COCTOAHMA JIMHWUIA  CBA3W. [AAa 3TOro  KOMMyTaTop
nepuoamnyeckm onpawnsaeT MapameTpbl ONTUYECKMX WUHTEPPENCOB M CpPaBHMBAET MX C MOPOrOBbIMM
3HaYeHMAMM, 334aHHBIMWM NPOU3BOAMTENAMM TpaHCMBEpPOB. NpKu BbIXoAEe NapamMeTpoB 3a AOMYCTUMble
npeagenbl KommytaTop GopMUpyeT NpeaynpexaatoLlimMe U aBapuiiHble coobLeHuS.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnegytowmin BuA;

console>
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Tabnnuya 5.164 — KomaHga ANarHoCTUKM ONTUYECKOro TPaHCMBeEPa

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

show fiber-ports
optical-transceiver [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port}]

OTob6parkaeT pe3ynbTaTbl AMArHOCTUKM ONTUYECKOro TpaHCUBepa.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

[Mpumep 8bINOAHEHUA KOMAHObI:

swl# show fiber-ports optical-transceiver interface TengigabitEthernet0/1

Output Power
Input Power
LOS

Vendor name:
Serial number:
Connector type:
Type: SFP/SFP+

Diagnostic:

N/A - Not Available, N/S - Not Supported, W - Warning,

Compliance code:
Laser wavelength:
Transfer distance:
supported

Port Temp Voltage Current Output Input LOS
[C] [Volt] [mA] Power Power
[mWatt] [mWatt]
tel/0/1 40 3.33 17.0 1.07 0.00 Yes
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts
Measured RX received power in milliWatts
Loss of signal

E - Error

Transceiver information:
OEM
SX31243100331

LC

10GBASE-LR
1310 nm
20000 m

Tabnnua 5.165 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TPpaHCUBEPa

Mapamemp 3HaveHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanpsx)eHne NUTaHMA TpaHcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejave.
Output Power BbIxoAHasA MOLLHOCTb Ha nepegadye (mBT).
Input Power BxogHan moLHOCTb Ha Nnpueme (MBT).
LOS MNoTepsa curHana.

Mpu noapobHol AMarHOCTMKe AnA napametpos Temp, Voltage, Current, Power mM3mepeHHble
3HayeHna BbIBOAATCA Ha aucnaei. MNpu 06bIYHON AMArHOCTUKE M3MEpPEeHHble 3HaYeHMs A8 3TUX
napameTpoOB CPaBHMBAKOTCA C AOMNYCTUMbIMMI, U Ha AWUCNIEN BbIBOAMTCA pe3ynbTaT cpaBHeHus (W, E, OK).

3Ha4yeHuA pe3ynbTatoB ANAarHOCTUKU U CPaBHEHUA NMNAPaMETPOB:

N/A — HegoCTYNHO,

N/S — He noaaepskmBaeTcs,
W — npeaynpexaeHue,

E — ownbKa,

OK —3HaueHue B nopAakKe.
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5.25 dneKktponutaHue no amHuam Ethernet (PoE)

Mogaenn KommyTaTopoB € cypdurkcom ‘P’ B 0603HaYeHUN NOAAEPIKMBAIOT INEKTPONUTAHUE YCT-
poiicTe no anHum Ethernet B cootBeTcTBMM € pekomeHaaumamm IEEE 802.3af (PoE) n IEEE 802.3at (PoE+).

KomaHObI pexcuma 2106016H020 KOHhU2YpUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobasbHOro KOHGUIYpUpoBaHua:

console (config) #

Tabaunuya 5.166 - KomaHgbl peXxuma rnobasbHOro KOHGUrypnpoBaHUA

KomaHda

3HayeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

power inline limit-mode
{port | class}

no power inline limit-mode

-/class

Bbl6Op pexkrma orpaHUYEHMA MOLLHOCTM 31EKTPONUTAHUA:

- port —orpaHuyeHne ycTaHaB/IMBAETCA Ha OCHOBAHUM aAMUHM-
CTPaTMBHbIX NApPaMeTpPoB NopTa;

- class — orpaHMuyeHMe ycTaHaBAMBaETCA Ha OCHOBaHMM Kaacca
NOAKNOYEHHOTO YCTPOWCTBA

Bo3BpalyaeT 3HaueHMe No yMOIYaHMIO

power inline usage-threshold
percent

no power inline
usage-threshold

percent: (1..99)/95

YcTaHaBAMBaeT nopor notpebaaemoi MOLWHOCTH, NPU KOTOPOM
dopmupyeTcs MHbOPMaLMOHHOe cooblueHune (snmp trap) o
npesbileHnn nopora.

BoccTaHaBnmBaeT 3HavyeHMe Nopora No YMOAYaHUIo.

power inline traps enable

no power inline traps enable

-/BbIK/IIOYEHO

PaspeweHne ¢opmumpoBaHMe WMHPOPMALMOHHBIX COObLEHUI
ana noacuctemsl PoE.

Bo3BpalaeT HaCTPOMKM K NapameTpam No YMOYAHUIO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKIOYEHO

OTKAtOYaeT NpoBepKy inrush-ToKa.

Bk/itoyaeT npoBepky inrush-Toka.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B perMme KoHOUTrypupoBaHua nHTepdeiica Ethernet:

console# configure
console (config) # interface gigabitethernet gi port
console (config-if) #

Tabnuua 5.167— KomaHabl pexkmuma kKoHburypuposaHua nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CMMBON;
-/auto

KomaHaa ynpasnseT paboToi npoTokona o6HapyeHus PoE-
YCTPOWCTB Ha UHTepdelice.

-auto — paspeluaet paboTy NPoToKo/1a 06HapyxKeHus PoE-
YCTPOWCTB Ha MHTepdelice 1 BKAOYAET NOAAYY 3NEKTPONUTAHUA
Ha uHTepdelic;

-never — 3anpeLyaet paboTy NpoToKona obHapyKeHus PoE-
YCTPOWCTB Ha MHTepdelice 1 OTK/IOYaeT Nojavy 31eKTponuTa-
HUWS;

-time-range — 8pemeHHol UHMepP8as, 8 me4yeHuUe KoMopozo
numaHue 6ydem nodasamsca Ha uHMepagelic.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/IOB/He 3aaHO

[obasnseT nponsBobHOe onucaHune PoE-ycTpoiicTa gns no-
MOLLM B a4MUHUCTPUPOBaHUN 060pyA0BaHMA.

Ypansert paHee 3agaHHoe onncaHune PoE-ycTpoicTsa.
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high | low}

power inline priority {critical |

no power inline priority

-/low

3apaét npuopuTteT uHTepderica PoE npu ynpasneHnun snektpo-
nuTaHuem.

- critical — ycTaHaBAMBaeT HaMBbLICLIWIA NPUOPUTET I1EKTPONUTa-
HWA. DNeKTpoNuUTaHMe NOPTOB C TaKUM npuoputeTom byaet npe-
KpalwaTbCcA B MOC/AEAHIO oyepenb NpW Mneperpyske cUcTembl
PoE;

- high — ycTaHaBiMBaeT BbICOKUI NPUOPUTET 3/1EKTPONUTAHUSA;

- low — ycTaHaBAWBaeT HU3KMUIA NPUOPUTET SNEKTPONUTAHUA.

BoccTaHaBnMBaeT NPUMOPUTET MO YMOIYAHUIO.

power inline limit power

no power inline limit

power:
(0..30000)/30000 mBT

HasHauyaeT npesen MOLWHOCTU INEKTPONUTAHUA ANA BblbpaHHO-
ro nopra.

BoccTaHasnmBaeT npeaen MOLWHOCTU MO YMOYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnuya 5.168 - KomaHgbl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show power inline

unit_id]

[gigabitethernet gi_port | unit

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpaKaeT COCTOAHWE 3/EKTPONUTaHWUA UHTepdencos, noa-
LEepXUBatoLWMX NMTaHWe No AnHum PoE.
- unit_id — Homep OHWUTa B CTeKe.

show power inline

gi_port | unit unit_id]

consumption [gigabitethernet

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpakaeT XxapaKkTepucTukM notpebseHns mouwHoctM PoE-
UHTepdencoB yCTPOUCTBA.
- unit_id — Homep OHWUTa B CTeKe.

show power inline version

OTobparkaeT Bepcuto NporpaMmHoro obecneyeHnsa KoHTponae-
pa noacuctembl PoE.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKasaTb COCTOAHME 3/IEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline
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Power-limit mode: Class based

Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKkas3aTb COCTOAHWE 3IEKTPONUTAHMA BblbpaHHOro UHTepdelica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port is off.
802.3AT
(for port power-limit mode) :

Port Status:

Port standard:
Admin power limit
Time range:

Detection is in process

30.0 watts

Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA): 0

Voltage (V) : 0.0

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: O

OnucaHne oTobparkaemblx NAapPaMeTPOB 3/1EKTPONUTAHUA NpuBeaeHo B Tabnuvue Tabamua 5.169 .

Tabnunua 5.169— MNapameTpsbl CTaTyca 3/1€KTPONUTAHUSA

Nominal Power

HOMMHaNbHAA MOLLHOCTb UCTOYHUMKA NUTaHUA nogacuctemol PoE.

Consumed Power

M3mepeHHoe 3HaYeHne noTpebasemoit MoLWHOCTH.

Usage Threshold

MNoporoBoe 3HaYeHUe noTpebasemolt MOLWHOCTH, Npu KoTopom dopmupyetca UHbop-
MaLUMOoHHOe coobuleHne (snmp trap) o npesblleHNN Nopora.

n never.

Traps OTtobparkaeT paspelieHme popmmupoBaHne MHPOPMaLMOHHbIX COOBLLEHNIA.
Port 0O603Ha4yeHue uHTepdeica KommyTaTopa.
Admin AOMUHUCTPATUBHOE COCTOAHWE 3/IEKTPONUTAHMNA NOPTa. BO3MOXKHbIE 3Ha4YeHUA — auto
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Priority MpuopuTeT ynpasBneHUA 3NeKTPonuTaHMem nopTa. Bo3morKHble 3HayeHuAa — critical,
high, low.
Oper OnepaTUBHOE COCTOAHME 3/IEKTPONUTAHNA NOPTA. BO3MOKHbIE 3HaYeHnA:

Off - nuTaHWe NopTa BbIKNOYEHO AAMUHUCTPATUBHO;

Searching — nuTaHMe NnopTa BKNHOYEHO, OXKUAAHUE NoAKAYeHUA PoE-ycTpolicTBa;

On — n1MTaHMe NopTa BKJAKOYEHO M eCTb NpucoeanHeHHoe PoE-ycTpoiicTBo;

Fault — aBapua nutaHuna nopta. POE-ycTPOMCTBO 3aNpoOCUIO0 MOLLHOCTb 60bLUYt0, Yem
[ocTynHO nam notpebnseman POE-ycTpOMCTBOM MOLLHOCTb NPeBbICUIA 3aaHHbIN npe-

aen.

Port standard Knaccudukauma nopKatoveHHoro ycTtporctea B cootBeTctBum ¢ |EEE 802.3af, IEEE
802.3at.

Overload Counter CyeTunk KoANYecTBa C/lyYaeB Neperpysku No 3NeKTPONUTaHuIo.

Short Counter CyeTunk cnyyaeB KOPOTKOTO 3aMbIKaHMA .

Denied Counter CyeTymK cnyyaeB OTKasa B NoAaye aNeKTPOonUTaHuA.

Absent Counter CyeTunk cnyvyaeB MPeEKpaLLeHUA 31EKTPONUTAHUA M3-3a OTKIKOYEHUA MUTAeMoro ycT-
poicTsa.

Invalid Signature Coun- CyeTumk oWwmnboK KnaccudumKaLumm noakAto4eHHbIx POE-ycTpolicTs.

ter

5.26 dyHKUMM obecneuyeHun 6esonacHOCTU

5.26.1 ®yHKyuu obecneyeHuUa 3auumeol NOPMoOE

C uenbto nosbiWeHMA 6e30NacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOMKHOCTb HAacTPOUTb KaKoWn-
nmMbo nopT TakK, uyTobbl AOCTYN K KOMMYTATOPy Yepes 3TOT NOpT NPeaocCTaBAsACA TONbKO 3aAaHHbIM
ycTpoiictBam. ®OyHKUMA 3aWuTbl NOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecoB, KOTOpbim
paspewaetca goctyn. MAC-agpeca moryT 6biTb HAaCTPOEHbI BPYUYHYIO UK M3yYeHbl KOMMYyTaTopoMm. Mocne
N3y4YeHUs HeobXoaMMbIX aApPecoB NOPT caeayeT 3ab0KMPOBaTb, 3aLMUTUB €ro OT NOCTYNAEHMA NAKETOB C
HeunsydyeHHbIMU MAC-agpecamun. Takum o06pasom, Korga 3ab10KMPOBaHHbIM NMOPT Noay4YaeT naket, u MAC-
aZipec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3UPYETCA MEXAHU3M 3aLLMTbI, B 3aBUCMMOCTM
OT KOTOPOro MOryT 6biTb NPUHATLI CAeAyloLMe Mepbl: HECAaHKLMOHNPOBaHHbIE MaKeTbl, NOCTyNatoLme Ha
3a6/10KMPOBaHHbIN MOPT, MNepecbinaloTcs, oTbpacbiBaloTcA, NGO Ke MNOopT, MNPUHABLLUMIA NaKeT,
oTKnovaeTca. PyHKuma besonacHocTn Locked Port mo3BonseTr coxpaHWTb CAMCOK u3ydyeHHbix MAC-
agpecoB B ¢aine KoHoUrypaumm, TakMm o06pa3om, 3TOT CNUCOK MOMKHO BOCCTAaHOBWUTb Moc/e
nepesarpysku ycTpoicTea.

/' CyuiecTByeT orpaHuueHue Ha Koauvectso MAC-agpecoB, KOTOPOE MOXKET U3yuuTb NopT,

MCNOb3YyOLWNIT GYHKLUUIO 3aLMUTDI.

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica (duanaszoHa uHmepgelicos) Ethernet, uH-
mepdelica 2pyrnnsl NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKK B peXXume KoHpurypmposaHus nHtepdelica Ethernet, unrepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.170 — KomaHgb! pexkuma KoHpurypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymoa4aHuro

port security BkAtoyaeT GyHKUMIO 3aWwmTbl Ha UHTepdelice. Brokupyet ¢yHK-

LUMIO M3Yy4YeHWUA HOBbIX afgpecoB Ana uHTepdelica. MakeTbl ¢ He-
-/BbIKNIOYEHO nsyyeHHbiIMM MAC-agpecamn UCTOYHMKa oTbpacbiBatoTca. Ko-

MaHZa aHanorMyHa KomaHge port security discard.

no port security OTKAtoYaeT QYHKLUMIO 3aLLMTbl Ha UHTepdelice.
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port security max num

no port security max

num: (1..256)/1

3afaeT MaKCMMasbHOE KOJIMYECTBO afpPEecoB, KOTOPOE MOMKeT
W3Y4nTb MOPT.

YcTaHaBAMBAET 3HAYeHUeE No YMO4YaHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAMBaeT 3awmieHHbIi MAC-agpec.

Ypanset 3awmweHHblt MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BKkntouaeT ¢yHKUMIO 3aWmTbl HA UHTepdelice. baokupyeT dyHK-
LLMIO M3yYEHMA HOBbIX afpecoB ana nHtepdeica.

- forward — nakeTbl ¢ HeusyyeHHbIMM MAC-agpecammn UCTOYHMKA
nepecbinatoTca.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTcA.

- discard-shutdown — naketbl ¢ HensyyeHHbIMM MAC-agpecamu
MCTOYHWMKa OTOPACHIBAOTCA, MOPT OTK/OYaeTCA.

- freq — yacToTa reHepupyembix coobuieHnit npoTtokona SNMP
trap npu NocTynneHUM HeCaHKLMOHUPOBAHHbIX MAKeTOoB.

port security trap freq

freq: (1..1000000) cek

3agaeT 4acToTy reHepupyemblix coobuieHuii npoTokosa SNMP
trap npu NOCTYNNE€HNN HECAaHKLMOHNPOBAHHbIX NAaKeTOB.

port security mode
{max-addresses | lock}

no port security mode

-/lock

3apaeT pexum orpaHumyeHunsa usydyeHma MAC-agpecos Ana Ha-
CTpanBaemoro nHTepoeica.

- max-addresses — yaanser Tekywme AMHAMUYECKU U3YYEHHble
agpeca, cBA3aHHble ¢ UHTepdelicom. PaspelleHo nsyyeHme mak-
CUMaNIbHOTO KOJIMYecTBa agpecoB Ha MopTy. [oBTOpHOe u3yye-
HWE N CTapeHue paspelLLeHbl.

-lock — coxpaHseT B dalin TeKkylwme ANHAMMYECKU U3YYEHHble
afpeca, cBA3aHHble ¢ MHTepdencom 1 3anpelLaeT obyyeHne Ho-
BbIM aZ,pecam U CTapeHUE YKe U3yYeHHbIX aPECOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console>

Tabnunua 5.171 — KomaHabl pexxkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |

fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3blBaeT HACTPOMKM PyHKLMM Be3onacHOCTU Ha BbIGpaH-
HOM MHTepdodeiice.

{gigabitethernet gi_port |
tengigabitethernet te_port |

show ports security addresses

fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3bIBaeT TeKylme AnHaMMYeckne agpeca ans 3a610KkMpo-
BaHHbIX MOPTOB.

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |

port-channel group}

fortygigabitethernet fo_port |

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

AKTUBM3UPYET MHTEPdENC, OTK/UEHHbIN GYHKUMEN 3aLmMTbl
nopta (KomaHAa AOCTYNHa TOAbKO A1A MPUBUAETMPOBAHHOMO
nosb3osaTens).
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[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb GYHKLMIO 3aWmTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTb OrpaHMYeHme Ha U3ydeHue
agpecoB — 1 agpec. Mocne msyyeHns MAC-agpeca 3a610KMPOBaTb PYHKUMIO U3YYEHUA HOBbIX
agpecoB Ana uHTepdenca ¢ Lenblo oTopocnTb NakeTbl ¢ HensydyeHHbIMM MAC-agpecamm UCTOY-
HUKa. CoxpaHuTb B paia U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security

console (config-if) # port security max 1

= [loaKkntounTb KAneHTa K nopTty n usyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.26.2 [Iposepka NodaAUHHOCMU KaAUueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.26.2.1 bazosas nposepKka nodauHHocmMu

AyTeHTUdUMKaumMa Ha ocHoBe cTaHgapta 802.1x obecneynmBaeT npPOBEPKY MNOAJIMHHOCTU
Nonb30oBaTeielt KOMMyTaTopa Yepe3 BHELLIHWNI CepBepP HA OCHOBE NOpPTa, K KOTOPOMY MOAKAKOYEH K/IMEHT.
ToNbKO ayTeHTUPMUMPOBAHHbIE M aBTOPM30BaHHbIE MOJIb30BAaTE/IM CMOTYT MNepenasaTb M NPUHMMATb
OaHHble. poBepKa NOAAMHHOCTM NOJ/b30BaTeNIe NOPTOB BbiNoHAETCA cepBepom RADIUS nocpeacrsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.172 — KomaHab! pexkuma rnobanbHOro KoHpurypmposaHusa

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
dotlx system-auth-control BkntoyaeT perkum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIKNIOYEHO
no dotlx system-auth-control BbIKntoYaeT pexkum ayTeHTuduKaumm 802.1X Ha KommyTaTope.
aaa authentication dot1x 3afaeT OAMH UM ABa METOAa NPOBEPKU MOAJIMHHOCTU, aBTOPU-
default {none | radius} [none | 3aumm u ydeta (AAA), AnA Ucnonb3oBaHMA Ha uHTepdeiicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb AyTEHTUDMKALMIO;
-radius — wucnonbsosaTb cnucok RADIUS-cepsepoB ana ay-
-/radius TeHTUdMKaALMM NoNIb30BaTENA.
BTopoit meTog ayTeHTUPMKALUM UCMONb3YETCA TObKO
V B CAy4yae, ec/iM No nepBomy ayTeHTUdMKauua 6bina
HeycnewHou.
no aaa authentication dotlx YcTaHaBnMBaeT 3Ha4YeHne No YyMOYaHUIO.
default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:
console (config-if) #

/" Mpotokon EAP (Extensible Authentication Protocol) BbinonHaeT 3agauu gna ayreHTUdUKa-
UMY yAaNEHHOro KANEHTa, MPU 3TOM onpeaenas MexaHusm ayTeHTuduKaumm.
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Tabnunuya 5.173 — KomaHabl pexkmuma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpauBaet ayteHTudmKaumio 802.1X Ha uHTepdelice. Pas-
peLlLaeT py4yHOI KOHTPO/Ib 3@ COCTOAHMEM aBTOPMU3aLLMM NopPTa.
-auto — ucnonb3osatb 802.1X AnA U3IMEHEHWA COCTOAHMA
KMEHTA MeK Yy aBTOPM30BaHHbIM U HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayteHTUPUKaumo 802.1X Ha
nHTepoerice. MopT nepexoanT B aBTOPU3OBAHHOE COCTOsAHME
6e3 ayTeHTUPMKaLumu;

reauth-period

time: (1..32) - force-unauthorized — nepesoauT NOpT B HEaBTOPM30BaHHOE
cocToAHue. UrHopupytoTcA BCe MOMbITKM ayTeHTudUKaumm
KAMEeHTa, KOMMYTaTOp He NpPefoCTaBAAeT CePBUC ayTEHTUPU-
Kauuu ana sToro nopra;
- time — nHTepBan BpemeHU. Ecan faHHbIM NapameTp He on-
pesenieH, To NopT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHWUIO.
dotlx reauthentication -/nepuoanueckme Bk/itoyaeT nepuoamnyeckme NOBTOPHbIE NMPOBEPKMU MOAJMHHO-
NOBTOPHbIE NPOBEPKM | CTU (NepeayTeHTUPMKALIMIO) KAMEHTa.
no dotlx reauthentication noA/IMHHOCTH BbIkntoyaeT nepuopmyeckve NOBTOPHbIE MPOBEPKU NOAJIUH-
BbIK/OYEHbI HoCTU (NepeayTeHTUdUKALMIO) KAMEHTA.
dotlx timeout reauth-period . YcTaHaBAMBaeT nepuog Mexay NOBTOPHbIMKU MNPOBEPKamMu
period period: NOAJIMHHOCTW.
" (300..4294967295)/
no dotlx timeout 3600 ceK YcTaHaB/IMBaeT 3HaYeHUE N0 YMONHAHMIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaB/MBaeT nepuog, B TeYEeHME KOTOPOro KOMMYTaTop
OCTaeTca B COCTOAHWMM MOSYaHMUA NOCAE HeyAauyHOW NPOBEepKM
NOA/IMHHOCTH.

B TeyeHWe nepuoaa MoONYAHUA KOMMYTaTOp HE NMPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMIA.

YcTaHaBAMBaAET 3Ha4YEHUE NO YMOIYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaeT nepuog, B TeYEeHUE KOTOPOro KOMMYTaTop
O’KMAAEeT OTBET Ha 3anpoc 60 UAEHTUGMKALMIO MO NPOTOKO-
ny EAP OT KnneHTa, nepes NOBTOPHOM OTNPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMasibHOE YMCAO MOMNbITOK nepejayn
3anpocoB npoTtokona EAP-knueHTy nepen HOBbIM 3anyCKOm
npouecca NpoBepKu NOAJIMHHOCTU.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepvoa, MexKAay MOBTOPHbIMKU Mepesadyamu
3anpocos npoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBAEeT Mepuod, B TeYyeHWe KOTOPOro KOMMYyTaTop
OXKMAAEeT OTBETA OT cepBepa ayTeHTUdUKaLmK.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3aaHo

YcTaHaBAnBaeT nepuos, BpeMeHUN HEeaKTUBHOCTU KIMEHTa, No
ncTreyeHmne KoToporo KJIMEeHT CTaHOBUTCA HEABTOPU30OBAHHbIM.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 5.174 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BpyuyHylo oOcyllecTBNAEeT NOBTOPHYKO MNPOBEPKY MOAJMHHOCTU
YyKa3aHHOro noprta B KOmaHAe, nMbo BCex MopToB, NOAAEPHKMU-
Batowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasbiBaeT coctosHue 802.1X ana KommyTaTopa AMbo Ans yKa-
3aHHOro UHTepdelica.

show dotlx users [username
username]

username: (1..160)
CUMBOJI0B

MOKa3blBaeT aKTUBHbIX ayTEHTUULMPOBAHHLIX MOAb30BaTENEN
802.1X KommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKa3sblBaeT cTaTUcTUKy no 802.1X ansa BbI6paHHOro UHTepdelica.

[pumepbl 8b1M0MHEHUS KOMAHO

= BK/IIOYMTDL pexum ayTeHTUuduKkaumm 802.1X Ha kommyTaTope. Ucnonb3oBaTb RADIUS-cepsep ans
NPOBEPKN NOLAJIMHHOCTU KAMEHTOB Ha UHTepdelicax IEEE 802.1X. Ana 8 nHtepdeica Ethernet uc-
Nonb30BaTb pPexXMm ayTeHTUdMKaLmm 802.1x.

console# configure
console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1X ana kKommyTtaTopa, Ana 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

tel/0/8

Server timeout:

Silence period:

Max req: 2

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:
Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
30 sec
Port Operational Status:
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec

Authentication success: 0
Authentication fails: 0

unauthorized*
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Tabnnuya 5.175 — OnuncaHme pesybTaToB BbIMNOJIHEHMA KOMaHA

Mapamemp OnucaHue
Port Homep nopra.
Admin mode Pexxum ayteHTnduraumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumoHHbIN peXxnm nopTa: aBTOPM30BAHHbIN, HEAaBTOPM30BAHHbIN, AMBO BbIKALO-
Oper mode pa, p p p , p ,

yeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdUKALUN.

Reauth Period

Mepuoa mexkay NOBTOPHbLIMU NPOBEPKAMU NOAJAUHHOCTU.

Mma nonb3oBatensa npu mcnosbzosaHnn 802.1X. Eciv nopT aBTOPU30BaAH, TO 0TOOparKa-

Username eTcA UMA TeKyLero nosibsosatena. Ecnm nopTt He aBToOpM30BaH, TO oTobpaXkaeTcs nMmsa
nocsneAHero ycnewHo aBTOPM30BaHHOIO NoAb30BaTe 1A Ha NOpPTY.

Quiet period I'Iepmop,v, B TeYeHMe KOTOPOro KOMMYTAaTOp OCTAaeTCA B COCTOAHMU MOSIYaHUA Noc/e He-
YAQ4YHON NPOBEPKU NOASIUMHHOCTY.

Tx period MNepuoa, B Te4eHNE KOTOPOro KOMMYTATOP OXKMAaeT (ZTBeT Ha 3arlpoc nmbo naeHTudmka-
LMo No npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTMPaBKOM 3anpoca.

Max reg MaKcnumanbHoe 4Mcno NOMbITOK Mepefayn 3anpocoB npotokona EAP knueHTy nepeg

HOBbIM 3aMyCKOM npouecca npoBepKn NOATMHHOCTHU.

Supplicant timeout

Mepuog mexay NOBTOPHbIMW Nepeaadamu 3anpocos NpoTokona EAP KaneHTy.

Server timeout

Mepuoa, B TedeHMe KOTOPOro KOMMYTaTOp OXKMAAeT OTBeTa OT cepsepa ayTeHTudMKa-
Lun.

Session Time

Bpems NoAK/IoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKALNKN YCTaHOBIEHHOM CECCUM.

Termination Cause

I'Ipwlea 3aKpbIThA CceCCnun.

State

TeKylwee 3HayeHMe aBToMaTa COCTOSIHUM onpeaenntena NOANNHHOCTU U BbIXOAHOIO aB-
TOMaTa COCTOSAHMIA.

Authentication success

Koanyectso nosy4yeHHbIX coobLeHunii 06 ycnewHom ayTeHTMduKaLumm ot cepeepa.

Authentication fails KonunyecTso nosydyeHHbIX COOBLLEHNI O HeycnewwHoW ayTeHTUdMKaLMKM OT cepaepa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3oBaTesnto.
Filter ID NaeHTndukaTop rpynnel puabTpaLmm.

= [lokasaTtb cTaTucTUKy no 802.1X ana nntepdeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnunua 5.176 — OnucaHme pesybTaToB BbIMNOJIHEHWUA KOMaH/,

Mapamemp OnucaHue
Konnuyectso KOppeKTHbIX NakeToB ftoboro tuna npoTtokona EAPOL (Extensible Au-
EapolFramesRx .
thentication Protocol over LAN), NpuHATbIX 4aHHbIM onpeaenuTenem nogaanHHoOCTU.
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KonnuyectBo KOppPEKTHbIX MakeToB nwboro Tuna npoTokona EAPOL, nepegaHHbIX

EapolFramesTx

OaHHbIM onpeaenuTenem NogIMHHOCTY.

Konunyectso naketoB Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpeaennTenem
EapolStartFramesRx P » NP A PeA

NOA/IMHHOCTU.

Konunyectso naketos Logoff npotokona EAPOL, NpuHATbIX AaHHbIM onpeaennTenem
EapolLogoffFramesRx g P /1P A pea

NOANMHHOCTH.

Konnuectso naketos Resp/ld npoTtokona EAPOL, NpuUHATbLIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » NP A PeA

Nem Nog/IMHHOCTK.

Konnyectso naketos oTBetoB (Kpome Resp/ld) npotokona EAPOL, NnpuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A

HbIM onpegenutenem NOAANHHOCTU.

Konnuectso naketos Resp/ld npotokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenn-
EapolReqldFramesTx p/id np » NEPEA A pea

Tenem NoA/IMHHOCTK.

Konnyectso naketos 3anpocos (kpome Resp/Id) npotokona EAPOL, nepeaaHHbIx
EapolReqFramesTx P (kp p/id) np » Nepea

OAHHbIM onpeaenuTenem NogJIMHHOCTY.

) Konunyectso naketoB npoTokosa EAPOL c Hepacno3HaHHbIM TUMOM, NPUHATBLIX AaH-

InvalidEapolFramesRx P P » P A

HbIM onpegenutenem nog1MHHOCTU.

EaplLengthErrorFramesRx

Konnyectso naketos npotokosa EAPOL ¢ HEKOPPEKTHOM ANIMHOM, NPUHATBIX AaH-
HbIM onpeaenuTenem NOANMHHOCTW.

LastEapolFrameVersion

Bepcua npotokona EAPOL, npuHATaA B CaMOM NOc/iegHEM Ha AaHHbIA MOMEHT na-
KeTe.

LastEapolFrameSource

MAC-agapec UCTOYHMKA, MPUHATLIN B CaMOM noc/iegHem Ha AaHHbIA MOMEHT nake-
Te.

5.26.2.2 PacwupeHHas nposepKa nodsuHHOCMU.

PacwupeHHble HacTpoiku dotlx nMo3BoOAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU AN HECKObKUX
K/NMEHTOB, MOAKMOYEHHbIX K nopTy. CywecTByeT fABa BapuaHTa ayTeHTMOMKAuUUM: NepBbli, Koraa
npoBepKa MNOANMHHOCTM Ha OCHOBe NopTa TpebyeT ayTeHTUOUKALMWU TONbKO OAHOMO KAMEHTA, YTOObI
OOCTYN K CUCTEME MMENM BCE KAMEHTbI (pexkum multiple hosts), BTopoli, kKoraa npoBepKa NoAJMHHOCTU
TpebyeT ayTeHTUDMKALMM BCEX NOLKNIOUEHHbIX K NOPTY KAMEHTOB (pexnm multiple sessions). Ecam nopT B
pexxume multiple hosts He npoxoguUT ayTeHTUUKaAUMIO, TO BCEM MOAKIOYEHHBIM XOCTaM ByAeT 0TKasaHo
B OOCTyne K pecypcam ceTW. TaKXKe K pacliMpeHHbIM HACTPOMKaM OTHOCUTCA agMWHUCTPUPOBAHUE
roctesbix VLAN, K KOTOpbIM UMEIOT A0CTYN He npoLlesline ayTeHTUPUKaLMIo Nosb30BaTeNMN.

V’ MNopt pocryna (Access) He moKeT 6biTb uneHom HeayTeHTuduumuposaHHoi VLAN. Native

VLAN noprta B pexxume Trunk He moxKeT 6bITb HeayTeHTUULUMpoBaHHOI VLAN. Ho ana nopra

B pexkume General PVID moxKeT 6biTb HeayTeHTUdULUMpoBaHHOM VLAN (B 3TOM Cnyyae TONbKO
TEerMpoBaHHble NaKeTbl MOryT 6biTb NPUHATbI B HEABTOPU3OBAHHOM COCTOSIHUM).

KomaHObI pexcuma 2106a016H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume r106anbHOro KoHGUrypuposaHus:

console (config) #

Tabnunua 5.177 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

dotlx guest-vlan timeout
timeout

no dotlx guest-vlan timeout

YcTaHaBAMBAET BpeMA 3aJepXKKM MeXKIy BKIOYEHVMEM pexuma
ayTeHTMdUuKaumm 802.1x (Mnm BKAtOYEHMEM NopTa) U fobaBNEHK-

timeout: (30..180)/ em noprta B guest VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.
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dotlx traps authentication
success

no dotlx traps authentication
success

-/BbIKNOYEHO

PaspelwaeT oTnpaBKy trap-cOOBLEHNI, KOr4a KAMEHT YCMELWHO
npoxoauT ayteHTUoMKaumio no MAC-agpecy, OCHOBaHHYK Ha
ctaHgapTe 802.1x.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx traps authentication
failure

no dotlx traps authentication
failure

-/BbIKOYEHO

PaspeluaeT oTnpaBKy trap-coobLeHNit, KOraa KANeHT He npoLuen
ayTeHTUOMKaumio no MAC-agpecy, OCHOBaHHYIHO Ha CTaHAapTe
802.1x.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYAHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepgelica Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B peXnume KOHPUrypuposaHua nHtepoeica Ethernet:

console (config-if) #

Tabnunuya 5.178 — KomaHabl pexkmma KoHpurypuposaHma nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspelwaeT HasMumne 04HOro/HECKOIbKUX KIMEHTOB Ha aBTOPM30-
BaHHOM noprty 802.1X.

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HecKobKo ceccuit.
dotlx violation-mode 3afaeT AeicTBUe, KOTOPOe HEOHXOAMMO BbIMOIHWUTL, KOraa yCT-
{restrict | protect | shutdown} poiictBo, MAC-agpec KoToporo otanyaetcs oT MAC-agpeca Knu-
[trap freq] €HTa, OCYLLLeCTBAAET NONbITKY A0CTyNa K MHTepdeicy.
- restrict - naketbl ¢ MAC-agpecom, oTiiMyHbIM 0T MAC-agpeca
K/IMEHTA, NepechbIAtoTCA, NPU 3TOM afpec UCTOYHMKA He U3yYaeT-
csa;
-/protect; - protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
freq: (1..1000000)/1 K/IMeHTa, oTbpacbIBatoOTCS;
ceK - shutdown — nopT BbiKAtoyaeTcs, naketol ¢ MAC-agpecom, oT-

no dot1x single-host-violation

NnyHbIM 0T MAC-aapeca KaneHTa, oTbpacbiBatoTcs;
- freq — 4yacToTa reHepupyembix coobuieHuit npotokosa SNMP
trap npu NOCTynieHnN HeCaHKLMOHNPOBAHHbIX MaKeTOB.

V’ KomaHpaa urHopupyetcsa B pexkxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpelyeH

PaspellaeT HeaBTOPU30BaHHbIM MO/Ib30BATENAM AAHHOTO UHTEp-
deiica pgoctyn K roctesoi VLAN.
Ha ycrtpoiictBe gonKeH 6biTb HacTpoeH XoTA 6bl 0AWMH
. rocteBoi VLAN (KomaHga dotlx guest-vlan B HacTpoiikax
uHTepdeiica VLAN).

3anpelLyaeT HeaBTOPU30BAHHbIM MO/b30BATENAM AAHHOTO MHTEp-
delica goctyn K roctesoi VLAN.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNOYEHa

BkntouaeT ayTeHTUOMKaLMIO

-mac — BK/KOYaeT ayTeHTUOdMKaLMIO, OCHOBaHHyto Ha MAC-

appecax;

- 802.1x — BK/IOYaET ayTeHTUPMKALMIO, OCHOBAHHYIO Ha 802.1x;

- web -BkntouaeT mexaHnsam Web-based ayteHTMdMKaLmm
-lTocteBaa VLAN pon)KHa 6biTb BK/AOYEHa, Korga WMc-

. nonb3yetca ayteHTudPuKaumna no MAC-agpecy.

- He gonHo 6bITb cTaTueckux npmueasok MAC-aapecos.

- ®YyHKLMA NOBTOPHOM ayTeHTUPUKALMM AONKHA BbITb BKAlOYe-

Ha.

BblkntoyaeT ayTeHTUdUKaLMIO, OCHOBaHHyl0 Ha MAC-agpecax
nosnb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMasibHOe KO/IMYECTBO XOCTOB MPOLUEALMX ayTeHTH-
duKaumto.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.
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dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KO/MMYeCTBO HeyfauHbIX NOMbITOK BBOAA /OTMHA, rocne
KOTOPbIX KAMEHT 610KMpyeTCs.
0 — 6eCKOHEeYHOE YMC/O MOMbITOK

Bo3BpallaeT 3HaYeHMe No YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa VLAN

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexume KoHPUrypuposaHua nHtepoeica VLAN:

console (config-if)#

Tabanua 5.179 — KomaHgb! pexkuma KoHpurypuposaHma nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuio

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

Mo ymonyaHuio goctyn
HEeaBTOPU30BaHHbLIM
nosb3oBaTtensam
3anpeLyeH

Paspewaet goctyn K aaHHoli VLAN HeaBTOpM30BaHHbIM NO/b30-
BaTeNAM.

3anpewaeT gocTyn K AaHHoi VLAN HeaBTOpPW30BaHHbLIM MO/b30-
BaTeNAM.

dotlx guest-vlan

no dotlx guest-vian

Mo ymonyaHutio VLAN
He onpeaeneHa Kak
rocresas

Onpegensaet roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BAHHbIM MNO/Ib30BATENAM WHTepodelica
poctyn K rocrtesoit VLAN. Ecam rocteBas VLAN onpepeneHa u
pa3pelleHa, NopT byaeT aBTOMATUYECKM NMPUCOEANHATLCA K HEW,
KOr4a He aBTOPM30BaH, W MOKWAATb, KOr4a NpouaeT aBTopu3a-
umto. Y1obbl MCNONB30BATh AaHHbIN GYHKUMOHAA, NOPT He [OoN-
YeH 6bITb CTaTUYECKUM YneHom roctesoi VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 5.180 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HacTpoiiku npotokona 802.1x Ha uHTepoelicax (KomaHaa focTyn-
Ha TO/IbKO AN MPUBMNETMPOBAHHOIO NOAb30BaTENSA).

show dot1x users [username]

username: CTpOKa

lNoKa3sbiBaeT aBTOPM30BaAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3blBaeT HEaBTOPU30BAHHbIX K/IMEHTOB, 3abBIOKMPOBAHHbIX NO
Tankm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTatucTnky 802.1X Ha nHTepdeiicax.

5.26.3 KoHmponb npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoit MpPOTOKO/, MO3BOAAIOWMIKA KAUEHTY MO
3anpocy nonyyatb IP-agpec n apyrue tpebyembie napameTpbl, Heobxoanmble ans pabotbl B cetn TCP/IP.

Mpotokon DHCP MmoXeT WCNoab30BaTbCA 310YMbIWAEHHUKAMW  ON1A COBeplleHMA aTaK Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAMeHTa, 3acTaBnas DHCP-cepBep BblAaTb BCe AOCTYMHble aapeca, Tak M co

CTOPOHbI cepBepa,

nytem e€ero nogmeHbl.

I'IporpaMMHoe obecneyeHune KOMMYTATOpPa NO3BOJIAET
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obecneunTb 3aWMTY YCTPOMCTBA OT aTak C UCMob3oBaHWMeM npoTokona DHCP, gna yero npumeHserca
dYHKUMA KoHTpona npotokona DHCP — DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuBatb nosieneHne DHCP-cepBepoB B ceTu, paspewan ux
MCMNO/Ib30BaHWE TOJIbKO Ha «A0BepPeHHbIX» MHTepdelicax, a TaKKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue CoOoTBETCTBUIA.

Onuusa 82 npotoKkona DHCP (option 82) ncnonbsyetca ana Toro, 4Tobbl NponHbopmuposaTs DHCP-
cepBep 0 Tom, OT Kakoro DHCP-peTpaHcnaTtopa (Relay Agent) u yepes Kakoi ero nopt 6bin nony4yeH
3anpoc. MNpumeHseTca ANA yCTaHOBAEHUA COOTBETCTBMI IP-afpecoB U NOPTOB KOMMYTATOPa, a TaKKe ANs
3aWMTbl OT aTak € ucrnosb3oBaHMem npoTokona DHCP. Onuua 82 npeacraBnser coboit ONOAHUTENbHYIO
nHbopmaumio (Mma ycTporictsa, Homep noprta), AobaBnsemylo KOMMYTAaTOpPOM, KOTOpbiA paboTaeT B
pexknume DHCP Relay areHTta, B Buge DHCP-3anpoca, npuHATOro OT KAvMeHTa. Ha ocHoBaHMM AaHHOM
onumn, DHCP-cepBep Bblgensietr IP-agpec (gwanasoH [P-agpecoB) wu apyre napameTpbl MNopTy
KommyTatopa. [onyuyns HeobxoamMmble AaHHble oT cepBepa, DHCP Relay areHT Bblgenset IP-agpec
KAWEHTY, a TaKXKe nepegaeT emy gpyrme Heobxoanmble napameTpbl.

Tabnunuya 5.181 - dopmart noneit onuymm 82

Mone lMepedasaemas uHgpopmayus

Mmsa xocTa ycTpolicTBa.

CTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6aiT — HoOMep NopTa, K KOTOPOMY MOAK/IOYEHO YCTPOWCTBO, OTNPaBAAIo-
wee dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R ID
emote agent MAC-agapec ycTpoiicTaa.

DAna ncnonbsoBaHuA onumm 82 Ha YCTPOMUCTBE A0/KHA 6bITb BKAOYeHA ¢pyHKumua DHCP relay

! areHTta. Ana BkaoueHna DHCP relay areHTta ucnonb3yerca kKomaHga ip dhcp relay enable B
' pexkume rn106anbHOro KOHGUrypMpoBaHusa (CM. COOTBETCTBYIOLLUIA Pa3aen AOKYMEHTauum).
’ . [na KoppeKTHoii pa6oTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl
e BOJIKHbI ObITb NOAKAKOUEHbl K «A0BEPEHHbIM» MOPTamMm KommyTtaTtopa. Ans po6asneHus

nopTa B CNMUCOK «A0BEPEHHbIX» MCNosb3yeTca KomaHga ip dhcp snooping trust B pexxume
KoHdurypauumn nntepdeiica. Ana obecneuyeHna 6e30nacHOCTU BCe OCTa/bHble MOPTbI KOM-
MyTaTopa A0XHbI 6bITb «HEA0BEePEHHbIMUY.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHms:

console (confiqg) #

Tabanua 5.182 — KomaHabl perkuma rnobanbHOro KOHPUrypupoBaHMA

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro

ip dhcp snooping PaspewaeT KOMMyTaTopy KOHTPO/MPOBaHWE MPOTOKO/A

DHCP.
- - -/BbIK/IlOYEHO

no ip dhcp snooping 3anpelwaeT KOMMYTaTopy KOHTPO/AMPOBaHWE NPOTOKONA
DHCP.

ip dhcp snooping vlan vian_id PaspelaeT KoHTpoaupoBaHue npotokona DHCP B npepgenax

vlan_id: yKkasaHHoro VLAN.

no ip dhcp snooping vian (1..4094)/BbIKNKOUEHO 3anpewaeT KOHTpoanpoBaHue npoTokona DHCP B npeaenax

vlan_id yKaszaHHoro VLAN.

ip dhcp snooping information Mo ymonuanuio npuem | PaspewaeT npuHumatb DHCP-nakeTbl ¢ onuueit 82 oT «HeHa-

option allowed-untrusted DHCP-nakeToB LEXHbIX» NOPTOB.

no ip dhcp snooping onuweint 82 ot 3anpewaeT npuHUMmaTe DHCP-nakeTbl ¢ onumen 82 oT «HeHa-

information option «HEHaAEXHbIX» NOPTOB | AeXHbIX» NOPTOB.

allowed-untrusted 3anpeLueH
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ip dhcp snooping verify

Mo ymonyaHuio

no ip dhcp snooping verify

BepuduKaums
BKJ/IlOYEHA

Bkntouaetr Bepudukaumio MAC-agpeca KaveHta u MAC-
agpeca UCTOYHMKa, npuHatoro B DHCP-nakete Ha «HepoBse-
PEHHbIX» NOpTaXx.

Bbikntouaetr Bepudukaumio MAC-agpeca KaveHTa u MAC-
agpeca UCTOYHMKa, npuHatoro B DHCP-nakete Ha «HepoBse-
PEHHbIX» NOpTaXx.

ip dhcp snooping database

PesepBHbIvi dpain He

PaspewaeT ucnonb3oBaHWe pesepBHoOro daina (6asbl) KoH-
Tpona npotokona DHCP.

no ip dhcp snooping database ncnosbsyeTca 3anpewaeT Mcnosb3oBaHWe pesepBHoro daina (6asbl) KoH-
Tpona npotokona DHCP.

ip dhcp information option PaspewaeT ycTpoictey agobasneHve onuuu 82 npu pabote
npotokona DHCP.

- - - - -/paspelwweHo "

no ip dhcp information option 3anpewaeT ycTpoicTey aobasneHue onuum 82 npu pabote
npotokona DHCP.

ip dhcp information option YctaHoBKa naeHtuoukatopa Access Node_ID onuum 82.

;:;rdnema:‘;type access-node-id node_id: (1.32)

CMMBO/IOB

no ip dhcp information option
format-type access-node-id

YcTaHOBKa 3Ha4YeHUA No YMON4aHUIO

ip dhcp information option
format-type remote-id
remote_id

remote_id: (1..32)

no ip dhcp information option
format-type remote-id

CUMBO/0B/-

YcTaHoBKa ngeHtuounkatopa Remote agentID onumm 82.

YcTaHOBKa 3HaY€HMA NO YMOJTYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information option
format-type option

HacTpoiika popmata DHCP onuum 82.
dopmar:

- Sp — HOMep C/10Ta U NopTa;

- sV — Homep cnota n VLAN;

- pv—Homep nopta n VLAN;

- Spv — HOoMmep cnoTa, nopta n VLAN;

- bin — 6uHapHbIN popmaT: VLAN, cnoT, nopT;

YCTaHOBKA 3HAYeHUA N0 YMONYAHUIO

ip dhcp information option
suboption type {tr101 |
custom}

-/tr101

no ip dhcp information option
suboption type

YcTaHoBKa popmata onumm 82.

- tr101 — yctaHaBnvBaeT dopmaT onumm 82 COrNacHO CUHTAK-
cucy, NpUHATOMY B pekomeHzauuax TR-101 (cm. Tabauuy
5.183);

- custom — ycTaHasamBaeT GopmaT onuun 82 B COOTBETCTBUMU C
dopmaTom, npmBeseHHOM B Tabanue 5.183

Bo3BpalyaeTt 3Ha4YeHne No yMmo4aHUIo.

Tabnnuya 5.183 — Popmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lMone

lepedasaemas uHgpopmayusa

Circuit ID

Mms xocTa ycTpoiicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHwit 6akT — HOMEpP MOPTa, K KOTOPOMY MOAKNOYEHO YCTPOMCTBO, OTMPaB/AIO-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number —0089c1

MAC-agpec ycTpoincTBa.

Tabnunua 5.184 — dopmart noneit onuum 82 pexknma custom

Mone lMepedasaemas uHgpopmayusa
OnvHa (1 6anT)
Twun Circuit ID
Circuit ID Anania (1 6aiir)

VLAN (2 6aliTa)
Homep moayna (1 6anT)
Homep nopTa (1 6aitT)
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Onnna (1 6aiiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6aiT)
MAC-agpec KommyTatopa

Remote agent ID

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-
mepdpelica 2pynnsl Nopmos

Buz 3anpoca KoMaHAHOWM CTPOKM B pexume KOHPUrypuposaHma nHtepoeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #
Tabnunuya 5.185 — KomaHapl pexknuma KoHdUrypupoBaHua nHTepdeinca Ethernet, rpynnbl nHTepoeicos

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

ip dhcp snooping trust [ob6aBnaeT nHTepdpeinc B CNUCOK «A0BEPEHHbIX» NPU UCNONb-
30BaHUKN KOHTpoAA npoTokosa DHCP. DHCP-TpaduK «aoBepeH-
HOro» uHTepoderica cumtTaeTca 6e30MacHbIM U He KOHTPO/IMPY-

eTca.

Mo ymon4yaHuio
MHTepdeiic He ABnaeTcA
[OBEepeHHbIM

no ip dhcp snooping trust Ypanser uHtepdeinc M3 cnmcka «40BepPeHHbIX» NpU UCNO/b30-

BaHWW KOHTpoAA npoTokoaa DHCP.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 5.186 — KomaHab! pexuma Privileged EXEC
3Ha4yeHue/3HayeHue

KomaHoa

1o ymonyaHuro

Aelicmeue

ip dhcp snooping binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
seconds:
(10..4294967295) cek

[ob6asnaet B dain (6asy) KoHTpons npoTtokona DHCP cooT-
setcTBue MAC-agpeca knveHTa, rpynne VLAN u IP-agpecy gna
yKa3aHHOro uHtepdelica.

[aHHas 3anucb bygeT AeNcTBUTENbHA B TEYEHME YKA3aHHOrO B
KOMaHZAe BPEMEHW KMU3HWU 3anucu, ecan KAMEHT He OTNpaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Taimep 0bHyNseTcA
B C/ly4ae NoJIyYeHUs OT K/IMEHTA 3anpoca Ha obHoBNeHMe (Ko-
MaH4a AOCTyMNHa TO/IbKO ANA NPUBUAErMPOBAHHOIO NO/Nb30Ba-
Tena).

- seconds — BPEMSA }KMU3HU 3anNucK;

- infinity — Bpems »KM3HW 3anncK He orpaHnYeHo.

Ypansaetr us ¢akina (6asbl) KOHTpons npoTtokona DHCP cooT-
BeTctBne MAC-agpeca kamneHta v rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeT ¢daiin (6asy) KoHTpona npotokona DHCP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnnuya 5.187 — KomaHabl pexknma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

option Tokona DHCP.

show ip dhcp information MokKasbiBaeT MHPopmaumio 06 Mcnoab3oBaHMM onumm 82 npo-

show ip dhcp snooping gi_port: (1..8/0/1..48);

MoKasbiBaeT KoHdUrypaumio ¢yHKUMM KOHTPOAA MNPOTOKOAA

fo_port | port-channel group]

[glga.blte.thernet gi_port | te_port: (1..8/0/1..24); DHCP.
tengigabitethernet te_port |

. fo_port: (1..8/0/1..4);
fortygigabitethernet fo_port |

group: (1..16)

port-channel group]
show ip dhcp snooping binding MoKa3blBaeT COOTBETCTBUA U3 daiina (6asbl) KOHTPONA NPOTO-
[mac-address mac_address] gi_port: (1..8/0/1..48); | kona DHCP.
[ip-address ip_address ] [vlan te_port: (1..8/0/1..24);
vlan_id] [gigabitethernet fo_port: (1..8/0/1..4);
gi_port | tengigabitethernet group: (1..16);
te_port | fortygigabitethernet vlan_id: (1..4094)

[pumepbl 8b1M0MHEHUS KOMAHO

=  PaspewunTtb ucnonbzosaHne DHCP onuun 82:

console# configure
console (config)# ip dhcp relay enable
console (config) # ip dhcp information option

= [lokasaTb Bce cooTBEeTCTBUA U3 dpalina (6a3bl) KOHTPOAA NnpoTokona DHCP:

console# show ip dhcp snooping

DHCP snooping is globally enabled

DHCP snooping is configured on following VLANs: 2, 5
DHCP snooping database: enabled

Option 82 on untrusted port is allowed

Verification of hwaddr field is enabled

Interface Trusted

te0/17 yes

5.26.4 3awjuma IP-adpeca kKnueHma (IP-source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npegHasHaueHa pgaa GuabTpaumm Tpaduka,
NPUHATOrO € WHTepdelca, Ha OcCHoBaHMM Tabauubl cootseTctBuii DHCP snooping u cTatuuyeckux
cooTBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard nossonser 6opoTbcA ¢ nogmeHoi |IP-

agpecosB B NMNaKkeTax.

¥
Y

MockonbKy ¢GYHKUUA KOHTpoas 3awmTtbl IP-apgpeca ucnonb3yer Tabauubl COOTBETCTBMIA
DHCP snooping, umeeT cMbiC/1 UCNONb30BaTb AaHHYIO0 PYHKLUIO, NpeaBapuUTeNbHO HACcTPO-
uB n BKatouns DHCP snooping.

dyHKuMio 3awmThbl IP-agpeca (IP Source Guard) Heo6xo4MMO BKAOUYUTD rN06anbHO U AnAa
uHTepdeiica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:
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console (config) #

Tabaunuya 5.188 — KomaHabl pexkmMma rnobasbHOro KOHGUrypmpoBaHUsA

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip source-guard

no ip source-guard

Mo ymonuyanutio

BkntoyaeT PpyHKUMIO 3awmThl IP-agpeca KAneHTa 418 BCEFO KOMMY-
TaTopa.

dYHKUMA BbIKOYEHA

BbikntoyaeT ¢yHKUMIO 3awmnThl IP-aapeca KnMeHTa ANA BCEro KOM-
myTaTopa.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16);

CosfaHue cTaTMyeckom 3anucu B Tabauue cootBeTcTBMA mexay IP-
agpecom knuveHta, ero MAC-agpecom u rpynnoii VLAN ana yka-
3aHHOro B KOMaHze nHTepdelica.

vlan_id: (1..4094);

YaaneHue ctaTuyeckoi 3anucu B Tabanue COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3afaeT YyacToTy 0b6paLeHna yCTPOIMCTBa K BHYTPEHHUM pecypcam C
LLeNblo 3aMncK B NamMATb HEAKTUBHbIX 3alLnLLeHHbIX IP-agpecos.

- never — 3anpewaeT 3anucb B NamMATb HEAKTUBHbIX 3aLUMLLEHHBIX
IP-appecos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexuma KoHgpuaypuposaHusa uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-

mepgetica 2pynmnsl IOPMo8s

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHPUrypuposaHua uHtepdeiica Ethernet, untepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.189 — KomaHabl pexkmma KoHpUryprupoBaHus nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip source-guard

Mo ymon4yaHuio

no ip source-guard

bYHKLMA BbIKNOYEHA.

BratouaeT dyHKLUMIO 3aLWmMThl IP-aapeca KavMeHTa ans HacTpau-
Baemoro nHtepdeiica.

BbikntouaeT byHKUMIO 3aWwmThbl IP-agpeca KAveHTa Ans Ha-
cTpamBaemoro nHTepdeica.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 5.190 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuo

Aeilicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpalleHna yCTpoicTBa K BHYT-
PEeHHMM pecypcam C Lenblo 3anmucu B NamATb HEAKTUBHbIX
3aWmuleHHbIX IP-agpecos. KomaHa AocTynHa TOMbKO AN
NPUBUAETMPOBAHHOIO NO/b30BaTeNS.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#
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Tabnnua 5.191 — KomaHab! pexkmuma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet

KomaHaa oTobparkaeT HacTPOMKy GyHKLMK 3awmTbl IP-agpeca

gi_port: (1..8/0/1..48); Ha 3agaHHoOM, M6 Ha Bcex nHTepdelicax ycTponcTsa.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

fo_port | port-channel group] group: (1..16)

show ip source-guard status KomaHza otobpaxkaeT cTaTyc pyHKUMM 3awmTsl IP-aapeca gaa
[mac-address mac_address] gi_port: (1..8/0/1..48); | ykasaHHoro uHTepdeiica, IP-agpeca, MAC-agpeca uav rpynnei
[ip-address ip_address ] te_port: (1..8/0/1..24); | VLAN.

[vlan vian_id] [gigabitethernet fo_port: (1..8/0/1..4);

gi_port | tengigabitethernet group: (1..16);

te_port | fortygigabitethernet vlan_id: (1..4094);

fo_port | port-channel group]

show ip source-guard inactive - KomaHza oTobparkaeT He akTMBHbIe IP-aapeca oTnpaBuTens.

[pumepbl 8b1M0AHEHUS KOMAHO

MoKas3aTb HAacTPOMKY GYHKLUMK 3aWwmMTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKAOUMTD PYHKLMIO 3alLmThl IP-agpeca ana duabTpaumm Tpaduka Ha OCHOBAHUM TabaULbl COOTBET-
cteuin DHCP snooping 1 ctatuyecknx cootseTcTeuit IP Source Guard. Co3aaTb CTaTUYECKYHO 3anuch B
Tabanue cooteeTcTBUA Ana HTepdenca Ethernet 12: IP-agpec KaneHta — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeiic B 3-i1 rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.26.5 KoHmponab npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTtokona ARP (ARP Inspection) npeagHasHauyeHa Ans 3almTbl OT aTak C

ncnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npotokona ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMUX cooTBeTcTBul IP- 1 MAC-agpecoB, 3a4aHHbIX a1
rpynnbl VLAN.

I

%

MopT, cKoHPUTrYpUpPOBaHHBIN «HepoBepeHHbIM» ana ¢yHKumumn ARP Inspection, ponXKeH Tak-
e 6bITb «HegoBepeHHbIM» ana ¢yHKumMn DHCP snooping uau coorserctene MAC-aapeca m
IP-agpeca gna 3Toro nopta A0/KHO 6biTb CKOHPUIypUPOBaHO cTaTUuecKU. UHaue paHHbIN
nopT He 6yaeT oTBevaTb Ha 3anpocbl ARP.

[Ona HeHapEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEePKU cooTeeTcTBuUii IP- 1 MAC-agpecos.
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KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHOUrypupoBaHusa:

console (config) #

Tabnunuya 5.192 — KomaHabl pexkmMma rnobasibHoro KOHGUrypmpoBaHUs

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonyanuo
dYHKLMA BbIKNOYEHA

BkntoyaeT KoHTposib npoTokona ARP (¢yHKumio ARP Inspection).

BblKkntoYaeT KOHTPOIb NpoTokona ARP (dyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyanuo
dYHKUMA BbIKAOYEHA

PaspelwaeT npoBepKy npotokona ARP, ocHoBaHHyo Ha 6ase cooT-
BetcTBuii DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpewaeT NpoBepKy npotokona ARP, ocHoBaHHyO Ha 6ase cooT-
BetcTBuii DHCP snooping, B Bbi6paHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnseT cneumdunyHbie NPOBEPKMU A7 KOHTPOAA NPOTOKONA
ARP.

MAC-agpec ncrodyHuka: [ina ARP-3anpocos 1 oTBeTOB NpoBepseTca
cooTBetctBMe MAC-agpeca B 3arosioBke Ethernet MAC-agpecy
MUCTOYHMKA B COAEPKMMOM npoTokona ARP.

MAC-agpec Ha3HayeHuA: OnAa ARP-oTBeTOB NpoBepAeTca COOTBET-
ctBue MAC-aapeca B 3aronoske Ethernet MAC-agpecy Ha3HauyeHun
B cOAep*KMMOM npoTokona ARP.

IP-agpec: MNposepsaeTtca cogepknumoe ARP-nakeTa Ha Hanumyune He-
KOppeKTHbIX IP-agpecos.

3anpewaet cneunduyHble NPOBEPKM ANA KOHTPO/AA MPOTOKO/A
ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3pgaHue cnmcKa cTaTuyeckux ARP cooTBeTCTBUM.
2. Bxof, B pexxum KoHourypmposaHma ARP-cnnckos.

YpaneHue cnucka ctatudeckmux ARP cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok crtatuueckux ARP cooTBeTCTBUI ANA YKa3aHHOWM
VLAN.

OTMeHseT HazHaYeHMe CrucKa ctaTnyecknx ARP cooTseTcTBuiA ana
yKasaHHon VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3ajaeT MUHMMANbHBLIN MHTEpBas Mexay cooblieHnAmu, copep-
*awmmu nHpopmaumio npotokona ARP, nepegaBaembiMu B Kyp-
Han.

- 3Ha4yeHue O yKasblBaeT Ha TO, YTO cooblieHnsa byayT reHepupo-
BaTbCA HE3aMea/ITeNbHO;

- infinite — He reHep1poBaTb COOBLLEHUI B XKypHan.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexuma KoHgpuaypuposaHua uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uH-

mepaeuca 2pynnbl NI0pMos

Buza 3anpoca KoMaHAHOWM CTPOKM B pexkume KoHPurypuposaHua uHtepdeiica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.193 — KomaHabl pexkmma KoHpurypruposaHua uHtepdeliica Ethernet, rpynnsl uHtepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonuyaHutio
nHTepdeiic He aBnaeTca
[0BEPEeHHbIM

[obasnaeT nHTeppenc B CNMCOK «A0BEPEHHbIX» NPWU UCMONb30Ba-
HUM KOHTponA npotokona ARP. ARP-Tpaduk «a0BEpPEHHOro» WH-
Tepdelica cuntaeTcAa 6€30MacHbIM U He KOHTPOAUPYeTCA.

YaanaeT uHtepoeinc ns cnucka «40BepPeHHbIX» Mpu UCNo/b3oBa-
HWUU KOHTPOANA npoToKona ARP.
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KomaHObI pexcuma KoHgu2ypuposaHua ARP-criuckos

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdUrypuposaHua ARP-cncKos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 5.194 — KomaHab! pexuma KoHpurypuposaHua ARP cnuckos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnsaeT cTatuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcteue IP- u MAC-agpecos.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.195 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasbiBaeT KOHoUrypaumo GyHKUMW KOHTpOAs npoTokosna ARP
Inspection Ha BbIBpaHHOM MHTepdeitce/Bcex UHTEpdecax.

show ip arp inspection list

MoKasbIBaeT CNUCKKN CTaTUYECKUX cooTBeTCTBUIM IP- 1 MAC-agpecos
(KomaHga AoCTynHa TONbKO A4/1A MPUBMAETMPOBAHHOMO NOJ/b30Ba-
Tensa).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeT CTaTUCTUKY ANA CAeAyHLWMX TUMNOB MaKeToB, KOTopble
6111 06paboTaHbl Npu nomowm eyHKLMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepsiHHbIe nakeTbl (dropped);

- ownbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuuLLaeT CTaTUCTUKY KOHTpoAA npoTokona ARP Inspection.

[pumepbl 8b1M0AHEHUS KOMAHO

=  BKJAOYAUTb KOHTPOAb npoTtokona ARP u nobasBuTb B cnmcok spisok ctaTMyeckoe cooTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHaunTb CNKNCOK Spisok cTaTUyecKmx
ARP cooTtsetcTtBuin gnsa VLAN 11:

console# configure
console (config) # ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-list) # exit

console (config)# ip arp inspection list assign 11 spisok

= [loKasaTb CNMCKU CTaTUYecKnx cooteeTcTeui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name:

IP

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD
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5.26.6 Hacmpoiika ¢pyHKyuu MAC Address Notification

®dyHkuma MAC Address Notification nosBonseT oTcne)KuMBaTb MNOSABAEHME U UCYE3HOBEHUE
aKTMBHOro o060pyAOBaHMA Ha CeTU NyTemM COXpPaHeHusa wuctopum ulydenma MAC-agpecos. [pu
0bHapyKeHUM U3MeHeHN B cocTaBe M3ydeHHbIx MAC-agpecoB KOMMYTAaTOP COXpaHAET MHPOPMALMUIO B
Tabnvue u um3Bewaer o6 3TOM C nNomoupblo coobueHnit npotokona SNMP. @PyHKuMA umeet
HacTpamMBaemble MapameTpbl — rAybuHa UCTOpUM O COBLITUAX U MWMHUMANbHbLIA WHTEPBAN OTMPaBKU
coobuweHnin. Cepsuc MAC Address Notification oTkatoueH MO ymMoAYaHMIO U MOXKET ObiTb HaAcCTPOEeH
BbIOOPOYHO A/1A OTAENbHbIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNobasbHOro KOHGUIYpPUpoBaHUa:

console (config) #

Tabnunuya 5.196 - KomaHab! pexuma rnobanbHOro KOHGUrypmpoBaHUa

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4YaHuo

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BbIKNIOYEHA

KomaHaa npegHasHayeHa Ans r106anbHOrO  ynpasaeHus
dyHKumen MAC notification. KomaHaa paspelsaeTt perucrpa-
umnio cobbitnii aobasneHuna n yaaneHna MAC agpecos B/u3
Tab/IML, KOMMyTaTOpa M OTNPaBKY YBEAOMIEHUSA O COBLITUSAX.
Ona pabotbl GyHKLMM HeobXxoaAMMO AOMNONHUTENbHO paspe-
LWaTb reHepaumio yBeaoMAeHUI Ha UHTepdelicax (cm. HUKe).

BoikntouaeT dyHKumMio MAC notification rnobanbHo 1 oTmeHaeT
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdercax.

mac address-table notification
change interval value

no mac address-table
notification change interval

value:
(0..4294967295)/1

MaKcMManbHbI MPOMENKYTOK BPEMEHW MeXAy OTNpaBKamwu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPEMEHU
paBHo 0, TOo reHepaLma yBeAOMIEHUN N COXpaHeHUe cobbITui
B UCTOPUIO ByAET OCyLLEecTBAATLCA HEME/IEHHO MO Mepe BO3-
HUKHOBEHUA COObLITUA 06 WM3MEHEeHUW COCTOAHUA Tabauubl
MAC-agpecos. Ecnv 3HauyeHuMe nHTepsana sBpemenn 6osblwe 0,
TO ycTpoWicTBO OyaeT HaKanameaTb CobbITUA 06 M3MeHeHWUU
cocToAHMA Tabanubl MAC-afpecoB B TeYEHWE 3TOro BPEMEHMU,
a 3aTem OTNpPaBAATb yBegomMaeHuA npotokona SNMP u coxpa-
HATb COObITUA B UCTOPUMN.

BoccTaHaBnmBaeT 3HavyeHue no YMONYaHULO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MaKCcMManbHOEe Ko/anyecTBo cobbiTuii 06
M3MeHeHUn cocTosHua Tabamubl MAC agpecos, KOTopoe co-
XpaHsaeTca B UCTOPUN. ECnn ycTaHOBNEH pa3mep UCTOPUK paB-
HbI 0, TO cobbITUA He coxpaHatoTca. Mpu nepenosHeHUn by-
depa nctopum HoBoe cobbiTMe NOMELLAETCA Ha MeCcTo CaMoro
cTaporo.

BoccTtaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IIOYEHO

KomaHpa npeaHasHayeHa gnAa BKAoYeHMA oTnpaskn SNMP-
yBEAOM/IEHUI 06 W3MeHeHuM cocToaHua Tabanupl MAC-
agpecoB. [lna OTK/AOYEHUA WCNOoJb3yeTca OTpuuaTenbHan
dopma KoMaHAbI.

Ecnv oTnpaBKa yBeAOMNEHUI BKAKOYEHA, TO YCTPOWCTBO byaeT
MHPOPMMPOBATL O COBBLITMAX CO0bLEHMAMM NpoTOKoNa SNMP
N COXPaHATb COOTBETCTBYIOLLME COOLITUA B UCTOpuK. Ecam oT-
npaska SNMP-yBegomneHult BbIKNHOYEHA, TO YCTPOMCTBO by-
AeT TONIbKO COXPAaHATL COBLITUA B UCTOPUM.

OTkntoyaeTr otnpaBky SNMP-yBegomieHuit 06 M3MeHeHuu
cocTosiHua Tabaunubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

-/BKNtOYEHa

BkntounTb oTnpaBKy Tpanos o ¢nannuHre MAC-agpecos.
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no snmp-server enable traps
mac-notification flapping

OTKNOYMTL OTNPaBKy Tpanos o dnannuHre MAC-aapecos.

KomaHObI pexcuma KoHguaypuposaHue uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnuya 5.197 - KomaHabl pexxuma KoHOUrypuposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblKNIOYEHA

BkAtoyeHWe reHepaumnn yBegOMNAEHUIN Ha KaXKAOM MHTep-
deiice 0 cobbITUAX M3MeHeHUs cocTosHuA MAC-agpecos.
OTAEeNbHO MOXKHO paspellnTb reHepauuio yBesomneHui
TonbKko 06 m3yyeHun MAC agpecos, Mbo TONbKO 06 MX
yaaneHuum.

OTKNlOYEeHME reHepaunn yBeoOMNEHUIN Ha nHTepdeiice.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 5.198 - KomaHgb! pexxkunma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

OTobpaxkeHne BCeX yBEAOMJIEHUIN 0O W3MEHeHUU co-
cToaHnAa MAC-agpecoB, COXpaHEHHbIX B UCTOPUU.

show mac address-table
notification change statistics

OTOb6parkeHne CTaTUCTUKKM cepBuca: obLiee KONMYeCcTBo
cobbITHIM 06 M3yyeHMn MAC-agpecos, obLiee KOIMYecTBo
cobbITnii 06 yaaneHnn MAC-agpecos, obuiee KoamyecT-
BO OTnpaBaeHHbIXx SNMP-coobuieHni.

[Mpumepbl UC016308AHUS KOMAHO

= [lpymep NOKasbiBaeT KaK HacTpouTb nepegady coobuieHnin SNMP MAC Notification Ha cepBsep
c agpecom 172.16.1.5. MNpun HacTpolike 3agaeTcs obLiee paspeleHme paboTbl cepBuca, Ha-
CTPanMBaeTCss MUMHUMA/bHBIN MHTEPBAT OTNPABKU COODLLEHWUI, 3a43eTCs pasmep UCTOPUN Co-
6bITUI M HacTpanBaeTcA cepBUC Ha BbIBPAHHOM NOPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change

#mac address-table notification change

console (config) #fmac address-table notification change interval 60

)
)
console (config)
)
)

console (confiqg) #interface gigabitethernet 0/7
console (config-if) #snmp trap mac-notification change
console (config-if) #exit

console (config) #

(
(
(
(
console (config) #mac address-table notification change history 100
(
(
(
(
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5.27 ®yHKummn DHCP Relay nocpegHuka

KommyTatopbl nogaepmeatot dyHKumMmn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnaetca
nepenaya DHCP-nakeToB OT KAMEHTA K cepsepy M obpaTHo B cnydyae, ecin DHCP-cepBep Haxogutcs B
OAHOWN CeTWU, a KAMEeHT B apyron. Opyroh dyHKumen asnsetcs gobaBneHuMe AOMNOAHUTENbHbIX ONUUA B
DHCP-3anpocbl KnaveHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMYTATOP NPUHMMAET OT KaneHta DHCP-
3anpochbl, NnepeaaeT 3TW 3anpockl CEPBEPY OT MMEHMU KMEHTa (OCTaBAAA B 3anpoce onuum ¢ Tpebyembimu
KNMEHTOM MapameTpamMu U, B 3aBUCMMOCTM OT KOHOUrypaumm, aobasnsaa csoun onuuu). Monyyms oTBeT OT
cepBepa, KOMMYTaTOp NepesaeT ero KANeHTY.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexXmnma rnobasbHoro KOHOUrypupoBaHusa:

console (config) #

Tabnunuya 5.199 — KomaHabl pexkrMma rnobasibHoro KOHGUrypmpoBaHUs

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BblKNO4YeH

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne pyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address

no ip dhcp relay address
[ip_address]

MoeT 6bITb 334aHO
[10 BOCbMU CEpBEpOB

3apaér IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay areH-
Ta.

Ypanset |IP-agpec u3s cnucka DHCP-cepsepoB ana DHCP Relay
areHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B pernMMe KoHOUrypmupoBaHma nHtepoeiica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if) #

Tabnunua 5.200 — KomaHAabl pexkmma KoHpurypuposaHua nHtepdelica VLAN, nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuwo

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BbIK/IOYEH

BkntoyeHne ¢yHKumii DHCP Relay areHTa Ha HacTpanBaemom WH-
Tepoelice.

BbikntoueHne ¢yHkumii DHCP Relay areHTa Ha HacTpanBaemom
nHTEpoelice.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 5.201 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp relay

OTobparkaeT KOHOUrypaumo HacTpoeHHol ¢yHkumm DHCP Relay
areHTa AN KOMMyTaTopa M OTAENbHO ANA MHTEPOEcoB, a TakKe
CMWCOK AOCTYMNHbIX CEPBEPOB.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.28 KoHourypuposaHue PPPOE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBMMU C TpeboBaHMAMM gokymeHTa DSL Forum TR-101 m
npefHasHavyeHa 411 UCMOb30BAHMA Ha KOMMYTAToOpax, paboTatoLWwmx Ha ypoBHe AocTyna.

PyHKUMA NO3BOAAET JONONHATb NakeTbl PPPOE Discovery nHpopmaLmeit, XxapaKTepusyowen 1H-
Tepdelic goctyna. 3To HeobxoaAMMo Ans UAEHTUPUKALMKM MONb30BATENIbCKOTO MHTepdeica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom U 0b6paboTKoi nakeTos
PPPoE Active Discovery ocyuectBaseTcsa rnobasbHO A5 BCEro yCTPOMCTBA U BbIDOPOUYHO AN1A KarKAoro

nHTepoelica.

Peannsaumsa ¢yHkummn PPPOE |IA npegocTaBasieT A0MNO/IHUTE/IbHbIE BO3MOXHOCTU KOHTPO/IA COOb6-
LLLEHUI NPOTOKOMAa NYyTEM Ha3HAYeHUs AOBEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabnunua 5.202— KomaHab! pexkmma rnobanbHOro KoOHGUrypmupoBaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuo

Aeiicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/oTKAKOUEeH

PaspewunTtb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermediate-agent
timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpeMeHU HeaKTUBHOCTU NONb30BaTeN1A.

BocctaHoBUTL HaCTpOl‘/'IKM NO YMONTHaHUIO.

pppoe intermediate-agent
format-type access-node-id

word: (1..32) cumsona/

YCTaHOBKA CTPOKMU AEHTUOUKALMM YCTPOMCTBA AOCTyNa.

word M,Cl,eHTV‘I‘d)VIKaTop
. . YCTPOWCTBA He =
no pppoe intermediate-agent Ha3HaueH BoccTaHOBUTb HAaCTPOMKM MO YMONYAHUIO.
format-type access-node-id )
pppoe intermediate-agent YCTaHOBKa TeKCTa coobLieHns 06 ownbKke npesbileHns pasmepa
format-type naketa (MTU), otnpasnsaemoro PPPoE |A 8 PADO uau PADS nake-
generic-error-message word word: (1..128) Tax.
cumeona/PPPoE MpumeyaHue: ecnn coobLLeHUE COAEPHKUT CUMBOBI Npobena, ero

no pppoe intermediate-agent
format-type
generic-error-message

Discover packet is too
large to process.

HEO6XOAMMO 3aK/IDYNTb B KaBbI4KW.

BoccTaHoBUTb HaCTpOVIKI/I No YMOJIHaHUIO.
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pppoe intermediate-agent
format-type option [sp | sv |
pv | spv] delimeter delim

no pppoe intermediate-agent
format-type option

delim: (.,:#/)/bopmar 8
cooTeTcTBuM ¢ TR-101:
slot / port : vlan

HacTpoiika Habopa napameTpoB W pasaenuTens Mexay HUMM,
KOTOpble UCMOb3YoTCA AN GOPMUMPOBaHUA NoAoNUMK circuit-id.
B KOmaHAe Mcnonb3yoTca cneaytowme ycnosHble 0603HaYeHUn:

- sp —slot + port;

-sv—slot +vlan;

- pv — port + vlan;

- spv —slot + port + vlan;

BoccTaHoBUTL HaCTpOVIKVI NoO YMO/ZTHaHUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelca

Bupa 3anpoca KOMaHAHOM CTPOKM B peMMe KOHOUryprupoBaHma uHtepoelica:
console (config-if) #

Tabnunuya 5.203 — KomaHabl pexxmma KoHpuryprpoBaHua nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOoA4YaHuio

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/3anpet

PaspeweHune paboTtbl PPPOE Intermediate Agent Ha nHTepdeiice.

3anpet pabotbl PPPOE Intermediate Agent Ha uHTepdeiice.

pppoe intermediate-agent

format-type circuit-id circuit_id

no pppoe intermediate-agent
format-type circuit-id

circuit_id: (1..63)
CMMBO/IOB

HasHaueHue ngeHtnduKatopa circuit-id, gobasnsemoro Kommy-
TaTopomM. MaeHTMdUKATOp, 3afaHHbI B KOMaHAe, MOJAHOCTbIO
nepeonpeaenser MAEHTUPUKATOP, BbIYUCAAEMbIA Ha OCHOBE
rnobanbHbIX NapameTpos access-node-id n option/delimeter.

BoccTaHaB/MBaEeT HAcTPOMKY Ha OCHOBe r106anbHbIX Napamert-
pos access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type remote-id

remote_id: (1..63)
cumsonios/MAC-aapec
KomMyTaTopa.

HasHaueHne npeHTMdMKaTopa remote-id, gobaBnaemoro Kom-
myTaTopom. UaeHTUdPMKaTop poskeH 6biTb CKOHOUIypUpoBaH
Ha BCeX MHTepdencax KommyTaTopa, rae pabotaet PPPoE IA.

BocctaHaBnuBaer HaCTpOl‘;IKy N0 YMO/IHaHUIO.

pppoe intermediate-agent
trust

no pppoe intermediate-agent
trust

-/He aBnaeTca
[LOBEPEHHbIM.

YnpaeneHue pexMmom posepusa K uHTepdelicy. KomaHga go-
6asnseT nHTepdelic K CNUCKY JOBEPEHHbIX.

UHTepdeicbl, K KoTopbim nogxntoveHol PPPoE-cepBepbl, Ha-
CTPanBaloTCA KaK goBepeHHble. MHTepdeichbl, K KOTopbiM noa-
K/OYeHbl NM0/Ib30BaTENN, HACTPAUBAIOTCA KaK He0BEpPEeHHbIe.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

-/BbIK/IOYEH

PaspeweHue ypaneHus vendor-specific onumm wn3 nakeTtos
PADO, PADS, PADT nepef OTNpaBKoOW UX B CTOPOHY No/ib3oBaTe-
nA. OyHKUMA yaaneHna MoxKeT BbiTb MCNO/b30BaHA TO/bKO Ha
HTepoelice, Ha KOTOpPoM paspelleHa pabota PPPoE IA u KoTo-
pblil ABNAETCA A0BepeHHbIM WHTepdelicom. O6bl4HO GyHKLMA
yOANeHus HacTpauBaeTca Ha uHTepdelice, obpaleHHOM B CTO-
poHy PPPoE-cepsepa.

BbikntovaeT PeXnm yaaneHua.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:

console#
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Tabnnua 5.204 — KomaHab! pexmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show pppoe
intermediate-agent info
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTobparkeHne HacTpoek PPPOE Intermediate Agent. Ecan B Ko-
MaH4e ABHO He 33aH WHTepdelc, TO KOMaHAA BbINONHAETCA
ANA Bcex uHTepdencos, rae paspelweHa pabota PPPoE IA u Bcex
[0BEPEHHbIX NOPTOB.

show pppoe
intermediate-agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTobparkeHne cTaTUCTMKKM paboTbl PPPOE Intermediate Agent.
Ecnn B KOmaHZe He 3aflaH ABHO WHTepdelc, To KOMaHAa Bbl-
NosIHAETCA ANA BCEX MHTepdencoB ¢ paspelleHHbim PPPoE |A n
BCEX 40BEPEHHbIX MOPTOB.

clear pppoe
intermediate-agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OuncTka cTtaTUCTUKKM paboTbl PPPOE Intermediate Agent. Ecam B
KOMaHZe He 334aH ABHO MHTepdelc, To KOMaHAa BbINOHAETCA
ona Bcex UHTepdelcos ¢ paspeweHHbIM PPPOE IA u Bcex agose-
pPEeHHbIX NOPTOB.

show pppoe
intermediate-agent sessions
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTobparkeHne BCEX 3aPErucTPUPOBAHHbIX KJAMEHTCKUX CECCUA.
Ecnv B KOMaHZe He 3a4aH ABHO MHTepdeic, To oTobpakatoTca
BCEe CEeCCMM C COPTUPOBKOW No UHTepdeicam.

clear pppoe
intermediate-agent sessions
[mac-address]

mac address: (H.H.H
man H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKpbIBaeT KAMEHTCKYI ceccuio. Ecan He yKasaH mac address,
TO BCe ceccuu.

5.29 KoHpurypuposaHue DHCP-cepBsepa

DHCP-cepBep ocylLecTBAAET LLEeHTPann30BaHHOE yNpaBAeHWe CeTeBbiIMW aApecaMu M COOTBETCT-
BYIOLLMMM KOHPUIYPaALMOHHBIMM NapameTpamm, aBTOMATUYECKM NPeAOCTaBAAA UX KAMeHTamM. ITO No3Bo-
NAeT n3berKaTb Py4YHON HAaCTPOMKM YCTPOMCTB CETU M YMEHbLIAET KOJIMYECTBO OLIMBOK.

Ethernet-kommyTaTopbl MoryT pabotatb Kak DHCP-kauneHT (nonyyeHue cobcteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnuya 5.205 — KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue
no ymosa4aHurw

KomaHoa Aelicmeue

ip dhcp server BkntoueHue oyHKumnn DHCP-cepBepa Ha KommyTaTope.
no ip dhcp server

ip dhcp pool host name

-/BbIK/IOYEHO
BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

Bxons B peuMm KOHPUIypupoBaHWMA CTAaTUYECKUX afpecos
DHCP-cepBepa.
Ynansaet koHourypaunio DHCP-kaneHTa ¢ 3aiaHHbIM MMEHEM.

name: (1..32)
CUMBOIOB

no ip dhcp pool host name

Bxopg, B pexkum KoHourypuposaHua DHCP-nyna agpecos DHCP-
cepsepa.
- name — uma DHCP-nyna agpecos.

ip dhcp pool network name

name: (1..32) cumBonos

no ip dhcp pool network name Ypanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.
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ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT |IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec gManasoHa.

YaaneHnue IP-agpeca U3 cnucka UCKAOYEHUI AR HAa3HAYeHuA
ero DHCP-knuneHTam.

KomaHObI pexcuma KoHgu2ypuposaHuUa cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHON CTPOKU B peXMMe KOHOUIypUpoBaHWUA cTaTuydeckmx agpecos DHCP-

cepsepa:

console# configure

console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnunua 5.206 — KomaHAabl pexxMma KOHGUrypmpoBaHms

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

no address

PyuHoe pesepsuposaHue IP-agpecos ana DHCP-kaveHTa.

- ip_address — IP-agpec, KoTopbli byaeT conoctassieH ¢ pusn-
YEeCKMM af,pecoM K/IMEHTa;

- mask/prefix_length — macka noacetn/annHa npedukca;

- id — pusnuecknin agpec (MaeHTdUKaTOpP) CETEBOI KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3apesepsupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBonos

Onpegenset uma DHCP-knneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypuposaHua nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnuua 5.207 — KomaHabl pexkuma KoHPUrypmpoBaHua

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length}

no address

YcTaHaBAMBaeT HOMep MOACETUM M MacKy MOACeTM AnA nyna
appecos DHCP-cepsepa.

- network_number — IP-aapec Homepa NoAceTu;

- low_address — HayanbHbIl IP-agpec AMana3oHa appecos;

- high_address — KoHeuHbIN IP-afpec Anana3oHa afpecos.

- mask/prefix_length — macka noacetn/anvHa npedukca.

Yaansaet koHourypaumto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

no lease

-/1 peHb

Bpems apeHabl IP-agpeca, KoTopbiit HasHayeH oT DHCP.
- infinite — Bpemsa apeHAbl He OrpaHUYeHo;

- days — Konn4yecTBo gHel;

- hours — KOIMYECTBO YacoB;

- minutes — KOANYECTBO MUHYT.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHguaypuposaHusa nyana DHCP-cepsepa u cmamu4yecKux adpecos DHCP-

cepesepa

Bua 3anpoca KOMaHAHOM CTPOKM:
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console (config-dhcp) #

Tabnnua 5.208— KomaHabl perkMma KOHGUTYprUpoBaHus

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

default-router ip_address_list

no default-router

Mo yMOAYaHMIO CNUCOK
MapLLPyTU3aTOPOB He
onpeaenex.

OnpepenseT CMUCOK MapLIpyTU3aTOPOB MO YMONYAHUIO ANA
DHCP-knuneHTa:
- ip_address_list — cnucok |IP-agpecoB MapLIpyTU3aTOpPOB,
MOeT cofep:KaTb A0 8 3anucel, passeneHHbIX Npobesom.
IP-agpec mapwpyTusatopa AonxeH 6biTb B TOM ke
H NoOACEeTH, YTO U KNEHT.

YcTaHaBAMBaET 3HaUYeHMeE No YMON4YaHUIO.

dns-server ip_address_list

Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegensaet cnnucok DNS-cepBepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT

onpeaeneH. copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.
no dns-server YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.
domain-name domain domain: (1..32) OnpegenaeT gomeHHoe umsa ana DHCP-kaneHToB.
no domain-name CMMBO/IOB YcTaHaBAMBaeT 3HAYEHUE MO YMOAYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH.

Onpepenaet cnncok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIX npobenom.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn
y3na NetBIOS He
onpeaeneH.

Onpegenset mn y3na NetBIOS Microsoft ana knneHTos DHCP:
- b-node — WMpoKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIn.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHma DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOTroO AOJIKEH BbITb NOAY-
YeH 3arpy3oydHblii dai.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Ucnonb3yetca ana ykasaHuAa DHCP-knneHTy umsa cepsepa, C
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304HbIi dain.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CYMBO/10B

YKasbiBaeT uma ¢aiia, UCNonb3yeMoro Ans HayaibHOMU 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaEeT 3HAYEHMe Nno YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHuIo CNUCoK
cepBepoB He
onpeaeneH.

Onpefenaer CNUCOK CepBepoB BPEMEHM, JOCTYMNHbIX ANA KAU-
eHTtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpPeEMEHM,
MOKET COAEePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/I0B;
desc: (1..160)
CUMBOIOB

Hactpansaet onumn DHCP-cepsepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NoONOXKNUTENbHOE YNCIIO;
- ascii_string — cTpoKa B ¢popmate ASCII;
- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare;

Ypanset onumn pna DHCP-cepsepa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#
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Tabnunuya 5.209— KomaHabl perknuma Privileged EXEC

Komanoa 3HavyeHue/3HayeHue Leiicmeue
no ymoa4aHuro

clear ip dhcp binding YpaneHve 3anvceit M3 Tabauupl COOTBETCTBUA (GU3NYECKUX
{ip_address | *} aZipecoB 1 agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

) - ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom;

- ¥ —ypanuTb BCe 3anucum.

show ip dhcp - MNMpocmoTp KoHbUrypauumn DHCP-cepsepa.
show ip dhcp MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
excluded-addresses ) yaTb ana DHCP-knneHTOB.
show ip dhcp pool host MpocmoTp KoHbUrypauumn ana cratmyeckux agpecos DHCP-

[in_address | name] cepBepa:
- ip_address — IP-afpec KNVeHTa;

- name —vuma DHCP-nyna agpecos.

name: (1..32) cumBosioB

show ip dhcp pool network MpocmoTp KoHourypaummn DHCP-nyna agpecos DHCP-cepBepa:

name: (1..32) cumBosioB

[name] - name — ums DHCP-nyna agpecos.

show ip dhcp binding MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUINYECKMMMU

[ip_address] - agpecamum KAMEHTOB, a TaK Ke Bpems apeHAabl, cnocob HasHa-
yeHua n coctoAaHme IP-agpecos.

show ip dhcp server statistics - MpocmoTp ctatuctukn DHCP-cepsepa.

[pumepbl 8b1M0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn c umeHem test n ykasatb gna DHCP-kaneHTOB: umA gomeHa — test.ru, wnto3
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp) # address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.30 KoHdurypuposaHue ACL (cnuckn KOHTpona aoctyna)

ACL (Access Control List — cnncok KoHTpons goctyna) — Tabauua, KoTopasa onpeaenseT npasuna
bdbunbTpauum BxogAWEro U ucxoaallero Tpadmka Ha OCHOBaHMM NepefaBaeMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-aapecos nnm MAC-agpecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/XHbl MMEeTb O4MHAKOBble Ha3BaHUA.
V IPv6- u IPv4-cnuckn moryt paboTtatb Bmecte Ha ogHOM ¢du3nyeckom uHtepodeiice. CNUcok
ACL Ha 6a3e MAC-agpecaummu He MOXKeT coBMeLLaTbCA co cnuckamu gas IPv4 unum IPv6. [iBa

CMMCKa 04MHAKOBOrO TUNa He MOryT paboTaTb BmecTe Ha MHTepdeiice.

KomaHabl Ana co3faHusa M peaakTuposaHua cnvckoB ACL AocTynHbl B pexume rnobanbHoro
KOHbUIyprpoBaHus.

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUSA

KomaHaHasA cTpoKa B pexkume rnobanbHOro KOHGUrypuMpoBaHUAa MMEET BUA,:

console (config)#
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Tabnnua 5.210 — KomaHgb! Ana co3gaHma n KoHourypmposaHus cnnckos ACL
KomaHda 3HayeHue/3HayeHue Aelicmeue
1o ymon4aHuio

ip access-list access_list Co3paHue ctaHgapTHoro cnmncka ACL.
{deny | permit} {any | - deny — 3anpeTnTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMU Na-
ip_address [ip_address_mask]} pameTpamu;
- permit — paspewmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMMU
napameTpamu.
no ip access-list access_list Ypanutb ctaHaapTHbIV cnncok ACL.
ip access-list extended Co3paHne HoBoro pacwmpeHHoro cnucka ACL ana agpecaumm
access_list IPv4 1 BXO4 B peXXMM ero KOHOUrypmpoBaHus (ecnm crnmcok c

OaHHbIM MMEHEM elle He co34aH), 1Mbo BXoA B PEXKUM KOHOU-
rypuMpoBaHMA paHee CO34aHHOMO CrnCKa.

no ip access-list extended YnaneHue paclumpeHHoro cnucka ACL ana agpecauuu IPv4.
access_list
ipv6 access-list access_list Co3paHue HOBOro CTaHZapTHoro cnucka ACL ans agpecauun
{deny | permit} {any | IPV6.
ibv6_address . - deny — 3anpeTUTb NPOXOXKAEHNE NaKeTOB C YKa3aHHbIMW Ma-
. , access_list: (0..32)
lipv6_address_prefix]} pameTpamu;

cumeona - permit — paspelwnTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMU

napameTpamu.

no ipv6 access-list access_list YpaneHue ctaHaapTHoro cnucka ACL ana agpecaumm IPv6.
ipv6 access-list extended Co3paHue HOBOro pacwmpeHHoro cnucka ACL ana agpecaumm
access_list IPV6 1 BXOA, B PEXUM €ro KOHGUIypuMpoBaHUs (€CIU CIUCOK C

JaHHbIM MMEHEM elle He co3faH), 60 BXoA B PeXrUM KOHbU-
rypMpoBaHUA paHee CO34aHHOIO CnucKa.

no ipv6 access-list extended YpaneHue paclumpeHHoro cnucka ACL ana agpecauuu IPv6.
access_list

mac access-list extended Co3paHue HoBoro cnucka ACL Ha 6a3e MAC-agpecauunu 1 Bxoa
access_list B PEXMM ero KOHOUIypuMpoBaHUA (ecan CNUCOK C AaHHbIM
MMEHEM €eLle He CO34aH), B0 BXOL B PEXUM KOHOUTYpUpo-
BaHWA paHee CO3JaHHOrO CrMCKa.

no mac access-list extended Ypanenue cnucka ACL Ha 6aze MAC-agpecaunu.
access_list
time-range time_name Bxog, B pexxnum KoHdurypmuposaHua time-range u onpeaenexHve
time_name: (0..32) BPpeMeHHbIX NHTepBasoB ANA CMUCKa AOCTyna.
cMmBona - time_name — vmsa npodunaa HacTpoek time-range.
no time-range time_name YpaneHuve 3agaHHoN KoHUrypauum time-range.

Ona Toro u4tobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero c MHTepdeincom.
NHTepdelicom, NCNONb3YHOLMM CMIUCOK, MOMKET 6biTb 160 uHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynnsi nopmos

KomaHZHan CTpoKa B perkume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbl NOpTOB MMEET BUA,:

console (config-if) #

Tabnnuya 5.211 — KomaHga HasHayeHus cnncka ACL nHtepdeicy.

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
service-acl input access_list B HacTpoiikax onpegenéHHoro ¢usmyeckoro uHtepdelica Ko-
access_list: (0..32) MaHZa NPUBA3bIBAET YKAa3aHHbIN CMUCOK K AaHHOMY UHTepdeit-
cumBona cy.
no service-acl input YpaneHuve cnucka c uHTepdelica.

KomaHOb! pexcuma Privileged EXEC

KomaHaHas cTpoka B perkume Privileged EXEC nmeet Bua:
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console#

Tabnunuya 5.212 — KomaHabl ans npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMMBO/IA

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTaTope.

MNokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMyTaTope, KOTO-
pble B HacTosLLee BPEMSA ABAAOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);

MokasbiBaeT cnuckun ACL HazHauyeHHble UHTepdencam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

OB6HYNUTbL BCe cYETYMKM cnnckoB ACL, IMBO CHETUMKM s Cnn-
ckoB ACL 3agaHHOro nHTepoeica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MoKa3blBaeT CYETYMKM CMIUCKOB AocTtyna.

KomaHOwb! pexcuma EXEC

KomaHgHasa cTpoKa B pexmume EXEC nmeert sua;

console#

Tabnunuya 5.213 — KomaHabl 4na npocmoTpa cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

Moka3sbiBaeT KOHdUrypauuto time-range

5.30.1 KoHgpucypupoeaHue ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAaYEeHMA U OMUCAHMA OCHOBHbIX NAapameTpoB, UCNOJb3yeMblX B
COCTaBe KOMAaHZA, HacTpolikm cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXOL B PEXUM
penaktupoBaHua cnuckoB ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocywecTBnseTca NO KomaHae: ip
access-list extended access-1ist.Hanpumep, ans cosgaHma cnncka ACL noa HasBaHuem EltexAL
HEeobX0AMMO BbINONHUTL C/leAyoLWME KOMaHAbI:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnnuya 5.214 — OcHoBHbIE NapameTpbl, UCMOJIb3YEMbIE B KOMAHAAX

Mapamemp 3HavyeHue Aelicmeue

permit [JeiicTBure ‘paspewnts’ Co3paeT paspeluatolee NpaBuao punbTpaumm B cnmcke ACL.

deny [Oelicteue ‘3anpetuts’ Co3paet 3anpewatolee npasuno punbtpaumm B cnucke ACL.

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES23xx 188



HELTEX

protocol

MpoTokon

Mone npefHasHayeHo AN yKasaHWsA NpoToKkona (v Bcex npo-
TOKO0/10B), Ha OCHOBE KOTOporo ByaeT ocyuiecTsasercs GpuabTpa-
umA. Npwu BbIGOpe NPOTOKONA BO3MOXKHbI C/iedytoLLMe BapUaHTbI:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipvb:icmp, eigrp, ospf, ipinip,
pim, 12tp, isis, ipip, MMb60 uncnoBoe 3HaYeHNe NPOTOKOA, B AMa-
nasoHe (0 — 255).

[nsa cooTBeTcTBMA Nt0HOMY MPOTOKONY UCNONb3YETCA 3HAaYeHue

ip.

source

AZpec UCTOYHMKA

Onpegenset IP-agpec UCTOYHMKA NakeTa.

source_wildcard

Macka agpeca NCTOYHUKA

buToBas macka, npumeHseman K IP-agpecy MCTOYHMKA nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEOBXOAUMO Ur-
HopupoBaTb. B 3HaueHWA UrHopupyembix BUTOB AONKHbI ObITb
3anucaHbl eguHULbl. Hanpymep, MCNosib3ya MacKy, MOXHO On-
pepenntb ana npasuna ¢punbtpauun IP-cetb. Ytobbl L06aBUTL B
npasuao ¢unbTpaumm IP-cetb 195.165.0.0, HeobxoaAMMO 3a4aTb
3HayeHne mackm 0.0.255.255, To ecTb cornacHo AaHHOW Macke
nocnegHue 16 6ut IP-agpeca byayT uUrHopmposaTbea.

destination

Apapec HasHayeHuA

Onpepensert IP-aapec HazHavyeHMA NakeTa.

destination_wildcard

Macka agpeca HazHayeHuA

ButoBaa macka, npumeHsemas K IP-agpecy HazHauyeHWA nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6XO4MMO UT-
HopupoBaTb. B 3HaueHWA UrHopupyembix 6UTOB AONKHbI ObITb
3anucaHbl eaMHULbl. Macka MCNONb3yeTca aHaNOMMYHO Macke
source_wildcard.

vlan

NaoeHTudukatop Vian

Onpegenset Vlan, gns koToporo 6yaeT NpMMeEHATLCA NPaBUIO.

dscp

Mone DSCP B 3aronoske L3

Onpegensaet 3HadeHne DSCP-nons diffserv. Bo3moskHble Koapl
coobuieHunii nona dscp: (0 —63).

precedence

Mpuopwuret IP

Onpegaenset npuopwuteT IP-Tpaduka: (0-7).

time_name

Nma npodunsa
KOHOUrypaumm time-range

OnpeaenaeT KOHPUrypaLMIO BPEMEHHbIX MHTEPBAOB.

icmp_type

Tun coobuweHuii npotokona ICMP, ncnonbsyembiii gns puabTpa-
umm  ICMP-nakeToB. Bo3MOXHble TWMbl COOBLWEHNI nona
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request, in-
formation-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, do-
main_name-request, domain_name-reply, skip, photuris, nn6o
4YMCI0BOE 3HaAYeHue TuMa cooblieHus, B guanasoHe (0 — 255).

icmp_code

Kopg, coobuieHunsa npoTokona
ICMP

Kopg, coobuieHunii npotokona ICMP, ncnonbsyemblt gns puabtpa-
umMm  ICMP-nakeTtoB. Bo3MOXHble KOAbl COOOLIEHWI noAA
icmp_code: (0 — 255).

igmp_type

Tun coobLieHna NpoTokona
IGMP

Tun coobuieHunii npoTokona IGMP, ncnonbsyemblt ana puabTpa-
umMm naketoB |IGMP. Bo3MOXHble TuMbl COOBWEHUI nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnb6o yncnoBoe 3Haue-
HWe Tuna coobuieHuns, B guanasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HavyeHus

Bo3morKHble 3HaueHus nona TCP-nopta: bgp (179), chargen (19),
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source_port

UDP/TCP-nopT UCTOYHMKA

daytime (13), discard (9), domain (53), drip (3949), echo (7), fin-
ger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49),
talk (517), telnet (23), time (37), uucp (117), whois (43), www
(80);

Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

®naru npotokona TCP

Ecam ana ycnosua dunbtpauum Gnar gonkeH 6biTb YCTaHOBIEH,
TO nepef, HUM CTaBUTCA 3HAK «+», eCAn He Ao/KeH BbITb ycTa-
HOBJIEH, TO «-». BO3MOHble BapnaHTbl ¢pnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu nucnonsbso-
BaHWW HECKONbKMX $aroB B ycnoBumn ¢punbTpaumm, daarn obbe-
OVHAKTCA B 04HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port BbikntoyaeT MopT, ¢ KOTOporo 6bin MPUHAT MaKeT, y40BAETBO-
OTKANlOYeHWe nopTa pAloWwmnin ycnosuam nobor M3 KomaHpg, 3anpeta deny, B coctaBe

KOTOpOW, Bb110 onucaHo none.
log_input BKkntouaeT oTNpaBKy MHOOPMALMOHHbLIX COODOLLEHMUI B cUCTEM-

OTnpaBKa coobuieHni

HbI KYpPHan Mpu MNOJyYeHUU MaKeTa, KOTOPbIA COOTBETCTBYET
3anucu.

offset_list_name
HanmeHoBaHMe cnncka

WwabnoHOB Nonb3oBaTens

3apaeT MCNonb3oBaHWe cnucka WabnoHoB nonb3oBaTens AnA
pacnosHaBaHWA nakeTos. Ansa Kaxagoro cnucka ACL mokeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

ace-priority
MpuopwuTeT 3anucm

MHAeKC 3a4aeT NO0XKEHNE NpaBuIa B CMUCKE U ero NpuopuTerT.
Yem meHblle MHAEKC — Tem nNpuopuTeTHee npasuno. [AnanasoH
AONYCTUMBIX 3HaYeHu 1-2147483647.

Y
Y

napamerp «any».

Ona ebibopa Bcero guanasoHa napamerpos, Kpome dscp u ip-precedence ucnonbsyerca

Mocne Toro Kak xoTb oAHa 3anucb gobasneHa B cnucok ACL, nocnegHei NO yMOAYAHUIO
Aobasnsetca 3anucb deny any any any, KOTopas 03HayaeT UTHOPUPOBaHUE BCEX NMAKETOB
He yaosaeTsopAowmx ycnosnam ACL.

Tabnunuya 5.215 - KomaHgbl, ucnonb3yemble gna Hactpolikn ACL cnnckos Ha ocHoBe IP-agpecaumm

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obaenaeT paspelatouyto 3anmcb GuUabTpauumn Ans NpoToKona.
MaKeTbl, OTBEYaOWMe ycaoBUAM 3anucu, byayt obpabaTbiBaTbes
KOMMYTaTOPOM.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obasnaeT paspellatollyto 3anucb GuabTpaumum Ana NpPoToKoNa
IP. MakeTbl, oTBeYatoWMe ycnosuam 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTAaTOPOM.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[obaBnaeT paspeltaioulyto 3anucb GuUAbTPALUM ANA NPOTOKOAA
ICMP. MakeTbl, oTBEYaloWMe YyCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[JobaBnaer paspeluatollyto 3anucb GUNbTPaLUM AAA NPOTOKoANa
IGMP. MakeTbl, oTBEYAtOLME YCAOBMAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.
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permit tcp {any | source source_wildcard }

{any | source_port}

{any | destination destination_wildcard}

{any | destination_port}

[dscp dscp | precedence precedence]

[match-all list_of flags] [time-range time_name]
[ace-priority index]

[obasnser paspelaiowyio 3annce ¢uabTpaLUM Ans NPoToKona
TCP. MakeTbl, oTBEYalowWme ycnosmam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnser paspellaiowyio 3annce GuabTpaLUM Ans NPoToKona
UDP. MNaKeTbl, OTBeYatowwme ycnosuam 3anucu, byagyt obpabatbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpewatoLlyto 3anucb GuUaAbTPaLMM 4NA NPOTOKOAA.
MakeTbl, oTBeYalowWwme ycnosmam 3anucu, byayt 6aokupoBaTtbea
KommyTaTopom. Mpu ncnonbsoBaHun katovesoro cnosa disable-
port ¢usmyecknin MHTEpdenc, NPUHABLINIK TaKoW NaKkeT, byaer
BbIK/tOYeH. [pu 1Ucnoib3oBaHMKM KatoyeBoro cosa log-input 6y-
[eT OTNPaB/EHO COOBLLEHNE B CUCTEMHBIV KYPHa.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaeT 3anpeltatoltyto 3annce GuAbTPALUMK ANA NPOTOKOAA
IP. MakeTbl, oTBEYatOLME YCAOBUAM 3anmcK, ByayT 610KMpoBaThb-
cA KommyTaTtopom. [puM MCMNO/Mb30BaHMM K/IOYEBOrO C/10Ba
disable-port ¢u3nyecknit nHTepdeiic, NPUHABLINI TaKOW NakKerT,
bypet BbiKNOYeH. Mpu MCNonb30BaHMKM KatodeBoro cnosa log-
input 6yaeT oTnpasneHo coobuieHne B CUCTEMHBIN KypHa.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeltatoltyto 3annucb GUAbTPALUMK ANA NPOTOKOAA
ICMP. MMakeTbl, OTBeYatowMe ycloBUAM 3anucK, byayt 61oKupo-
BaTbCA KOMMYyTaTopom. lpn Mcnonb3oBaHUM KAKOYEBOrO CNOBA
disable-port du3nuecknin nHTEpdeiic, NPUHABLLMIA TaKON NaKeT,
6ypet BbikntoyeH. lNpu mcnonb3oBaHUMK KatodeBoro cnosa log-
input 6yaeT oTnpasseHo coobLeHNE B CUCTEMHDIN KypHa.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[obasnaeT 3anpelLarollyo 3anucb GUAbTPaALMKM ANA NPOTOKONA
IGMP. MNakeTbl, OTBEYAlOLWME YCAOBUAM 3anucu, byayT 610Kupo-
BaTbCA KOMMYyTaTopoMm. [py MCMONAb30BaHUM K/OYEBOrO C/MOBa
disable-port ¢u3nuecknit uHTepdeiic, NPUHABLINI TaKOW NakKerT,
6yaeT BbiKAtoYeH. pu Mcnosib3oBaHMKM Katodesoro cnosa log-
input byaeT oTnpaBAeHO COObOLEHNE B CUCTEMHbIN XKYpPHas.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[obasnseT 3anpeLyatolyto 3anmucb GUAbTpaLUKU 4aa NPOTOKoAa
TCP. MNakeTbl, oTBeYaoWMe ycnoBusm 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTopoMm. [py MCMONb30BaHUM K/OYEBOTO C/NOBa
disable-port ¢u3nyecknit HTEpdEc, NPUHABLLMIA TAKOK NaKeT,
6yaeT BbikatoyeH. Mpu mMcnonb3oBaHMKM Kakodesoro cnosa log-
input byaeT oTnpaBneHO COObLEHNE B CUCTEMHbIN XKYypPHas.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obaBnaeT 3anpelyatoLyto 3anucb GuabTpauumn Ana NpoTokona
UDP. MaKeTbl, oTBeYalowWwme ycaoBmam 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTopom. [pu MCNOAb30BaHWM KAOYEBOro C€/0Ba
disable-port du3nuecknit nHTEpdeic, NPUHABLLMIA TAKON NaKeT,
6yaeT BbikatoyeH. Mpu McnonbsoBaHMKM Kakoyesoro cnosa log-
input 6yaeT oTNpaB/ieHO cOOBLEHME B CUCTEMHBIN KypHan.

5.30.2 KoHgpuzypupoeaHue ACL Ha 6a3e IPv6

B paHHOM pasgene npuBedeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJIb3yEMbIX B
cocTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B pexum penaktmposaHma cnuckoB ACL, OoCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBAAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, Ana co3gaHua CNMUCKA
ACL nog, Ha3BaHMem MESipv6 HeobxoaMMO BbINONHUTL Cleaytolme KoMaHabl:

console#
console# configure

console (config)# ipvé access-list extended MESipvé

console (config-ipve-al) #
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Tabnunuya 5.216 — OcHOBHbIE MapameTpbl, UCMO/Ib3YEMbIE B KOMAHAAX

Mapamemp 3HayeHue Aeiicmeue
permit [ewcTBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnmcke ACL.
deny [JelcTeure 3anpetuTb Co3paet 3anpewatowee npasuno unbtpaumm B cnucke ACL.
protocol Mone npeAHasHaAYeHO ANA yKa3aHUA NPOTOKona (Mamn Bcex npo-

MpoTokon

TOKO/0B), Ha OCHOBe KOTOpOro byaeT ocyliecTBaseTca GpuabTpa-
uma. Mpu BbIGOPE NPOTOKO/IA BO3MOXKHbI CeAyioLLMe BapuaHTbI:
icmp, tcp, udp, n1Mbo uncnoBoe 3HaueHWe NpoTokoia — icmp (58),
tcp (6), udp (17).

[na cootBeTcTBMA NIO6OMY NMPOTOKONY MCMONb3yeTcA 3HaYeHue
ipv6.

source_prefix/length

Afpec oTnpaBuTensa u ero

Onpepenset IPv6-agpec u ganHy npedukca cetn (0-128) (konu-

ANVHa YecTBO CTapLUMX BUT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Appec HazHayeHuna 1 ero Onpegenset IPve-agpec n gavHy npedukca cetn (0-128) (konu-
ANVHA YecTBO CTapLUMX BUT agpeca) HasHayYeHUA NakeTa.
dscp None DSCP & saronoske L3 Onpe,u,enﬂe:T 3HaueHune DSCP-nonsa diffserv. Bo3amoxHble Kogbl
coobueHuii nona dscp: (0 —63).
precedence Mpuoputert IP OnpeaenseT npuopuTeT IP-TpaduKa:(0-7).
time_name Uma npodunsa KoHourypa- | Onpegenser KOHOUIypaLnIo BPEMEHHbIX MHTEPBAOoB.
umu time-range
icmp_type Ucnonbsyetca ana ¢unbtpaummn ICMP-nakeToB. Bo3moxkHble Tu-
Mbl U YUCNOBbIE 3HaYeHUA cooblieHunit nons icmp_type: destina-
TUn CO0BLIEHNA NPOTOKON tion-unreachable (1), packet-too-big (2), time-exceeded (3), pa-
ICMP rameter-problem (4), echo-request (128), echo-reply (129), mld-
query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-ns
(135), nd-na (136).
icmp_code Kog coobuweHunin npotoko- | Ucnonbsyetca gns ¢unbtpaumm ICMP-nakeTos. Bo3amoKHble 3Ha-

na ICMP

YyeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3mosKHble 3HayeHus nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), fin-
ger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49),
talk (517), telnet (23), time (37), uucp (117), whois (43), www
(80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

®narn npotokona TCP

Ecam ans ycnosua dunbTpaumm naar goaxKeH 6biTb YCTaHOBEH,
TO nepes HUM CTaBMTCA 3HAK «+», €CM He AOo/MKeH BbITb ycTa-
HOBJ/IEH, TO «-». BO3MOXHble BapuaHTbl dnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIKNtoYaeT nNopT, € KOTOpPOro 6bin NPWUHAT MaKeT, yAO0BAETBO-
OTKANloYeHWe nopTa palowWwmnin ycnosuam nobon M3 KomaHpg, 3anpeta deny, B coctase

KOTOpOM, bbIN10 OnKMcaHo nose.
log-input N BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHbIN

g-inp OTnpasKa coobueHuni pasky uHgopmay, N W
JKYPHaN Npv Nony4yeHUM nakeTa, KOTOPbIM COOTBETCTBYET 3aMucH.
ace-priority NHaeKc npaBuaa B Tabavue, 4em MeHbLle MHAEKC — TeM NpUopu-
MHaekc npasuna
A P TeTHee npasuno: (1-2147483647).
/ Ona Bbibopa Bcero gnanasoHa napameTpoB, Kpome dscp u ip-precedence ucnonb3yertcs
napameTp «any».
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V MNocne Toro, Kak xoTta 6bl ogHa 3anucb aobasneHa B cnucok ACL, nochegHMMmmM B CUCOK J,0-
6aBnAlOTCA 3anUcK

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HMUX pa3peLllaloT NOUCK coceaHux IPv6 yCTPOMCTB C MOMOLLbLIO NMPOTOKONA
ICMPv6, a nocneaHAA o3HayaeT UITHOPUPOBaAHUE BCEX NAKETOB, He YA0BAETBOPAIOLWMUX YC-
nosuam ACL.

Tabnuua 5.217 — KomaHapl, ucnosibayemble aas Hactpoikn ACL cnuckoB Ha ocHoBe IPvb-agpecaumm

Komanoda Aelicmeue
permit protocol {any | source_prefix/length} {any | [JobaBnser paspeluatoLyto 3anucb GUabTpaLMn Ansa NpPOTOKO-
destination_prefix/length} [dscp dscp | precedence na. MakeTbl, 0TBEYaloOLWMe ycnosuam 3anvcu, byayt obpabatbl-
precedence] [time-range time_name] [ace-priority index] | BaTbcA KOMMyTaTOpPOM.
permit icmp {any | source_prefix/length} {any | [JobaBnser paspeluatoLyto 3anucb GUAbTpaLMKU AN NPOTOKO-
destination_prefix/length} {any | icmp_type} {any | na ICMP. MakeTbl, oTBeYaloOLWMe yCA0BMAM 3anucu, byayt ob-
icmp_code} [dscp dscp | precedence precedence] pabaTbiBaTbCA KOMMYTaTOPOM.
[time-range time_name] [ace-priority index]
permit tcp {any | source_prefix/length} {any | Lob6asnaeT paspeluatollyto 3anncb GuabTpaumm gas NpoToKo-
source_port}{any | destination_prefix/length} {any | na TCP. MakeTbl, OTBEYatOLWME YCNOBMAM 3anucu, byayT obpa-
destination_port} [dscp dscp | precedence precedence] 6aTbIBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [match-all list_of flags]
[ace-priority index]

permit udp {any | source_prefix/length} {any | [o6asnaeT paspelualoLlyto 3anncb GuUabTpaLMmM Ana NPOTOKO-
source_port}{any | destination_prefix/length} {any | na UDP. MakeTbl, oTBeYatolme ycnosmam 3anucu, byayt obpa-
destination_port} [dscp dscp | precedence precedence] 6aTblBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [ace-priority index]

deny protocol {any | source_prefix/length} {any | [o6asnaeT 3anpeluatoLlyto 3anucb GuUabTpaLmMm Ana NPOTOKO-
destination_prefix/length} [dscp dscp | precedence na. MNakeTbl, oTBEYaOWME yca0BUAM 3anucu, byayT 610Kupo-
precedence] [time-range time_name] [disable-port | BaTbCA KOMMYTATOPOM. MpK MCNO/Ib30BAaHMM KNHOYEBOrO C/10Ba
log-input] [ace-priority index] disable-port ¢pusnyecknii uHTepdeiic, NPMHABLLIMI TakoW na-

KeT, 6yZeT BblKAoYeH. Mpu UCNOIb30BaHWUM KAKOYEBOrO C0BA
log-input 6yaeT oTnpaBneHO COOOLEHME B CUCTEMHbIN XKyp-

Han.

deny icmp {any | source_prefix/length} {any | [ob6asnser 3anpeLyatowyto 3anmcb GUAbLTPaLMKN ANA NPOTOKO-

destination_prefix/length} {any | icmp_type} {any | na ICMP. MakeTbl, OTBeYatoLme ycI0BUAM 3anucu, byayt 6.10-

icmp_code} [dscp dscp | precedence precedence] KMPOBaTbCA KOMMYTaTOpOM. MpW MCNO/b30BaHMU KAOYEBOTO

[time-range time_name] [disable-port | log-input] cnosa disable-port ¢pusmuecknit MHTepdenc, NPUHABLINIA TakoM

[ace-priority index] naket, 6yZeT BbiKAtoYeH. Npy UCMOAb30BAHUK KAKOHYEBOTO C/10-
Ba log-input 6ypetr oTnpasneHo coobuieHMe B CUCTEMHBIN
XKypHan.

deny tcp {any | source_prefix/length} {any | source_port} | [obaenseT 3anpeLiatoLLyto 3anucb GUAbTPALUM ANA NPOTOKO-
{any | destination_prefix/length} {any | destination_port} | na TCP. MakeTbl, OTBeYalOWME YCAOBUAM 3anncK, byayt 6a0Ku-

[dscp dscp | precedence precedence] [match-all poBaTbC KOMMyTaTOpoMm. [puM KMCMONb30BaHWU KAHOYEBOTO

list_of flags] [time-range time_name] [disable-port | cnoBa disable-port dpusnyeckuii nHTepdeiic, NPUHABLLNIA TaKkoM

log-input] [ace-priority index] nakeT, 6yaeT BbIKtoYeH. Mpy MCNONb30BAHUM KAOYEBOTO CNO-
Ba log-input 6yaetr oTnpasneHo coobuieHMe B CUCTEMHBIN
KYpHan.

deny udp {any | source_prefix/length} {any | source_port} | [Nobaenser 3anpeLiaoLLyto 3anucb GUAbTPALUN A1A NPOTOKO-
{any | destination_prefix/length} {any | destination_port} | na UDP. MaKeTbl, OTBe4atowue ycnosuam sanucu, yayt 610-

[dscp dscp | precedence precedence] [match-all KMPOBATbCA KOMMYTaTOpOM. lMpy MCMONb30BAaHUN KAHOUEBOTO

list_of flags] [time-range time_name] [disable-port | cnosa disable-port ¢pusmyecknit nHTepdeic, NPUHABLINIA TaKoM

log-input] [ace-priority index] nakeT, 6yaeT BbiKtoYeH. Mpn MCNONb30BAHWUM KAOYEBOrO CNO-
Ba log-input 6yget oTnpasneHo coobuieHMe B CUCTEMHbIN
KYpHan.

5.30.3 KoHgpueypupoeaHue ACL Ha 6a3e MAC

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJIb3yEMbIX B
coCTaBe KoMaHA HacTpolikm cnmckoB ACL, ocHoBaHHbIx Ha MAC-agpecaunu.
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CosgaHue M BXo4 B peXum pepaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLLEeCTBAAETCA NO KOMaHAe: mac access-list extended access-I1ist. Hanpumep, ana
co3gaHusa cnucka ACL nog HasBaHMem MESmac HeobxoAMMO BbINOJIHUTL CAeAyoLMe KOMaHAabl:

console#
console# configure

console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnunua 5.218 - OcHOBHble NapamMeTpbl, UCNO/Ib3YEMbIE B KOMaHAAX.

Mapamemp 3HaveHue Aelicmeue
permit [ewctBre paspewmnTb Co3pgaet paspelatouiee npasuno ¢uabTpaumm B cnmcke ACL.
deny [JelcTBue 3anpeTuTb Co3paet 3anpewatowee npasuno unbtpaumm B cnucke ACL.
source Appec oTnpasutena Onpegenser MAC-agpec NCTOYHMKA NaKeTa.

source_wildcard

butosasa macka,
npumeHaemas K MAC-
apecy MCTOYHMKaA NaKeTa

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoamMmo
UrHopMpoBaTb. B 3HaUeHMA UrHOPUPYEeMbIX BUTOB AONKHbI ObITb
3anucaHbl eanHULbl. Hanpumep, Mcnonb3ya mMacky, MOXKHO on-
pefennTb Ana npasuaa ¢unbTpaumm guanasoHa MAC-agpecos.
Y1066l A06aBUTL B NpaBuno ¢unbTpauum sce MAC-agpec Hauu-
Hatowmeca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3a4aTb 3HaYeHMe
mackm 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHOW macKke, nociaeg-
Hue 32 6uta MAC-agpeca 6yayT He BaXKHbl ANA aHaNM3a.

destination

Appec HazHayeHun

Onpepgenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination_wildcard

buToBas macka,
npumeHaemasa Kk MAC-
agpecy HazHayeHMA nakeTa

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoaMmo
UrHopupoBaTb. B 3HaueHMA urHopupyembix BUTOB A0MKHbI ObITb
3anucaHbl eguHuLbl. Macka MCnosb3yeTca aHasorMyHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dunnbTpyembix NakeToB.

cos

cos: (0..7)

Knacc ob6cnykmBarus (CoS) unbTpyembix NakeTos.

cos_wildcard

buToBas macka,
npumeHsaemas K Knaccy
ob6cnyxnsaHua (CoS)
dUNBLTPYEMbIX NaKeTOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HaueHuna nrHopupyembix 6UTOB A0/KHbI 6bITb 3anMcaHbI
eanHuUbl. Hanpumep, yTobbl MCNob30BaTh B Npasuae GpuabTpa-
umm CoS 6 u 7, Heobxoammo B nose CoS yKasaTb 3HayeHue 6,
nnbo 7, a B none macku 3HadyeHue 1 (7 B ABOMYHOM npeacTasie-
Hum — 111, 1 — 001, nonyyaetca, 4To NocnegHuin 6uT, byaet ur-
HopMpoBaTbCA, TO ecTb CoS moKeT 6bITb 60 110 (6), AMbo 111

(7)).

eth_type eth_type: (0..0XFFFF) Ethernet TMn ¢ouNbTPYEeMbIX NakeToB B LIECTHaAUATepPUYHOM 3a-
nucu.

disable-port BbIkntoyaeT nopT, ¢ KOTOporo Obin MPUHAT MakeT, y40BNETBO-

i pAOLWMIA yCNOBUAM KOMAHAbI 3anpeTa deny.

log-input OTnpaBKka cooBliieHHii BKntouaeT oTnpasKy MHGOPMALMOHHbIX cvoo6u1,eHV|i/‘| B CUCTEMHbIN
YKYPHaa Npv Noay4yeHUM NakeTa, KOTOPbIN COOTBETCTBYET 3amnucH.

time_name Ums npoduna OnpeaenseTt KOHPUIypaL MO BPEMEHHbIX MHTEPBA/IOB.

KOHduUrypaumm time-range
ace-priority MHAaeKe npasuna B Tabanue, YeM MeHbLUEe MHAEKC — TeEM NPUopU-

MHAaekc npasuna

TeTHee npasuno 1-2147483647

Ona Bblbopa

Y
Y

BCEro AuanasoHa napameTtpos, Kpome dscp u ip-precedence ucnonb3syerca

napamerp «any».
Mocne Toro Kak xoTta 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeit No ymonuyaHuio
pob6asnsaetca 3anucb deny any any, KOTopaa O3HauyaeT UFHOPUPOBaHME BCEX NAKeTOB He

yaosnersopatowmx ycnosuam ACL.

Tabnunua 5.219 — KomaHabl, Ucnosiblyemble ana Hactpolkn ACL-cnnckos Ha ocHoese MAC-aapecauumm
KomaHoa Aelicmeue

permit {any | source source-wildcard} {any | destination [obasnaet paspelwatowyo 3anucb ¢uabTpauuun. [lakeTsl,
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard] | oTsevatowme ycnosusam 3anucu, byayT obpabaTbiBaTbCA KOM-
[eth_type] [time-range time_name] [ace-priority index] MYTaTOPOM.
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log-input] [ace-priorityindex]

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |

[obasnaeT 3anpewatolyto 3anucb ounbTpaumun. MakeTbl,
oTBevatowme ycioBmMAm 3anucu, byayt 6J10KMpoBaTbCA KOM-
myTaTopom. lNpu mncnonb3oBaHMKU Knkoyvesoro cnosa disable-
port, ¢u3MyecKnii nHTepdeic, NPUHABLUMUIA TaKoW NakeT, by-
OET BbIK/IOYEH.

Mpy Mcnonb3oBaHWWM KnkoueBoro cnosa log-input 6ypet oT-
npaB/ieHO coobLLEeHNE B CUCTEMHDIN XKypHa.

5.31 KoHdurypuposaHue 3awutbl ot DoS-atak

l£|,aHHbIl\;1 KN1aCC KOMaH, NO3BOIAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

KomaHgHana cTpoKa B pexkume rnobanbHOro KOHGUrypupoBaHMA UMEET BUA,

console

(config) #

Tabnuua 5.220 — KomaHapl 415 HAacTPOMKKM 3awmTbl oT DoS-aTak

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: IP-agpec

3anpelyaeT npoxoxaeHue GperimoB ¢ HegONyCTUMbIMM («Mapcu-
aHCcKumu») IP-agpecamu  uctouHmka (loopback, broadcast,
multicast).

security-suite deny syn-fin

OTbpacbiBaeT nakeTbl tCp NakeTbl ¢ OAHOBPEMEHHO YCTaHOB/EH-
HbimM SYN 1 FIN- dnaramm.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeuwaeT/paspellaerT MpOXOXAeHue OnpeaeneHHbIX TUMoB
TpaduKa, XxapaKTepHbIX AN BPeAOHOCHbIX MPOorpaMmm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM MCTOYHMKA
pasHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C MOPTOM Ha3Haye-
HWA paBHbIM 2140 n nopTom UcTo4YHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ noptom Ha-
3HaveHuA 31337 n NOpTOM UCTOYHMKA paBHbIm 1024.

security-suite enable

no security-suite enable

BKAtoyaeT Knacc KOMaHg, security-suite.

-/BbIKNIOYEHO

OTKAtOYaeT KNacc KOMaHA, secu rity-suite.

KomaHabl pexnuma KOHOUTYpUpPOBaHUA VIHTepdDEI\/'Ica Ethernet, rpynnbl NOPTOB.

KomaHZHan CTpokKa B perkume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbl NOpTOB MMEET BUA,:

console

(config-if) #

Tabnnuya 5.221 — KomaHaa KoHPUrypuposaHua 3awmTel oT DoS-aTak gns uHtepdelicos.

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

ip_address: IP-agpec;
mask: macka B
¢dopmarte IP-agpeca nam

no security-suite deny
{fragmented | icmp | syn}

npeduKca

CosfaeT npaBwao, 3anpeuialoliee nNpoxoxaeHwe TpaduKa,
COOTBETCTBYHOLLEFO KPUTEPUAM.

- fragmented — ¢pparmeHTUPOBAHHbIE NAKETBI

- icmp — ICMP-Tpaduk

- Syn — syn-nakertbl

YaanaeT 3anpewjatolee npasuo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;

no security-suite dos
syn-attack {any | ip_address
[mask]}

mask: macka B
dopmarte IP-appeca nnm
npeduKca

3afaeT Nopor syn-3anpocoB Ha onpeaesieHHblit IP-agpec/ceTs,
npv NpPeBbILEHMM KOTOPOro nnlHMe ¢peinmbl ByayT oTbpachl-
BaTbCA

BoccTaHaBnvBaeT 3HaveHMe Mo YMONYaHUIO
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5.32 KauectBO 06CcnyuBaHusa — QoS

Mo ymon4yaHWIO Ha BCeX MOPTax KOMMyTaTopa WCMNOJ/b3yeTcs OpraHM3aumsa oyepeam MaKeToB Mo
meTtoay FIFO: nepsbivi npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepegayu
TpaduKa Npu UCNONb30BaHMM AAHHOMO METOAA MOTYT BO3HUKHYTb NpPob6embl, NOCKO/bKY YCTPOUCTBOM
WUFHOPUPYIOTCA BCE NakeTbl, He Bouweawwne B bydep oudepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. Pewaet pgaHHyto npobnemy meTozn, OpPraHU3ylOWMIA oyepean no npuoputety Tpaduka.
MexaHuam QOS (Quality of service — KauyecTBo 06CAyKMBaHWUA), PeaNN30BaHHbIA B KOMMYyTaTOpax,
No3BOJIAET OPraHN30BaTb BOCEMb OYEpPeAEN NPUOPUTETA NAKETOB B 3aBUCMMOCTU OT TMNA NepesaBaemMbixX
OAHHBIX.

5.32.1 Hacmpoiika QoS

KomaHObI pexcuma 21060s16H020 KOHU2YpUPO8aHUS

Bua 3anpoca KoMaHAHOWM CTPOKM pexnma rnob6anbHOro KOHPUrypmposaHms:
console (confiqg) #

Tabnunua 5.222 — KomaHgpl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue

Aelicmeue
10 yMoAYaHUto

KomaHda

qos [basic | advanced] PaspelwaeT KommyTaTopy Mcnonb3osBaTtb QoS.
/basic - basic — 6a3o8bI pexkum QoS;

-advanced — pacwupeHHbIn pexum KoHdurypuposaHua QOS,
BKJIHOYAIOLLMI MOHbIV NepevyeHb KOMaHA, HacTpoiikm QoS.

class-map class_map_name 1. Co3paeT CnUcoK Kputepures Knaccupurkaumm tpaduka.
[match-all | match-any] 2. BXxoauT B pexXnm penakTMpPOBAHMA CNMCKA KPUTEPUEB KNacCu-
bukaumm Tpadumka.
- match-all — Bce KpuTepun AaHHOro cnucka AO/XKHbI 6biTb BbI-
NOJIHEHbI;
class_map_name: (1..32) | - match-any — oauH, n060i KpUTEPWIA 4aAHHOIO CMNCKA AO/KEH
CUMBOJIOB; 6bITb BbINOHEH.
Mo ymonuyaHuio V B cnucke KputepuesB moxKeT 6biTb 0AHO UK ABA NPaBM-
ncnonb3yeTcsa onuua na. Ecnv npasuna aBa, n 06a OHM YKa3bIBAKOT HA pasHble
match-all Tmnbl ACL (IP, MAC), To Knaccudumkauma 6yaert ocywecTBasaTbcA
Nno NepBoMy B CIMCKe BEPHOMY Npasuay.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced

no class-map Ypanaer cnmucok Kputepmes Knaccudurkaumm Tpaduka.
class_map_name

policy-map policy_map_name 1. Co3paert cTpateruto Knaccupukaumnm tpaduka.
2. BXxoauT B pexxMm peaakTMpoBaHWA CTpaTerMm Knaccuduraumm
TpaduKa.
| B opHOM HanpaB/ieHMM NOAAEPIKMUBAETCA TONbKO OAHA
V cTpaTterua Knaccudukauum tpadmka.
Mo ymonuyaHuio policy-map ycraHasnmsaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 AnA TerMpoBaHHbIX NAKeTOB.

policy_map_name:
(1..32) cumsonos

v JeicTByeT TONbKO ANA pexxmuma gos advanced.

no policy-map Ypanser npasuao knaccudumkaumm Tpadmka.
policy_map_name
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gos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..57982058) k6UT/C;
excess_burst_byte:
(3000..19173960) 6auT

OnpegenseT WwWabaoH HAacTPOeK, KOTOPbI NO3BO/IAET OMPaHNUUTD

No/siocy MPOMYCKaHMA KaHa/ia M B TO e BPeMsA rapaHTMpOBaTb

onpegesieHHyI0 CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe c NONOCOIN NPOMYCKaHUA WCMO/L3YETCA aNropuUTM

MapKMPOBaHHOM «KOP3UHbI». 3agauert anroputma ABAAETCA Npu-

HATUE pelleHuA: nepeaaTb NakeT uau otbpocuTb. MapameTpamu

anropuTMa ABAAOTCA — CKopocTb noctynneHus (CIR) mapkepos B

KKOP3UHY» M 06bEM (CBS) «KOP3UHBI».

- committed-rate-kbps — cpepHee 3HayeHWe cKopocTu Tpaduka.

[aHHaA CKOPOCTb rapaHTUpyeTcA Npu nepegade nHbopmaumm;

- committed-burst-byte — pasmep caepuBatoLLero nopora B 6ai-

Tax;

- drop — naket byaet oTbpolLeH, KOraa «KOp3nHa» NepenosHUT-

cs;

- policed-dscp-transmit — npu nepenosHeHNn KKOP3MHbI» 3Haye-

Hue DSCP bygeT nepeonpeneneHo.

V Henb3a yaanutb wabnoH HacTpoek, €M OH UCNONb3Y-
eTcA B cTpateruu policy map, nepea yaaneHwem cnegyet

yAanuTb Ha3HauyeHue wWwabnoHa crpaterum: no police aggregate

aggregate-policer-name.

\ DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypansaet wabaoH HAaCTPOEK PerynnmpoBaHms CKOPOCTH KaHaa.

wrr-queue cos-map queue_id

cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHua CoS no
YMONYaHUIo anA
oyepepnein:
CoS=1-ouyepegb 1
CoS =2 — oyepeppb 2
CoS =0 —o4epegb 3
CoS =3 —o4yepeab 4
CoS =4 —ouepegb 5
CoS =5 —ouepeab 6
CoS = 6 —ouyepenb 7
CoS =7 —o4yepenb 8

OnpegenseT 3Ha4YeHuma CoS ans ovepesent ncxoaailero Tpaduka.

YcTaHaBAuBaeT 3HaYeHUA N0 YMOAYAHMUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuio sec
Kay oM ouepeam paBeH
1

MpucBanBaeT BeC UCXOAALMM OYepessaM, UCMONb3yeMblil Mexa-
Husmom WRR (Weighted Round Robin — BecoBoi mexaHu3m pac-
npeaeneHns Harpysku).

YcTaHaBAMBaeT 3HAYEHWe Nno YMONYaHULO.

priority-queue out
num-of-queues
number_of _queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabatbiBatoTca no
anropuTtmy «strict

3a43aeT KoNMYecTBO NPUOPUTETHBIX oYepesel.
Dna npnopurtetHoit ouepeau Bec WRR 6yget urHopupo-
BaTbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HayeHune N, To ctapwme N ove-
pepeii 6yayT npuoputeTHbimu (He 6yayT yuacteoBatb B WRR).
Mpumep:
0: Bce ouepeam paBHOMNPABHbI;
1: cemb mnagwux ouepepeii yyacrsyotr B WRR, 8-as He yuacrt-
ByeT;

priority». 2: wectb Mnagwux ovepegeit yyacrsyiotr B8 WRR, 7,8 He yuact-
BYIOT.
no priority-queue out YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.
num-of-queues
qos wrr-queue wrtd Bkntoyaer WRTD (Weighted Random Tail Drop) BecoBoit mexa-
HW3M yAaNeHNA NaKeTOB U3 ovepesen.
Mo ymonyanuio WRTD V o
N3meHeHUs BCTYNAT B CUAlY NOCAE nepesarpysku ycrpoii-
BbIK/IIOYEHO

no gos wrr-queue wrtd

cTBa.

Bbikntowaetr WRTD.
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gos map policed-dscp

dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuto Tabamua
NOBTOPHOW MapKUPOBKM
ABAAETCA NYCTOM, TO ecTb
3HayeHua DSCP ana scex

BXOAALLMX NAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHaeT Tabanuy nepemapkuposku DSCP. [ns Bxoaawmx na-
KEeTOB C YKa3aHHbIMU 3HaYeHuamu DSCP 3agaeT HoBOe 3HayeHue
DSCP.

- dscp_list — onpeaenser fo 8 3HayeHunit DSCP, 3HauyeHus pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpeaenset HoBoe 3Ha4yeHue dscp.

V’ JeiicTBYyeT TONbKO ANA pexxmma gos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

qos map dscp-queue dscp_list

to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3Ha4yeHus no
YMONYaHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HavyeHnamm DSCP Bxoasa-
LLMX NAKETOB 1 OYepeaaMu.

- dscp_list — onpeaenser fo 8 3HadeHunt DSCP, 3HayeHus pasge-
NATCA 3HaKom npobena.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHUIO

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET peXKMM [0Bepus KommyTaTopa B 6a30BOM pexu-
me QoS (CoS mnnum DSCP).
- COS — YCTaHaB/iMBaeT KAacCUPUKAUMIO BXOOAWMX MAKEToB MO
3HayeHmam CoS. [lnAa HeTermpoBaHHbIX MaKeTOB MCMOJ/b3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBaeT KaacCUdUKauMio BXOAAWMX MAKETOB MO
3HayeHmam DSCP.
- cos-dscp — ycTaHaBAMBAET KNacCMPUKaUMIO BXOAALLMX NAKETOB
no 3HavyeHnam DSCP ana IP-naketoB un no 3HavyeHnam CoS ana He
IP-nakeToB.

V‘ [elicTBYyeT TONbKO AN peXuma qos basic.

YcTaHaBAMBaET 3HAYEHUA MO YMOHAHUIO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonseT NpUMeHUTb TabanLy n3meHeHW dscp K COBOKYMHOCTH
dscp-goBepeHHbIX NOpToB. Mcnonb3oBaHWe Tabanubl USMEHEHU
no3BonseT nepesanucatb 3HayeHUa dscp B IP-nakeTax Ha HOBble
3HayeHuA.
V’ MNpumeHnTo Tabnuuy wuameHeHuit DSCP BO3MOXKHO
TONbKO ANA BXoAALero TpadpuKa AoBepeHHbIX NOPTOB.
[eicTByeT TONbKO ANA pexuma qos basic.

Y

OTMeHAET UCNOb30BaHMeE KapTbl U3SMEHEHUI dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonyaHuio KapTa
M3MEHeHWUN ABnaeTcA
NyCTOW, TO €CTb 3HaYeHUA
DSCP gna scex BXoAawmx
NnakeToB OCTaloTCA
HEN3MEHHbIMMN

3anonHaeT Tabanuy nepemapknpoBku DSCP. [na Bxopawmx na-
KEeTOB C YKa3aHHbIMW 3HayeHMAMM DSCP 3apaeT HOBble 3HAYeHUA
DSCP.
- in-dscp — onpepgenset po 8 3HayeHnt DSCP, 3HayeHua pasgens-
tOTCA 3HaKoM npobena.
- out-dscp — onpepgenseT fo 8 HoBbIX 3HaYeHul DSCP, 3HauveHus
pasfenatoTca 3Hakom npobena.

V [elicTBYyeT TONbKO AN pexuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6UT/C;
burst: (3000..19173960)
6aiT/128 KbanT

YCTaHaBAMBAET OrpaHUYEHNe CKOPOCTU AR BXOAALEro Tpaduka
Ans 3aaaHHom VLAN.

-vlan_id — Homep VLAN:

- rate — cpegHAn ckopocTb TpaduKa (CIR);

- burst — pasmep caepKuBatoLLEero nopora (orpaHuMyeHne cKopo-
cTu) B BaitTax.

CHumaet orpaHun4yeHuMe CKOpPOCTU BXxoaAaLwero Tpad)MKa.
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KomaHObI pexcuma pedarkmuposaHUs CNUCKa Kpumepues Kaaccugukayuu mpaguKka

Bua 3anpoca KOMaH,D,HOVI CTPOKU pexXnma penaktmpoBaHMUA CNUCKa Kputepues KﬂaCCVI(bVIKaLI,MVI

TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]

Tabnunua 5.223 — KomaHabl pexkuma pegakTMpoBaHUA CNIMCKA KpuTepues Knaccudukaumm Tpadpuka

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBO/I0B

[obaBnaet Kputepuit Knaccupukaumm Tpaduka. Onpeaenser
npasuaa o¢unbtpaunn Tpadmuka no cnucky ACL ana knac-
cnbuKaumm.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanaet kputepuin knaccudurkaumm Tpadmka.

KomaHObI pexcuma pedakmuposaHus cmpameauu Kaaccugukayuu mpaduka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMaA PeaKTMPOBaHMA cTpaTernmn Knaccudukaumm Tpapuka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnnua 5.224— KomaHap! pexkuma pegakTMpoBaHua cTpaTermmn KnaccuduKkaumm tpaduka

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
C“MBO/I0B

OnpegenseT npasuao Knaccuobukaumm Tpaduka u BXoguT B pe-
UM KOHOUrypupoBaHuA npaBuna Knaccuodukaumm — policy-map
class.
- acl_name — onpegenseT npasuaa ¢punbTpauumn Tpaduka no cnu-
cky ACL ans KknaccuduKkaumu. Mpu co3pgaHMM HOBOro NpaBua
KnaccModuKaLumMm ONuUMOHANbHLIA NapameTp access-group obnAsa-
TeneH.
Ona Toro utobbl UCNONbL30BaTb HACTPOWKU CTpaTerum
policy-map pns wuHtepdeiica, ucnonb3lyiite KomaHpy service-
V' policy B pexxume KoHpuUrypauum nnutepdeiica.

DeiicTByeT TONbKO ANA pexxnuma qos advanced.
YpanseT npaBuao Knaccupukaumm tpaduka class-map us crparte-
rum policy-map.

KomaHObI pextuma KoHgu2ypuposaHUs rnpasund Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma KOHPUrypupoBaHUA NpaBmaa KnaccuobuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 5.225 — KomaHabl peknma KoHOUIypmupoBaHUA Npasmaa KnaccuduKkaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

trust

no trust

Mo yMmoNUYaHu1Io pexkum
[OBEPUA He YCTaHOBNEH

OnpeaenseT pexum AOBepus K onpefeneHHomy Tvuny Tpaduka
COrNacHoO rnobasbHOMY PeXUMY [OBEPHUS.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7)

YcTaHaBAMBAET HOBble 3HaYeHuA ana IP-nakera.

V KomaHga set aBnserca B3aMMOMCKAIOYAIOLWEN C KOMaH-
B[O trust ona oaHoM 1 ToM XKe cTpaterum policy-map.
Ctpaterum policy-map, ucnonbsyowmne KomaHAbl set,

V trust uam umetowmii kKnaccudpukaumio ACL, HasHavatroTca
TONbKO AN1A UCXOAALMUX UHTepdelicoB.

[eiicTBYyeT TONbKO ANA pexxuma gos advanced.

Y

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6ut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name
:(1..32) cumBonos

Mo3BoNAET OrPaHNYUTL NOMOCY NPOMYCKAaHUA KaHasa M B TO ke
BPEMA rapaHTUPOBaTb OMpeaeseHHY0 CKOPOCTb nepesayn AaH-
HbIX.

Mpu paboTe c NOAOCOW NPOMYCKaHWA MCMOb3YeTCA anropuTm
MapKMPOBAHHOW «KOP3WHbI». 3afa4eit anroputma ABAseTcAa Npu-
HATME pelleHunA: nepesatb NakeT uam oTbpocuTb. MapameTpamum
aNropuTMa ABAAKTCA CKopocTb nocTynneHus (CIR) mapkepos B
KKOP3UHY» M 06bEM (CBS) «KOP3UHBIY.

- committed_rate_kbps — cpegHee 3HayeHUe CKOPOCTM TpaduKa.
[aHHasa cKopoCTb rapaHTUPYeTca Npu nepeaaye MHPopmauuu;

- committed_burst_byte — pasmep caeprKvBaloWEro nopora B
baiiTax;

- drop — naket byaeT oTbpolleH, Koraa «Kop3vHa» NepenonHnT-
cs;

- policed-dscp-transmit — npu nepenosiHEHUM «KOP3UHbI», 3HaYe-
Hue DSCP byaeT nepeonpeaeneHo.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

HasHavaet npasuny KnaccupuKkaumm tpadumka wabaoH HACTPOEK,
KOTOprVI N0o3BOIAET OrPAaHUYNUTb NOIOCY NPONYCKAaHNA KaHana U B
TO }Ke BPeMs rapaHTMpOBaTb OnpesesieHHY0 CKOPOCTb nepeaayn
OaHHbIX.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Ypansaet wabnoH HAacTPOEK PerysMpoBaHuUsA CKOPOCTM KaHana v3
npasuna Knaccuoukaumm Tpadmka.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, epynnsl mnopmos

Bug 3anpoca KOMaHAHOM CTPOKU pexmma KoHourypuposaHua uHTepdeica Ethernet, rpynnbl

nopToB.:

console (config-if) #

Tabnunua 5.226 — KomaHapl pexknma KoHourypmposaHua nHtepdeinca Ethernet, rpynnbl nopTos.

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}

policy_map_name

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHavaeT nHtepdeliicy ctpaternio knaccudukaumm Tpadmka.

Ypanaert ctpaTtervto KnaccupuKkaumm tpaduKa ¢ nHtepdeliica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) K6UT/C;

committed_burst:
(4096..16762902) 6aiT

YcTaHaBAWBaET OrpaHUYeHne CKOPOCTU AN Ucxoaaulero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pasmep cAep:kuBatoLLero nopora (orpaHu-
YyeHue ckopocTu) B baiiTax.

CHMMaeT orpaHuYyeHWe CKOpPOCTM ucxoasllero Tpaduka yepes
MHTepdeWnc.
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traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(36..1000000) kbUT/C;
committed_burst:
(4096..16769020) 6aiit

YcTaHaBAMBaeT OrpaHuMYeHWe CKOpoCTM TpaduKa 4yepes WMHTep-
delic ana ucxopaLen oyepeam.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pasmep caep)kuBatoLwwero nopora (orpaHu-
YeHue ckopocTtu) B baiTax.

CHUMaeT orpaHuyeHne ckopoctn TpadurKa Yepes nHTepdenc ans
ncxogAaLLEen oyepeam.

qos trust

no qos trust

-/BKAIOYEHO

BKntoyaeT 6a30BbIi MexaHM3M (OS ANA UHTepdelica.
n [DeiictByeT ToNbKO AnA pexuma qos basic.

BbikNtoyaeT 6a30BbIi MexaHU3M qos A8 nHTepdeiica.

rate-limit rate [burst burst]

no rate-limit

rate: (100..10000000)
KéuT/C;
burst:
(3000..19173960)
6anT/128 KbanT

YcTaHaBAMBaeT orpaHMYeHue CKOPOCTH 414 BXOAALLEero Tpaduka.

CHMMaET orpaHuyYeHne CKOPoCTU BXoaAaLLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBamnBaeT 3HadeHne CoS no ymonvaHuto ana nopta (CoS,
NPUMeHAEeMbIA ANA BCEro HeTermpoBaHHOro Tpaduka, npoxoas-
wero yepes uHTepdeiic).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.227 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHUe
110 yMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexxkmm QOS HacTpoeHHbIM Ha ycTpoicTee. B 6aso-
BOM pEeXMME MOKa3blBaeT «J0BEPEHHBIN» pexunm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoOIa

MoKasbIBaeT CNUCKM KpuTepmes Knaccudurkaumm Tpaduka.
70 DeiictByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKasbiBaeT npasuna Knaccuomkaumm Tpaduka.
/| [eiictByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3blBaeT HACTPOMKM CpesHen CKOPOCTU U OrpaHUYeHUs no-
JIOCbl NPOMNYCKaHMA A8 NPaBua KnaccuduKkaunm tpadmka.
/| [Oeiicteyet ToNbKO ANiA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl A4na MHTepdeiica.

- vlan_id — Homep VLAN;

- gi_port —Homep nHTepdelicos Ethernet g1;

- te_port — Homep nHTepdeicos Ethernet XG1-XG24;

- fo_port — Homep nHTepoeiicos Ethernet XLG1-XLG4;

- group — HoMep rpynmnbl NOPTOB;

- buffers — HacTpoiiku 6ydepa ana ouyepener uHTepdelica;

- queueing — anropnt™ obpaboTku odvepesenn (WRR nam EF), Bec
ana WRR ouyepegeit, Knaccbl 0bCnyKMBaHUA ANA odepedein u
npuoputeT gna EF;

- policers — ckoHbUrypupoBaHHble cTpaTerMn Kaaccudukaumm
Tpaduka gna nHtepdeica;

- shapers — OrpaHn4YyeHne CKOpPOoCTH Ana ncxogaulero Tpacbm(a.
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show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MoKa3sblBaeT MHPOPMaLMIO O 3aMeHe NoJsiei B NaKkeTax, UCNosb-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegeir;

- dscp-dp — Tabanua cootBetcTBus meTok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabavua nepemapkunposku DSCP;

- dscp-mutation — Tabavua nsmerHenmsa DSCP-to-DSCP.

lpumepbl 8b1M10AHEHUS KOMAHO

= Brawouutb pexkmm QoS advanced. Pacnpegenuts Tpaduk no ovepeaam, naketbl ¢ DSCP 12 B nep-
BYt0 ovepeapb, naketbl ¢ DSCP 16 Bo BTOpYt0. Bocbmana oyepenb — npmoputeTHaa. Co3gaTtb cTpaTe-
Mo Knaccudmkaumm Tpaduka no cnucky ACL, paspelsatowemy nepegady TCP-naketos ¢ DSCP 12
M 16 1 OrpaHMYMBaIOLLYIO CKOPOCTb — cpeaHasa ckopoctb 1000 K6ut/c, nopor orpaHuyeHua
200000 6aiT. Mcnonb3oBaTb JaHHYLO cTpaTernto Ha nHTepdelricax Ethernet 14 n 16.

console#

console# configure
console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al)# exit

console

config) # gos advanced

console (config)# gos map dscp-queue 12 to !

# gos map dscp-queue 16 to 2

console (config) # priority-queue out num-of-queues I

)
)
console (configqg)
)
)

console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if)# service-policy input

console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if) # exit

console (confiqg) #

5.32.2 Cmamucmuka QoS

(
(
(
(c
(
(
(
(
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHms:

console (confiqg) #

Tabanua 5.228 — KomaHap! pexxkmnma rnobasnbHOro KoHGUrypmpoBaHms.

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBonos;
Mo ymonyaHuto QoS-
CTaTUCTUKa OTKNIOYEHa

Bkntouvaet QOS-CTaTVICTMKy Nno OrpaHN4YeHU0 NONOC NPOonyCKa-
HUA.

OTkntovaer QOS-CTaTVICTVIKy Nno OrpaHNU4YeHUo NoN0C NponycKka-
HUA.
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gos statistics queues set
{queue | all}{dp | all}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHue no
YMONYAHMIO:
set 1: Bce npuopuTeThl,
BCE 04Yepeam, BbICOKMM
npuopuTtet cbpoca.
set 2: Bce NpuopuTeTHI,
BCe oyepeam, HU3KMUi
npuopuTet cbpoca.

BkntouaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX oYepesaei.
- set —onpeaenseT Habop CHETYNKOB;

- queue — onpeaenaeT UCXOAALLYIO odyepeapb;

- dp — onpeaenseT npuopuTeT cbpoca.

OTKAtoYaeT QOS-CTaTUCTUKY ANA BbIXOAHbIX ouepesen.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKU pexmma KoHdurypuposaHusa uHTepdeiica Ethernet, rpynnbl

NnopToB:

console (config-if) #

Tabnunua 5.229 — KomaHabl pexknma KoHoUrypmposaHus nHtepdeiica Ethernet.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

gos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:
(1..32) cumBonos;
Mo ymonuaHuto cbop
QOS-CTaTUCTUKH
OTKNIOYEH

BKntoyaeT cbop QoS-cTaTUCTUKM Ha UHTepdeiice.
- policy-map_name — cTpateruna Knaccudurkaumm Tpaduka;

- class_map_name — cnucok Kputepmes KnaccuduKauum tpaduka.

OTKAtoyaeT cbop QOS-cTaTUCTUKM Ha UHTepdeiice.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.230 — KomaHgb! pexkuma EXEC.

KomaHda

3Ha4yeHue/ 3Ha4yeHue
Mo yMmon4YaHuio

Aelicmeue

clear qos statistics

Ounwaet ctaTUCTUKY QOS.

show qos statistics

MNMoka3biBaeT cTaTucTnKy QOS.

5.33 KoH}urypauma npoToKO/10B MapLUpyTU3aLum

5.33.1 KoHcpuaypayus cmamuyeckoii mapwpymusayuu

CTaTnyecKkasa MapluipyTM3auma — BUA, MapLIpyTM3aLuKu, NPy KOTOPOM MapLipyTbl YKasbiBaloTCA B
ABHOM BMAE NPV KOHOUrypauumM MaplipytMsatopa. Bca maplupyTusaums npu 3TOM npoucxogaut 6es
y4yacTus Kaknx-1mbo NpoTOKO/I0B MapLIpyTU3aLLUK.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnunuya 5.231 — KomaHabl pexkrMma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix {mask |
prefix_length} {gateway
[metric distance] |
reject-route}

ip route prefix {mask |
prefix_length} {gateway |
reject-route}

prefix_length: (0..32);
distance (1..255)/1

CospfaeT cTaTM4ecKoe NPaBnIO MapLIPyTU3aLUK.

- prefix — ceTb Ha3Ha4veHus (Hanpumep 172.7.0.0);

- mask — macka ceTu (B dopmaTe AECATUYHOMN CUCTEMBI UCYUCIe-
HuA);

- prefix_length — npeduKc mackm ceTn (KOAMYeCcTBO epuHuUL, B
Macke);

- gateway — W03 ANA JOCTYNA K CETU HazHayeHus;

- distance — Bec mapLwpyTa;

- reject-route — 3anpeLaeT MapLpPYTU3aLMIO K CETU HasHaYeHuA
Yyepes Bce LWIO3bI.

YpansaeT npaBuo us TabanLibl CTaTUMECKOM MapLUpyTU3aLMn.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 5.232 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKasbiBaeT TabauLy MapLpyTM3aunm, YA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLUPyYT, TO CTb MapLUPYT, B3ATbIN
C HenocpeaCcTBEHHO MNOAKIOYEHHOTO M GYHKLMOHMPYIOWEro WH-
Tepdelica;

— static — cTaTMYecKMit MapLpyT, NPOMUCaHHbLIA B Tabauue map-
wpyTMU3aLmun.

lpumep 8bIM0AHEHUS KOMAHObI

= [loKasaTb TabauLy MapLpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnunua 5.233 — OnucaHne pesybTaTta BbIMNOJHEHMA KOMaHIbI
Mone OnucaHue
MoKa3blBaeT NPOUCXOKAEHME MapPLLPYTA:
c C — Connected (MapLwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKkumii MapLIpyT, MPONMCaHHbIM B Tabanue maplupyTnsaumm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3Ha4YeHMe B CKOBKax — aAMMHUCTPATUBHAA AWCTaHUMA (CTeneHb AOBepus map-
[5/2] LIPYTM3aTOPY, YEM YMC/IO Bbille, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOPOE YMCIO —
MeTpUKa MapLupyTa.
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via 10.0.1.2 Onpegenset IP-agpec cneaylowero MapLipyT1MsaTopa, Yepes KOTopbli NPOXOAUT Mmap-
o LIPYT A0 CeTH.

00:39:08 OnpepenseT Bpems nocnefHero obHOBMEHWUA MapLIPyTa (Y4acbl, MUHYTbI, CEKYHAbI)

Vlan 1 OnpegenseT uHTepdeic, Yepes KOTopbIA NPOXOAUT MAPLLPYT A0 CETU.

5.33.2 Hacmpoiika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIN NO3BOASET
MapLpyTM3aTopaM AMHAMMYECKM OOHOBNATL MapLpPYTHYO MHPOpMauMIo, Noay4vyas ee OT COCeAHWUX
MapLpyTM3aToOpoB. ITO O4YeHb MNPOCTOM MNPOTOKOJ, OCHOBAHHbLIA HA MNPUMEHEHUU AUCTAHLUOHHOIO
BEKTOPA MapuwpyTm3aummn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoToKos, RIP nepuoguuyecku nocoliaet
obOHOB/IEHUA Mexay coceaamu, CTPosi, Takum obpasom, Tononoruio cetu. B Kaxagom o6HOBAEHUM
nepefaetca MHGOPMAUMA O AUCTAHUMM OO BCEX CeTel Ha cocegHM mapupytmsatop. KommyTtatop

nogaepxmsaet npotokon RIP sBepcuu 2.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU B perknume r106aibHOro KOoHGUrypmMpoBaHums:

console (config) #

Tabanuya 5.234 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router rip

no router rip

Bxop, B pexxvnm KoHourypaumm npotokona RIP.

YpaneHnue rnobanbHoi KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypuposaHUsa npomokKosad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnuua 5.235 - KomaHabl pexnma KoHPUrypmposaHusa npotokona RIP

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

default-metric [metric]

metric: (1..15)/1

no default-metric

YCcTaHaBAMBaET 3HaYeHMe METPUKM, C KOTOPOW ByayT aHOHCK-
pOoBaTbCA MapLUPYTbl, MOAYYEHHble APYrMMU NPOTOKONAMMU
MapLupyTM3aumu. bes napameTpa ycTaHaB/AMBAET 3HaYEHUE MO
YMONYaHuio.

YcTaHaBAMBaeT 3HAYEHMe Mo YMONYaHULO.

network A.B.C.D

A.B.C.D: IP-agpec

no network A.B.C.D

uHTepoeiica

YcTaHaBnAuBaeT IP-agpec nHTepdeica, KoTopbi byaeT yyact-
BOBaTb B NPOLLECCE MAPLUPYTU3ALLMM.

Ypansert IP-agpec nHTepdeiica, KoTopblii byaeT yyacTBoBaThb B
npouecce MapLupyTM3aumu.

redistribute {static |
connected } [metric
transparent]

no redistribute {static |
connected} [metric
transparent]

Pa3speluaet aHOHcHMpoBaHMe mapLipyTos Yepes RIP.

- 6e3 nmapameTpoB — O3HayaeT, 4YTo byaeT MCNonb3oBaTbCA
default-metric npu aHOHCMpPOBAHMM MapLLPYTOB;

- metric transparent — o3HayaeT, yTOo ByAET MCNOAb30BATLCSA
MeTpUKa U3 TabauLLbl MapLLpPYTU3ALLUN.

3anpelaeT aHOHCMpPOBaHME CTAaTUYECKMX MapLIpyTOB 4epes
RIP.

- metric transparent — 3anpeLlaeT MCMNO/Ib30BaTb METPUKY U3
TabAnLbl MapLIpyTU3aLUK.
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redistribute ospf [metric
metric | match type |
route-map route_map_name]

metric: (1..15,
transparent)/1;
match: (internal,

external-1, external-2);
route_map_name:
(1..32) cumsona

Pa3spewaet aHoHcupoBaHme OSPF mappyTtos yepes RIP.

- type — Npon3BOANTL AHOHCUPOBAHME TONbKO ANA YKA3aHHbIX
TMnos OSPF mapwpyToB;

- route-map_name — NPOW3BOAMUTb aHOHCMPOBAHWE MapLUpY-
TOB nocne ux punbTpaLmm Yepes ykasaHHyto route-map;

shutdown / BbIKAtOYaOT NpoLecc mappyTtusaumm no npotokony RIP.
-/BKNOYEHO
no shutdown BkntoyatoT npouecc maplipytusauum no npotokony RIP.
passive-interface OTKNOYUTL 0BHOBNEHUA MapLIPYTU3ALUN.
-/BKIOYEHO

no passive-interface

BK/IOYMTE OBHOBNEHWUA MAPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapuwpyT He
reHepupyerca

leHepMpoBaTb MapLLpPYT NO YMOYAHUIO

BoccTtaHOBUTL 3HaYeHWE NO YMOSYAHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica IP

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 5.236 - KomaHabl pexuma KoHPUrypmposaHus nHTepdelica ip

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKNIOYEHO

BbikntouatoT npouecc mapupyTtmsauumn no npotokony RIP Ha
AaHHOM uHTepdeiice.

BkatoyaloT npouecc mapwpytusaunm no npotokony RIP Ha gaH-
HOM mHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
OTnpaBKa 0OHOBNEHUM
BKJIIOYEHA

BbIkNto4YaeT oTnpaBKy 06HOBAEHUIA Ha UHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obaBnseT cMelLeHne K MeTPUKe.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymonyaHuio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY ANA MapLlipyTa No YMONYAHWUIO TPaHC-
nmpyemoro yepe3 RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaHuio
ayTeHTUdMKaumA
OTK/tOYeHa.

BkntoyaeT ayTeHTUOMKaumio B RIP U onpesenser ee Tvn:
- text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayteHTUdUKaumm MD5.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CYMBO/I0B

OnpepenseT Habop KAtOYen, KOTOPbIN MOMET MCMNO/b30BaThCA
Ana ayTeHTMduKaumm.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOIOB

Onpegenset KN4 gna ayTeHTUOUKALMM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHaBAMBaeT cTaHAapTHbIN IP ACL ana duabTpaumm aHOHCK-
pyeMbIX MapLIpPyTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perxkume privileged EXEC:

console#
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Tabnnua 5.237 - KomaHgb! pexxkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTp nHpopmauum o RIP mapluipytnsaymm:
- database — nHdopmauma o HacTpoiikax RIP;

- statistics — cTaTucTMyeckume gaHHbIe;

- peers — MHGOPMaLMA Y4aCTHUKA CETU.

[pumepbl UC016308AHUA KOMAHO

Bkntountb npotokon RIP ana noacetn 172.16.23.0 (IP-appec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
Tudumkaumo MD5 yepes Habop Kkatovelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.33.3 Hacmpoliika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — nNpPOTOKON AWHAaMUYECKON MapLlpyTM3alMM, OCHOBAHHbIA Ha
TEXHOJIOTUWN OTCNEXKMBAHUA COCTOAHMA KaHana (link-state technology) u ucnonb3yowmin Ans HaxoXKaeHUs
KpaTyanwero nytn anroputm Adenkcrtpol. Mpotokon OSPF npeacrasnsetr cobonl NpPOTOKOJ/I BHYTPEHHEro
wno3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHGOpPMaLMIO O AOCTYMNHbIX MapLIpyTax MeXKay MmapLlipy-
TM3aToOpPaMM 04HON aBTOHOMHOM CUCTEMBI.

YCTpoiACTBO NOAAEPKMBAET OLHOBPEMEHHYID PaboTy HECKOSbKUX HE3aBUCMMbIX 3K3eMNAApPoB
npoueccos OSPF. HacTpoiika napameTpos ak3emnaapa OSPF npousBoanTca nyTem yKasaHusa naeHtuodu-
KaTopa 3Kk3emnaspa (process_id).

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKK B pexknme rnobanbHOro KOHGUrypupoBaHua:

console (config) #

Tabnuua 5.238 — KomaHab! pexkuma rnobanbHOro KoHGurypmposaHusa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router ospf [process_id]

BkatouaeT mapLpyTtraumio no npotokony OSPF.

[process_id]

process_id:
3apaeT naeHTMouKaTOp Npouecca.
- (1..65535)/1
no router ospf [process_id] BbikntoyaeT mappyTtusauuto no npotokoay OSPF.
ipv6 router ospf [process_id] BKAtoyaeT mapLpytrlaumio no npotokony OSPFv3.
process_id: 3afaeT naeHTUGUKaTOp npouecca.
no ipv6 router ospf (1..65535)/1 BbIK/IIOYaET MapLIpyTMU3aLmio No npoTokony OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

no ipvé6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3agaeT agMUHUCTPATUBHYIO AUCTaHUMIO ana mapwpytos OSPF,
OSPFv3.

- inter-as — 414 BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHyTpWY aBTOHOMHOI cUCTEMbI

Bo3BpalaeT 3Ha4YeHMA N0 YMONYAHUIO.
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KomaHObi pexcuma npouyecca OSPF

Buza 3anpoca KoMaHZAHOW CTPOKM B penme KoHOUrypnpoBaHua npouecca OSPF:

console (router ospf process)#

console (ipv6 router ospf process)#

Tabnunuya 5.239 — KomaHgpl pexknuma KoHdurypmuposaHua npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

redistribute connected [metric
metric] [route-map name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255)
CMMBO/I0B

PaspeluaeT aHoHcHpoBaHKWe connected mapLipyTos:

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLIPYTOB;
- name — UMA NOJIMTUKM MMMOPTa, NO3BOAAOWEN GUAbTPOBATbL
W BHOCUTb U3MEHEHMWS B UMNOPTUPYEMbIE MapLIPYTbI;

- subnets — no3BoNAET UMNOPTMPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO

redistribute static [metric
metric] [route-map name]
[subnets]

metric: (1..65535);

Mmnopt cTatnyeckmux mapwpytos 8 OSPF.

- metric — ycTaHaBANBAET 3HAYEHME METPUKN A/1A MMNOopTMpYye-
MbIX MapLIpyTOB;

- name — NPUMeHAET NONUTUKY UMNOPTA, NO3BOAAIOLLYI0 GUAbT-

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

name: (1..255) poBaTb U BHOCUTb MU3MEHEHMA B UMMNOPTUPYEMbIE MapLUPYTbI;
CUMMBOJIOB - subnets — nossonser MMNOPTUPOBATb NOACETU.
no redistribute static [metric 3anpeLaeT yKasaHHyo GyHKUMUIO.
metric ] [route-map name]
[subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtoB 13 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBauBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MaPLLIPYTOB;
name] [match {internal | - metric-type type-1 — mMmnopTupyeT ¢ nomeTkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 umnopTupyer c nomeTkon Kak OSPF
external 2;
- match internal — umnopTupyeT maplupyTbl B Npeaenax area;
- match external-1 — wmnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match o?xternaI-Z — umnopTupyeT Mapwpytbl Tuna OSPF
. external 2;
metric: (1..65535); .
- subnets — no3BonAeT UMNOPTUPOBATL NOACETH;
name: (0..32) cumBona.
-name — TMPUMEHAET YKa3aHHyl MNOAUTMKY  MMMOPTA,
nossonawowyo GuALTPOBAaTb W  BHOCUTb WU3MEHEHUA B

MMMNOPTUPYEMbIE MAPLIPYTI;
- metric — yCTaHaBAMBAET 3HAYEHME METPUKU AN UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpeLyaeT yKasaHHY GYHKUMIO.

redistribute rip [metric metric]
[route-map name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos n3 RIP 8 OSPF.

- metric — 3Ha4YeHne MeTPUKMN A1 UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — ¥MA NOSIMTUKM MMMNOPTA, NO3BOAAIOLEN GUNLTPOBaTL
1 BHOCUTb U3MEHEHMA B UMNOPTUPYEMbIe MapLUPYTbI;

- subnets — n03BoONAET MMNOPTMPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.

compatible rfc1583

no compatible rfc1583

-/enabled

BkatoyaeT coBmectmocTs ¢ RFC 1583 (Tonibko gna IPv4)

BbikntovaeT coeBmectmocTb ¢ RFC 1583.
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router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D:
naeHTnduKaTop
MapLupyT1saTopa B
dopmarte IPv4-agpeca

YcTaHaBAMBaeT MAEHTMOUKATOP MaplupyTM3aTopa, KOTOPbI
YHUKaNbHO MAeHTUOUUMPYET MapLIpyTM3aToOp B Mpeaenax o4-
HOM aBTOHOMHOM CUCTEMBI.

YcTaHaBAMBaAET 3HaUYeHMeE No YMONYaHULO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (OTKAOUMTB) 3K3emnaap OSPF Ha IP-uHTepdelice (ana
IPv4).

Ynanset IP-agpec nntepdeliica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBnausaeT meTpuKky OSPF mapwpyTa.

OTKAtOYeHME GYHKLMM.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTnduKaTop
maplpyTusaTopa B
¢dopmarte IPv4-agpeca

YcTaHaBAMBAET A1 yKa3aHHOM 30HbI TMN stub. 30Ha — coBokyn-
HOCTb CeTeli U MaplUpyTU3aTOPOB, UMEIOLWMX OAUH U TOT XKe
naeHTudmKaTop.

- no-summary — He OTNPaBAATb MHPOPMALMIO O CYMMMPOBAH-
HbIX BHELUHMUX MapLUpyTax.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTndUKaTop
MapLupyTU3aTopa B
dopmarte IPv4-agpeca;
interval: uenoe
NOJIOXUTENBHOE YNCNO;

YcTaHaBAMBAET AN YKa3aHHOM 30HbI Tun NSSA.

- no-summary — He NPUHUMaTb MHGOPMALMIO O CYMMMPOBAH-
HbIX BHELHNX MapwpyTax BHYTPb NSSA-30HbI;

- interval — onpeaenseT NPOMeXKyTOK BpemeHu (B CeK), B Teue-
HME KOTOPOro TpaHcAATOp OyAeT BbINMOAHATL CBOU YHKUMMU
nocne TOro, Kak OBHAPYXKWUT, YTO TPAHCNATOPOM CTan ApYyroi
rPaHWUYHBIN MapLIpyTU3aTOP.

- translator-role — onpegenset, KakMM 06pPa3oM Ha MapLIpyTU-
3aTope 6yaeTr OYHKUMOHMPOBATb PEXUM TpaHcasTopa (TpaHc-
nauum Type-7 LSA B Type-5 LSA):

- always — B NnpuMHyAMTENIbHOM NOCTOAHHOM PEXUME;

- candidate — B perkume yyactusa B Bbibopax TpaHcaaTopa.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTndUKaTop
MapLpyTnsaTtopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHA;

Co3paHue BUPTYaNbHOrO COEAMHEHUA MeXKAY OCHOBHOW U Apy-
TMMW yAaneHHbIMM 061acTAMM, KOTOPble MMEKT MEXAY HUMU
obnactu.

- hello-interval — ykasaTb hello-nHTepsan;

- retransmit-interval — yKkasaTb WHTepBan meay NOBTOPHbLIMU
nepefadyamu;

- transmit-delay — ykasaTb Bpems 3aseprKKu;

- dead-interval — yka3aTb dead-nHTtepsan;

- null — 6e3 ayTeHTUdMKauMK;

- message-digest — ayTeHTMdUKaums ¢ wndpoBaHmem;

- word — naponb Ans ayTeHTudUKauuu.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBOIOB Ypaanaet BupTyanbHoOe coeaAnHeHue.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaeT 3HayeHMe CTOMMOCTM CYMMapHOro maplupyTa,
naeHTndUKaTop ncnonb3yemoro ans stub- n NSSA-30H. (ann IPv4)

no area A.B.C.D default-cost

MapLIpyTU3aTopa B
dopmarte IPv4-appeca;
cost: uenoe
NONIOXUTENbHOE YNCNO

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentication

[message-digest]

A.B.C.D:
naeHTnduKaTop
maplpyTusaTopa B
¢dopmarte IPv4-agpeca;
-/BbIKNIOYEHO

BKAtoYaeT ayTeHTUGMKauMIo Ana BCex MHTepdeicoB AaHHOM
30HbI (gnA IPv4):
- message-digest — c wndpposaHmem MD5.

OTkAtoYaeT ayTeHTUdMKaLmIo.
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area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:

Co3paeT CyMMapHbIM MapLipyT Ha rpaHuLe 30HbI (gna IPv4).
- advertise — aHOHCMPOBATbL CO34aHHbIA MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapPLLPYT.

YpaansaeT cymmapHbIii MapLupyT.

no area A.B.C.D filter-list prefix
prefix_list in

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLIPyTbl, aHOHCUPYEMble B YKa-
prefix_list in naeHTnduKaTop 3aHHY0 30HY M3 ApYrux 30H (gnn IPv4).

MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

YpanseT GUAbTP Ha MapLIPyTbl, aHOHCUMPYEMbIE B YKa3aHHYH
30HY U3 ApYrux 30H (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaAET GUALTP Ha MapLpPYTbl, aHOHCUMPYyEeMble U3 yKa-
prefix_list out naeHTudumKaTop 3aHHOW 30HbI B gpyrue 3oHbl (gna IPv4).

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

Yaanser GuAbTP Ha MapLpyTbl, aHOHCMPYEMble U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (ana IPv4).

cumBona
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkatoyaeT npouecc OSPF gna 30HbI.

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BKAtOYEHO

shutdown

no shutdown

-/BKOYEHO

OTkAntovaet npouecc OSPF.

Bkntouaet npouecc OSPF.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica IP

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnuvua 5.240 — KomaHapl pexkuma KoHoUrypmuposaHua nHtepdeiica ip

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ospf shutdown

no ip ospf shutdown

-/BKIOYEHO

BbikntoyaeT mapuwpyTtusaumto no npotokony OSPF Ha uHTep-
deiice.

BkatovaeT mapuwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.

ip ospf authentication
[key-chain key_chain | null |
message-digest]

no ip ospf authentication
[key-chain]

key_chain: (1..32)
CUMBOJI0B;
Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IIOYEHa

BkntoyaeT ayTeHTUOUKaumio B OSPF 1 onpepenset ee tmn:

- key_chain — uma Habopa Kntouel, co3gaHHoro kKomaHzao key
chain;

- null — He ucnonb3oBaTb ayTeHTUDUKaLMIO;

- message-digest — ayteHTMdMKayma MD5.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip ospf authentication-key key

no ip ospf authentication-key

key: (1..8) cumsonos

HasHauyaeT naponb Ana ayTeHTUdUKaLMKM coceaeit, AOCTYMHbIX
yepes TeKylmit uHTepderic. MNaponb, yKasaHHbIN Takum obpa-
30M, byaeT BHEAPEH B 3ar0/I0BOK KaXAOro yXoAsllero B 3Ty
ceTb naketa OSPF B KauecTBe K/Ao4a ayTeHTUPUKALMM.

Ypanaet naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcA
YCNOBHbIM NOKasaTesnem "CcToMmocTn" nepecbiNKn AaHHbIX Mo
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CEeKyHS;
minimal — 1cek

YcTaHaBAMBaET MHTEPBA/l BPEMEHW B CEKYHAAX, MO UCTeYeHUN
KoToporo coceg byget cumtatbea "mepTebim". ITOT MHTepBan
[O/MKEH BbITb KpaTHbIM 3HauyeHuto hello-interval. Kak npasu-
no, dead-interval paBeH 4 wuHTepBanam otnpaBku hello-
MaKeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBaA/I BPEMEHMW B CEKYHAAX, MO UCTEYEHUN
KOTOpPOro maplwpyTtusaTop oTnpasaseTr cnegytowuii hello-

no ip ospf passive-interface

CEeKYHZ, naKeT ¢ MHTepdeica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.
ip ospf mtu-ignore bled OTKntoyeHue nposepkn MTU.
no ip ospf mtu-ignore /enable YcTaHaBAMBAET 3HaYEHME N0 YMOYAHMIO.
ip ospf passive-interface 3anpewgaet |P-uHTepdelicy obmeHMBATLCA NPOTOKONbHbIMMU
COOBLWEHMAMN C COCeaaMM Yepes3 yKasaHHbl $usnyeckuin
-/disabled nHTEpodelic.

PaspewaeT IP-uHTepdeiicy 0BMEHMBATLCA MNPOTOKONbHLIMM
coobuieHMaMM C coceaamm.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaEeT NPUOPUTET MapLIpyTM3aTopa, KOTOPbIA MC-
nosb3yeTca Ana sbibopa DR v BDR.

YcTaHaBAMBaeT 3HAYeHKue no YMONYaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-interval

interval: (1..65535)/5
CEKYHA,

BkntouaeT ayteHTUdMKauuto B OSPF 1 onpeaenset ee Tun:
- text — ayTeHTUPUKaALMA OTKPbITbIM TEKCTOM;

- key_chain — vmsa Habopa Kntouen, co3g4aHHOrO KOMaHAoM
key chain.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

ip ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAWBaeT NpUMeEpPHOE BpemMs B CEKyHAaX, Heobxoanmoe
AN Nepefayv nakeTa COCTOAHMA KaHana.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnuua 5.241 — KomaHapl pexkuma KoHpurypmposaHua nHtepoeica Ethernet, VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNOYEHO

BbikntoyaeT maplpytmsaumio no npotokoay OSPFv3 Ha uHTep-
delice.

Bkatoyvaet maplpyTtusaumio no npotokony OSPFv3 Ha uHTep-
delice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMdMKaTop
MapLupyTU3aTopa B
¢dopmarte IPv4-agpeca

BkntounTb (oTKAtOUMTL) OSPF npouecc aAna onpeaeneHHoMn 30HbI.

Ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaET METPUKY COCTOAHMA KaHana, KoTopas ABAseTcs
YC/IOBHbIM TMOKa3aTesiem "CToMmocTn" nepecbiikvM AaHHbIX Mo
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaBNMBaeT MHTEPBA/ BPEMEHWU B CEKYHAAX, MO UCTEYEHUU
KoToporo coces bygeTt cumtaTtbcs "mMepTBbiM'. ITOT MHTEpBAN
OOJ/IKEH BbITb KpaTHbIM 3HadveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHtepsanam otnpasku hello-nakertos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAWBaET MHTEPBANA BPEMEHW B CEKyHAax, N0 UCTeYeHWUU
KOTOPOro MapLupyTu3aTop oTnpasaseT caegytowmii hello-naker

no ipv6 ospf mtu-ignore

CEKYHA, C MHTepodeiica.
no ipv6 ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
ipv6 ospf mtu-ignore . OTkntoveHue nposepkn MTU.
-/disabled

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYaHUIO.
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DHELTEX

ipv6 ospf neighbor
{ipv6_address}

3apaet IPv6 agpec coceaa.

ipv6 ospf neighbor Ypanset IPv6 agpec coceaa.
{ipv6_address}
Ipv6 ospf priority priority YcTaHaBAMBaeT NPUOPUTET MapLLPYTU3aTOpPa, KOTOPbIA MUCNOb-

no ipv6 ospf priority

priority: (0..255)/1

3yetcs gns Bbibopa DR v BDR.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaB/IMBaeT MHTEPBas BPEMEHM B CEeKyHAaX, Mo UCTeYEeHMM
KOTOPOro MapLupyTM3aTop NMOBTOPHO OTMPABMT NaKeT, Ha KOTO-
pblii HE MOJIyYM/ NOATBEPXKAEHMA O MOJyYeHUM (Hanpumep,
Database Description nakeT unu Link State Request nakeTbl).

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaAEeT NPUMEpHOe Bpems B CeKyHAax, Heobxoaumoe
[N nepefayn NakeTa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 5.242 - KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show {ip | ipv6} ospf
[process_id]

process_id: (1..65536)

OTobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor

process_id: (1..65536)

OTobparkaeT MHbopmaumm 06 OSPF coceasx.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepna

OTobparkaeT nHoopmauum o6 OSPF cocege C yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface

process_id: (1..65536)

OtobparkaeTt KoHbUrypauum scex OSPF uHTepdeiicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel_id}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);
tunnel_id: (1..16)

OTobparkaeT KoHbUrypaunm KoHkpeTHoro OSPF nHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [router |
summary | as-summary]

process_id: (1..65535)

OTobparkaeT coctosiHMe 6a3bl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id]

process_id: (1..65535)

OTo6paskaeT napameTpbl M TeKyllee COCTOAHWE BUPTyasbHbIX
JIMHKOB.

5.33.4 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npeaHasHayeH ANnA pe3epBUMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJHAKOLWMUX PO/b
LUH03a MO YMOJIYaHUIO. ITO AocTUraeTcs nyTém obbeanHeHus IP-uHTepdeincos rpynnbl MapLLpyTU3aTopoB
B OAMH BUPTYaNbHbIN, KOTOPbIA OYAET MCNOb30BATLCA KaK L3 MO YMO/MAHUIO OJ/18 KOMMbIOTEPOB B
ceTn. Ha KaHanbHOM ypoBHe pe3epBupyemble MHTepdencol nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX
— Homep rpynnbl VRRP (VRID).

TonbKo 0AMH M3 GUINYECKMX MAPLIPYTU3ATOPOB MOMKET BbINOAHATbL MapLUpyTU3aumio Tpaduka Ha
BUpTyanbHom IP-nHTepdeliice (VRRP master), octanbHble MapLLpyTU3aToOpbl B rpynne npegHasHadyeHbl ana
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoamut B cootsetcTBumn ¢ RFC 5798. Ecau
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HELTEX

TEeKyLWKnii master cTaHOBMTCA HeZOCTYMNHbIM — BblbOp Master'a nosTopsaeTca. HauBbicwnin npuoputet
MmeeT MaplupyTusaTtop € cobcTBeHHbIM IP-agpecom, coBnagatowmMm C BUpPTyanbHbiM. B caydae
LOCTYMHOCTU OH Bceraa ctaHosuTcA VRRP master. MakcmmanbHoe konnyectso VRRP npoueccos — 50.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelicos Ethernet, VLAN, uHmepdgpelica epynnel
nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHurypuposaHua mHTepdeincos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.243 — KomaHabl pexuma KoHourypmposaHus nHtepoeica Ethernet, VLAN, nHtepdeiica rpyn-

Mbl NOPTOB

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);

text: (1..160 cumBonos).

[obaBneHve onucaHuMa UEAN MAUM uUchnonb3oBaHua ana VRRP
MapLIpyT13aTopa ¢ MaeHTUPuUKaTopom vrid.

Ypanernve onncanuna VRRP mapwpyTtusaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenexune IP-agpeca VRRP mapwpyTtmnsaTtopa

YpaneHue IP-agpeca VRRP ¢ mapwpyTtusatopa. Ecam B Kavectse
napameTtpa He yKasaH IP-agpec, To yganatca sce IP-agpeca BupTy-
aNbHOrO MapLipyTM3aTopa, BCAeACTBME Yero yaaanTca n cam Bup-
TyanbHbI MapLIpyTU3aTOPp Vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonuyanutio
BKJIIOYEHO

BkntoyeHne pexuma, npu Kotopom backup-mappytmsatop c
6onee BbICOKMM npuopuTeTom bByaeT MblTaTbCA MepexsBaTUTb Ha
cebs ponb master y Tekyllero master-mapwpyTtusatopa c bonee
HU3KUM MPUOPUTETOM.
|  MapwpyTtnsatop, KoTopbiii saBasetca Bnagenbuem IP-
V agpeca Mmapupytusatopa, 6yaer nepexBaTbiBaTb Ha
ceba ponb master He3aBUCMMO OT HACTPOEK AAHHOMU
KOMaHAbI.

YcTaHOBKa 3Ha4YeHns no YMON4YaHUIO

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyaHuio: 255
AnAa snagensua IP-
agpeca,100 pna

HasHaueHwne npuoputeta VRRP mapwpyTtunsatopa.

YcTaHOBKa 3Ha4YeHns no YMO/I4aHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP npoToKkona Ha AaHHOM nHTepdeiice
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP npoTokona Ha AaHHOM MHTepdelice
BbIK/IOYEH
vrrp vrid source-ip ip_address Onpepenenve peanbHoro VRRP-agpeca, KOTopbii 6yaeT ucnosb-
vrid: (1..255); 30BaTbCcA B KayectBe IP-agpeca otnpasutens ana  VRRP-
Mo ymonyanuio: 0.0.0.0 | coobuieHwui.
no vrrp vrid source-ip YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
vrrp vrid timers advertise OnpefeneHne  MHTepBana mexgy  aHOHcamu master-

{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyaHuio: 1 cek

mapwpyTtusatopa. Ecam mHTepBan 3agaH B MUAIMCEKYHAAX, TO
NPOUCXOANT OKPYI/IeHMe BHU3 0 bankaliwen cekyHapl ana VRRP
Version 2 n Ao 6anxkailumx coTbix Aonen cekyHabl (10 muanuce-
KyHA) gna VRRP Version 3.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.
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DHELTEX

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHuve noaaepxusaemont sepcun VRRP npoToKona.

-2 — nogaep:kmneaetca VRRPv2, onpegeneHHbin B RFC3768. Mony-
yaemble VRRPV3 coobuieHna oTbpackiBatOTCA MapLLpyTU3aTOPOM.
OTnpasnatotca T01bko VRRPV2 aHOHCbI.

-3 — noppepxusaetca VRRPv3, onpeaeneHHbit 8 RFC5798, 6e3
coBmectumoct ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHns oTbpacbiBatoTcA MapLlipyTusaTopom. OTnpasBasatoTca
TonbKo VRRPV3 aHOHCHI.

- 2&3 — noppepxueaetca VRRPv3, onpepeneHHbit 8 RFC5798 ¢
obpaTHoI coBmecTumocTbio ¢ VRRPV2. Monyyaemble VRRPV2 co-
obleHna obpabaTtbiBatoTca MapwpyTnsatopom. OTnpasasatoTCcA
VRRPv2 n VRRPv3 aHOHCbI.

Moaaepsknsaetca Tonbko VRRP Bepcum 3. Pexkumbl 2 n 2&3 6yayTt
noaaepxuneaTbes B byaywmx sepcuax NO.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO

KomaHOb! pexcuma privileged EXEC

Bce KOmaHAbl AOCTYNHbI 414 NPUBUNETMPOBAHHOIO NOJIb30BaTeNA.

Buz 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnnua 5.244 — Komanabl pexxkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [all | brief |
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MpocmoTp KpaTKoli uUan AeTasbHOM MHPOPMALUK ANA BCEX UAU
OfIHOrO HAaCTPOEHHOro BUPTyaNbHOro mappyTtusatopa VRRP.

- all — npocmoTp MHPOPMaLMK O BCeX BUPTYaNbHbIX MapLLpyTU-
3aTopax, BKAKOYAA OTK/IOYEHHbIE;

- brief — npocmoTp KpaTkoW MHPOpPMaLUK O BCex BUPTYasIbHbIX
MapLIpyTU3aTOpPaXx.

lpumepbl 8b1M0AHEHUS KOMAHO

= HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTse agpeca BUPTY-
anbHOro mapuwpyTtunsatopa. Bkatounte VRRP npoTtokon Ha nHtepdeice VLAN.

console
console
console
console

~ e~~~

= [locmoTpeTb KoHdUrypaumto VRRP:

console# show vrrp

config-vlan)# interface vlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

Virtual Router 1

Priority is 255

Interface: vlan 10

Virtual Router name
Supported version VRRPv3
State is Initializing
Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled
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6 CEPBUCHOE MEHIO, CMEHA NPOrrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ncnonbsyertca ONA  BbINOJIHEHUMA  CMeunaZibHbIX npoueayp, TaKUX  Kak
BOCCTaHOB/1IEHNE 3aBOACKUX HACTPOEK N BOCCTAaHOB/1IEHME NAPOAA.

Ona Bxopa B MeHw Startup HeobxoaMMO npepBaTb 3arpysky HaxKaTMem Knasuwm <Esc> unu
<Enter> B Te4yeHWe NepBbIX ABYX CEKYHZ MOC/Ae NOABAEHUA COOOLLEHWA aBTO3arpy3kuM (MO OKOHYaHMM
BbINONHEHUA npoueaypbl POST).

Startup Menu
Restore Factory Defaults
Boot password
Password Recovery Procedure
Image menu
Back
Enter your choice or press 'ESC' to exit:

1
2
3
4
5

[ S -

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuuwy <5>, 1mbo <Esc>.

’ ' Ecnm B TeueHue 15 ceKyHg (3HaueHne No YMONYaHUIO) He BblIGpaH HU O4UH M3 NYHKTOB MEHIO,
e TO 3arpy3Ka yCTPOICTBA NMPOAO/KUTCA. Bpema 0XuUAaHMA MOXKHO YBEANYUTb C MOMOLLbIO
KOMAaHpA, KOHCO/IN.

Tabnuua 6.1 — OnucaHue meHio Startup

Ne HazeaHue OnucaHue
Restore Factory Defaults [aHHas npouesypa UCNoNb3yeTca A yaaNeHus KoHourypaumm yctpolicrtea. Boc-
<1> BoccTaHOBNEHME 3aBOACKUX CTaHOBNEHWNE KOHOUTYPALMM MO YMONYAHMIO.
HacTpoekK
Boot password [aHHaa npouefypa MCNo/b3yetca ANs YCTaHOBKM/yAaneHus naposs Ha Havaib-
<2> YctaHoBKa / yaaneHue naposis | Hblid 3arpy3sumk

Ha HayasbHbIN 33 rPpy3yvuK

[aHHan npoueaypa MCNoNb3yeTca A/19 BOCCTAHOB/IEHUA YTPAYEHHOro Naposis, oHa
MO3BO/IAET MOAKMOUMTLCA K YCTPOMCTBY 6€3 napons.

Password Recovery Procedure [lns BOCCTAHOB/NEHMA MAPO/A HaXKaTb KNaBuwy <2>, Npu Nocneayrowem noaKo-

<3> BoccraHoBAeHWe NaponA YEHWUU K YCTPOMCTBY naposnb bynet MPOUTHOPUPOBAH.
Current password will be ignored!
[ns Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
[aHHas npoueaypa ucnonbayercsa 11 Bbi6opa akTMBHOrO ¢aitna cuctemuoro MO.
Ecnv He BbIBpaH HOBbIN 3arpysKeHHbIN dain cuctemHoro MO aKTUBHbLIM, TO YCTPOWN-
Image menu CTBO BbINOIHUT 3arpy3Ky C UCMNO/Ib30BAHMEM TEKYLLLEro aKTMBHOro 0bpasa
<4> Bbibop akTMBHOrO daiina Image menu
cuctemHoro MO [1] Show current image - npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTponcTee
[2] Set current image — BbI6oOp akTMBHOTO ¢aiina cuctemHoro MO
[3] Back
<5> Back [nA BbIXO4a U3 MEHI0 W 3arpysku yCTPOMCTBA HaxmuTe Knasuwy <Enter>, nn6o
Bbixog 13 meHto <Esc>.
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP pgonkeH 6biTb 3anylweH U HAaCTPOEH Ha KOMNblOTepe, C KoToporo byaer 3a-
rpyKatbcs nporpammHoe obecneuyeHue. Cepsep AOMKEH MMETb pa3spelleHne Ha uYTeHue
daiinos HauanbHOro 3arpysumnka n/wam cuctemHoro NMO. KomnbloTtep ¢ 3anyueHHbim TFTP-
cepBepom AoJixKeH 6biTb AOCTYNeH AN KOMMyTaTopa (MOXHO MPOKOHTPO/NUPOBATh, Bbl-
NONHMB Ha KOMMyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

’ ‘ O6HOoBNEeHMEe NporpaMMHOro obecneyeHns MOXKeT OCyLLeCTBAATLCA TOIbKO NPUBUAETUpPo-
N BaHHbIM NO/ib30BaTeNEeM.

.‘

6.2.1 O6HoBnEHUEe cuCMeMHO20 NPo2PAMMHO20 obecrneyeHus

3arpy3sKa ycTpoiicTBa ocyliecTtsasetca M3 ¢daina cucTtemHoro nporpammHoro obecneyenus (M0O),
KOTOpbIA XpaHuTcs Bo ¢asw-namatn. MNpu obHoBneHUM, HOBbIN dann cuctemHoro MO coxpaHAeTca B
cneuyanbHO BblgeneHHOM obnact namaTu. Mpu 3arpyske yYCTPOMCTBO 3anycKaeT aKTUBHbIN daiin
cuctemHoro MO.

’ ‘ Ecnn Homep yCTPOMCTBA He 3afaH, AaHHAA KOMaHAa NPUMEHAETCA K BegyLliemy YyCTPpOMUCT-
e BY.

Ona npocmoTpa TeKyllel BepcuM CUCTEMHOrO nporpammHoro obecneyeHus, paboTtaroliero Ha
ycTpoiicTtee, BBeguTe KomaHay show version:

consolef#show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68ci4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBNeHMA MO:

CkonunpoBaTb HOBbIM dain nporpaMmHoro obecneyeHns Ha YCTPOMCTBO B BblAe/NeHHy0 061acTb
namatn. PopmaT KOmaHAbI:

boot system tftp://tftp_ip_address/[directory/|filename

anMepBbmonHEHMHKOMaHAHI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

Hosas BepcuAa NnporpammHoOro obecneyeHns CTaHET aKTUBHOM nocne nepe3arpyskn KommyrtaTtopa.
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[Nna NpocmoTpa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHmna U X akTUBHOCTM BBeAUTE KOMaH-
ay show bootvar:

console#show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM ‘y.
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MPUNOXEHUE A. NIPUMEPBLI MPUMEHEHUA U KOHOUTYPUPOBAHUA YCTPOUCTBA
HacTpoiiKka npoToKona MHOXecTBa cBA3yLWwmMx gepesbes (MSTP)

MpoTokon MSTP no3BO/IAET CTPOUTb MHOMKECTBO CBA3YIOLWMX AEPEeBbeB AN OTAE/bHbIX rpynn
VLAN Ha KomMmyTaTopax JIOKa/sbHOW ceTu, 4To Mo3BosAeT 6anaHcMpoBaTb Harpysky. s npocToTbl
PacCcCMOTPUM C/yYait C TPEMA KOMMYTaTOpamm, 06beAMHEHHbIMM B KOJIbLLEBYHO TOMO/IOTUIO.

MycTb vlan 10, 20, 30 o6beanHaOTCA B NnepBom sksemnaape MSTP, vlan 40, 50, 60 obbeauHatoTcA
BO BTOpPOM 3K3emnaspe. Heobxoanmo, 4tobbl Tpaduk VLAN-os 10, 20, 30 mexay nepBbiM WU BTOPbIM
KOMMYyTaTOpammM nepeaaBasnca Hanpsamyto, a Tpaduk VLAN-os 40, 50, 60 nepegaBanca TPAH3IUTOM yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOPHEBbIM AJ17 BHYTPEHHero cessytowero gepesa (IST — Internal
Spanning Tree) B KOTOpOM NepepaeTca cayebHaa nHpopmauma. KommyTtaTopbl 06BbEAMHATCA B KOAbLO,
ncnonb3ya noptol tel u te2. Huxe npuseaeHa cxema, M306parkatoLLLas IOrMYECKYH TOMOOMMIO CETH.

VLAN 10,20,30 HaanaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha axzemMnnsp 2

xommyTarop 1 KommyrarTop 3

3707 NOPT nepeckinaeT Tpagmk
AnA akzemnnapa 2 u 6nokupyer
Tpacuk anA akzemnnapa 1

3TOT NOPT NepechinaeT Tpadnk
Ans skaemnnapa 1 v Gnokupyer
Tpaduk ana akzemnnapa 2

KoMmyTarTop 2

PucyHok 25 — Hacmpolika npomoKosia MHOXecmea cesasyoujux depesbes

Koraa o4MH M3 KOMMYTaTOPOB BbIXOAMT M3 CTPOS, IMH60 06pbIBAETCA KaHal, MHOYKECTBO AEPEBLEB
MSTP nepecTpamBaeTca, YTO NO3BOAET MUHMMU3NPOBATb NOCAEACTBMA aBapuun. Huxke npuseaeH npo-
Lecc KOHPUrypaumm KommyTaTopoBs. [na 6onee 6bICTPOI HACTPOMKKM co3gaeTca 061Wmii KOHUTYPaLMOH-
Hbll1 WabNoH, KOTOpPbIW 3arpy»KaeTca Ha TFTP-cepBep U MCNOAb3YeTCA BNOCAeACTBMU ANA HACTPOMKKN BCEX
KOMMYTaTOPOB.

1. CospgaHue WabnoHa M KOHOUTrYypaLMa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit
console (config)# spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIN 34ecb NpUMep KOHUIypaLmMm KomMyTaTopa AEMOHCTPUPYET, Kak A00aBAATb METKY
SVLAN 20 ko Bcem VLAN 3a nckntouennem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

MoomeHa CVLAN

B ceTax nepeaayn AaHHbIX A0OBOJIbHO YacTO BO3HMKAIOT 3a43a4M, cBsizaHHble ¢ nogmeHon VLAN (Ha-
npumep, 415 KOMMYTaTOPOB YPOBHA AOCTYyNa CyLW,ecTByeT TMNOBAA KOHPUIrypaumsa, HO NONb30BaTEIbCKUNIA
Tpaduk, VOIP un Tpadumk ana ynpasneHus Tpebyerca nepenasatb B pasHbix VLAN Ha pasnnyHbIX Hanpas-
nenHusx). B atom cnyyae 6bi10 6bl yA06HO BOoCnonb3oBaThea dyHKUMEN noameHbl CVLAN ana 3ameHbl TU-
nusnpoBaHHbix VLAN Ha VLAN gna tpebyemoro HanpasneHuA. Huxe npuseneHa KOHPUrypauma Kommy-
TaTopa, B KOTOPOM ocyulectsnaetca nogmeHa VLAN 100, 101 1 102 Ha 200, 201 n 202:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

Hacrpoitka multicast-TV VLAN

®dyHRumMa «Multicast-TV VLAN» paeT BO3MOXHOCTb MCMO/1b30BaTb 414 nepesavynu MHOroagpecHoro
Tpaduka ogHy VLAN B ceTu onepatopa U [OCTaBAATb 3TOT TPadUK Nonb3oBaTeNsM AaxKe B TOM Cay4ae,
€C/IN OHW He ABAAtoTcA YneHamm aTon VLAN. 3a cueT pyHKummn «Multicast-TV VLAN» moKeT bbITb COKpa-
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LLLeHa Harpy3Ka Ha CeTb ONepaTopa 3a CYEeT OTCYTCTBUA AyOAMPOBAHMA MHOrOAAPECHbIX AAHHbIX, HANPU-
mep, Npu npegoctasneHnm ycenyrm IPTV.

Cxema npumeHeHMs OYHKUMKM npeanonaraeT, yTo MopTbl No/sb3oBaTenieil paboTaloT B pexume

«access» Uan «customer» 1 npuHagnexar K noboi VLAN 3a nckntoueHnem multicast-tv VLAN. Monb3oBa-
TENIM UMEIT BO3MOXKHOCTb TOMIbKO NOJIy4aTb MHOroagpecHbln Tpadumk ns multicast-tv VLAN u He moryT
nepepasatb AaHHble B 310 VLAN. Kpome Toro, B KOMMmyTaTope A0JIXKeH ObiTb HAaCTPOEH MOPT-UCTOYHUK
multicast-TpaduKka, KOTopbIN A0MKEH ObITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTpoIiKK ANa nopta B pexkume paboTbl access

BKAOUNTE GUABTPALMIO MHOTOAAPECHbIX SAHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nonbsosatenen (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpaBnieHusn
(VID 1200):

console (config) # vlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan)# exit

HaCTpOMTb NopTbl NO/1Ib30 BaTesen:

console (config)# interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

Hactpoutb uplink-nopt, paspewmns nepegadyy mHoroagpecHoro Tpadpuka, TpaduKa nosb3oBaTenem
W ynpasJieHune:
console (config) # interface tel/0/1
console (config-if)# switchport mode trunk
console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit
Hactpoutb IGMP snooping rnobanbHo 1 Ha MHTepdeicax, 406aBUTb NPUBA3KY rpynn:

console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 1000

console (config)# ip igmp snooping vlan 1000 querier
console (config)# ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

( ) #

console (config ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
Hactpoutb nHTepdeinc ynpasaeHus:
console (config)# interface wvlan 1200

console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit
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Mpumep HacTpoiikn AnA nopTa B pexume customer

,ﬂ,aHHblﬁ TN NOAKNHOYEHUNA MOXKET 6bITb MCNONb30BaAH Aana Toro, yTobbI NOMEYaTb NOJIb30BaTENb-

ckme IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHEWHUMN meTKamu (SVLAN).

1.

BKAtOUNTE GUABTPALMIO MHOTOAAPECHbIX AAHHbIX:

console (confiqg)# bridge multicast filtering

Hactpoutb VLAN nonbsosatenen (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasne-
Hua (VID 1200):

console (config)# vlan database
console (config-vlan)# vlan 100,1000-1001,1200
console (config-vlan) # exit

HactpouTb nopT nosib3oBartens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewns nepegayy mHoroaapecHoro Tpaduka, Tpaduka nosib3oBaTenen
W ynpaBneHue:

console (config)# interface tel/0/10

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpontb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, £06aBUTb NpaBuaa MapKUPOBKM NOJb-
3oBaTesIbcknx IGMP-report’oB:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

HactpouTb nHTepdeic ynpasaeHus:

console (config) # interface wvlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOMKEHUE 5. KOHCO/IbHbIA KABE/1b

345678

D2 Q)| W 6
\ &) O @B
g S—

RG-45 DB-9
PucyHok 26 - [o0KntoYeHuUe KOHConbHo20 Kabens
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NPUNOXKEHUE B. NOAAEPKUBAEMbBIE 3SHAYEHUA ETHERTYPE

Tabnuua - Moaaepxnsaemble 3HaueHus Ethertype

0x22DF 0x8145 0x889e | 0x88cb | 0x88e0 | 0x88f4 | 0x8808 | 0x881d | 0x8832 | 0x8847
0x22E0 0x8146 | Ox88a8 | Ox88cc | 0x88el | Ox88f5 | 0x8809 | 0x88le | 0x8833 | 0x8848
0x22E1 0x8147 0x88ab | 0x88cd | Ox88e2 | Ox88f6 | 0x880a | Ox881f | 0x8834 | 0x8849
0x22E2 0x8203 0x88ad | 0x88ce | Ox88e3 | Ox88f7 | 0x880b | 0x8820 | Ox8835 | Ox884A
0x22E3 0x8204 0x88af | 0x88cf | Ox88e4 | 0x88f8 | 0x880c | 0x8822 | 0x8836 | Ox884B
0x22E6 0x8205 0x88b4 | 0x88d0 | 0x88e5 | 0x88f9 | 0x880d | 0x8824 | 0x8837 | 0x884C
0x22E8 0x86DD 0x88b5 | 0x88d1l | Ox88e6 | Ox88fa | Ox880f | Ox8825 | 0x8838 | 0x884D
0x22EC 0x86DF 0x88b6 | 0x88d2 | Ox88e7 | Ox88fb | 0x8810 | 0x8826 | Ox8839 | Ox884E
0x22ED 0x885b 0x88b7 | 0x88d3 | Ox88e8 | Ox88fc | 0x8811 | 0x8827 | Ox883A | Ox884F
0x22EE 0x885c¢ 0x88b8 | 0x88d4 | 0x88e9 | Ox88fd | Ox8812 | Ox8828 | 0x883B | 0x8850
Ox22EF 0x8869 0x88b9 | 0x88d5 | Ox88ea | Ox88fe | 0x8813 | Ox8829 | Ox883C | 0x8851
0x22F0 0x886b 0x88ba | 0x88d6 | Ox88eb | Ox88ff 0x8814 | Ox882A | 0x883D | 0x8852
0x22F1 0x8881 0x88bf | 0x88d7 | Ox88ec | Ox8800 | 0x8815 | Ox882B | Ox883E | 0x9999
Ox22F2 0x888b 0x88c4 | 0x88d8 | Ox88ed | Ox8801 | 0x8816 | 0x882C | Ox883F | 0x9c40
0x22F3 0x888d 0x88c6 | 0x88d9 | Ox88ee | Ox8803 | 0x8817 | Ox882D | 0x8840
Ox22F4 0x888e 0x88c7 | 0x88db | Ox88ef | Ox8804 | 0x8819 | Ox882E | 0x8841
0x0800 0x8895 0x88c8 | 0x88dc | Ox88f0 | Ox8805 | 0x88la | Ox882F | O0x8842
0x8086 0x8896 0x88c9 | 0x88dd | Ox88f1 | Ox8806 | 0x881b | Ox8830 | Ox8844
0x8100 0x889b 0x88ca | 0x88de | Ox88f2 | Ox8807 | 0x881c | Ox8831 | Ox8846
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NPUNOXKEHUE I ONMMCAHUE NMPOLECCOB KOMMYTATOPA

Tabnnua — OnucaHne NpoLeccoB KOMMyTaTopa

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepenaya NakeToB MeXAy YPOBHEM 2 1 CETEBLIM YPOBHEM

3SWQ MporpammHan ob6paboTka ACL nepexBayeHHbIX NAKETOB

AAAT YnpasneHue n o6paboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metoaos AAA

ARPG Peanunsauma npotokona ARP

B_RS YnpaBsieHMe nepe3arpy3Kkon yCTPOICTB B CTeKe

BFD Peanusaumna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKE (MONyYeHWe CBEAEHWUIN O CTeKe, UHAMKauma, obmeH co-
obuweHnamm, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, cOCTOAHUA cTeKa: aobaBneHne Master/Slave, usydyeHune Tononorumn, ob-
HoBneHue Bepcum NO Begomoro ycTpoicTtaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE
Intermediate Agent
Bridge Management: EAPS, STP, onepauuun c FDB (nobasneHue, yaaneHue 3anuncei), 3epKa-

BRMN NMpoBaHue, KoHdurypmuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast, OAM

BSNC ABTOMAT CMHXPOHM3aL MW BEAYLLETO U BEAOMOrO YCTPOMCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnpoBaHune KOHOUIypaumMoHHbIX ¢painnos

CFM Peanusaumus Ethernet CFM

CNLD 3arpysKka/Bbirpy3ska KoHoUrypaumm

COPY YnpasneHne KonuposBaHMem pannos

CPUT Ytnnusauyma CPU

D_LM Link Manager — oTcnexknBaHue cOCTOAHMA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c ¢paitnoBoi cuctemor

DFST PacnpeaeneHHas dainosas cuctema (DFS). Ucnonb3yeTca B paboTe cTeka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosnyyeHue nHdopmaLmu C yaaneHHbix oHUToB (Bepcua MO, uptime, yc-
TaHOBKa aKTMBHOro obpasa MN0O)

DNSC KnneHt DNS

DSND Data Set Delays Report
Dispatcher — o6paboTKa cobbiThit OT yaaseHHbIX OHUTOB 06 U3MEHEHNN COCTOAHWUA BEHTUNA-

DSPT TOPOB, UCTOYHWKOB MUTAHWS, TEPMOLATUNKOB, SFP-TpaHcmBepoB. MonyyeHne coobueHnit ot
yOaNeHHbIX oHUTOB 06 nx Bepcumn MO, cepuitHom Homepe, MD5 cymme MMO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBue C Nonb3oBaTenem)

ESTC JlornpoBaHue cobbITUin 0 NpeBbileHnn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTU4YeCcKas HacTpoiKa napameTtpos SERDES

EVAU O6paboTKa cobbiTnin Address Update, HUKHWI ypoBEHb, Nepeaya Bbille
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EVFB Onpoc coctoAHuna SFP

EVLC O6paboTKa cobbITMN O CMEHE COCTOAHWUA NOPTA, HUKHUIN YPOBEHb, Nepeaaya Bbllle

EVRT RX Training

EVRX O6paboTKa cobbITN NpMéma nakeTa us KommyTatopa B CPU, HUKHWUI ypoBeHb, nepeaaya
nakeTa Ha YpoBeHb 2

EVTX O6paboTKa cobbITMN OKOHYAHUA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUKHEro YPOBHSA 2

FFTT YnpaBneHue Tabanuen mapwpyTmsaumm U MapLipyTmMsaumsa NakeTos

FHSF IPv6 First Hop Security (ObpaboTKa Talimepos)

GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumnsn Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HAaCTPONKM YCTPOMCTBA HUMKHETO YPOBHS

HCPT PoE (B3aMmogeicTBME C KOHTPONNEPOM)

HLTX OTnpaskKa naketos n3 CPU B KommyTaTop

HOST OcHoBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMYyTaTopa Ha YAa/NeHHOM loHUTE

HSES Stack Events — obpaboTka cobbituii link changed, address update c yganeHHbIX HOHUTOB Ha
macTtepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

10TG YnpasaeHne TepMmmHasaMn BBO4A-BbIBOAA

I0TM YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

IOUR YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

IP6C Cyétumknm IPv4 n IPv6

IP6M MapuwpyTtusauua IPv4 u IPv6

IPAT YnpasneHue 6a3oi gaHHbIx IP-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agaya gna ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpyTtunsaumen u IGMP Proxy

IT60

IT6l
3agaum ana paboTbl C NpepbIBAHUAMM

IT64

IT99

V11 3apaya gna paboTbl € BUPTYyabHbIMM NPePbIBAHUAMM

L2HU MNepenaya nakeToB Ha ypoBeEHb 3

L2PS O6paboTka cobbITUIN CMEHbI COCTOAHUA/HACTPOEK UHTepdEeNCcoB 1 Nepegaya coobLieHnt 3a-
PErMCTPUPOBAHHbBIM Cy»KBam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

LBDT OtnpaBKa naketoBs Loopback Detection

LTMR O6uias 3aga4a ANA BCex TalMepos

MACT O6paboTKa cobbiTna 06 okoHYaHuKM aelicteuA B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3zepBnpoBaHue KOHPUrypaunmoHHOro daiaa B SHEProHe3aBUCMMON MaMATH

MSCm MeHeaKep ana paboTbl C TEPMUHANIBHBIMU CECCUAMMU

MSRP Mepenaya cobbITUIN B CTEKE NO/b30BATE/IbCKMM 3a4a4am

MSSS MpocnywunsaHue IP-cokeToB

MUXT OTcnexknBaHMe U3MEHEHUIN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base
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NINP PaboTa c Kombo-nopTamu

NSCT HacTpoiika orpaHnyeHma CKOpocTM nepexsaTta NnakeTos Ha CPU, BeaeHMe cTaTUCTUKKM MO ne-
pexBayeHHbIM NakeTam

NSFP OTcnexxkunBaHue cobbITnin, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL MNepunoamyeckas reHepauma curHana gns onpoca tabamy MAC, VLAN, nopToB, MynbTUKAcTa,
MapLpyTusaumm, npuopuTesaumm

NTST JobaBneHne v yaaneHue OHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
ypoBHe

NVCT BcnomoratenbHasa 3agadva gna VCT. 3anyck TecTa M OTCAEXMBaHWE U3MEHEHMUA COCTOAHMA
nopTa.

OBSR 3apaya ANA OTCAEeXMBAHMA U yBeAOMAEHMA 06 M3MEHeHMAX cneunduyecknx napameTpos
uHTepdelico, Heobxoanmsbix ansa LLDP, CDP u gpyrux npoToKoN0B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUN CMEHbI COCTOAHUA NOPTOB

PNGA Peanusaumna ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnuneHt Remote CLI

Egtg Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbcKkuit Tack AnAa Bcex 3aaau

RPTS Routing protocol

SCLC OTcnexunBaHme coctoaHma OOB-nopTa

SCPT ABTOOOHOBNEHME U aBTOKOHPUTYPUPOBAHUNE

SCRX MonyuyeHue Tpaduka c OOB-nopTa

SEAU MonyyeHune cobbiTnin Address Update, HUKHWUI ypoBEHb

SELC Mony4yeHue cobbITUIN O CMEHE COCTOAHUA NOPTA, HUMKHUIM YPOBEHb

SERT OTcnexxknBaHue cobbITMiM Ha NOPTY AN Hadvana npoueaypobl RX Training

SERX MonyyeHune cobbiTnit NpUéma nakeTa U3 KommytaTopa B CPU, HUXKHKUI ypoBEHb

SETX Mony4yeHune cobbITUIM OKOHYAHMA OTNPaBKKM NakeTa n3 CPU B KOMMYTATOP, HUKHWUI YPOBEHb

SFMG sFlow Manager — 06paboTka cobbiTuit usmeHeHus IP agpeca, CLI/SNMP 3anpocos, Taiimepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD basa gaHHbIx SNA

SNAE O6paboTKa cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIx SNA B M3Y

SNMP Peanusaumna npotokona SNMP

SNTP Peanusaumna npotokona SNTP

SOCK YnpasneHue paboToit cOkeToB

SQIN HacTtpoika Selective QinQ

SS2M Slave To Master — nepegaya coobLeHUI c BeAoOMOro ycTpoicTea (slave) Ha Beayulee (master)

SSHP CepBsep SSH — HacTpoiika, 06paboTKa KomaHa, Talimep

SSHU Cepsep SSH — npoToKon

SSLP Peanunsaumna SSL

SSTC NornposaHue cobbiTuii 0 NpesbilleHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

STMB O6paboTka SNMP-3anpocoB o cTaTyce cTeKa

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccnsa yepes VLAN

STSC CLI-ceccnsa yepes VLAN

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES23xx 226




HELTEX

STSD CLI-ceccnsa yepes VLAN

STSE CLI-ceccna yepes VLAN

SW2M O6paboTKa cobbiTnin Address Update ot FDB, 610KnpoBKa nopta npyv BOSHUKHOBEHUU OLUU-
60K Ha nopTy

SYLG BbiBOA cOObLLEHMI B Syslog

TBI_ Tabnunua BpemeHHbIX NnpomeKyTkos ans ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agau

TNSL KnuneHt TELNET

TNSR Cepsep TELNET

TRCE Peanunsaumna traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-agpecos)

TRMT YnpaB/ieHMe IOHUTaMU B CTEKE C NOAAEPKKON TPaH3aKLUi

TRNS File Transfer — KonupoBaHue daiinos mexagy oHUTamm cteka (MNO)

UDPR UDP Relay

URGN 0O6paboTKa KPUTUUYECKUX COBBLITUI (Hanpumep, Nnepesarpyskn)

VRRP Peanusauma npotokona VRRP

WBAM Web-based Autentification

WBSO B3anumogeincreune c web-KaneHTamm, HUKHUIN YPOBEHb

WBSR YnpasneHue 1 Talimepbl web-cepsepa

WNTT Noganepxka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHua TEXHWYECKOW KOHCyNbTalMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06patuTbca B CEPBUCHbIN LLEHTP KOMMNAHWUK:

Poccuiickan ®egepauma ,630020, r. HoBocnbupck, yn. OKpyxKHas, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHom calite KOMMaHMM Bbl MOKeTe HalTM TEeXHMUYECKYl0 [OKYMEHTauuto w
nporpammHoe obecneyeHne ana npogykumm 000 «Mpegnpuatme «3/ITEKC», obpaTntbca K 6ase 3HaAHUA,
NPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBMCHOrO LEeHTPa Ha TeEXHUYecKom popyme.

OduumanbHbIn cant KomnaHuu: http://eltex.nsk.ru
TexHunueckuin dpopym: http://eltex.nsk.ru/forum

ba3a 3HaHuit: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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